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Transnational Organized Crime: 
Law Enforcement as a Global Battlespace 

MARK GALEOTTI 

Karl Marx may have got something right, after all. His concept of thesis and 
antithesis rests upon the belief that, until history has played itself out and 
reached some stage of utopian perfection, each phase of social and economic 
evolution - the thesis - embodies within it its own nemesis - the antithesis. 
In this respect, transnational organized crime is the internal enemy, the 
cancer within modem transnational society. The more any society becomes 
complex, organized and inter-connected, so too does its crime. Similarly, the 
more any economic system operates across regional and national boundaries, 
the more its criminals will adopt a similarly broad perspective. After all, they 
have been active and eager surfers on this new wave. 

Indeed, in many ways they have adapted much more quickly than 
governments, with all the enthusiasm of any other entrepreneur offered vast 
new markets and opportunities. The turnover of the global criminal 
economy is now very roughly estimated at one trillion dollars, of which 
narcotics may account for about half. Up to half a trillion dollars are 
laundered through the world's financial systems every year. Furthermore, 
organized crime is evolving, not just embracing new markets and new 
technologies but moving from traditional hierarchies towards more flexible, 
network-based structures. 

However, this is not just an expansion of existing organized criminal 
activities, it is part of a step-change, a process of globalization and inter- 
penetration which is reshaping the planet's underworld. The smallest street 
gang may now be part of a global network, pushing drugs grown or 
manufactured on the other side of the world, which were smuggled along 
multifunctional cross-border routes which also move illegal migrants and 
stolen or counterfeit goods, paying their suppliers with cash soon to be 
laundered through the virtual economy of international financial transfers. 
In this respect, almost all forms of organized crime are by now at the very 
least implicitly transnational. 

Of course, it is too soon to announce the passing of the nation-state, 
which has proven a stubborn and resilient beast, unprepared to surrender to 
transnational political organisations and the tyranny of universal economic 
forces. However, the global underworld is witnessing the rise of explicitly 
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transnational and multicultural criminal networks, as the old 'empires' - 
largely defined by their ethnic identity or territorial influence - willingly 
evolve into new forms. As a result, one of the defining security issues of the 
twenty-first century will be the struggle between an 'upperworld' defined 
by increasingly open economic systems and democratic politics and an 
underworld willing and able to use and distort these trends for its own ends. 

Furthermore, this struggle will be played out within a battlespace that is 
as indefinite as it is ubiquitous, ranging from the virtual expanse of 
cyberspace, through the campaign to shape the ideals and habits of 
generations, to the overt struggles between states and criminals. If the 
battlespace is defined by concentric areas of operations, influence and 
interest, defined as an actor's core 'battlefield', the adjacent areas subject to 
some degree of affect and those further reaches where events will have an 
influence on the combat but are essentially beyond the actor's immediate 
control, then a whole new set of definitions will be required to cope with 
this new style of conflict. 

Influence or control over marginalized communities will be as important 
as physical control of national borders and a badly-drafted law may prove a 
greater source of vulnerability as a badly-guarded arsenal. Furthermore, the 
nature of 'combat assets' and even the definition of success against this kind 
of non-state threat must be reviewed. A million dollars devoted to drug 
rehabilitation may prove more cost-effective than the same amount spent 
interdicting smugglers' routes, as so long as there is a market, the smugglers 
can find new routes and simply roll increased business costs into the prices 
they charge addicts. A police operation which captures ten criminals but at 
the price of disrupting the work of a hundred businesses and alienating a 
thousand people may be counted a defeat. 

Evolution in Action 

One of the key problems in defining and countering this threat is the fact 
that the underworld of the twenty-first century will be transnational, 
dynamic, fragmentary, networked and inclusive. It is evolving at least as 
rapidly as its legal, 'upperworld' counterpart - and to a large extent in 
response to the same pressures and opportunities.' A whole range of factors 
are having an imp'act, but broadly speaking they can be broken down into 
five main categories: 

Technological Drivers 
Technology is reshaping the underworld as comprehensively as the 
upperworld, whether increasing the ease and speed of travel or introducing 
new illicit commodities to be sold, from counterfeit medicines to synthetic 
narcotics. 
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For example, the use of controlled, hydroponic cultivation methods has 
allowed drugs to be raised in inappropriate climates; cannabis is reportedly 
now, for example, the single biggest cash crop in the US state of Oregon. 
However, it is the rapid expansion in telecommunications and the consequent 
expansion of cyberspace which is proving a particular source of new 
opportunities, from rapid and secure communication to laundering funds 
through Internet banks. Ths  even raises the prospect of, in the future, 'virtual 
gangs' - if transnational organized crime is moving towdrds a structure 
dominated by the flexible, non-ethnic network, then it would be entirely 
possible not just to use the Internet to carry out crimes but as the 'turf' of a 
group. This would be a development of the existing groups of hackers and 
crackers, as they organized and regularized their operations, to form criminal 
gangs whose members need never meet or be in the same city or country. 

Political Drivers 

At its most basic, crime is defined by laws, and laws are defined by states. 
More broadly, organized and transnational crime must and does respond to 
a whole range of political changes, from the ebb and flow of state power to 
wars and natural disasters. The collapse of the USSR was a seismic event, 
which unleashed a new and fast-moving form of organized crime onto the 
world, but the return of Hong Kong and Macao to Chinese control, war in 
the Balkans and many other geopolitical upsets have all had serious 
implications for the global underworld. 

The Balkan wars, for example, made it even harder to block heroin- 
trafficking routes into Europe from the south-west. The spread of migrants 
and refugees into the European Union also created new criminal networks, 
most especially the Albanians who now handle much of the wholesale 
heroin trafficking for Turkish gangs. As for the return of Hong Kong to 
Chinese rule this did not, as some observers expected, lead to an exodus of 
the locally-based Triad groupings. They rightly assumed that the People's 
Republic would offer every bit as congenial an environment for their 
operations. Indeed, it has allowed them to extend their activities onto the 
mainland, developing links with corrupt local and national officials and 
investing in and preying on the new Chinese economy. In the longer term, 
there may be a shift in power towards the Big Circle Boys (Dai Huen Jai), 
the only major criminal organization still based on the mainland, but this 
will probably take the form of a more-or-less amicable fusion of mainland, 
Hong Kong and Macao-based structures. 

Economic Drivers 

Organized crime is similarly responsive to its economic environment as 
markets open and close. Even physical and environmental changes can have 
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an impact on what is and is not economic to produce or sell. Global 
warming, for example, will play its part in changing the geography of drug 
production, and is already permitting the production of opium and 
marijuana in new parts of southern and east-central Russia. As with all 
markets, there are balances to be struck between profit and risk. One reason 
why transnational organized crime has not on the whole involved itself in 
the trade of weapons of mass destruction or their technologies and 
components is precisely because of the costs associated with the business, 
including tougher law enforcement, which would affect all the network's 
operations. 

Enforcement Drivers 

This emphasizes an important but often neglected point: amid all the 
'understandable concerns about the threat it is worth remembering that law 
enforcement can work. However, successful police operations and the 
introduction and enforcement of new laws can also have surprising and 
counter-productive effects. US-backed victories against drug cartels in Peru 
and Bolivia, for example, drove the narcotraficantes closer to the USA and 
Mexico, and also broke the large cartels down into smaller, but also more 
flexible, so-called cartelitos. On the other hand, pressure on both the Italian 
and US mafias has weakened them both and forced them to be more 
cautious. 

In Japan, by contrast, an end to decades of acceptance of the boryokudan 
(or Yakuza) has had a major impact on their more overt activities. However, 
the more powerful Yakuza - most notably the Yamaguchi-gumi - have 
assembled the necessary 'critical mass' of economic and political power 
largely to ride these waves. Like the Mafia, they are increasingly leaving 
street operations to local clients and franchisees, while instead 
concentrating on the strategic level of operations. 

Internal Drivers 

The global underworld is also not purely a product of its context, it is also 
shaped by internal and often contingent factors. Alliances between 
organizations can avoid conflict and maximize efficiency, just as feuds and 
competition may shatter an organization or alternatively elevate a stronger, 
more effective new organization in an exercise in social Darwinism. 
Structural changes within the underworld are also of great importance as, 
reflecting new challenges and opportunities, even the old, monolithic gangs 
are going 'post-modem', and instead are becoming loose networks of semi- 
autonomous criminal entrepreneurs. In this respect, the rise of a new 
organizational paradigm is not just a product of other factors, it is a force in 
and of itself. 
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This new paradigm is thus the criminal structure which is not a disciplined 
gang or clearly defined conspiratorial hierarchy. Indeed, it is a very 
disorganized form of organized crime, one characterized by networks of 
semiautonomous individuals and small groups. They may pay some form of 
'tribute' to a patron or into communal funds in return for mutual support and 
access to communal services, but otherwise they generally operate 
independently, coming together in ad hoe teams to exploit particular 
opportunities or resist a common threat. Such a structure is flexible and 
entrepreneurial, able very quickly to respond to its market, political and 
law-enforcement environment. Where the old model for organized crime 
was pyramidal, these networks have relatively flat hierarchies. There are 
senior figures, with greater resources, contacts or moral authority, but they 
do not give orders so much as have greater assets with which to purchase or 
compel the assistance of others within the network. 

This is a structure emphasizing linkages based on deals and mutual 
advantage rather than discipline or traditional authority. It is also one 
especially well suited to crossing the old boundaries of nation and 
community. After all, one by-product of globalization and the shift from 
rigidly structured gangs to looser, network-style ones, is an ethnic 
diversification of organized crime. Where once a gang might be based on a 
single ethnic group (or even home region or village), be identified as such, 
and rely on this to provide everything from the internal language to 
operational culture, now there is little reason for such an exclusive 
approach. Instead, organized crime is becoming increasingly inclusive: 
people and groups with the right skills, contacts or territory can be accepted 
into the network so long as they simply prove able to operate within the 
dominant culture. This is not in essence new: the Cosa Nostra in the USA 
brought in such non-Italians as 'Dutch' Schultz - actually of German origin 
- as long as they were able to operate 'Sicilian-style'. What is new is-the 
scale at which this is being practised. Even such hitherto exclusive 
structures as the Yakuza are beginning to bring in outsiders, as Korean 
gangs begin, in effect, to operate Yakuza 'franchises' on particular 
territories. 

A further reflection of the criminals' eager exploitation of new 
opportunities is their adaptation not just to new technologies in general but 
weapons in particular. Obviously their main tools of the trade are the 
conventional knife, gun and bomb. Even so, their linkages with terrorism 
and their resources have ensured that, if they choose, the criminals can 
obtain leading-edge weapons and training. Where it is appropriate or 
advantageous, though, the criminals also acquire, deal and use even more 
esoteric weapons with which to threaten and attack human and material 
targets. Consider, for example, Russian banker Ivan Kivelidi. Once it 
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became clear how difficult it would be to penetrate his security with a 
conventional assassination, his enemies murdered him in 1995 by secreting 
a secret chemical poison designed for military use in his office. 

In many cases, though, the main targets of unconventional attacks are 
systems and information. Although transnational crime tends to use 
computers and the Internet for financial traffic and communications rather 
than as a weapon, there have been cases of their offensive use against prey 
or law-enforcement agencies which have been almost invariably 
transnational in nature. However, in some cases, a mere credible threat 
suffices. 'EMP bombs', suitcase-sized devices which release an 
electromagnetic pulse capable of scrambling electronic systems within a 
200-meter radius, can have a catastrophic impact on computer systems. 
Several financial institutions have quietly paid blackmail money to 
organized criminal groups rather than take the risk of being targeted with 
such weapons - even without proof that they are in the criminals' arsenals. 

Conquest? 

In many ways, the traditional demarcations between national security and 
law enforcement concerns are becoming increasingly less meaningful. 
Admittedly, cases in which criminals come to dominate countries are rare, 
and they tend not to be directly transnational in origin. Where this has 
happened, it usually reflects a fusion of domestic criminal and political 
interests - often within authoritarian states - with an eye to exploiting 
transnational opportunities. In such operations, the 'battlefield' tends to be 
defined by the nation's political and economic systems, either by 
penetration or by the violent imposition of new paradigms by coup or plot. 

The best examples are 'narcocracies' such as Bolivia under General Luis 
Garcia Meza (1980-81) and Myanmar (Burma), but, if anything, such overt 
'captured states' will be even less a feature of the future. The networks of 
modern transnational crime are well able to penetrate modem states and find 
useful allies, contacts and clients within them so that they have little need 
or interest in so crude a tactic. 

'Captured states' are, after all, obvious criminal havens and will be 
treated as such - their banking systems will be regarded as compromised, 
cargoes coming from them are subject to extra scrutiny and their citizens are 
treated as potential fifth-columnists. Far better to subvert and operate within 
countries which maintain a suitable appearance of order and respectability: 
rent your politicians and administrators when you need them, do not 
become them. 

Of course, organized crime is often powerful enough to create its own 
'states-within-states', usually with an explicitly transnational context, such 
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as the poppy fields of the Chu Valley, which stretches between Kazakstan 
and Kyrgyzstan. These undermine the integrity of their host states and of 
national borders alike. In many cases this takes the form of outright 
insurgency, but it can just as easily operate by subversion and subterfuge. 

The Mohawk territory of Akwesasne straddles the US and Canadian 
borders, for example, and many Mohawks reject the legitimacy of the border 
that divides them. This has helped make it the most important contraband 
smuggling route on the USICanadian border. Such criminal successes, 
though, tend to reflect problems within states and societies or even general 
or localized collapse. The main threat is not from some direct struggle of a 
specific organized criminal group against a specific state because, ultimately, 
the criminals can only triumph against states which have lost the disposition 
or ability to resist - what Lenin called the 'critical absence of will' on the part 
of a ruling elite which was a precondition for revolution. 

The Arsenal of Chaos 

The presence of powerful, flexible transnational criminals networks is less 
of a direct threat to the nation state so much as an eager and useful ally for 
others who would challenge or destroy it. In the aftermath of the 11 
September 2001 attacks on New York and Washington, the spotlight has 
inevitably been turned on international terrorism. Transnational crime and 
terrorism have often been useful to each other in the past and will probably 
be all the more so in the future. 

There is now increasing evidence of a growing symbiosis in the 
relationship between certain terrorist factions and transnational organized 
crime, not least as the former look for new ways to finance themselves now 
that such traditional supporters as the USSR, China and Libya either do not 
exist or have scaled down their activities. Such groups as Peru's remain& 
Sendero Luminoso and elements of the Northern Irish paramilitaries have in 
many ways lost their political rationale - organized crime, which began as 
a means to an end, has become an end in itself. However, while these groups 
are essentially national, they work with and thus link into transnational 
networks and this trend thus has transnational implications. 

For example, the willingness of the Kosovo Liberation Army to turn a 
blind eye to major shipments of heroin through areas under their control, in 
return for funds and weapons for their war against Serbia, helped keep open 
a route through which 80-90 per cent of the heroin reaching Europe was 
moved, while also contributing to the rise of Albanian organized crime 
across the Continent. In many cases, the links are even more direct, with 
organisations such as Al-Qaeda in Afghanistan and Hizballah in Lebanon, 
which produce narcotics for sale to criminal trafficking networks. 
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Less visible is the way transnational criminal networks can provide 
valuable goods and services to terrorists and insurgents. In the past, this has 
especially been in the form of weaponry. Indeed, the very existence of 
substantial stocks of weapons and channels through which more can be 
imported is often a cause of regional instability in itself. However, as, when 
and if the US-led 'war on international terrorism' begins to succeed in its 
aims of cutting the terrorists' traditional routes for moving and laundering 
their funds - especially the hawala underground banking network - then 
they will be forced to seek alternative channels. Just as transnational 
organized crime has broken international sanctions (smuggling, for 
example, embargoed computers to the USSR or Iraq), so too it can service 
terrorism. It already has such financial networks in place, and although it 
charges a rather higher rate for its services, if this is the price for continuing 
secure and effective operations, then terrorist movements will almost 
certainly pay it. 

Covert Threats: Penetration, Debilitation and Re-socialization 

The most insidious challenge is not so much one posed by specific groups 
so much as the deeper, cultural struggle of the legitimate 'upperworld' - 
however imperfect and compromised - with an alternative world and 
ideology of global criminal entrepreneurship. In the most extreme cases, 
criminals can acquire, sometimes as a result of a definite 'public relations' 
strategy, a degree of public legitimacy, whether this is through fostering a 
myth of community spirit (as witnessed by the Yakuza's prompt dispatch of 
aid to the survivors of the 1995 Kobe earthquake) or by posing as 
champions of national or cultural identity (whether in Kosovo, Chechnya or 
Kurdistan).' 

If criminal groupings can subvert or suborn a sizeable fraction of a 
national, regional or ethnic community, then they become far more powerful 
and harder to combat. This will also affect wider security considerations. 
Endemic corruption has, for example, led to the widespread use of 
moonlighting Russian Spetsnaz special forces soldiers as mafya hitmen and 
has also helped arm Chechen rebels from military arsenals. The threats 
posed to the nation-state are even greater when these criminal groupings 
operate transnationally, or else are linked into cross-border networks. 

The prevalence of gangs linked with the Russian mafya groupings in 
EasUCentral Europe is a serious security concern at a time when many of 
these countries are seeking NATO membership. Conversely, Moscow has 
become increasingly alarmed at the evidence that illegal Chinese migration 
into its sparsely-populated Far East has been accompanied by the intrusion 
of Chinese organized crime, especially linked to the Big Circle Boys. One 



LAW ENFORCEMENT AS A GLOBAL BATTLESPACE 3 7 

Federal Security Service officer even went so far as to characterize this 
rather hysterically as 'invasion by crime, perhaps to prepare the ground for 
a more conventional campaign' .? 

This cultural subversion does not only operate at the grassroots level. 
Given that the working estimate for the annual turnover of global criminal 
activity is equivalent to some 5 per cent of total global economic activity, it 
is not surprising that transnational criminal activities, particularly drug 
trafficlng and money-laundering, can be vital mainstays of a regional or 
even national economy. Even if much of the proceeds of crime then moves 
on to some other country, some remains, providing employment and 'trickle 
down' re-investment. 

Indeed, from offshore banking centres whose secrecy laws are clearly 
there to be used by criminals to drugs-producing parts of the Developing 
World many countries are all but 'hooked' on their involvement in 
transnational crime. By 1999, for example, Mexico's narcotics industry was 
worth an estimated $30 billion in profits - four times the revenue from the 
country's largest legal export, oil. Similarly, marginalised and pariah states 
have also turned to state-sponsored crime to bypass sanctions and raise 
revenue. Most notably, North Korea raises perhaps $200 million annually 
through such criminal activities, most notably the production and 
distribution of opiates and methamphetarnines. 

The Law Enforcement Battlespace 

Modern crime has developed within modern economic and political 
structures. There is no 'other' against which to focus national efforts: 
organized crime thrives and survives precisely because it meets internal 
demands, unmet by the state, whether for commodities, for opportunities 
for advancement or for security. Nation-states will find themselves 
operating on a variety of levels in this battlespace. Their areas of 
operations will be defined not only by their sovereignty but also forms of 
conflict, ranging from socialization to control of financial flows. 
However, legal sovereignty does not necessarily mean genuine control, so 
in some areas and locations, the battlespace will not merely be contested, 
but the role of the state may be limited to exerting influence. Furthermore, 
as nations also operate transnationally, in some ways the areas of 
operation will expand (for example, through direct intervention abroad or 
the use of bilateral agreements to compel local law enforcers to act in their 
name) but also contract (as international obligations may limit the 
freedom of maneuver even in domestic affairs). In this context, the 
dividing line between areas of operation and influence may be indefinite 
and very changeable. 
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In this struggle, a nation-state's area of interest will be global and 
holistic. What happens anywhere on the globe can impact on the struggle 
against transnational crime, whether famine in Africa (which may trigger 
new waves of illegal migrants) or freedom of information legislation in 
Europe (which could restrict the use of eavesdropping and communications 
intercepts by the police). Nor is this merely geographic: a technological 
innovation may have a direct impact on operations within the battlespace. 
The creation and dissemination of PGP internet encryption technology was 
a great boon for the communications security of transnational organized 
crime, for example, while advances in printing processes made 
counterfeiting older-style banknotes without the latest safeguards relatively 
easy. Yet so too may cultural or even philosophical trends. The flood of 
Japanese gangster films emphasizing the power and honour of the Yakuza 
undoubtedly had an impact on Asian street gangs along the West Coast of 
the USA and also led to several actively seelung linkages with the Japanese- 
based networks. 

It is thus impossible to define the forces and weapons with which this 
war will be fought, as the battlespace is defined by a whole variety of 
different environments and contexts. An efficient Customs Service will do 
little directly to combat violent crime on the streets, but can help interdict 
flows of drugs and weapons, which would otherwise help arm and fund 
gangs which the police would have to combat on the streets. If meanwhile 
the state itself is discriminating against minorities and denying them legal 
opportunities, though, there will be a steady stream of alienated clients and 
eager recruits for the criminals, such that the Customs and police are doing 
no more than holding the line. 

Of course, it is also true that the evolution of modern society has 
provided the nation-state with a formidable arsenal of its own, from 
working international police cooperation to flexible military forces as able 
to fight a war in Kuwait as keep the peace in Kosovo. Furthermore, as 
transnational crime moves from a hierarchical structure to a loose network, 
the gains it makes in flexibility and survivability are at least in part offset by 
new limitations. These networks cannot focus their efforts to the same 
degree as a hierarchy. Furthermore, as they broaden their membership and 
lose their original cultural and ethnic identities, they also lose the old sense 
of primal loyalty and become vulnerable to infiltration, internal dissent and 
defection. 

The late twentieth century saw an extraordinary development in the 
transnational, even global, inter-connectivity of political, social and 
economic systems, and, as Phil Williams put it, 'transnational organized 
crime can be understood as the dark side of interdependence and 
gl~balization'.~ Transnational crime will never be able to mount the kind of 
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overt, lethal strike to the nation-state as conventional enemies or even 
insurgent movements - nor would it probably want to. However, as 'old' 
and 'new' security worlds merge, it will represent a threat on a variety of 
levels. It can act as a powerful 'force multiplier' to terrorists and insurgents 
and even a covert weapon in inter-state conflicts. It can degrade security 
assets. It can undermine and subvert national morale, identity and financial 
and political structures. In this respect, transnational organised crime poses 
a distinctive challenge both to the nation-state and to this new 
'interdependent and globalized' world system. 

NOTES 

I develop this theme in more depth in two linked articles which launched the 'Global Crime 
Watch' section in Jane's Intelligence Review: 'Crimes of the new millennium' 1218 (Aug. 
2000) and 'The new world of organized crime' 1219 (Sept. 2000). 
Eric Hobsbawm, for example, developed the concept of the 'Social Bandit' in his book 
Bandits (orig. pub. 1969; rev. ed.: London: Weidenfeld 2000). While his Marxist views led 
to an idealized notion of the revolutionary and egalitarian nature of the phenomenon, if 
anything the basic idea is increasingly relevant in the twenty-first century, as globalization 
spreads a feeling of disempowerment among many communities and modern media can be 
used to create suitable myths of popular resistance through crime. 
Personal conversation, Jan. 2000. 
P. Williams, 'Transnational criminal organizations and international security', in M. Klare 
and Y. Chandrani (eds.) World Security: challenges for a new century, 3rd edition (New 
York, NY St Martin's Press 1998) p.250. 


