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ABSTRACT The information systems controlling our critical infrastructure are
vulnerable to cyber attack. Cyber war is therefore inevitable unless we improve
our cyber defenses. The only way to do this is by building security into systems at
the design stage.
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Information systems control many important aspects of modern
society, from power grids through transportation systems to essential
financial services. These systems are riddled with technical vulnerabil-
ities. Consequently, our reliance on these systems is a major factor
making cyber war inevitable, even if we take into account (properly)
narrow definitions of cyber war. The cyber environment is target rich
and easy to attack. Even weak actors can have a major asymmetric
impact. The only solution is to improve our cyber defenses by designing
and implementing secure software.

Inevitable

The inevitable slide towards cyber war is accelerated by the systemic
vulnerability of modern systems. Technical security vulnerabilities and
exploits are the common root of cyber war, cyber espionage, and cyber
crime. Distinguishing cyber war from other sorts of cyber attack is thus
an important first step in any treatment of the problem. Cyber war is
over-hyped, especially in the United States, but it is also a very real
phenomenon. The potential for cyber conflict is growing in tandem
with our dependence on vulnerable technology.
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Stuxnet provides a prime example of a cyber weapon, not only
because of its impact but because of the relative simplicity of its attack
payload. The problem is that Stuxnet ‘hype’ exaggerated the
capabilities required to create an effective cyber weapon. Consequently,
non-technical policymakers may assume that relatively unsophisticated
actors will not be able to participate in offensive cyber war. That is
wrong. Modern systems are so riddled with security vulnerabilities that
conducting a spectacular attack is relatively easy. On the average day
there are thousands of exploitable vulnerabilities not yet made public
or patched. These so-called ‘0day’ vulnerabilities are exploited by
attackers around the world.1 The only way to address the security
problem and slow the accelerating slide into cyber war is to build
security into our systems when they are created. Software security is a
relatively new discipline that takes on the challenge of building security
in, and has seen real success among multinational corporations. In
general, software-security progress is more advanced among private
corporations (including multinational banks and independent software
vendors) than in the public sector, which lags years behind.

A Three Headed Cyber Cerberus

The conceptual conflation of cyber war, cyber espionage, and cyber
crime into a three-headed cyber Cerberus perpetuates fear, uncertainty
and doubt. This has made the already gaping policy vacuum on cyber
security more obvious than ever before.

Of the three major cyber security concerns in the public eye, cyber
crime is far more pervasive than cyber war or espionage. And yet it is
the least commonly discussed among policymakers. Cyber crime is
already commonplace and is growing: 285 million digital records were
breached in 2008 and 2011 boasted the second-highest data loss total
since 2004.2

Though economic calculations vary widely and are difficult to make,
cyber crime and data loss have been estimated to cost the global
economy at least $1.0 trillion dollars annually.3 Even if this estimate is
an order of magnitude too high, cyber crime is still an important

1Miles McQueen, Trevor McQueen, Wayne Boyer, and May Chaffin, ‘Empirical
Estimates and Observations of 0 Day Vulnerabilities’, Proc. HICSS (2009), 1–12,
5www.inl.gov/technicalpublications/Documents/4045031.pdf4.
2Verizon Business RISK Team, 2011 Data Breach Investigations Report, 5www.
verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_
xg.pdf4.
3David DeWalt, ‘Unsecured Economies – A Trillion Dollar Headwind,’ McAfee Blog
Central (29 Jan. 2009).
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problem that needs addressing. Just as consumers flock to the Internet,
so do criminals. Why did Willie Sutton, the notorious Depression-era
gangster, rob banks? As he famously (and perhaps apocryphally) put it:
‘That’s where the money is.’ Criminals flock to the Internet for the same
reason.

Cyber espionage is another prominent problem that captivates the
imagination, and is much more common than cyber war. The highly
distributed, massively interconnected nature of modern information
systems makes keeping secrets difficult. It is easier than ever before to
transfer, store and hide information, while more information than ever
before is stored and manipulated on networked machines. A pen drive
the size of a little finger can store more information than the super
computers of a decade ago.

Cyber war, cyber espionage, and cyber crime all share the same root
cause: our dependence on insecure networked computer systems. The
bad news about this dependency is that cyber war appears to be
dominating the conversation among policy-makers even though cyber
crime is the largest and most pervasive problem. When pundits and
policymakers focus only on cyber war, the most threats emanating from
cyber crime and espionage are relegated to the background. Interest-
ingly, building systems properly from a security perspective will address
the cyber crime and espionage problems just as effectively as it will
address cyber war. By building security into our systems in the first
place we can lessen the possibility of cyber war, take a bite out of cyber
crime, and deter cyber espionage all at the same time.

Defining Cyber War

Hyperbolic discussion of cyber war is widespread. The most hyped
stories have been debunked or placed into perspective elsewhere.4

Nevertheless, the misinformation spread by misleading stories has been
compounded by the lack of a clear definition of cyber war. Definitions
vary, although the ‘war’ part is relatively straightforward: violent
conflict between groups for political, economic or ideological reasons.
The less straightforward part is determining whether an action with no
real-world impact constitutes cyber war. For example, is taking down a
website or infecting a computer with a malicious virus an act of cyber

4Gary McGraw and Nathaniel Fick, ‘Separating the Threat from the Hype: What
Washington Needs to Know About Cyber Security’, in America’s Cyber Future:
Security and Prosperity in the Information Age Volumes I and II (Washington DC:
Center for a New American Security June 2011); Thomas Rid, ‘Cyber War Will Not
Take Place’, Journal of Strategic Studies 35/1 (Feb. 2012), 5–32.
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war? Although these activities are sometimes framed as war, this is far
too sweeping an approach to take.

Cyber war requires a consequential impact in the physical world, or
what military experts call a ‘kinetic’ effect. Infecting an adversary’s
command and control system with malicious software, thereby yielding
the attacker complete control and permitting them to order the
adversary’s Predator drones to attack the wrong targets would, for
example, count as an act of cyber war. In the end, war is the application
of force to achieve a desired end. To qualify as cyber war, the means
may be virtual but the impact should be physical.

Some cyber attacks do transcend the confines of cyberspace and
qualify as cyber war.5 Perhaps the most interesting example is
associated with Israel’s cyber war bombing of a suspected Syrian
nuclear facility in 2007.6 Syria’s formidable air-defense system could
not track inbound Israeli aircraft because it was taken over by Israeli
cyber warriors who incapacitated or otherwise blinded it before the
raid. This example meets the definition of cyber war because the link to
a kinetic effect is clear – a completely destroyed Syrian facility.

The now famous Stuxnet attack, carried out jointly by Israel and the
United States against Iran’s nuclear weapons program, is another clear
example of cyber war.7 In this case, the Iranian program was severely
curtailed when centrifuges were destroyed or otherwise incapacitated.
Moreover, it is not outside the realm of possibility that operators could
have been injured or killed, and that buildings could have been severely
contaminated with radiation.8

Disagreement amongst experts regarding Stuxnet and cyber war is
important, and deserves a more detailed discussion below. Note,
however, that in both cases referenced above, facilities were damaged
or destroyed and war objectives were partially met by the attackers.
These facts stand counter to Thomas Rid’s claim that, ‘no cyber offense
has ever caused the loss of human life. No cyber offense has ever
injured a person. No cyber attack has ever damaged a building.’9

5Richard Clarke and Robert Knake, Cyber War (New York: Ecco 2010).
6Uzi Mahnaimi, Sarah Baxter and Michael Sheridan, ‘Israelis ‘‘blew apart Syrian
nuclear cache’’’, The Sunday Times, 16 Sept. 2007.
7David E. Sanger, ‘Obama order sped up wave of cyberattacks against Iran’, New York
Times, 1 June 2012. See especially, 5www.nytimes.com/interactive/2012/06/01/world/
middleeast/how-a-secret-cyberwar-program-worked.html4.
8According to Ralph Langer (personal communication): ‘Stuxnet was clearly designed
with the goal to not harm any operator. It is an intentional low-yield weapon, as can be
shown by forensic analysis which I plan to publish later this year. Thomas Rid
apparently does not understand control and safety systems. It is certainly possible to
kill with a cyber attack, or to damage a building.’
9Rid, ‘Cyber War Will Not Take Place’, 11.
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Also of note is the balancing effect that extreme cyber vulnerability
has on power when it comes to cyber war. In the case of the Stuxnet
attack, the balance of power was clearly stacked high against Iran.
Subsequently, however, Iran responded with the (alleged) hijacking of a
US drone being used for surveillance in Iranian airspace.10 Ironically, it
may be that the most highly developed countries are more vulnerable to
cyber warfare because they are more dependent on modern high-tech
systems. In any case, failure to build security into the modern systems
we depend on can backlash, lowering the already low barrier to entry
for geopolitically motivated cyber conflict. Defending against cyber
attack (by building security in) is just as important as developing
offensive measures. Indeed it is more so.

War has both defensive and offensive aspects, and understanding this
is central to understanding cyber war. Over-concentrating on offense
can be very dangerous and destabilizing because it encourages actors to
attack first and ferociously, before an adversary can. Conversely, when
defenses are equal or even superior to offensive forces, actors have less
incentive to strike first because the expected advantages of doing so are
far lower. The United States is supposedly very good at cyber offense
today, but from a cyber defense perspective it lives in the same glass
houses as everyone else. The root of the problem is that the systems we
depend on – the lifeblood of the modern world – are not built to be
secure.11

This notion of offense and defense in cyber security is worth teasing
out. Offense involves exploiting systems, penetrating systems with
cyber attacks and generally leveraging broken software to compromise
entire systems and systems of systems.12 Conversely, defense means
building secure software, designing and engineering systems to be
secure in the first place, and creating incentives and rewards for systems
that are built to be secure.13 What sometimes passes for cyber defense
today – actively watching for intrusions, blocking attacks with network
technologies such as firewalls, law enforcement activities, and protect-
ing against malicious software with anti-virus technology – is little

10Scott Peterson and Payam Faramarzi, ‘Exclusive: Iran hijacked US drone, says Iranian
engineer’, Christian Science Monitor (15 Dec. 2011), 5www.csmonitor.com/World/
Middle-East/2011/1215/Exclusive-Iran-hijacked-US-drone-says-Iranian-engineer-Video4.
11Gary McGraw, ‘Cyber War: Hype or Consequences’, InformIT (17 June 2010),
5www.informit.com/articles/article.aspx?p¼15974764.
12Greg Hoglund and Gary McGraw, Exploiting Software (Reading, MA: Addison-
Wesley Professional 2004).
13Gary McGraw, Software Security (Reading, MA: Addison-Wesley Professional
2006).
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more than a cardboard shield.14 If we do not focus more attention on
real cyber defense by building security in, cyber war will be inevitable.

Unlike physical reality, cyberspace has a completely different
makeup that affects the mix of offense and defense. It is impossible
to ‘take and hold’ cyberspace, to invoke a term often used in land
warfare. Cyberspace more closely resembles the naval or space domains
where powerful countries are able to monitor, patrol, exert influence
and deter aggression, but cannot exercise territorial control in the way
it is traditionally conceived of during ground conflicts. Cyber
sharpshooters cannot control a section of cyberspace, and should not
be asked to do so. Indeed, cyberspace is a dynamic system in constant
motion where clocks run at superhuman tempo close to the speed of
light. Time and space are different in cyberspace. There is no ‘there’
there, and humans are intolerably slow. Nor is there an isolated
battlefield on the Internet. Instead the battlefield will necessarily involve
civilian systems of every stripe because targets are spread far and wide
throughout the modern world and not controlled or defended by
governments. In the final analysis, the threat of cyber war is very real
but is also grossly overstated. Even acts amounting to cyber war have
thus far never led to military conflict in the real world.

A Real Cyber Weapon

Overstated though the threat of cyber war may be, it remains real.
Stuxnet provides a prime example of a cyber weapon expressly
designed and used for cyber war. Moreover, creating a Stuxnet-like
attack is easier than many non-technical people may believe, which is a
prime reason why cyber war is inevitable.

Stuxnet is a sophisticated, narrowly targeted, collection of malware.
It was accidentally discovered by anti-virus researchers in 2010.
Analysis began in earnest that year and continues today.15 Current
thinking indicates that the malware first appeared sometime in 2009. In
2012, US involvement with the Stuxnet attack was made clear by
investigative journalism.16

Some technical background information about Stuxnet will prove
valuable in positioning the main point of this paper. Stuxnet is in
essence a stealthy control system that can be used to disrupt a physical

14McGraw and Fick, ‘Separating the Threat from the Hype’.
15Gary McGraw, ‘Software [In]security: How to p0wn a Control System with Stuxnet’,
InformIT (23 Sept. 2010), 5www.informit.com/articles/article.aspx?p¼16369834.
16Thomas Ricks, ‘Covert wars, waged virally’, review of Confront and Conceal, by
David Sanger, New York Times, 5 June 2012, 5www.nytimes.com/2012/06/06/books/
confront-and-conceal-by-david-sanger.html4.
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process under the control of a particular Siemens process control
system. Stuxnet does most of its dirty work (after installing itself and
hiding itself from detection) by injecting some code into the running
system (a DLL called s7otbxox.dll). This classic ‘DLL injection/
interposition attack’ is used to manipulate data flow between the
PLC and the SIMATIC control systems. Think of this as an ‘attacker in
the middle’ scenario where the injected code sees, and can manipulate,
all traffic passed between the PLC and the control systems. Analyst
Ralph Langner explains what the rogue DLL does by referencing
its decompiled code.17 Basically, the code ensures that it is running on a
valid PLC target (making various probes of specific words in memory,
checking CPU type and Control Process type, and identifying individual
targeted controllers). If it has acquired a target, it injects code directly
into the PLC’s Ladder Logic (LL). This is the code that directly impacts
a physical process.18 In essence, the LL code can be used to disrupt a
physical process.19

To bring this all home, imagine the timer controlling the spin velocity
of a centrifuge working incorrectly. Centrifuge systems require careful
balance and exacting technical control when used to enrich uranium.
Stuxnet sabotaged this control, resulting in the destruction or disabling
of thousands of centrifuge units. Though the delivery mechanism for
Stuxnet involved a number of previously unknown 0day vulnerabilities,
stolen crypto credentials, and other arcana, the action part of the
payload itself was not very technically sophisticated. DLL interposi-
tioning of the type explained above was well known in 1997. It is easy
to carry out, and is so elementary that it is ineffective as an attack
against today’s online gaming systems.20 Put another way, most
modern control systems are so poorly designed from a security
perspective that they are vulnerable to attacks devised over 15 years
ago.

Why is cyber war therefore inevitable? Because effective payloads of
the Stuxnet variety are easily built. It does not take nation-state
resources to create an effective cyber war payload. Unless and until we
eradicate systemic security vulnerabilities in the systems we depend on,
they will continue to be attacked. The relative ease with which an
attack can be made levels the cyber playing field, allowing even cyber
activists to do real and permanent damage.

17Ralph Langer, Robust Control Systems Networks (New York: Momentum Press
2011), 5www.langner.com/en.4.
18Ralph Langer, personal communication with author.
19Ralph Langer, personal communication with author.
20Gary McGraw, Exploiting Online Games (New York: Addison-Wesley 2009).
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Building Security In

The only way to brake our slide down the slippery slope to cyber war is
to build more secure systems. Software security is the most important
approach for doing this. Software security involves engineering
software so that it continues to function correctly under malicious
attack. Much progress has been made in the field of software security
since its inception in 2001. Various best practices have been identified
and put into common use.21 Additionally, the Building Security In
Maturity Model (BSIMM) project has devised a way to measure and
compare large-scale software security initiatives.22

A central and critical aspect of the computer security problem is a
software problem. Software defects with security ramifications –
including implementation bugs such as buffer overflows, and design
flaws such as vulnerability to attacker in the middle attacks (including
DLL interpositioning) – promise to be with us for decades. All too
often, intruders can hack into systems by exploiting software defects.
Moreover, Internet-enabled software present the most common
security risk encountered today, with software’s ever-expanding
complexity and extensibility adding fuel to the fire. By any measure,
security holes in software are common, and the problem is growing
even as we rally to address it.

Software-security best practices leverage good software engineering
practice and involve thinking about security early in the software
lifecycle, knowing and understanding common threats and vulnerabil-
ities (including language-based flaws and pitfalls), designing for
security, and subjecting all software artifacts to thorough objective
risk analyses and testing.

Software security is not security software – a subtle point often lost
on software development specialists who tend to focus on functionality.
Obviously, there are security functions in the world such as password
systems, door locks, and armed guards, and most modern software
includes security features that are virtual equivalents. But adding
features like SSL (a common way to cryptographically protect
communications) does not completely solve the security problem.
Software security is a system-wide issue that takes into account both
security mechanisms, such as access control, and design for security,
such as robust design. Sometimes these overlap, but often they do not.

Put another way, security is an emergent property of a software
system. A security problem is more likely to arise because of a problem
in a standard-issue part of the system (say, the interface to the database

21Gary McGraw, Software Security.
22See 5http://bsimm.com4.
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module) than in some given security feature. This is an important
reason why software security must be part of a full life-cycle
approach. Just as it is impossible to test quality into a piece of soft-
ware, it is impossible to spray paint security features onto a
design and expect it to become secure.23

As practitioners become aware of software security’s importance,
they are increasingly adopting and evolving a set of best practices to
address the problem. Most approaches in practice today encompass
training for developers, testers, and architects, analysis and auditing of
software artifacts, and security engineering. In the fight for better
software, treating the disease itself (poorly designed and implemented
software) is better than taking an aspirin to stop the symptoms. There is
no substitute for working software security as deeply into the
development process as possible, and taking advantage of the
engineering lessons software practitioners have learned over the
years.24

Mitigating Technical Security Risk to Avoid the Inevitable

According to the US Department of Defense, cyber security is ‘just as
critical to military operations as land, sea, air, and space’.25 As has been
shown, the ease with which effective cyber weapons can be created and
targeted is directly related to technical security vulnerability. Only by
building security into modern essential systems involving software can
we slow the current rapid slide toward cyber war. Fortunately, we
already know how to do this.

Assuming that cyber war is inevitable (or even desirable), the case for
building security in can also be presented as a means to achieving
‘superiority’ in cyberspace. This is relevant because in the cyber
domain, the advantage of striking first is not exactly clear. It is evident
that whoever strikes first can expect retaliation, since it is exceptionally
difficult to incapacitate another country’s offensive cyber capabilities
permanently (and neither very difficult nor particularly expensive to
conduct a retaliatory strike, even if it is only symbolic). This assumes
that it is possible to determine who did the attacking. The problem of
attribution looms large in cyber security. Therefore, no matter how
much is spent on cyber offense, cyber defense must be addressed
anyway. The conclusion to this line of thinking also leads directly to
building security in.

23Gary McGraw, Building Secure Software (Reading, MA: Addison-Wesley Profes-
sional 2001).
24McGraw, Software Security.
25William J. Lynn, ‘Defending a New Domain’, Foreign Affairs 89 (2010), 101.
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Cyber-security policy must focus on solving the software security
problem – fixing our broken systems first. We must refocus our energy
on addressing the glass-house problem instead of on building faster,
more accurate rocks to throw. We must identify, understand and
mitigate computer-related risks. We must begin to solve the software
security problem.
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