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drone wars
Drones are the iconic military technology of many of today’s most pressing conﬂicts,
a lens through which US foreign policy is understood, and a means for discussing
key issues regarding the laws of war and the changing nature of global politics.
Drones have captured the public imagination, partly because they project lethal
force in a manner that challenges accepted rules, norms, and moral understandings.
Drone Wars presents a series of essays by legal scholars, journalists, government
ofﬁcials, military analysts, social scientists, and foreign policy experts. It addresses
drones’ impact on the ground, how their use adheres to and challenges the laws
of war, their relationship to complex policy issues regarding national security
and foreign affairs, and the ways their deployment and development help us
understand the future of war. The book is a diverse and comprehensive interdisciplinary perspective on drones that covers important debates on targeted killing
and civilian casualties; presents key data on drone deployment; and offers new
ideas on their historical development, signiﬁcance, and impact on law and policy.
Drone Wars documents the current state of the ﬁeld at an important moment in
history when new military technologies are transforming how war is practiced by
the United States and, increasingly, by other states and by non-state actors around
the world.
Peter L. Bergen is a journalist, documentary producer, and the author of four
books about al-Qaeda, three of which were New York Times best-sellers and three
of which were named among the best non-ﬁction books of the year by the
Washington Post. He is Vice President, Director of Studies and of Fellows, and
Director of the International Security Program at New America in Washington,
DC; Professor of Practice in the School of Politics and Global Studies at Arizona
State University and Co-Director of the Future of War Project; a Fellow at
Fordham University’s Center on National Security; editor of the South Asia
Channel on Foreignpolicy.com; and a national security analyst at CNN. He has
held teaching positions at Harvard University and Johns Hopkins University.
Daniel Rothenberg is Professor of Practice in the School of Politics and Global
Studies and the Lincoln Fellow for Ethics and International Human Rights Law at
Arizona State University, as well as a Fellow at New America and Co-Director of
the Future of War Project. He was the founding Executive Director of the Center
for Law and Global Affairs at the Sandra Day O’Connor College of Law. Previously, he worked at the International Human Rights Law Institute at DePaul
University College of Law; was a Senior Fellow at the Orville H. Schell Jr. Center
for International Human Rights at Yale Law School; and was an Assistant Professor
at the University of Michigan and a Fellow in the Michigan Society of Fellows.
From 2004 through 2010 he worked in Afghanistan and Iraq designing and
managing human rights and rule of law projects.
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Introduction
peter l. bergen and daniel rothenberg

Drones are the iconic military technology of the current conﬂicts in Afghanistan, Pakistan, and Yemen. They have become a lens through which US
foreign policy is understood, as well as a means for discussing key issues
regarding the laws of war and the changing nature of global politics. In part,
this is because drones involve new ways of projecting lethal force that
challenge accepted rules, norms, and moral understandings. They enable
strikes both within and outside of established war zones, highlighting divisions
between the activities of military and intelligence services. They are controlled
by pilots located half way around the world, which raises questions about the
implications and possibilities of remote warfare. They engage in precision
strikes yet harm civilians, opening discussions on the legitimacy, ethics, and
legality of targeted killing.
Drones have also captured the public imagination. Stories about drones
draw in viewers and readers interested in current affairs and foreign policy.
They play a central role in deﬁning conﬂicts that have continued for well over
a decade, minimizing the risks of those that deploy them and expanding the
reach of counterterrorism operations. Increasingly, drones appear in movies,
television, and multiple forms of popular culture. Their sleek, stark appearance
is visually striking. Their lack of an on-board pilot touches on deep-seated fears
regarding the rapid advance of technology and a possible future of autonomous
killing machines. These and other issues stimulate debates on drones that
appear to reveal and heighten political divisions. Polls show that the American
public largely supports the US deployment of armed drones abroad, even as
signiﬁcant majorities in other countries strongly object to these policies. Yet
when Americans consider the possibility of domestic drone deployment, especially by the state, profound anxieties emerge.
This book addresses many of the issues raised by armed drones through
a series of essays by legal scholars, journalists, government ofﬁcials, social
1
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Introduction

scientists, foreign policy experts, and others. It is premised on the idea
that today’s drone wars provide an important opportunity for reﬂecting on
global politics, technological innovation, and conﬂict within our rapidly
changing world. The book is divided into four thematic sections that cover
distinct though interrelated elements of drone use, policy, history, meaning,
and impact. Each section begins with a personal narrative describing
direct experiences with drones. This grounds larger policy discussions with
a recognition that, in the end, drone deployment affects individuals and
their communities on all sides of the conﬂict in signiﬁcant and often
transformative ways.
The ﬁrst section reviews the impact of drones on the ground, with a focus
on Afghanistan, Pakistan, and Yemen. It opens with an account by journalist
David Rohde (formerly of the New York Times, now with Reuters) of a sevenmonth period when he was held by members of the Haqqani Network in
Pakistan. He recounts his captors’ fear of drones as well as their suspicions that
local residents were spies secretly guiding attacks. This is followed by a chapter
by Peter L. Bergen and Jennifer Rowland of New America, which discusses
CIA drone strikes in Pakistan and Yemen from 2002 through 2013. The information they analyze has been gathered and cross-referenced from multiple
news sources, revealing signiﬁcant conclusions on drone strikes, civilian
casualties, and the impact of these attacks on al-Qaeda and the Taliban. Next,
Sarah Holewinski, former executive director of the Center for Civilians in
Conﬂict, examines the impact of drone strikes on civilian populations, suggesting that current policies have serious and often poorly addressed consequences for local communities. She considers the secretive and often
ambiguous process of targeting and highlights the need for greater transparency and accountability. Christopher Swift, a lawyer and fellow at the University of Virginia Law School’s Center for National Security Law, writes about
the drone campaign in Yemen based on ﬁeldwork and interviews with tribal
leaders, Islamist politicians, Salaﬁ clerics, and others. He argues that understanding the impact of drone strikes in the country requires a contextually
sensitive review of how al-Qaeda and its allies operate, using popular resentment as a key means of local recruiting. This approach reveals the political
and operational limits of drone warfare in Yemen, with implications for drone
use in other parts of the world. Finally, Saba Imtiaz, a Pakistani journalist,
reviews what people in her country think about drones, outlining the history of
local discussions and media reporting on US drone policy. She argues that the
debate is more complicated than opinion polls suggest and is deeply entwined
with local party politics, domestic divisions, and Pakistan’s struggles to assert
its sovereignty and deﬁne an inclusive national identity.
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The second section considers how drone deployment engages the efﬁcacy
and value of the laws of war for regulating current conﬂicts. It begins with
a narrative from a drone pilot operating out of Nellis Air Force Base in Las
Vegas, Nevada. He describes the intimacy of drone warfare in which he
surveils targets for long periods of time, following the lives of those he may
later attack. He also discusses the complexity of modern warfare, in which just
after completing a combat mission he might drive home to his family, shop at
a mall, or attend a party or baseball game. Next, Charles Blanchard, former
General Counsel for the US Air Force, critiques a series of common misunderstandings of drones, which he terms “remotely piloted aircraft,” or RPA.
He explains that drones are not unmanned in that they require large teams of
professionals to perform their various functions, that they are deployed by the
military in full accordance with domestic and international laws, and that
their value comes from their role as one tool among many within a complex,
integrated military strategy. In the next chapter, William C. Banks, of Syracuse
University College of Law, uses the case of a drone strike in Yemen against
Anwar al-Awlaki, a US citizen, to examine the legal basis for targeted killings.
He reviews who can be targeted outside of traditional battle spaces and when,
if ever, American citizens may be killed. Next, human rights expert Naureen
Shah considers the role of the US military’s Joint Special Operations
Command (JSOC) in conducting drone strikes, arguing that there is no
longer a marked separation between the military’s actions in clearly deﬁned
war zones and the CIA’s covert strikes in Pakistan, Yemen, and elsewhere. She
suggests that JSOC’s highly secretive nature raises questions as to the legality
of the US military’s drone operations and may signal a dangerous trend of
blurring the traditional divisions between the military and intelligence
services. Then journalist Tara McKelvey of the BBC proﬁles Harold Koh,
a ﬁerce opponent of George W. Bush administration’s terrorism policies and
the former Dean of the Yale Law School, who shifted his position from
criticizing US drone strikes and counterinsurgency policies to afﬁrming their
legality during his time as the Legal Advisor at the US Department of State.
The third section reviews the implications of today’s drone wars for larger
policy debates. It opens with a narrative from Michael Waltz, a Special Forces
ofﬁcer who led missions in Afghanistan at a time when drone deployment
there was expanding. He outlines the beneﬁts of drones in providing real-time
intelligence during combat while also suggesting that an overreliance on new
technologies creates a more risk-averse military and may present obstacles to
working with local populations. In the next chapter, P. W. Singer, an expert
on national security based at New America, describes the “ﬁve deadly ﬂaws” of
addressing new military technologies. He argues that the transformative nature
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of drones and other emerging technologies, coupled with the extraordinary
pace of their innovation, require that we openly confront the key legal, ethical,
and policy issues they raise. Rosa Brooks, a Georgetown University law
professor and former Pentagon ofﬁcial, questions the current ﬁxation on
drones over an assessment of the policies governing their use. She argues that
current debates mask important questions regarding the ethics and efﬁcacy of
drone deployment and calls for a more open and honest policy discussion.
Next, Rhodes Scholar Megan Braun writes that drones are not revolutionary
but rather represent a particular technology that appeared at a unique
moment when their capacities matched the needs of the US government,
particularly the CIA. She sees the development of a program of targeted killing
as more signiﬁcant than the drones themselves and wonders about the nature
of their future impact. David True, a professor of religion at Wilson College,
argues that while drones provide new capabilities and powers, they also
raise important ethical questions. He explores these issues by reviewing US
drone policy in relation to just war theory and the realism of Reinhold
Niebuhr. He argues that there has been inadequate clarity and care in
developing an ethically engaged approach to drone deployment, suggesting
that the costs of this failure are signiﬁcant. Then, Peter L. Bergen and Jennifer
Rowland consider the growing prevalence of drones around the world. Their
chapter includes a detailed table, based on hundreds of news reports
and government documents, which reveals that more than eighty countries
currently operate drones. The chapter suggests that while the United States
enjoys a relative monopoly on armed drones at present, this situation will
not last long.
The fourth and ﬁnal section considers what drone deployment teaches us
about the future of war. It begins with the words of “Adam Khan,” a pseudonym for a resident of Pakistan’s tribal areas along the border with Afghanistan,
who was interviewed by former New York Times reporter Pir Zubair Shah.
Khan reﬂects on both the accuracy of drone attacks and the fear and
uncertainty of living under their constant threat. In the next chapter, Werner
J. A. Dahm, former Chief Scientist of the US Air Force, reviews the current
and emerging technology of drones. He focuses on how drones present
signiﬁcant new capabilities for intelligence, surveillance, and reconnaissance;
how there are no near-term plans to remove people from the “kill chain”; and
why within a decade drones are likely to become many times more powerful
with greater capacities, longer ﬂight durations, and signiﬁcantly expanded
capabilities. Then Konstantin Kakaes, a journalist and former Fellow at
New America, reviews the little-known history of drone development, from
the early twentieth century through the present. He traces the testing and use
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of drones in the First and Second World Wars, multiple secret drone programs
during the Cold War, their extensive use in the Vietnam War, and more
recent deployment by Israel and the United States. By reﬂecting on past drone
programs, those that failed and those that succeeded, he argues that signiﬁcant
future advances are inevitable, although they are likely to proceed at a slower
pace and in a different manner than what is promised by many drone
advocates. Samuel Issacharoff and Richard Pildes, both professors at New
York University School of Law, describe how drone deployment reveals a
fundamental transformation in the practice of war. They suggest that while
traditional understandings of the laws of war deﬁne enemies based on status,
emerging forms of war target opponents as individuals through a determination of personal responsibility within complex conﬂicts involving non-state
actors operating in multiple locations. They argue that current understandings
of the laws of war are inadequate for addressing these challenges and that we
need to acknowledge this shift in order to design new and more appropriate
military and legal regimes. Brad Allenby, a lawyer and engineering professor
at Arizona State University, explores the degree to which drones represent
a transformative technology that challenges established understandings of
policy, strategy, and the laws of war. He argues that a deeper discussion of
drones requires focusing attention away from the technology itself and toward
an engagement with how innovations interact and co-evolve with society
and its institutions. In the ﬁnal chapter, Daniel Rothenberg, a professor at
Arizona State University, argues that drones signal a shift in the nature of
conﬂict toward “data-driven warfare.” He suggests that this is seen most clearly
in the use of signature strikes, which illustrate a newly invasive form of
projecting lethal force linking substantive advances in information collection
and analysis with remote killing. Facing these challenges requires rethinking
the laws of war and developing, sooner rather than later, new rules for
regulating conﬂict.
Taken together, the personal narratives and chapters presented here provide
an overview of key legal, policy, and ethical issues associated with today’s
drone wars. The goal of this book is to encourage and enable an in-depth
discussion of drone deployment and its broad implications for the changing
nature of war and politics within a shifting global landscape. Some of the
chapters provide insight into the current use of drones and their role within
today’s conﬂicts. Others focus on drone history, broad policy considerations,
and the impact and legality of targeted killing. Still others suggest that
drones are a useful way for understanding larger issues associated with the
inadequacies of existing laws and norms and the profound challenges of
facing a dangerous and rapidly changing world.
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One thing is certain: the period during which the United States and a
handful of other countries control the use of militarized drones is coming
to an end. With increasing frequency and impact, drones will be deployed by
an ever-larger number of states and may also be used by various non-state
actors. In addition, the types of drones deployed will expand considerably,
along with signiﬁcant advances in their capabilities. For these reasons, it is
important to reﬂect critically on today’s drone wars as a means of preparing
ourselves for the future. This is true as regards possible revisions to the laws
of war, as well as serious reﬂections on the social and political impact of
emerging technologies and changes in global policy and strategy. For these
reasons, there is a pressing need to reﬂect critically on today’s drone wars.
This book is an effort to contribute to this process.
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PART I

DRONES ON THE GROUND
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My Guards Absolutely Feared Drones
Reﬂections on Being Held Captive
for Seven Months by the Taliban

david rohde
I was kidnapped by the Haqqani Network and held captive for seven months,
from November 2008 to June 2009, in North and South Waziristan.
My guards absolutely feared drones.
They would watch very closely whenever a drone was overhead and tracked
how many drones appeared. They thought that when several drones gathered
overhead, a strike was about to happen.
They avoided gathering in groups because they feared drone strikes.
We were told not to hang our clothes on the walls to dry because they were
afraid that it would appear as if a large number of people were there and this
would attract the attention of the drones, which would lead to an attack.
However, in Miranshah, North Waziristan, they still managed to carry out
trainings. Two of my guards would stay with me and two would go off and
learn how to make roadside bombs. So, despite the fact that the drone strikes
were being carried out, they did the trainings, just in much smaller numbers.
I would say that during the time I was in captivity there were two dozen
drone strikes in North and South Waziristan. In February 2009 there was an
attack in South Waziristan that reportedly killed thirty people. Among
them were Uzbeks, who my guards said were known for teaching Afghani
and Pakistani Taliban how to make bombs. In that case the strikes seemed
accurate in terms of those targeted and killed. In general, the strikes angered
my guards and the Taliban.
The closest drone strike to me was on March 25, 2009, in Makeen, South
Waziristan, a stronghold of Biatullah Mehsud, the Pakistani Taliban leader.
Two missiles struck two vehicles that were driving by the house where we
were being held captive. The strikes were so close that pieces of shrapnel
landed in the yard where we were and the explosion blew out the plastic
sheeting over the windows. The attack killed seven militants, both Pakistani
and foreign.
9
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The guards were absolutely furious.
I saw on the ground what a terrifying situation the drones created among
the Taliban. They were paranoid that all local people were spies and that they
were secretly guiding the drone strikes. Once they blamed a local farmer
for being an American spy. They thought that he somehow guided the strike
on the two vehicles in Makeen and detained him. There were all these wild
theories about secret GPS devices that enabled the attacks. They believed this
farmer hid a GPS in the spare tire of his car.
He said he was innocent, but a group of foreign and Pakistani militants
tortured him. First, they chopped off his leg and then disemboweled him,
at which point he “confessed” to being a spy. I was told that they then
decapitated him and hung his body in the market in Makeen as a warning
to other villagers.
When we were held in Miranshah, North Waziristan, we were in the house
of a local intelligence chief for the Haqqanis. He would come home at night and
talk about how that day they had hung local people who were spies. They had
the cell phones and other personal possessions of the people that they killed.
They were convinced that everyone who was not with them was
against them.
I felt terrible for the locals because of what they were going through as
a result of the drone strikes.
My captors complained about civilian casualties. Yet I had a general
sense that the drone strikes were accurate. While at times there were civilians
killed, they successfully targeted militants.
Nevertheless, I did not hear of senior militants being hit.
My main captor was Badruddin Haqqani, who is the younger brother
of Siraj Haqqani. I met with Badruddin many times. He was very careful.
He would often move around Miranshah on foot or sometimes drive around
in his own vehicle. For some reason it took years for the Americans to target
him. So, from my anecdotal evidence, it appears that the drones mainly
target lower-level militants.
What also struck me was the level of hatred I found in North Waziristan
toward President Obama, because the locals linked the increase in drone
strikes to his administration. I watched one Taliban commander spit at a
picture in the Pakistani newspaper of Barack and Michelle Obama dancing
at an inaugural ball.
Overall, the Taliban saw the drones as a cowardly way to ﬁght. They said,
“Why don’t the Americans come ﬁght us on the ground?”
As someone who has done many embeds on the Afghan side of the border,
I know that every member of the American military would love to cross the
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border into Pakistan. I understand how frustrating it must be for the American
soldiers. Still, the Taliban interpreted the use of drones as a way to avoid
a face-to-face ﬁght.
As a result, my Afghani Taliban guards vowed to carry out revenge attacks
in the United States. They could have been just talking. These could have
been bluffs or idle threats. Still, they were very angry about the drone strikes
and were eager to get back at the United States.
Overall, the drone strikes seemed to create a stalemate. They limited
operations and killed some senior militants. However, they certainly did not
stop these groups from being active in the tribal areas.
I was left with the impression that drone strikes are not a long-term
solution. The only answer is to get the Pakistani military on the ground
in North Waziristan and in key areas of South Waziristan. Drones alone will
not solve the problem.
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Decade of the Drone
Analyzing CIA Drone Attacks, Casualties, and Policy

peter l. bergen and jennifer rowland

1. the need for accurate information about drone
strikes
The rise in the covert use of drones outside of traditional battleﬁelds has come
to deﬁne US counterterrorism efforts under President Obama. It serves as one
of the core policies deﬁning the transition from George W. Bush’s “Global
War on Terrorism” to what Obama has termed a “war with a speciﬁc network,
al-Qaeda, and its terrorist afﬁliates who support efforts to attack the United
States, our allies, and partners.”1
The rapid increase in covert drone attacks managed by both the CIA and
US Joint Special Operations Command outside of traditional war zones
present multiple moral, legal, and strategic questions regarding new technologies and the changing nature of warfare.
While the debate on these issues is robust, if not highly divisive, substantively addressing drone policy requires establishing a ﬁrm factual foundation.
Using reports from a variety of reliable news outlets, New America – a nonpartisan think tank in Washington, DC – has gathered material on drone
strikes from 2002 to the present. The media outlets used by New America
for its database of drone strikes are: the Associated Press, Reuters, Agence
France-Presse; US newspapers: the New York Times, the Washington Post,
the Los Angeles Times, and the Wall Street Journal; British newspapers: the
Telegraph and the Guardian; and Pakistani news outlets: the Express Tribune,
Dawn, the Daily Times, Geo TV, and the News; as well as the news outlets
BBC and CNN.
This database provides a foundation for a reasoned review of the evolution
of drone attacks on a number of key issues, including the number of strikes the
CIA has carried out in Pakistan; the issue of civilian casualties and the less
discussed number of militant leaders killed; the impact of the drone program
12
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on al-Qaeda and the Taliban; the development and expansion of drone strikes
in Yemen; and the effects of these policies on public opinion in both Pakistan
and the United States. Taken together, these issues allow for a reasoned
assessment of the signiﬁcance of what might be usefully termed “the decade
of the drone,” while also providing insight as to how to better manage the
drone program in the future.2
Understanding the reality of the drone program also helps to ensure that
conversations about its future are grounded in fact rather than based on
ideology. Pakistan’s former interior minister, Rehman Malik, claimed in
2012 that 80 percent of those killed in drone strikes in Pakistan were civilians,
a wildly inaccurate estimate that served to intensify anger at what is perceived
in Pakistan as an illegal and irresponsible war on a sovereign country’s
territory.3 Meanwhile, implausibly low estimates from US ofﬁcials regarding
civilian casualties are unpersuasive, even to those that support the judicious
use of drones. A productive discussion in which all sides understand the
advantages and disadvantages of drone strikes requires referencing the best
available data.

2. rapid rise in drone strikes and deaths
The CIA drone program began quietly under President George W. Bush with
one strike in Yemen in 2002, and then a number of strikes in Pakistan between
2004 and 2007, before the start of a more sustained campaign in 2008. During
his two terms in ofﬁce, Bush authorized a total of forty-eight strikes in Pakistan.
Upon taking ofﬁce in January 2009, President Barack Obama made drones
one of his key national security tools. By December 2013, he had already
authorized 322 strikes in Pakistan, six times more than the number of strikes
carried out during President Bush’s entire eight years in ofﬁce (see Figure 1).
Under Obama, the drone program accelerated from an average of one strike
every forty days to one every four days by mid-2011.
New America’s database reveals that 2,080 to 3,428 people were killed by
drone strikes in Pakistan between 2004 and December 31, 2013. At this point,
the number of estimated deaths from the Obama administration’s drone
strikes in Pakistan – somewhere between 1,702 and 2,871 – is more than four
times what it was during the George W. Bush administration.4 Interestingly,
the lowest estimate of deaths from drone strikes in Pakistan under President
Obama is around double the total number of detainees sent to Guantanamo
by President Bush.
The year 2010, with a record 122 strikes in Pakistan, marked the most intense
period of the Obama administration’s drone campaign in Pakistan. This,
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figure 1. Number of US Drone Strikes in Pakistan*
Note: Data from the New America, as of December 31, 2013

combined with the May 2011 raid on Osama bin Laden’s compound in
Abbottabad and the killing of twenty-four Pakistani soldiers in a NATO air
strike in November 2011, severely damaged the relationship between the
United States and Pakistan and resulted in the eviction of CIA-controlled
drones from Shamsi Air Base in Balochistan.5 At the same time, Cameron
Munter, then-US Ambassador to Pakistan, was urging more judicious drone
strike targeting as well as expanded consultation with the Pakistanis about
these missions.6
In 2011, the number of drone strikes in Pakistan fell by 40 percent from the
record number of strikes in 2010. A number of factors may have led to this
sharp decline, including: US Department of State pushback, increased
congressional oversight, the closure of the CIA drone base in Pakistan, a
possible decline in the number of targets in the tribal regions, and a greater
desire to pay attention to Pakistani sensitivities about drone attacks.
Meanwhile after the ﬁrst drone attack in 2002 in Yemen, there were no
reported strikes until President Obama took ofﬁce in 2009. Obama vastly
accelerated the drone campaign in Yemen, particularly in 2011 and 2012,
just as drone strikes in Pakistan began to slow. At least forty-seven strikes
took place in Yemen in 2012, marking the ﬁrst time that the number
of drone strikes in Yemen and Pakistan reached comparable levels. As of
the end of December 2013, US air and drone strikes killed an estimated
719 to 929 people in Yemen, all but six of whom were killed under the
Obama administration.
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3. who are the targets?
Between 2004 and December 31, 2013, the drone campaign in Pakistan killed
ﬁfty-eight militant leaders whose deaths have been conﬁrmed by at least two
credible news sources. (A list of those al-Qaeda and Taliban leaders can be
found in Appendix A, Appendix B, and Appendix C.) While this represents a
signiﬁcant blow to the militant chain of command, these ﬁfty-eight deaths
account for only 2 percent of all drone-related fatalities in Pakistan. Thirty-ﬁve
leaders have been reported killed in Yemen, representing around 6 percent of
the total casualties resulting from US strikes there.
This is a striking ﬁnding given that the CIA drone program began as a
strategy to kill hard-to-capture al-Qaeda or Taliban leaders. In fact, the drone
program has increasingly evolved into a more general counterinsurgency
strategy that relies on this evolving air platform and in which victims are
mostly lower-ranking members of the Taliban (Pakistan) and lower-level
members of al-Qaeda and associated groups (Yemen). In 2010, a militant
told a New York Times reporter, “It seems they really want to kill everyone,
not just the leaders.”7
In September 2012, President Obama told CNN that drone strikes were only
used in “[situations] in which we can’t capture the individual before they
move forward on some sort of operational plot against the United States.”8
Clearly the threshold to launch drone strikes is far lower than this standard
would suggest, given that the overwhelming percentage of those targeted are
lower-level militants who do not have the capacity to plot effectively against
the United States.
Under President Bush, about a third of all drone strikes in Pakistan killed a
militant leader compared to less than 13 percent from the time Obama took
ofﬁce to December 2013. While Bush sought to decapitate the leadership ranks
of al-Qaeda, Obama seems to be trying to destroy the entire network of allied
groups, including the Tehrik-i-Taliban Pakistan (TTP) and Pakistani Taliban.
As a result, so-called “signature strikes” have become a hallmark of Obama’s
drone war.9 These are drone attacks that select targets based on patterns of
suspicious activity rather than the identiﬁcation of particular militants.
On July 1, 2012, a missile launched from a US drone struck a house in
Pakistan’s remote tribal agency of North Waziristan, killing eight suspected
militants, most of whom were loyal to TTP commander Haﬁz Gul Bahadur,
who reportedly oversaw multiple attacks against NATO troops in Afghanistan.10 The strike against Bahadur’s ﬁghters was part of a lesser-known campaign to target Pakistani militants less able to threaten the US homeland than
the largely Arab members of al-Qaeda.
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Some of these attacks were designed to help Pakistani interests. In the ﬁrst
eight months of 2009, the United States carried out nineteen drone strikes
targeting afﬁliates of Baitullah Mehsud, the TTP leader who had carried out
an extensive campaign of attacks against Pakistani police ofﬁcers and soldiers,
as well as ordinary civilians and politicians. Those targeted included former
Prime Minister Benazir Bhutto, who was assassinated shortly after she
returned to Pakistan in 2007 to run again for the post of prime minister.11
Mehsud, who likely had the blood of hundreds, if not thousands, of Pakistanis
on his hands, was ﬁnally killed on August 5, 2009, by a CIA drone strike.
During the Bush administration the drone campaign appeared to focus on
killing al-Qaeda leaders, while under Obama the policies quietly and increasingly shifted to target Taliban foot soldiers. To the extent that it is possible to
determine who has been killed in drone attacks, under Bush, al-Qaeda
members appear to be the likely target in 25 percent of all drone strikes and
Taliban members in just under 40 percent of attacks. Under Obama, only
10 percent of targets appear to be al-Qaeda militants, as compared to nearly
40 percent of Taliban targets.
Early in his administration, President Obama took it upon himself to act as
the chief decision maker on which individuals would be added to the US
drone “kill list.” He would reportedly meet with a small group of top national
security advisors every Tuesday to pour over intelligence gathered on suggested new targets. He was “determined to keep the tether [on the drone
program] pretty short,” according to National Security Advisor Thomas
Donilon.12 In October 2012, it was reported that the administration had been
working for at least two years on a secret “disposition matrix” to replace the
“kill list.” With the matrix, ofﬁcials sought to lay out all of the US resources
being used to track down and build a case against terrorist suspects who might
be either within the reach of drones or outside established drone theaters.13

4. where are the targets?
Geographically speaking, of all the US drone strikes reported in Pakistan’s
tribal regions (see Figure 2), more than 70 percent have struck North Waziristan, home to factions of TTP and the Haqqani Network, which has launched
multiple operations against civilian targets in Kabul.
Over a third of the strikes in North Waziristan have reportedly targeted
members of the Taliban. At least ten of these strikes killed senior Taliban
commanders, and others targeted hundreds of lower-level ﬁghters.
It is interesting to note that of the 370 drone strikes that the CIA has
mounted in Pakistan over the past 9 years, none have occurred outside of
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figure 2. Location of US Drone Strikes in Pakistan*
Note: Data from the New America, as of December 31, 2013

the tribal areas. The extension of the drone program to the “settled” areas of
northwest Pakistan or to Balochistan is highly unlikely, as this would cause
very signiﬁcant problems for the ever-fragile US–Pakistan relationship.

5. civilian and other casualties
The US drone campaign became increasingly controversial and captured the
public’s interest as it expanded under Obama’s administration. One of the
main issues of contention has been the extent of civilian casualties resulting
from drone attacks. Many human rights activists and organizations have
claimed that a substantial number of civilians are killed in the attacks.
Nevertheless, Obama administration ofﬁcials, including the president’s top
counterterrorism advisor John Brennan, said publicly in 2011 that there were
no civilian casualties as a result of the strikes.14
According to New America’s database, by averaging the high and low
casualty estimates of militant and non-militant deaths published in a wide
range of reliable media outlets, the civilian death rate in US drone strikes in
Pakistan has declined dramatically since the Bush administration to the low
single digits in 2013.
It has been reported that the Obama administration considers any
military-age male in the strike target area as a “militant.”15 The New America
data is not based on the US ofﬁcial deﬁnition of a militant and does not rely
on any US ofﬁcial counting of the strikes. Rather, it records as a militant only
those identiﬁed in credible news reports as a “militant” or “suspected
militant.” The majority of the media outlets used in the database receive
information on CIA drone strikes from Pakistani intelligence, security,
and local government ofﬁcials, as well as from local villagers. With such
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a range of sources, one can reasonably be sure that the data is not based
on the ofﬁcial US government’s deﬁnition of a militant.
New America’s casualty counts also differentiate between individuals
identiﬁed as “militants” and those identiﬁed as “civilians.” The murkiness of
some reporting in the tribal regions of Pakistan and in Yemen led New
America researchers to designate another category for “unknown” casualties.
If two or more media reports refer to those killed as militants, they are labeled
as militants in the New America data. Similarly, if two or more media reports
refer to those killed as civilians, they go under the civilian column in the New
America database. And if the different media reports on a single strike are so
contradictory that researchers do not feel comfortable placing either label on
those killed, they are listed as “unknown.”16
Often in areas controlled by the Taliban or other militant groups, armed
men seal off the site of a drone attack immediately following a strike, preventing journalists, locals, and even ofﬁcials from entering to see the destruction or
victims for themselves. In other cases, bodies are incinerated or so badly
dismembered that it is impossible for villagers to identify them with certainty.
Because of this, claims may be based on knowledge of whether militants lived
in the area, were known to be driving in a certain car, or similar information.
Over the life of the drone program through December 2013 in Pakistan, the
estimated non-militant (civilian and unknown) death rate is 20 percent,
referencing between 457 and 641 individuals, according to the New America
database. Under President Bush, non-militant deaths represented 40 percent
of those killed by drones, while under President Obama the numbers dropped
to around 15 percent. In 2013, the proportion of total non-militants killed
was around 5 percent, with 2.6 percent identiﬁed as civilians and 2.6 percent
classiﬁed as unknowns (see Figure 3 and Tables 1 and 2).
table 1. Types of casualties per year* (Calculated using annual averages)
Year
2013
2012
2011
2010
2009
2008
2004–2007
TOTAL

Militant

Unknown

Civilian

95%
88%
81%
93%
61%
75%
34%
80%

3%
11%
7%
5%
17%
16%
9%
10%

3%
2%
12%
2%
13%
9%
56%
10%

* As of December 31, 2013
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table 2. Estimated total deaths from US drone strikes in Pakistan*
Militant Militant Unknown Unknown Civilian Civilian Total Total
Low
High
Low
High
Low
High Low High

Year

2013
126
2012
194
2011
303
2010
555
2009
245
2008
157
2004–2007 43
Total
1,623

156
317
502
960
511
265
76
2,787

3
23
32
40
43
42
16
199

4
39
37
50
138
48
18
334

3
5
57
14
64
20
95
258

5
5
65
17
74
34
107
307

132 165
222 361
392 604
609 1,027
352 723
219 347
154 201
2,080 3,428

* As of December 31, 2013
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figure 3. Types of Deaths in US Drone Strikes in Pakistan*
Note: Data from the New America, as of December 31, 2013

The London-based Bureau of Investigative Journalism (BIJ) and the
Washington, DC-based Long War Journal each maintains counts of drone
casualties in Pakistan. BIJ reports that between 416 and 957 Pakistani civilians
have been killed in US drone strikes from 2004 to 2013, representing 18 percent
to 26 percent of the total casualties counted.17 The Long War Journal reports
that 156 Pakistani civilians have been killed, representing just 5.7 percent of
the 2,730 deaths it has recorded over the life of the drone campaign.18 All three
databases report relatively low civilian casualty ﬁgures for 2013: New America
reported between three and ﬁve civilian deaths (as well as three to four
unknowns), BIJ reported between zero and four civilian deaths, and the Long
War Journal reported fourteen civilian deaths.

.
3 7 8B
:DD C
53 4B 97 B9 5 B7 3 4B 97 2 7BC D /3
D7B C 8 C7 3 3 34 7 3D :DD C
53 4B 97 B9 5 B7 D7B C :DD C
B9

0

,1

3D

C 4 75D D D:7 3 4B 97

B7

20

Drone Wars

In February 2012, the Associated Press conducted a rare on-the-ground
investigation of ten of the deadliest US drone strikes carried out over the
previous 18 months.19 Reporters interviewed about 80 villagers from the areas
affected by the strikes and found that of the 194 people reported killed in
the attacks, at least 138 – about 71 percent – were identiﬁed as militants.
The remaining 56 victims were either local tribesmen or police ofﬁcers –
about 29 percent of the total number – 38 of whom were reportedly killed in a
single strike on March 17, 2011. If that single attack is excluded, the civilian
casualty rate for the 10 deadliest strikes of 2010 and 2011 is 9 percent. This is
within the range of the New America estimate of 13 percent non-militant
casualties for all 141 strikes during the same time period.
In March 2013, following a visit to Pakistan, Ben Emmerson, the UN
Special Rapporteur on human rights and counterterrorism, emailed the
Associated Press that the Pakistani government told him it had conﬁrmed
at least 400 civilian deaths by US drones.20 This number is in the range of
the low estimate of 411 civilian deaths by the BIJ and is also in line with
New America’s estimate that between 258 and 307 civilians and a further
199 to 334 unknowns have been killed.
However, all of these ﬁgures are far below the civilian death rates reported
by some Pakistani ofﬁcials and private research groups, such as Pakistan
Body Count. According to a 2010 report published in Dawn, one of Pakistan’s leading English-language newspapers, Pakistani authorities estimated
that for every militant killed in a drone strike in 2009, 140 Pakistani civilians
also died. Pakistan Body Count’s ongoing tally estimates the civilian casualty
rate over the life of the drone campaign to be between 75 percent and 80
percent.21
In 2010, during background interviews with the Washington Post, Pakistani security ofﬁcials acknowledged that improved technology, a deeper
network of on-the-ground informants, and better coordination between US
and Pakistani intelligence all contributed to a signiﬁcant reduction in
civilian deaths resulting from drone strikes.22 Major General Ghayur Mahmood, a commander of Pakistani troops in North Waziristan, where the
majority of drone strikes take place, conceded publicly in March 2011 that
the “myths and rumors about US Predator strikes and the casualty ﬁgures
are many, but it’s a reality that many of those killed in these strikes are
hardcore elements, a sizeable number of them foreigners.”23 The general
went on to say that drone strikes had killed about one thousand militants
in North Waziristan.
Beginning in 2012, Pakistani ofﬁcials rarely based their criticism of US
drone strikes on the incidence of civilian casualties. Instead, their critiques
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have pointed, quite reasonably, toward another objection: US violation
of Pakistan’s national sovereignty. Anger with the drone program led the
Pakistani parliament to vote in April 2012 to end any authorization for
the program, a vote the US government has so far ignored.24
Despite their public protests, some senior Pakistani ofﬁcials appear to
privately support the drone strikes. For example, in a 2008 State Department
cable made public by WikiLeaks, President Asif Ali Zardari was reported
to have approved the drone program in a discussion with US ofﬁcials
saying, “Kill the seniors. Collateral damage worries you Americans. It does
not worry me.”25
Further conﬁrmation of ofﬁcial Pakistani support for the strikes came in
April 2013 when Pakistan’s former President Pervez Musharraf acknowledged to CNN that his government had secretly signed off on US drone
strikes under the Bush administration. This was the ﬁrst public admission
by a senior Pakistani ofﬁcial of such a deal. However, Musharraf claimed
that Pakistan’s government agreed to drone strikes “only on a few occasions,
when a target was absolutely isolated and no chance of collateral
damage.”26
An internal Pakistani government report on the strikes that was leaked in
July 2013 ﬁnds that from 2006 through October 24, 2009, civilians made up
a minority of those killed in drone strikes: 147 civilians in a total death
toll of 742, or about 20 percent. That number is lower than the estimates of
New America, BIJ, and Long War Journal. For example, New America
estimates that during the same period up to 207 civilians were killed, along
with up to 184 people who were not identiﬁed in reliable media reports to
be either civilians or militants. In other words, the civilian casualty rates
between 2004 and 2009 were quite high, though they decreased in
subsequent years.
The drop in the number of civilian (and unknown) casualties in Pakistan
since 2009 is the result of several developments, including a directive issued
from the White House just days after President Obama took ofﬁce, which
clariﬁed how the CIA could select targets and carry out strikes. Speciﬁcally,
Obama wanted to evaluate and personally sign off on any strike where the
agency did not have “near certainty” that it would produce no civilian
casualties. In addition, the CIA began using smaller munitions for more
pinpoint strikes,27 and drones were able to circle over targets for longer periods
of time than in the past, allowing attacks to be conducted when civilians were
not in the target area.
Furthermore, the drone program has come under increasing congressional oversight. According to one former CIA ofﬁcial, this layer of
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accountability did not exist when he left the agency in 2009.28 Since
early 2010, members of the US House Permanent Select Committee on
Intelligence and the US Senate Select Committee on Intelligence have
held monthly meetings at CIA headquarters to watch video recordings of
speciﬁc drone strikes and to review the intelligence used by CIA agents on
the ground in Pakistan to select targets.
In a letter to the Los Angeles Times in May 2012, the chairwoman of the
Senate Intelligence Committee, Senator Dianne Feinstein (D-California),
wrote: “Committee staff has held 28 monthly in-depth oversight meetings
to review strike records and question every aspect of the program
including legality, effectiveness, precision, foreign policy implications and
the care taken to minimize noncombatant casualties.”29 All of these factors
have contributed to the steep decline in civilian deaths resulting from
drone strikes.
Even though fewer civilians have been killed by drone strikes, the program
remains deeply unpopular among the Pakistani public.30 During summer
2010, New America sponsored one of the few public opinion polls ever to be
conducted in Pakistan’s Federally Administered Tribal Areas (FATA), ﬁnding
that almost 90 percent of the respondents opposed US military operations in
the region.31 A Pew poll conducted in June 2012 found that just 17 percent
of Pakistanis supported the US drone campaign as a means to help combat
militancy in their country.
However, at the same time, only 32 percent expressed support for using the
Pakistani army to ﬁght militants.32 Since 2002, the Pakistani army has waged a
war against a number of militant groups, often with damaging effects on the
civilian population. Amnesty International reported in 2010 that 1,363 civilians
died in ﬁghting between insurgents and Pakistani security forces in the tribal
regions in 2009 (as compared with the New America data estimates of 64 to 74
civilians and 43 to 138 unknowns reportedly killed in US drone strikes during
the same time period).33
There are many reports of civilian casualties at the hands of the Pakistani
military. For example, on January 15, 2013, residents of Khyber Agency – a
particularly restive region of FATA – reported that Pakistani soldiers killed
eighteen civilians during house-to-house searches for militants, though the
details of the raids remain murky.34 The military has reportedly carried out
reprisal attacks against villagers suspected of harboring or supporting
militants. Just ﬁve days after the January 15 incident, a Pakistani helicopter
reportedly ﬁred on a home in Mir Ali, North Waziristan, killing ﬁve
civilians. Locals said the attack was carried out intentionally in response
to an improvised explosive device that had killed two Pakistani soldiers.35
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In response, local leaders held a jirga – a tribal meeting – and threatened to
march on the capital city of Islamabad to demand reparations and an end
to the military’s killing of civilians.36 While the outrage that Pakistan’s
tribal population has expressed toward their country’s own military is
not often reported, even in the Pakistani press, it is comparable to the
population’s anger regarding US drone strikes.
Much of the world has expressed a similar opposition to the CIA drone
program, according to a 2012 Pew poll of twenty-one countries. Muslim
countries such as Egypt and Jordan expressed high levels of disapproval
(89 percent and 85 percent, respectively), while non-Muslim countries
that are close American allies also registered signiﬁcant displeasure with
the program – Germany and France respectively polled at 59 and 63 percent
disapproval.37
Meanwhile, in the United States the drone program has enjoyed
widespread support. In a February 2013 Pew poll, 56 percent of Americans
said they approve of lethal drone attacks in countries such as Pakistan, Yemen,
and Somalia.38 This is hardly surprising as the human, ﬁnancial, and political
costs of the drone program for the United States are very low. These attacks
require no American boots on the ground and a drone costs a fraction of the
price of a ﬁghter jet or bomber.
It is important to note that drones were widely used for years with only
limited public awareness within the United States and with virtually no
controversy. In fact it was not until early 2012, following the death of US
citizen Anwar al-Awlaki in a drone strike, that debate in the United States
over the legality and morality of covert drone attacks began to heat up.
The issue only came to the fore of public political battles in early 2013,
when continued media coverage of the strikes coincided with President
Obama’s nomination of John Brennan as director of the CIA. A 25-year
veteran of the CIA, Brennan is one of the primary architects of Obama’s
drone campaign.

6. the impact of drones on militant groups
During the time of expanded CIA drone strikes, especially in Pakistan,
there has been a signiﬁcant reduction in the capacity of al-Qaeda. Dozens
of al-Qaeda commanders have been killed by drones. The group has not
been able to conduct a successful attack in the United States since 9/11
or in Europe since the attacks on the London transportation system
in 2005. While it is not possible to determine with certainty how much
of this decline is related to the use of drones, these shifts indicate some
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measure of success for overall US counterterrorism strategy, in which
drones have played a signiﬁcant role.
Osama bin Laden himself recognized the devastation that drones were
inﬂicting on his organization, writing a lengthy memo about the issue
that was recovered in the Abbottabad compound where he was killed.
In the October 2010 memo to a lieutenant, bin Laden advised his men
to leave the Pakistani tribal regions where the drone strikes had been
overwhelmingly concentrated and head to a remote part of Afghanistan.
He also suggested that his son Hamza decamp for the tiny, wealthy Persian
Gulf kingdom of Qatar.39
The drone attacks in Pakistan have undoubtedly hindered some of the
Taliban’s operations and have killed hundreds of their lower-level ﬁghters, as
well as a number of top commanders. The strikes may even have contributed to
a relative decrease in violence across Pakistan. For example, there were fortyone suicide attacks in Pakistan in 2011, down from forty-nine in 2010 and a
record high of eighty-seven in 2009. While correlation is certainly not causation,
it is interesting to note that the 122 drone strikes carried out in the tribal regions
of Pakistan in 2010 coincided with an almost 50 percent drop in suicide attacks
across the country, according to the Pakistan Institute for Peace Studies, which
monitors Pakistani militant groups. Still, a more signiﬁcant factor in the reduction of terrorism in Pakistan was likely the Pakistani military’s own operations
against the TTP, particularly its 2009 campaigns in Swat and South Waziristan.
Some 1,600 Taliban ﬁghters were killed during “Operation Rah-e-Rast” in Swat
alone, while hundreds more surrendered to the government.40
Conversely, the CIA strikes may also be fueling terrorism. Faisal Shahzad,
an American citizen of Pakistani descent trained by the Pakistani Taliban,
tried to detonate a car bomb in Times Square on May 1, 2010. The plot failed,
but Shahzad subsequently claimed that the drone program had motivated his
anger against the United States.41
Drone strikes have the potential to reinforce a key motivator of terrorism: in
order to effectively strike against a much stronger, seemingly impervious
enemy, the weaker party must resort to spectacular acts of violence against
civilians. The perpetrators of other recent terrorist attacks in the West have
referenced the continued killing of Muslim civilians, though they have not
pointed to drone strikes speciﬁcally. The man responsible for hacking a British
soldier to death in broad daylight in May 2013 said in an amateur video taken
after the attack: “The only reasons we killed this man . . . is because Muslims
are dying daily.”42 Tamerlan Tsarnaev, one of the two brothers behind the
April 2013 Boston Marathon bombings, was found to have been in possession
of material discussing civilian casualties caused by drone strikes.43
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It is extremely difﬁcult, if not impossible, to quantify how many acts of
terrorism the drone program has prevented and how many it may have incited.
And there is, of course, no acceptable justiﬁcation for terrorism in any case.
But if drone strikes are becoming a key part of the rhetoric that extremists use
to recruit individuals to their cause, the US government should think carefully
about their use moving forward.

7. drone campaign in yemen
On November 3, 2002, the CIA conducted its ﬁrst drone strike in Yemen,
on a vehicle in the province of Maarib, about 100 miles east of the capital
city of Sana’a. It was also the ﬁrst drone strike to kill an American citizen,
Kamal Derwish, one of six al-Qaeda militants who died in the strike.
Derwish was not the target, though. The target was Qaed Salim Sinan
al-Harethi, al-Qaeda’s top lieutenant in Yemen and the suspected mastermind of the bombing of the USS Cole off the Yemeni coast in 2000, which
killed seventeen American sailors. The Yemeni government’s ofﬁcial story
was that a gas canister had exploded in Harethi’s vehicle, killing everyone
inside, but news quickly leaked in Washington that the strike had in
fact been carried out by a US drone controlled by the CIA. Then-President
Ali Abdullah Saleh was furious at being made to look like a liar and a
puppet of the Americans, and put an end to the ﬂedgling drone campaign
in Yemen.
That program was not restarted again until early 2010, after a series
of attempted terrorist attacks against the United States were traced back to
al-Qaeda’s Yemen-based afﬁliate, al-Qaeda in the Arabian Peninsula (AQAP).
AQAP claimed responsibility for the would-be “underwear bomb” attack by
Umar Farouk Abdulmutallab on a Detroit-bound ﬂight on Christmas Day
2009. Fortunately for the 289 people on-board Northwest Airlines Flight
253 that day, Abdulmutallab’s bomb was a dud, and he only succeeded in
burning his pants rather than destroying a commercial airliner. Had his bomb
exploded as intended, it would have been the most devastating terrorist attack
on the United States since 9/11. This incident may have played a key role
in the Obama administration’s decision to resurrect the dormant drone campaign in Yemen. Less than a year later, AQAP plotted to blow up international
cargo planes with two bombs hidden in printer cartridges that were mailed
from Sana’a and addressed to two Jewish centers in Chicago. This time
authorities in the United Kingdom were able to identify and seize the packages before their contents could be detonated, thanks to a tip from Saudi
intelligence ofﬁcials.
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figure 4. US Air and Drone Strikes in Yemen*
Note: Data from the New America, as of December 31, 2013

Al-Qaeda’s global strength and popularity was on the wane in 2010 and 2011.
This shift was likely linked to a number of factors, including the drone
campaign in Pakistan; the group’s own violent, self-defeating tactics; and then
the uprisings of the Arab Spring, in which al-Qaeda played no role. Indeed, in
July 2011, then-Secretary of Defense Leon Panetta said the United States was
“within reach of strategically defeating al-Qaeda,” although Panetta was clear
that al-Qaeda afﬁliates could still present a threat to the United States,
particularly AQAP.
While there was a signiﬁcant decrease in drone attacks in Pakistan from
2011 through 2013, there was a dramatic rise in strikes conducted in Yemen.
In 2012 alone, Obama authorized at least forty-seven drone strikes and
nine air strikes in Yemen. For the ﬁrst time, the pace of the drone
campaign in Yemen rivaled that of the campaign in Pakistan, according
to data compiled by New America44 (see Figure 4).
One explanation for this acceleration may have been President Obama’s
authorization in April 2012 of “signature strikes” that had been approved
the previous year for use in Pakistan’s tribal regions. In Yemen these were
reportedly governed by stricter rules than in Pakistan and were given a
different name – TADS, or Terrorist Attack Disruption Strikes.45
As of the end of December 2013, US air and drone strikes had killed an
estimated 719 to 929 people in Yemen, 623 to 808 of whom were identiﬁed in
media reports as militants, according to the New America database. Of these
deaths, all but six occurred during Obama’s presidency. The non-militant
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casualty rate from these strikes is estimated to be between 14 percent and
15 percent (109 to 134 people), roughly comparable with the civilian and
unknown casualty rate from the US drone program in Pakistan, which
averaged 11 percent in 2012.
Counting US strikes in Yemen, however, is perhaps more complicated than
in Pakistan because it is often unclear whether attacks were launched from
drones or from ﬁghter jets, and villagers regularly provide conﬂicting accounts
of the kinds of aircraft used. This is further complicated by diplomatic cables
released by WikiLeaks, which have revealed that the Yemeni government has,
on several occasions, taken credit for airstrikes carried out by the United
States. According to one cable, then-Yemeni President Ali Abdullah Saleh
told then-CENTCOM Commander General David Petraeus in January 2010,
“We’ll continue saying the bombs are ours, not yours.” Deputy Prime Minister
Rashad al-Alimi then joked that he had just “lied” to the Yemeni Parliament
about the United States’ role in such strikes.46
After more than thirty-three years in power, President Saleh was forced to
step down in February 2012, giving the United States an opportunity to
expand air and drone strikes in the country. From March through May
that year, the United States launched an estimated thirty-one air and
drone strikes in Yemen, as compared with just sixteen attacks in the
previous two years. Unlike in Pakistan, where political leaders have almost
universally – at least in public – condemned the strikes, current Yemeni
President Abed Rabbo Mansour Hadi said during an interview with the
Washington Post in September 2012 that he personally signs off on all
US drone strikes in Yemen. Furthermore, he has said that they hit their
targets accurately, asserting: “The drone technologically is more advanced
than the human brain.”47
During the Obama administration, US drones have killed at least thirty-ﬁve
key al-Qaeda militants in Yemen, including the Yemeni-American cleric
Anwar al-Awlaki and Fahd al-Quso, another suspect in the 2000 bombing of
the USS Cole.48 The group’s senior leader, Said al-Shihri, reportedly died
from wounds sustained in a US drone strike in November 2012.49 (However, in
April 2013, AQAP released an audio message purporting to be from al-Shihri,
raising the possibility that the al-Qaeda leader had actually survived the
attack.) AQAP has not attempted a plot against a Western target since trying
to bring down US-bound cargo planes in October 2010.
Balanced against these issues is the fact that popular resentment toward the
US drone campaign, similar to what has long festered in Pakistan, is beginning
to emerge in Yemen, as evidenced by demonstrations by local tribesman.
In addition, the drone program in Yemen is stirring some of the same
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international controversy as has been seen for years regarding the strikes in
Pakistan. Human rights groups in the United States are particularly critical of
the targeted killing of al-Awlaki, an American citizen who was killed by
a drone on September 30, 2011, as was his teenage son.
On April 23, 2013, members of the Senate Judiciary Committee held the
ﬁrst public hearing focusing on the legal issues surrounding the US
drone campaign. One of the six experts who testiﬁed that afternoon was
Farea al-Muslimi, a young Yemeni activist who spent his high school
years in the United States on a State Department scholarship. Al-Muslimi
began his presentation by telling committee members that a drone
strike had targeted a respected individual believed to have ties to al-Qaeda
in his village of Wessab just six days prior. “What radicals had previously
failed to achieve in my village,” al-Muslimi told the senators, “one drone
strike accomplished in an instant: There is now an intense anger and
growing hatred of America.”50

8. the us government opens up about drones
For years after the United States instituted a robust and rapidly expanding
drone program that relied heavily on covert actions, the Obama administration provided very little guidance on its design, legal justiﬁcation, and operation. For this reason, New America and other organizations developed
research programs to gather as much data as possible from public sources
about the covert drone program.
In January 2012, President Obama made his ﬁrst public comments about
the secret drone program when he told participants of a Googleþ Hangout
that the United States only conducts “very precise, precision strikes against alQaeda and their afﬁliates, and we’re very careful in terms of how it’s been
applied.”51 Many US ofﬁcials have argued that the unprecedented precision of
drones makes them by far the most effective weapon for striking a target and
for avoiding civilian casualties. In addition, the Obama administration maintains that international law does not prohibit the use of lethal force against an
active enemy “when the country involved consents or is unable or unwilling to
take action against the threat.”52
Critics of the drone program – both in the public and the government –
have long called for the process of selecting drone targets to be more
transparent, including making casualty counts public and ensuring that
leaders are accountable for the strikes.53 In mid-February 2013, Brennan
himself explained in written responses to questions from Chairwoman
Feinstein that he believed that the government should publicize civilian
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casualty counts from drone strikes. Brennan also stated that “in those rare
instances in which civilians have been killed,” the CIA conducts investigations and provides monetary compensation to the families of victims when
appropriate.54
Additionally, there have been increased calls for the military to take control
of the CIA’s drone program. In an early February 2013 interview with NBC,
then-Secretary of Defense Leon Panetta voiced support for this shift, which
would allow for greater transparency regarding US procedures to identify
targets and conduct strikes.55 Ofﬁcials close to Brennan said later that month
that he also supported moving the majority of the program to the military.56
Meanwhile, in early 2013, the Obama administration was expected to receive a
draft of a “playbook” codifying the policies developed during its ﬁrst term to
govern the use of drones for targeted killing operations. Drone attacks in
Pakistan would reportedly be exempt from this document, allowing the CIA
to continue the current program without complying with any new requirements for at least another year.57
As media coverage and discussion of US drone strikes have proliferated,
the US government has become increasingly candid about the program,
its legal basis, and its procedures. Members of the Senate Intelligence
Committee questioned Brennan about drone strikes at his conﬁrmation
hearing in February 2013, representing the ﬁrst time ofﬁcials had sparred
publicly over the covert program. Just days before the hearing, a US
Department of Justice memo summarizing the legal basis for killing
US citizens in drone strikes abroad was leaked, sparking a ﬂurry of discussion over the Obama administration’s secret decisions and possible abuse
of executive power.58

9. assessing the decade of the drone
By 2013, more than a decade after the CIA drone campaign began, the most
signiﬁcant changes have involved increased transparency regarding the program. Over the course of the previous two years, debates over the morality,
legality, and efﬁcacy of using drones to conduct targeted killing operations
abroad have ﬂooded the news media. The new Yemeni president publicly
endorsed the strikes while Pakistani ofﬁcials regularly denounced the strikes.
Meanwhile, US ofﬁcials quietly provided information to media outlets on
conditions of anonymity. Finally, on February 4, 2013, NBC News obtained a
copy of a classiﬁed memo that provided a summary of the legal justiﬁcation for
killing American citizens in drone strikes if they are believed to be high-level
members in al-Qaeda.59
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One notable aspect of the US debate has been widespread concern in
Congress that drone attacks might violate the Fifth Amendment, which states:
“no person shall . . . be deprived of life, liberty, or property, without due
process of law.” For a time, the Senate held Brennan’s conﬁrmation hearings
hostage, demanding that the White House release the full legal memoranda
from which the leaked summary had been taken. In order to persuade
the Senate to conﬁrm Brennan as CIA director, the Obama administration
eventually agreed to show the documents to both the House and Senate
Intelligence Committees.60 This occurred only after the Senate Intelligence
Committee had a chance to question Brennan in a public, televised hearing
about the CIA drone program that he helped create from within both the
Bush and Obama administrations. Prior to that time, no member of Congress
had publicly discussed the program, which the CIA and White House had
kept covert even as news outlets, research organizations, and foreign governments openly discussed it. Still, as of early 2013, the drone campaign was no
longer Washington’s worst kept secret; it was, for all intents and purposes, out
in the open.
There are several key questions surrounding the drone program that must
be considered publicly. The ﬁrst is whether the program has, in a sense, been
“worth it.” In the short term, drone strikes have undoubtedly taken dozens of
dangerous individuals off the battleﬁeld in Pakistan and Yemen. But have
those tactical victories come at the detriment of longer-term US foreign policy
objectives like building peace, stability, and good relations in the region?
Thousands of militants have been killed in drone strikes, yet al-Qaeda
remains an attractive brand to disenfranchised individuals all over the
world. Meanwhile, anti-Americanism has skyrocketed in Pakistan, a nation
of 180 million people, and is on the rise in much of the rest of South Asia
and the Middle East.
The second question is whether the increased emphasis at the CIA on
targeted killings hampered the agency’s ability to understand and analyze
important political developments in the Muslim world, such as the
Arab Spring. As a senior Obama ofﬁcial has noted, “The CIA missed Tunisia.
They missed Egypt. They missed Libya.”61 Even after the Egyptian revolution
occurred, the CIA appeared to have failed to understand that fundamentalist
Salaﬁsts would do very well in democratic elections, winning around
one-quarter of the votes in the 2011 parliamentary election, to become the
second largest political bloc in Egypt after the Muslim Brotherhood.
Third, is the United States setting a dangerous precedent for other nations
with its aggressive and secretive drone programs in Pakistan and Yemen? Just
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as the US government justiﬁes its drone strikes with the argument that it is at
war with al-Qaeda and its afﬁliates, one could imagine a Chinese strike against
Uighur separatists in western China or an Iranian attack on Baluchi nationalists along its border with Pakistan. The rules and regulations the US government places on its use of drones as targeted killing machines may well
determine the degree to which future US leaders will be able to call on other
countries to impose similar limitations. A failure to present a transparent,
accountable structure within which drone targets are chosen, collateral
damage decisions are made, and post-attack evaluations are managed could
have important ramiﬁcations should countries like China and Russia cite US
precedents for their own use of armed drones against individuals or groups
they consider to be terrorists.
Related to this point, to what degree do the United States and its
allies have an obligation to create an international framework governing
the use of militarized drones? Perhaps the time has come for the development of an international legal mechanism to manage these emerging
weapon systems, which promise to shape the future of warfare as much
as tanks and aerial bombers did during the twentieth century. Yet so far,
there has been limited substantive public discussion about drone
deployment among policymakers at the international level.
And lastly, Washington needs to establish when and how it is going
to transfer responsibility for the drones ﬂying over Pakistan from the CIA
to the US military. The Obama administration announced the planned
shift in early 2013, but by August media reports indicated that it could
be years before the change is implemented.62 The CIA’s control of
the program in Pakistan is more a legacy of its longtime dominance of
operations targeting al-Qaeda than a reﬂection of any special expertise
in drone warfare, and military control would have several advantages.
In Afghanistan, where US drone programs are already controlled by the
Pentagon, US military lawyers ensure that the strikes conform to the laws of
war. In Pakistan, whatever review process the CIA uses remains largely
opaque. In Afghanistan, the US military also tends to pay compensation for
accidental civilian deaths, whereas Pakistani civilians in the tribal areas
have virtually no mechanism to seek legal or material responses from the
United States when their relatives are killed or injured. Overall, what is
needed is greater openness and transparency about the covert US drone
program around which many myths have sprung up. As US Supreme
Court Justice Louis Brandeis observed a century ago, “Sunlight is the best
disinfectant.”
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This is a list of the thirty-ﬁve al-Qaeda and afﬁliated group leaders who
have been killed, as of December 31, 2013, in the CIA drone campaign
in Pakistan.
May 18, 2005: Haitham al-Yemeni, an al-Qaeda explosives expert
December 1, 2005: Abu Hamza Rabia, a top al-Qaeda ofﬁcial
January 29, 2008: Abu Laith al-Libi, described as the then-“Number
Three” man in al-Qaeda, who orchestrated a 2007 suicide attack
targeting then-Vice President Dick Cheney while he was visiting Bagram
Airﬁeld
May 14, 2008: Abu Sulayman Jazairi, an Algerian al-Qaeda planner
July 28, 2008: Abu Khabab al-Masri, al-Qaeda’s WMD expert
September 4, 2008: Abu Wafa Al Saudi, an al-Qaeda commander and
logistician
September 8, 2008: Abu Haris, al-Qaeda’s chief in Pakistan
October 2008 (exact date unknown): Abu Hassan al-Rimi, an al-Qaeda
“emir” who led cross-border operations against coalition forces in
Afghanistan
October 16, 2008: Khalib Habib, a senior member of al-Qaeda
October 31, 2008: Mohammad Hasan Khalil al-Hakim – also known as Abu
Jihad al-Masri – al-Qaeda’s propaganda chief
November 19, 2008: Abdullah Azzam Al Saudi, a senior member
of al-Qaeda, liaison between al-Qaeda and the Taliban operating
in Pakistan’s northwest, facilitator of al-Qaeda’s external operations
network responsible for plotting attacks against the West
November 22, 2008: Abu Zubair al-Masri, a senior member of al-Qaeda and
an explosives expert
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2009 (exact date unknown): Saad bin Laden, bin Laden’s second eldest
son, whose death was conﬁrmed by documents found in the Abbottabad
compound
January 1, 2009: Osama al-Kini, al-Qaeda’s then-chief of operations in
Pakistan, who also played a central role in the 1998 bombings of US
embassies in Kenya and Tanzania
January 1, 2009: Sheikh Ahmed Salim Swedan, al-Kini’s lieutenant, who
also played a role in the 1998 embassy bombings
April 29, 2009: Abu Sulayman al-Jazairi, an Algerian al-Qaeda planner who
American intelligence ofﬁcials believe helped train operatives for attacks
in Europe and the United States (no relation to the Abu Sulayman
al-Jazairi killed on May 14, 2008)
September 14, 2009: Nazimuddin Zalalov – also known as Yahyo – a leader
of the Islamic Jihad Union and a bin Laden lieutenant
December 8, 2009: Saleh al-Somali, al-Qaeda’s external operations chief
and the link between al-Qaeda in Afghanistan and Pakistan and al-Qaeda
abroad
December 17, 2009: Zuhaib al-Zahibi, a well-known al-Qaeda commander
in North Waziristan
February 15, 2010: Abdul Haq al-Turkistani, an al-Qaeda-linked leader of
the Turkistani Islamic Party
February 17, 2010: Sheikh Mansoor, an Egyptian-Canadian al-Qaeda
leader
March 8, 2010: Sadam Hussein Al Hussami – also known as Ghazwan
al-Yemeni – an al-Qaeda planner and explosives expert with contacts
in AQAP, the Afghan Taliban, and TTP
May 21, 2010: Mustafa Abu al-Yazid, al-Qaeda’s then-“Number Three” and
the group’s commander in Afghanistan
September 26, 2010: Sheikh al-Fateh, an al-Qaeda chief in Afghanistan
and Pakistan
June 3, 2011: Ilyas Kasmiri, a senior al-Qaeda commander in Pakistan
associated with the 2008 Mumbai attacks
August 22, 2011: Atiyah Abd al-Rahman, al-Qaeda’s then-“Number Two”
September 11, 2011: Abu Hafs al-Shahri, then-al-Qaeda’s chief of operations
in Pakistan
January 10, 2012: Aslam Awan, a senior al-Qaeda operations organizer in
Abbottabad
February 9, 2012: Badar Mansoor, thought to be al-Qaeda’s most senior
leader in Pakistan
June 4, 2012: Abu Yahya al-Libi, al-Qaeda’s then-“Number Two”
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September 24, 2012: Abu Akash al-Iraqi, a senior al-Qaeda operative
September 24, 2012: Seleh al-Turki, a mid-level al-Qaeda operative
December 1, 2012: Abdul Rehman al-Zaman Yemeni, an al-Qaeda
operative said to have had links to bin Laden
December 6, 2012: Abdel Rehman al-Hussainan – also known as Abu
Zaid al-Kuwaiti – a senior member of al-Qaeda
July 2, 2013: Abu Saif al-Jazeri, senior al-Qaeda operative
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This is a list of the twenty-three Taliban and other Pakistan-based leaders who
have been killed, as of December 31, 2013, in the CIA drone campaign
in Pakistan.
June 18, 2004: Nek Mohammad, a Taliban leader
August 13, 2008: Abdul Rehman, a Taliban commander in South
Waziristan
October 26, 2008: Mohammad Omar, a close associate of Nek
Mohammad
August 5, 2009: Baitullah Mehsud, the overall leader of TTP
December 31, 2009: Haji Omar, a key Taliban commander in North
Waziristan
January 2010 (exact date unknown): Mahmud Mahdi Zeidan, a Taliban
commander from Jordan
February 24, 2010: Mohammad Qari Zafar, a Taliban commander wanted
in connection with the March 2006 bombing of the US Consulate in
Karachi
December 17, 2010: Ali Marjan, a local commander of Lashkar-e-Islam
October 27, 2011: Khan Mohammad, one of TTP commander Maulvi
Nazir’s deputies
October 27, 2011: Hazrat Omar, Maulvi Nazir’s younger brother
October 27, 2011: Ashfaq Wazir, a Taliban commander
October 27, 2011: Miraj Wazir, a Taliban commander
March 13, 2012: Amir Hamza Toji Khel, one of Maulvi Nazir’s senior
commanders
March 13, 2012: Shamsullah, one of Maulvi Nazir’s senior commanders
August 21, 2012: Badruddin Haqqani, commander of military operations
and third-in-command for the Haqqani Network
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October 11, 2012: Maulana Shakirullah, the commander of TTP’s Haﬁz
Gul Bahadur group
October 11, 2012: Umar Haqqani, a Taliban commander in the Punjab
region of Pakistan
January 2, 2013: Maulvi Nazir – also known as Maulvi Nazir Wazir – the
TTP leader in South Waziristan
January 2, 2013: Ratta Khan, one of Maulvi Nazir’s deputies
January 3, 2013: Shah Faisal, a militant commander under current TTP
leader Hakimullah Mehsud
January 6, 2013: Wali Mohammad Toofan, head of the TTP’s suicide wing
May 29, 2013: Waliur Rehman, second-in-command of the TTP
November 1, 2013: Hakimullah Mehsud, commander of the TTP
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This is a list of the thirty-ﬁve key al-Qaeda militants who have been killed
as of December 31, 2013, in US air strikes and drone attacks in Yemen
starting in 2002.
November 3, 2002: Qaed Salim Sunian al-Harethi, al-Qaeda’s chief
operative in Yemen and a suspect in the October 2000 bombing of the
USS Cole
July 14, 2011: Hadi Mohammad Ali, a militant commander in Abyan
Province
August 1, 2011: Naser al-Shadadi, a leading al-Qaeda militant
September 30, 2011: Anwar al-Awlaki, a radical Yemeni-American cleric
September 30, 2011: Samir Khan, the Pakistani-American founder and
editor of AQAP’s English-language magazine Inspire
October 14, 2011: Ibrahim al-Bana – also known as Abu Ayman al Masri –
AQAP’s media chief
December 23, 2011: Abdulrahman al-Wuhayshi, a brother of AQAP leader
Nasser al-Wuhayshi
January 30, 2012: Abdel-Munem al-Fatahani, a local militant leader who
was linked to the bombing of the USS Cole and the 2002 Limburg oil
tanker attack
March 9, 2012: Abdulwahhab al-Homaiqani, a local AQAP leader in Bayda
Province
March 13, 2012: Nasser al-Zafari, a local AQAP leader in Bayda Province
April 22, 2012: Mohammed al-Umda, the fourth most-wanted al-Qaeda
militant in Yemen; he was convicted in 2005 of a 2002 attack on the
Limburg oil tanker
May 6, 2012: Fahd al-Quso, who was on the FBI’s most-wanted list for his
role in the 2000 bombing of the USS Cole
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May 10, 2012: “Jallad,” who was in charge of armaments for AQAP
ﬁghters
July 3, 2012: Fahd Saleh al-Anjaf al-Harethi, a senior al-Qaeda operative
July 3, 2012: Hassan Ali al-Ishaqi, a senior al-Qaeda operative
August 6, 2012: Abdullah Awad al-Masri – also known as Abou Osama al
Maribi – a top AQAP bomb maker
August 31, 2012: Khaled Batis, a top al-Qaeda militant wanted for his role in
the 2002 attack on the Limburg oil tanker
September 5, 2012: Murad Ben Salem, a senior al-Qaeda operative
September 8, 2012: Abdulraoof Ahmad Nasser al-Thahab, the brother of
Tariq; al-Qaeda’s leader in the Radaa’ District of al-Baidha Province
October 18, 2012: Nader Al-Shadadi, al-Qaeda’s leader in Jaar, a city in
Abyan Province
October 21, 2012: Sanad Abdulla al-Aqili, an al-Qaeda operative
October 28, 2012: Said al-Shihri, AQAP’s “Number Two,” was wounded in
this strike. It was reported that he died on January 22, 2013, but that was
disputed by April 2013 in AQAP statements purporting to be from him.
Al-Shihri’s status remains unknown at this time.
November 7, 2012: Adnan al-Qadi, an al-Qaeda operative previously
detained in relation to the 2008 bombing of the US Embassy in
Sana’a
December 24, 2012: Abdel-Raouf Naseeb, a mid-level al-Qaeda operative
December 28, 2012: Abdullah Bawazir, an al-Qaeda operative who was the
chief architect behind a mass prison break in Yemen
December 29, 2012: Saleh Mohammed al-Ameri, a prominent local ﬁghter
in the Radaa’ District of al-Baidha Province
January 3, 2013: Moqbel Ebad Al Zawbah, a senior al-Qaeda ﬁgure
January 19, 2013: Ismaeel Bin Saeed Bin Jameel, a local al-Qaeda operative
January 21, 2013: Ahmed al-Ziadi, an al-Qaeda leader in Marib Province
January 21, 2013: Qasem Naser Tuaiman, an al-Qaeda operative who had
been freed from detention by Yemeni authorities
January 21, 2013: Ali Saleh Tuaiman, an al-Qaeda operative who had been
freed from detention by Yemeni authorities
April 17, 2013: Hamid al Radmi, a local AQAP leader
May 20, 2013: Abd Rabbo Mokbal Mohammed Jarallah al-Zouba, a local alQaeda operative
May 20, 2013: Abbad Mossad Abbad Khobzi, a local al-Qaeda operative
June 9, 2013: Saleh Hassan Huraydan, a senior al-Qaeda leader
August 30, 2013: Qaid Ahmad Nasser Al Dhahab, a local senior al-Qaeda
leader
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Just Trust Us
The Need to Know More About the Civilian
Impact of US Drone Strikes

sarah holewinski

As a general proposition . . . I want to make sure that people understand that actually,
drones have not caused a huge number of civilian casualties. For the most part they
have been precise, precision strikes against al-Qaeda and their afﬁliates and we are very
careful in terms of how it’s been applied.1
President Barack Obama, January 2012

1. the importance of the civilian impact
of us drone strikes
The US government claims that its covert drone program has little impact on
the civilian populations in Pakistan, Yemen, and Somalia, where unmanned
aerial vehicles are used to strike al-Qaeda and its afﬁliates. There is reason to
believe this may not be true. While the Obama administration began publicly
acknowledging in 2009 the use of drones outside of the Afghanistan combat
theater, many elements of the program remain secret, leaving serious
questions about the impact of the program on civilians.
For many Americans, drones make all the sense in the world. The public
is tired of its sons and daughters being killed in faraway places for seemingly
abstract reasons. For policymakers, drones may appear like the antidote to
the expense, exhaustion, and dubious results of US military actions in
Afghanistan and Iraq. For military strategists, drones may be preferable to
other weapons. They can stay in the air for far longer than ﬁghter jets and
other aircraft and gather information that may assist in accurate targeting,
helping to distinguish between civilians and combatants. This is especially
true where drones’ around-the-clock video surveillance is supported by good
ground intelligence.
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In Washington’s war on terror, drones are being used for secret attacks
against unspeciﬁed targets, without public scrutiny, based on questionable
intelligence, and with unknown outcomes. This type of warfare raises red ﬂags
about how these tactics affect civilians.
It is important to note that nobody fully understands the impact of US drone
use yet – not even the president of the United States. Publicly available
government statistics on civilian casualties from drone attacks are consistently
low compared with estimates from human rights groups. A recent Pentagonsponsored report by the Center for Naval Analysis casts doubt on drones’
much acclaimed potential to limit civilian harm, ﬁnding that unmanned
aerial vehicles in Afghanistan were ten times more likely to cause civilian
harm as compared with traditional manned aircraft during the same period.2
While it is difﬁcult to calculate, there is strong evidence that psychological
trauma, loss of livelihood, and rampant fear and suspicion related to drone use
are severely detrimental to civilians. These effects must be considered alongside deaths and injuries from drone strikes to gain a full understanding of the
impact of US drone deployment.
It is particularly striking how the ofﬁcial US response to civilian drone
casualties differs from the response to casualties caused by combat operations
in Iraq and Afghanistan. While the administration has become signiﬁcantly
more adept at addressing civilian harm during military operations – engaging
in thorough investigations of allegations of civilian casualties, tracking and
analyzing civilian casualty rates over time, and providing amends to survivors –
no such policies are in effect for drone attacks in Pakistan, Yemen, Somalia,
and elsewhere.
The most obvious improvement in US recognition of civilian harm has
occurred in Afghanistan, where ofﬁcials have seriously engaged the issue and
publicly responded to multiple incidents. For example, in May 2009, US
Ambassador Karl Eikenberry stood before a thousand people at a mosque in
Farah, Afghanistan, and offered his condolences after an American airstrike
killed several dozen civilians, saying: “I assure the people of Afghanistan
that the United States will work tirelessly with your Government, Army, and
Police, to ﬁnd ways to reduce the price paid by civilians, and avoid tragedies
like what occurred in Bala Baluk.”3
The attack had previously led to protests and anger among the local
population. Eikenberry’s visit to honor the dead soothed tensions while
investigators worked to unravel what went wrong and the military developed
policies to assist victims.
Similar acts of strategic diplomacy and the acceptance of responsibility
do not occur in Pakistan, Somalia, or Yemen. There are no military staff
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on the ground to investigate the aftermath of drone strikes, nor is anyone
responsible for addressing the potential harm to civilians in communities
subjected to attack. In fact, in these contexts it is even unclear how the
United States deﬁnes a civilian, meaning that civilians may be killed because
they are erroneously considered to be combatants. In this confusion of
identities, attempts to accurately count civilian casualties and track them over
time to improve operations will produce dubious results. In the unlikely
event that civilian casualties are identiﬁed after a covert drone strike, their
families will be left to mourn the victims and rebuild their lives in the absence
of any ofﬁcial US response or aid.
These negative consequences deserve attention. With some notable
exceptions in the post-Vietnam era, American policymakers have sought to
avoid killing or traumatizing civilians where the US military is deployed.
This has been done out of respect for ethical principles, adherence to the
law of armed conﬂict, and because of a general acceptance of the strategic
value of this approach. As history has shown, causing unintended harm to
civilians and then ignoring these actions can erode support for a war at
home, abroad, and within the war zone itself. In addition, accurately assessing strategic risks depends on Washington’s ability to collect and analyze the
data of the short- and long-term implications of speciﬁc policies.
A signiﬁcant amount of this information should be made public to meet
reasonable commitments to ethical principles and legal obligations. This
will help the US government avoid the widely held perception that it is
engaging in illegal activities and has a great deal to hide, as has occurred
with today’s drone policies.
Because so much of drone deployment remains secret, it has been
difﬁcult to accurately evaluate the program. In fact, most of what we
know about who is targeted and who is doing the targeting have been
communicated through vague statements by US ofﬁcials. The more recent
attempt by President Obama himself to explain the drone program at the
National Defense University in May 2013 seems to boil down to some
version of “just trust us.”
Weaponized drones are neither inherently good nor bad for reducing
civilian harm, but should be judged solely on how they are used. The
problem with the US counterterrorism drone program is that it is
conducted in secret in remote areas with limited public accountability.
As a ﬁrst step, a responsible and ultimately more effective drone program
requires open public discussion about who is targeted, when, under
what circumstances, and by whom. This discussion must include an
honest assessment of the impact drone operations are having on civilian
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populations. Only then can reasonable policies be developed that both
respect fundamental rights and minimize negative responses that are
damaging to US interests.

2. the targets: personality strikes and signature strikes
Drone targeting in the war on terror fall into two categories: “personality
strikes” and “signature strikes.”4 Although the two categories have recognizable labels, they are both shrouded in secrecy.
“Personality strikes,” in which the identities of targeted individuals are
known, are not unique to drones. They have been used in military operations
going back centuries, and the United States is not the only country currently
involved in this form of targeting. These attacks are likely based on some type
of “kill list,” a collection of preselected, named targets. Such lists are used in
many conﬂicts and by many nations to identify speciﬁc, high-value individuals
who can be targeted. While the idea of a “kill list” has made headlines because
of its ominous name, using such lists is far better than striking indiscriminately
in the hope that multiple attacks will strike known valuable targets. For
example, in Iraq, in the early stages of the war, US forces had a deck of
playing cards that identiﬁed high-level targets in the regime, all with names
and faces.5 The cards were readily available to anyone who wanted to see
them and were even used by the US government in press conferences as
a means of highlighting purported progress in the war.
In contrast, Washington’s drone kill list is a closely guarded secret. While
some amount of secrecy surrounding military targets is justiﬁed, in this case
the level of concealment is excessive. Not only are the names and faces
hidden, but even general descriptions of the criteria for being placed on
the list remains unknown outside a tiny circle of US ofﬁcials, who essentially
expect the public to trust them in choosing and vetting targets.
Yet this situation may well be exposing civilians living under the constant
threat of drone attacks to an untenable situation. That is, they have no way of
knowing what type of behavior might get them killed. A shopkeeper in
Waziristan cannot determine whether offering a ride to a customer, who turns
out to be a low-ranking militant, might identify him as a target. Similarly,
civilians associating with those they know to be militants, including friends,
neighbors, and relatives, may be at risk of being killed. This danger could
extend to a doctor who treats those wounded in combat, a cook who prepares
food for militants, or a ﬁnancier who assists someone linked to an al-Qaeda
cell. While these individuals might be subjected to targeting under US
policy, they are protected civilians under international law.
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The second type of strike used by the United States in its covert drone
program are “signature strikes,” a practice that began in 2008 under President
George W. Bush, and increased signiﬁcantly under President Obama.
An unnamed US ofﬁcial in 2011 said that the United States killed twice as
many “wanted terrorists” through signature strikes as through personality
strikes,6 and these strikes are especially signiﬁcant in Yemen.7 In signature
strikes, attacks are not directed against speciﬁc individuals identiﬁed as threats
to US national security, but rather are based on a set of observed actions
and indicators understood to be signiﬁcant enough to warrant lethal action.
The United States does not disclose what behaviors justify a signature strike,
nor does it provide any guidance on this issue.
Many lawyers argue that targeting an individual based on a set of activities
that suggest some form of allegiance but are not linked to actual participation
in hostilities may violate international law.8 Young men with weapons driving
around in convoys may appear suspicious and such behavior might meet the
guidelines for a signature strike. However, in the tribal regions of Pakistan,
that behavior may not imply either illegal activity or actions that threaten
the United States or its allies. While drone operators have the ability to track
such movements over time, this may not provide adequate clarity as to
whether the individuals are members of al-Qaeda or associated organizations.
In fact, with little to no ground-based intelligence, how are US analysts to
determine whether men targeted in signature strikes are not armed shepherds
on their way to a market or locals patrolling their land? Many men in the areas
where the drone strikes are concentrated carry guns as an ordinary part of their
daily lives. They often travel in groups and may engage in actions that meet
hidden criteria for targeting, yet have no relationship to any genuine threat.
And the same is true in Yemen. As one ofﬁcial there said: “Every Yemeni is
armed . . . so how can they differentiate between suspected militants and
armed Yemenis?”9 Former intelligence analyst Marc Garlasco noted how
difﬁcult it was to develop “signatures” even in Iraq, where American forces
had an enormous military presence on the ground and a substantial
intelligence infrastructure. With this in mind, he argues that it is unlikely
that the United States could develop accurate analyses for signature strikes
in places such as rural Pakistan, where there are limited legitimate intelligence sources.10
Measuring the impact of remote drone use on civilians, whether for
personality strikes or signature strikes, has not been a US policy priority.
Drone operators have little way of knowing if those they have killed were
actually combatants, especially where there are few trustworthy local contacts,
limited ground-based intelligence, and no conventional troops or related
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forces available to investigate and corroborate the accuracy of targeting
process. In addition, civilians have no useful way of notifying ofﬁcials about
drone attacks, and local governments may have limited interest or ability to
respond, especially given the covert nature of these missions. Unlike in
Afghanistan, where the US military has commissioned studies on civilian
casualties and has adjusted operations to reduce such harm, no such efforts
exist in Pakistan, Yemen, or Somalia.
On March 17, 2011, in Shiga, Pakistan, a signature strike targeted a group of
heavily armed men.11 The United States claimed it killed twenty combatants
associated with al-Qaeda.12 However, locals and Pakistani ofﬁcials said the
missiles hit a tribal meeting held to resolve a mining dispute.13 They claimed
that four Pakistani Taliban ﬁghters and thirty-eight civilians and tribal
police were killed.14 A farmer, Gul Ahmed, explained: “The militants were
there because they controlled the area and any decision made would need
their approval.”15 American ofﬁcials contended that all the people killed were
insurgents, one ofﬁcial stating: “These people weren’t gathering for a bake
sale. They were terrorists.”16
In fact, it is hard to know what the truth is. The local account seems
plausible and Pakistani ofﬁcials support that version.17 Yet in this case, did
the United States determine that the civilian casualties were acceptable based
on a clear interpretation of the laws of war (assuming they apply in Pakistan
and that the CIA understands its actions as bound by them)? If this is the
case, on what basis was this decision made?
Interestingly, getting accurate information about a drone strike may be
easier to obtain by consulting a Pakistani farmer than by questioning the US
government. In early 2013, a federal court dismissed a lawsuit brought by the
American Civil Liberties Union and the New York Times to get the United
States to release records about the process for designating targets.18 The US
government’s ongoing effort to impede public inquiry and oversight into
drone attacks has thwarted accountability.

3. the targeters: cia and jsoc
Compounding the general secrecy of the program, the government has
tasked two clandestine entities – the CIA and the Defense Department’s
Joint Special Operations Command (JSOC) – with carrying out the drone
program outside of traditional battle spaces. To some degree, this is to
be expected. Every nation engages in clandestine activities to protect
national security. However, assigning a clandestine agency to take the lead
on or even to participate in a lethal global campaign – a task usually
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reserved for the military, which is bound by law and appropriately
subjected to greater public debate – is deeply problematic.
In early 2013 the Obama administration appeared to be shifting some CIA
drone operations to the Department of Defense, following a pledge by the
president to be more transparent.19 This is a shift human rights groups
have been advocating for years because Pentagon operations are under far
greater congressional oversight. The timeline for transferring operations and
just what percentage of drone operations will reside with the Pentagon,
however, is not public.
For the moment, drone operations outside of Afghanistan are conducted by
either the CIA or the JSOC, and sometimes jointly. Although the JSOC is
part of the US military, and might reasonably be expected to uphold a
commensurate level of transparency and adherence to the law of armed
conﬂict, the JSOC operates in a black hole of accountability. Secrecy
pervades all aspects of the JSOC, from its structure, to its size, to its budget.
Despite being a part of the Defense Department, the JSOC may or may
not follow the same protocols as the conventional military in minimizing
civilian harms in drone strikes and other lethal operations. A former
counterinsurgency adviser to General David Petraeus described the JSOC as
“an almost industrial-scale counterterrorism killing machine.”20
When it comes to the CIA, administration ofﬁcials repeatedly offer
assurances that the agency complies with the law and tries to avoid civilian
casualties. Such a general assurance – with no supporting evidence – would
be viewed as unacceptable by most objective standards. In fact, this is precisely
the sort of statement that the US government would not accept from most
other nations in the world, particularly those facing reasonable criticism from
established human rights groups, UN agencies, and others.
When US ofﬁcials call international law a set of “principles” rather
than rules, there is cause to question whether the CIA sees itself as bound
by them. At a speech ironically titled “The CIA and the Rule of Law” at
Harvard Law School, delivered in April 2012, CIA lawyer Stephen Preston
noted:
[T]he Agency would implement its authorities in a manner consistent with
the four basic principles in the law of armed conﬂict governing the use of
force: Necessity, Distinction, Proportionality, and Humanity. Great care
would be taken in the planning and execution of actions to satisfy these four
principles and, in the process, to minimize civilian casualties.21

Human Rights Watch responded that “the laws of war are not mere principles
but legally binding restrictions on all forces of the parties to an armed conﬂict.”22
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Beyond concerns about adherence to international law, there is no indication
that the CIA has an ethos that would motivate it to reduce civilian harm. The
agency does not have an institutional history of analyzing and understanding
global, or even US, norms and values in using force. By contrast, the US military
is relatively good at this, with a range of efforts to think critically, as evidenced
in military handbooks, rules of engagement, and best practices documents.
Many of these recent outputs discuss civilian protection and both past failures
and lessons learned in an effort to improve over time. The CIA has no parallel
process, or if it does that process is entirely and unnecessarily classiﬁed.
Joint CIA–JSOC drone operations may not even be considered “military
operations” by the US government, which means US Army, Navy, and Marine
directives on civilian protection or law of war compliance might not apply.23 It is
just as likely drone operations are governed by the CIA’s procedures, or some set of
procedures established speciﬁcally for such joint operations. What civilian protection planning and precautions are included in those procedures is a mystery,
subject neither to public review, open analysis, nor clear accountability standards.
As noted, the administration goes out of its way to reassure critics that it is
being careful. President Obama and counterterrorism adviser John Brennan
demanded the CIA make changes after a spike in civilian casualties in
Pakistan during the ﬁrst half of 2010.24 In a key address in April 2012, Brennan
provided a rare public defense of the policy stating that a target would only be
authorized if there was a “high degree of conﬁdence” that civilians would not
be injured or killed “except in the rarest of circumstances.”25 These are
important reassurances, but they are too general to responsibly combat the
perception that the United States is doing what it wants without any accountability to civilians, the American public, or international law.
A fact as simple as whether or not the CIA and JSOC drone operators
are trained in civilian protection best practices remains unknown. Certainly
there is no reason to keep secrets regarding this type of issue. Even members
of the congressional committees tasked with overseeing the CIA and the
military have voiced concerns. In 2010, the House Permanent Select
Committee on Intelligence criticized the Pentagon’s tendency to classify its
clandestine intelligence gathering activities because it prevents relevant
members from assessing those operations.26

4. the civilian toll
There is evidence that US drone operations have profound negative consequences for civilian populations. While headlines focus on putting a hard
number to militant versus civilian deaths, drone strikes also cause other types
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of harm. These may be understood as second- or third-order impacts, and they
are often overlooked or underestimated as part of support for the drone
program’s apparent efﬁcacy in killing targeted individuals.
It is important to note that nobody has accurately measured the true extent
of civilian harm caused by drones or the related harm done to America’s
reputation. In fact, the potential costs of the program are almost impossible to
measure, whether in dollars, deaths, or reputation. Nevertheless, seriously
considering these costs is an important element of ensuring that the United
States is balancing the strategic effectiveness of the drone program with
its broader impact in order to assess whether it may, in the end, be counterproductive to key strategic goals and legal commitments.
To be sure, there may be cases in which civilians have been spared in a
drone strike that might otherwise have died in a bombing raid or ground troop
action. Yet this is difﬁcult to ascertain as there is no clear way to calculate the
potential of “civilians not harmed.” More to the point, the oft-repeated
precision of drones has almost certainly been overstated. For example,
Brennan likened drone strikes to surgery, saying they could remove the
“cancer” of al-Qaeda without affecting the surrounding “tissue” of civilians
in the area.27 Brennan’s analogy, however, ignores the harms to civilians
that we already know about, to say nothing of the impact of unreported strikes.
In reality, civilians in drone zones are living through the brutality of a secret
war, and the “surgery” Brennan references may be a far blunter instrument
than the government acknowledges.
Civilian deaths and injuries – Drones may kill civilians when an individual
or group is near an intended target or where they are mistaken for militants.
There are also reports of civilians killed when a drone strikes again after
an initial strike, including when rescuers come to the aid of those harmed
in the ﬁrst attack.28 This is believed to have occurred in both Pakistan and
Yemen.29
The truth of civilian deaths and injuries remains unknown because, to date,
there have been no large-scale on-the-ground studies of civilian casualties
caused by covert drone strikes in Pakistan, Yemen, or Somalia. Most drone
strikes occur in areas inaccessible to foreigners, although several organizations
have investigated incidents of civilian harm in Pakistan and have aggregated
reports of strikes that appear in the media.30 While ﬁndings from these groups
vary on the total numbers of civilian deaths, they consistently point to signiﬁcantly higher civilian casualties than those suggested by the US government.
Statistics shift depending on the deﬁnitions used by journalists, analysts, and
governments to differentiate between “civilians” and “combatants.” While
technically these terms are at the core of the law of armed conﬂict, the ways
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figure 5. Estimated number of Deaths by US Drone Strikes in Pakistan
Source: Center for Civilians in Conﬂict and Human Rights Clinic, Columbia Law School.
“The Civilian Impact of Drones: Unexamined Costs, Unanswered Questions”, p. 20.

they are used vary, allowing for distinct and even confusing claims regarding
who has been harmed. Media reports routinely cite unnamed Pakistani
government ofﬁcials as conﬁrming the identity of the individuals killed as
“militants,” but these claims are rarely corroborated. A former senior ofﬁcial
in the Obama administration, John Boyle, in a 2013 study for Chatham
House, said the administration has been “so successful in spinning the
number of civilian casualties is that it has adopted a controversial method
for tracking casualties which inﬂates the totals of ‘militants’ killed and systematically underestimates civilian casualties.”31 A sampling of estimates is seen in
Figure 5.
Aside from a debate about the numbers of those killed, a single civilian
death or injury is enough to dramatically alter families’ lives. In Pakistan,
families are often large and their well-being depends on intricate connections
among many members. The death of one person in a family can create
long-lasting instability, particularly if the individual killed is the primary
breadwinner.
In regions most often targeted by drones, women typically have a limited
earning capacity, few families have signiﬁcant savings, and insurance is nonexistent. This leaves the wives and dependents of those severely injured and
extremely vulnerable. A single drone attack may force a family into poverty.
It may lead sons to drop out of school to provide for their family and prevent
daughters from pursuing educational opportunities because they may have to
take on the role of caretakers.32 Similar familial dynamics exist in Somalia
and Yemen.
While the missiles used by the United States can hit precise targets and are
thus more likely to kill than to injure, injuries in drone attacks occur. Hakeem
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Khan, from Mohmand Agency in the Federally Administered Tribal Areas of
Pakistan, lost his leg to ﬂying debris after a drone struck his neighbor’s
house. He told the Center for Civilians in Conﬂict: “I am living a very
painful life . . . I use a stick to support my body and ﬁnd it too difﬁcult to
move from place to place. I need compensation for the loss of my leg.”33
Given that serious injuries can devastate a family for generations, civilian
casualty statistics indicate an affected population many times greater than
the numbers of those directly killed or wounded, highlighting the broad
social impact of drone attacks.
Psychological impact – Civilian deaths, injuries, displacement, and property
loss caused by conﬂict are traumatic for the local population. Covert drone
strikes take a particular toll, striking unannounced and without any clear
public understanding of who is – and importantly, who is not – a target.
For victims, there is no one to turn to for formal recognition, apologies,
or explanations to mitigate their sorrow. And for communities living
under the constant watch of drones, there is no one to hold accountable for
their fear or suffering. Drone strikes not only produce civilian death
and injury, but also create long-term, unseen impact that tear at the fabric
of communities.
In places such as the tribal areas of northwestern Pakistan, where drones
often buzz overhead for 24 hours a day, people live in constant fear of being
attacked.34 Michael Kugelman of the Woodrow Wilson International Center
for Scholars notes: “I have heard Pakistanis speak about children in the tribal
areas who become hysterical when they hear the characteristic buzz of a
drone . . . Imagine the effect this has on psyches, and particularly on young
ones already scarred by war and displacement.”35
Unlike deaths and property loss, which may affect one or more families,
the fear associated with covert drone strikes affects nearly everyone in the
communities under drone surveillance. One victim told the Center for
Civilians in Conﬂict: “We fear that the drones will strike us again . . .
my aged parents are often in a state of fear. We are depressed, anxious,
and constantly remembering our deceased family members . . . it often
compels me to leave this place.”36 Another man described the anguish of
his sister-in-law, who lost her husband and two sons in a US drone strike
in Pakistan: “After their death she is mentally upset . . . she is always
screaming and shouting at night and demanding me to take her to their
graves.”37
An investigator at the UK advocacy group Reprieve met a young
man named Tariq Aziz shortly before he was killed in strike on March
17, 2011, reporting:
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I asked him, “Have you seen a drone,” and I expected him to say,
“Yes, I see one a week.” But he said they saw 10 or 15 every day. And he
was saying at nighttime, it was making him crazy, because he couldn’t sleep.
All he was thinking about at home was whether everyone was okay.
I could see it in his face. He looked absolutely terriﬁed.38

With US targeting criteria classiﬁed, civilians in Pakistan, Yemen, and
Somalia do not know when, where, or against whom drones will strike. The
US policy of signature strikes compounds these fears because family members
might be unexpectedly and suddenly killed without realizing that they
were acting in a way that deﬁned them as a target. Finally, civilian victims
of drone strikes have been assumed by their communities to be connected to
militant actions. In this way, victims may face the double burden of dealing
with the aftermath of an attack as well as with the stigma associated with
having been targeted.
Property loss, displacement, development, and poverty – A house is often
a family’s greatest ﬁnancial asset and its destruction can be ﬁnancially and
socially devastating. In Pakistan’s tribal areas, homes are often shared by
multiple families, compounding the suffering and hardship caused when a
house is damaged or destroyed.
Remote drone operations have struck many homes, including those of
individuals and families that pose no threat to the United States. For example,
Usman Wazir of northwest Pakistan is now homeless and sleeps either at the
local mosque or with relatives since a drone destroyed his home and killed
his brother, his sister-in-law, and their two teenage children. Shakeel Khan,
also of northwest Pakistan, and his elderly parents survived a drone attack
on their home, which killed his brother, his sister-in-law, and their children.
He explained: “We don’t have enough to reconstruct our house and fear that
the drones will strike us again.”39 Daud Khan and the surviving members of
his family were forced to move from their village in Waziristan when they
could not afford to rebuild their home destroyed in a drone strike.40
Drone strikes have also hit homes in Yemen, adding to the displacement of
the population caused by local and national conﬂicts.41 An airstrike in Jaar
in southern Yemen reduced an entire block to rubble in two consecutive
explosions. Because of the secret nature of these missions, it remains unclear
whether the attack was the responsibility of the US or Yemeni government,
compounding a sense of frustration and the impossibility of accountability or
recognition for victims.42
Some Somali civilians have ﬂed their homes out of fear of drone attacks
targeting al-Shabaab. In January 2012, citizens of the small town of Elasha
Biyaha on the outskirts of Mogadishu ﬂed to the main city to seek refuge after
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strikes killed a senior rebel leader there.43 Lisa Schirch of 3P Human Security
explains the impact of these attacks: “[D]rone-related displacement disrupts
long-term stability by decreasing the capacity of local people to respond
through civil society initiatives that foster stability, democracy and moderation
and increase displaced people’s vulnerability to insurgent recruitment.”44
The threat of drone strikes in Yemen and Pakistan and the resulting fear of
random or at least unpredictable targeting have led parents to prevent their
children from attending schools.45 And, in Pakistan there have been several
reports of drone strikes that have damaged or destroyed local schools.46
Many within the US administration justify the drone program because it
produces minimal damage to civilians. This claim, however, is too often
made from places far from where drones actually strike and may appear as a
beneﬁt too seductive to seriously question. Nevertheless, the use of lethal
force always involves tough policy decisions, and managing these issues in a
responsible manner requires fully reﬂecting on their consequences.

5. questioning the magic of drones
The American people and the politicians they elect commonly make three
blanket assumptions about drones: ﬁrst, very few civilians are killed by them;
second, they collect high-quality intelligence that ultimately reduces the risk
to civilians; and third, their attacks are extremely precise. However comforting
these assumptions may be, they do not necessarily hold up under scrutiny.
Even within the more traditional combat theater of Afghanistan, where drone
strikes are supported by ground intelligence, a study by the Center for Naval
Analysis found that they were ten times more likely to cause civilian casualties
than attacks by manned aircraft.47 This statistic alone shows why the seemingly
intuitive argument that drones are better at avoiding civilians should never
take the place of hard facts.
This is not to say that drones are unethical or necessarily strategically
damaging. Rather, smart policymaking and a commitment to humanitarian
values requires that we question the assumptions that drones represent an
unproblematic, if not magical, tool to combat terrorism. In fact, many lives, as
well as the long-term success of counterterrorism, are at stake in this debate.
“Extremely low” civilian casualties – There are practical obstacles in any
effort by the United States to determine exactly how many civilians are killed
or injured by drone attacks. These strikes often occur in remote areas and in
countries with no conventional US or allied forces on the ground to conduct
investigations or talk to witnesses. Even in Afghanistan, military investigations
following drone attacks are often limited to overhead surveillance rather than
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ﬁeldwork-based reviews involving witness statements and forensic evidence.
These systems may not identify actual civilian casualties, such as children,
and they cannot see whether there are bodies, such as infants or individuals
that might be homebound, inside structures that are destroyed.
Still, US ofﬁcials stand by their assessment that drone strikes cause
“extremely low” civilian casualties, and at times they have claimed that drone
attacks have produced no civilian deaths. When US ofﬁcials provide data,
what they present is often so confusing that it deﬁes credibility. In June 2010,
ofﬁcials estimated that drone strikes had caused a total of ﬁfty civilian
casualties. Early in 2011, that estimate was revised downward to thirty.48
By June 2011 Brennan claimed: “There hasn’t been a single collateral death
because of the exceptional proﬁciency, precision of the capabilities we’ve
been able to develop.”49
A former senior legal adviser to the US Army Special Forces told
Reuters: “[B]ased on my military experience, there’s simply no way so few
civilians have been killed. For one bad guy you kill, you’d expect 1.5
civilian deaths, because killing from that high above, there’s always the
‘oops’ factor.”50
The United States might also overlook or undercount civilians harmed by
covert drone strikes because, in those cases, everyone harmed might be
presumed to be a militant. According to an unnamed Obama administration
ofﬁcial, the United States “in effect counts all military-age males in a strike
zone as combatants . . . unless there is explicit intelligence posthumously
proving them innocent.”51 In response, one presidential aide called this
a “wild oversimpliﬁcation,” but a more nuanced statement about how
combatants are deﬁned might be problematic.52 Either way, families of
civilians killed by drones have no venue in which to prove that their loved
one was not a combatant.
Signature strikes present a particularly signiﬁcant challenge to US civilian
casualty statistics. As the identity of the dead may never have been known to
begin with, combatants can be easily confused with civilians. Whether one
explains this through the misidentiﬁcation of a target or the “‘oops’ factor,”
journalists, human rights advocates, and investigators do not have regular
access to the places where drones are commonly deployed in order to
determine whether the government’s claims are correct. This means that
the covert drone program is not subject to the sort of serious public scrutiny
that is essential for an effective and humane management of war and its
consequences.
Despite the obstacles to understanding the aftermath of a drone strike,
this process is essential for analyzing the program’s effectiveness. In fact, not
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being able to investigate may prevent the United States from knowing
whether a strike succeeded or whether subsequent attacks may be necessary.
Failure to examine the aftermath of a particular strike may also obscure
the long-term, strategic costs of alienating the local population. Failing to
acknowledge harm to civilians can cause the same kind of popular anger and
resentment that has plagued US actions in Iraq and Afghanistan, and now may
be spreading around the world. Whether in Pakistan, Yemen, or Somalia, if
the United States does not know how many civilians have been harmed,
it cannot offer appropriate amends – in the form of aid or perhaps even
monetary payments – for the losses suffered. Finally, only an accurate assessment of civilian casualties and an ongoing consideration of lessons learned
can lead to more effective operations that cause less harm in the future.
Smarter intelligence needed – Because drones offer unparalleled surveillance capabilities, they are assumed to enable extremely accurate intelligence.
Round-the-clock video footage before, during, and after strikes helps operators
keep track of those on the ground and can enable accurate targeting.
However, for operations in remote locations such as in the tribal regions of
northern Pakistan, there are often systematic ﬂaws in the intelligence used
for targeting decisions. Where intelligence and analysis is faulty or unsubstantiated by trusted intelligence assets on the ground, drone strikes can result in
signiﬁcant unintended civilian casualties.
The fundamental problem is that the capabilities of the machines deployed
are outpacing the capacities of those operating them. Drone development,
particularly video surveillance capability, has increased at a very rapid rate and
operators are unable to properly analyze incoming data. This risks mistakes
in targeting and, ultimately, increased civilian casualties. Drones currently
capture far more data than can be effectively reviewed and this problem is only
increasing as the capabilities of drone technology advance and as their use
proliferates. In April 2012, Secretary of the Air Force Michael Donley said
that it would be “years” before Air Force personnel would be able to sift
through the “unsustainable” amounts of video and still imagery collected by
its drones.53
The problem of too much data and not enough analysis will only worsen.
The newly developed “Gorgon Stare” surveillance system, for example, will
have at least nine cameras capable of watching and recording the activities of
an entire small town. To keep pace with so much data, new technologies
are being developed to analyze the massive amounts of information being
collected. However appealing the solution – matching advances in technology
with other advanced technologies – it may not enable the critical thinking
necessary to make the best and most appropriate decisions.
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Some drone cameras can identify minute details, such as whether an
individual is missing an arm or wearing a hat. However, those sorts of details
are not always very clear at 20,000 feet. And even where descriptive information can be gained with some level of accuracy, this data may not allow
operators to distinguish civilians from combatants. The problem is especially
difﬁcult in communities, large and small, where militants co-mingle; dress as
civilians; and may even engage in acts that draw the attention of drone
operators, such as carrying assault weapons. Marc Garlasco has pointed
out the difﬁculty of using video in densely populated or thickly forested
areas, as are found in parts of northern Pakistan.54 Even in relatively barren
environments in Afghanistan, a Predator was “unable to discriminate the
highly distinctive outline of two Marines (with full battle equipment) from
the irregular enemy” as recently as April 2011.55
Even if the battleﬁeld is relatively clear and the drone operator knows the
afﬁliation of those watched from afar, missions remain subject to multiple
technological constraints. For example, drone actions involve what is known
as the “soda straw effect,” in which as the drone zooms in on a target, it loses a
wider picture of the area – like viewing a small area through a soda straw.
While zoomed in, a civilian may enter the vicinity of the strike without being
noticed and therefore will not be considered within the targeting analysis.
In the book Predator: The Remote-Control Air War Over Iraq And
Afghanistan, a drone pilot described targeting a truck in Afghanistan. Viewed
through Predator video, the truck appeared to be far enough away from
surrounding houses and pedestrians for the strike to be given the go-ahead.56
The ground commander, who was also monitoring the Predator footage, gave
clearance to take the shot. After the missile had been ﬁred, when the focus was
no longer zoomed in, two young boys riding bicycles appeared on the
operator’s screen. The pilot cried “Oh, God! Not again!” as he powerlessly
watched as the missile killed the two boys, together with the occupants of the
truck, and thought about his daughter back home.57 Had there been a wider
ﬁeld of vision or real-time ground intelligence, the two boys would likely have
been noticed and the attack could have been delayed until they had passed.
The technological limitations of drones highlight the importance of linking
them with other forms of data collection and intelligence to avoid critical
errors, including killing civilians. While US forces cross-reference video
surveillance with electronic signals intelligence, the latter may be limited to
intercepting and tracking phones because drone strikes so often occur in lowtech environments where no other types of signals exist. In fact, armed groups
are often aware of this challenge and have manipulated intelligence gathering
to mislead US drone operators.58 In Mali, an al-Qaeda afﬁliated militant group
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left behind a sheet of twenty-two tips on how to avoid being struck by a
drone: Tip 2 is to broadcast frequencies that disrupt the drone’s operations,
Tips 5 and 6 involve jamming electronic communications by using old
equipment, and Tip 12 is to “maintain complete silence of all wireless
contacts.”59
In some cases, phone intercepts are used to locate a target using the
identiﬁers of particular phones, such as SIM cards. However, armed groups
know this and can swap SIM cards from one phone to another. As a result,
individuals killed based on tracking cell phones may not be the intended
targets but may simply be a relative or friend who has been given the
device. The accuracy of a strike may also be subject to the quality of the
cell phone network and whether the location can be accurately triangulated.60
Without its own robust intelligence gathering operation on the ground, the
United States may be forced to rely on a variety of uncertain local sources
for human intelligence. This raises obvious questions about the quality,
motivation, and vetting of sources. In desperately poor regions, cash payments
for information are likely to turn up people willing to provide whatever
information they think US intelligence groups want to hear.61 This was
the case in the early stages of the US invasion of Afghanistan. Many of those
detained, including signiﬁcant numbers of those ﬂown half-way around
the world to be held at the base in Guantanamo Bay, were individuals turned
in for rewards or as a means of settling local disputes.
Stories abound in northwest Pakistan of families and rival groups using
locator chips to have their enemies targeted.62 In addition, actual informants
or those believed to be informants often endanger their families and their
communities. The International Crisis Group reported that militants in
Federally Administered Tribal Areas have tortured suspected informants and
released video footage of their executions as warnings to locals not to collaborate with the United States.63 An al-Qaeda afﬁliated group’s leader in Mali
noted in a missive given to operatives that anyone helping the Americans
locate targets should be “hanged in the public places with a sign hanging
from his neck identifying him as an ‘American spy.’”64
US intelligence sometimes uses information provided by other governments for targeting decisions. However, this information may also be inaccurate, either because the intelligence is false, poorly gathered, or purposefully
manipulated. Even in circumstances where US forces are working in close
cooperation with local or national leaders, they may ﬁnd themselves being
urged to strike targets that have more to do with the local balance of power
than the war on terrorism, and potentially with little concern for protecting
civilians. For example, some US ofﬁcials believe that in 2010 they were
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manipulated by the Yemeni government, when it called for a drone strike that
killed Jabir Shabwani, a political rival of then-President Abdullah Saleh.65
Precision – The ofﬁcial US narrative about drones is that they are able to
deliver weapons that are uniquely “precise” and among the most accurate in
the history of warfare. In this way, drones are believed to be more capable
of minimizing civilian harm than other weapons systems. In fact, whether or
not ordinance launched from a drone actually hits its target and avoids
civilian harm when doing so depends not only on the “precision” of
the weapon deployed, but also on information about the target and the
possible presence of civilians in the strike area. The combination of questionable intelligence, the limitations of video surveillance, and the lack of granular
human intelligence from the ground call into question US claims of precision
drone attacks.
The US narrative on “precision” has been taken for granted by the American public and many senior policymakers. In part, this is because it is so
appealing. And, in part, it is because there are limited counternarratives in
situations where operations are covert and the truth about what is actually
going on remains hidden. That is, the idea that drones target with great
precision is largely based on trust in US government claims, while a serious
assessment of the actual impact and effectiveness of drones requires facts and
objective independent review.
John Brennan’s April 2012 speech on drones defended the legality of their
use by focusing on their precision:
Targeted strikes conform to the principle of distinction, the idea that only
military objectives may be intentionally targeted and that civilians are protected from being intentionally targeted. With the unprecedented ability of
remotely piloted aircraft to precisely target a military objective, while minimizing collateral damage, one could argue that never before has there been a
weapon that allows us to distinguish more effectively between an al-Qaida
terrorist and innocent civilians.66

This statement is misleading in several ways. As noted, drone strikes can indeed
precisely target a military objective. But “minimizing collateral damage” is
possible only if the operator knows whom he or she is targeting. Without
trusted intelligence fed from the ground to the operations center, drone
operators in a given strike may not be able to correctly distinguish between
civilians and combatants in a manner as accurately as we would like to believe.
Signature strikes make distinguishing between civilians and combatants
particularly challenging. In fact, this method of targeting cannot be considered precise under any circumstances. Brennan continued:
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Targeted strikes conform to the principle of proportionality, the notion that
the anticipated collateral damage of an action cannot be excessive in relation
to the anticipated military advantage. By targeting an individual terrorist or a
small number of terrorists with ordinance that can be adapted to avoid
harming others in the immediate vicinity, it is hard to imagine a tool that
can better minimize the risk to civilians than remotely piloted aircraft.67

It is technically true that, as Brennan suggests, a drone can shoot a missile that
destroys a house thought to have militants meeting inside and not damage the
house next door. However, a ﬁghter jet can do the same thing, and there
are several ways in which drones may produce less precise attacks than
conventional airstrikes. Visual feeds from the air are limited in ﬁdelity,
especially when there are obstructions, such as buildings. Because there
may be more people involved in targeting using drones, there are greater risks
of miscommunication and confusion among multiple parties.
To ensure the right person is targeted and that there is minimal civilian
harm, the military locates a target, tracks it, and “engages” it – meaning killing
the person targeted. The effectiveness of this process has little to do with
the drone itself and far more to do with the availability of accurate and
veriﬁable intelligence.

6. what is to be done?
The US drone campaign is unlikely to stop. However, given the problems with
the current covert drone program, a pause is warranted to assess what might
be going wrong and to make key corrections at this relatively early stage in
drone deployment. After all, drone strikes may not be the answer to global
terrorism that the administration and the American public appear to believe
they are. In 2013, General Stanley McChrystal, former commander of international forces in Afghanistan, said: “What scares me about drone strikes is
how they are perceived around the world . . . [t]he resentment created by
American use of unmanned strikes . . . is much greater than the average
American appreciates. They are hated on a visceral level, even by people
who’ve never seen one or seen the effects of one.”68
Whatever beneﬁts drone attacks may provide, their widespread use involves
substantial strategic costs that deserve careful scrutiny. Instead of constantly
repeating claims about precision, effectiveness, and low levels of civilian
harm, US policymakers should develop a well-reasoned policy with a full
and open acknowledgment of the complex and often unintended consequences of drone deployment. There is a pressing need for a more open
and conscious drone policy. Policymakers must remember that their decisions
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are likely to be copied by other countries, as both allies and enemies will
soon be deploying multiple types of drones in a variety of places.
It is important that the United States responsibly manage its current position
as a leader and innovator in the use of militarized drones so that widespread
use of these new technologies does not make it easier to use lethal force
in ways that violate established international norms or threaten US security.
At a minimum, this process should involve the following ﬁve steps.
More transparency – Few outside a tight circle of policymakers know
enough about the process and rules for making targeting decisions in drone
attacks. It is important that there exist greater oversight regarding the policies
used to determine who is targeted, why they are targeted, how they are
targeted, and what measures are put in place to protect civilians. In defending
national security, some degree of secrecy is justiﬁed. However, the details of
the drone program and decisions made to use drones to kill people abroad
should be more transparent, at the very least to Congress. If the US government does not control the drone program and the narrative about it, its
enemies will.
The American people cannot be simply asked to trust their leaders to
conduct a lethal program of this scale free from meaningful oversight. This
is especially clear in light of the dark and often embarrassing history of CIA
assassination operations. The administration should develop express mechanisms of rational, rule-based reviews in line with domestic and international
law. To the degree that these systems are already in place, it is essential
that there exist greater transparency regarding elements of the targeting
process, application of the laws of war, and human rights training for drone
operators.
The administration should engage in discussion about how it deﬁnes
civilians and combatants and how it tracks and assesses civilian casualties,
both after individual strikes and over time. If drone operators are properly
trained in civilian harm-mitigation tactics, non-classiﬁed details of such
training should be shared. Similarly, some amount of transparency on who
can be targeted and why is important, so that civilians can protect themselves
from behavior that might subject them to being targeted. Given that the US
military has become relatively open about similar protocols of conventional
strikes, there is no reason the CIA and JSOC could not better explain their
procedures as well.69
Department of Defense, not the CIA – An intelligence agency should
not be managing large-scale military operations. The entire drone program
should be run by the Department of Defense. America’s armed services have
a transparent chain of command and a stated commitment to respect the rule
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of law. They train troops in civilian protection practices and closely adhere to
the law of armed conﬂict. They study operations to learn lessons from past
activities and to improve future operations. Perhaps most importantly, they
have a far higher level of accountability to Congress. This issue is critical
because the American public has a right to know that what is being done
overseas in its name is reviewed by their representatives. This process should
include as much open, public review of policies as possible.
However, placing the drone program under military command will not
necessarily ensure thorough transparency. The JSOC, which currently runs
part of the program in cooperation with the CIA, may operate outside of
conventional military protocols and operate with minimal congressional
oversight or public scrutiny.70 With this in mind, to the degree that the
Department of Defense’s control over the drone program is managed by the
JSOC, it is essential that accountability be expanded to meet the existing
standards of conventional military operations.
Alternatives to lethal action – The use of lethal force is always a signiﬁcant
and grave decision that almost always puts civilians in danger. Under the
covert drone program, an ever-greater number of individuals are vulnerable
to lethal targeting, which increases the risk that civilians will be killed in
a strike against a legitimate target or mistakenly considered to be a target.
In addition, the US drone program currently targets and kills individuals
who otherwise might be detained and interrogated. Drones deny these individuals any opportunity to surrender. While interrogations and detentions
carry their own risks of human rights abuses, they provide the United States
and its allies with the potential to better assess actual threats posed by the
detainee. As we know from the many thousands of detainees in Afghanistan,
Iraq, and elsewhere, many of those questioned for potential connection to
al-Qaeda and other groups are subsequently released when their cases are
reviewed and it is determined that they pose a minimal threat to national
security. Once lethal action is taken, there is, of course, no going back.
While the Obama administration has repeatedly stated a preference for
capturing insurgents over killing them, it commonly claims that capture is
impractical for multiple reasons, from logistical difﬁculties to the limited
availability of appropriate detention facilities.71 This position helps justify the
use of lethal force in the drone program while at the same time abdicating
the responsibilities that arise in non-lethal actions. A fearful and war-weary
American electorate appears to be convinced, and has not demanded
alternatives to systematic use of lethal counterterrorism tactics.
In October 2013, US Special Operations Forces carried out a capture
mission in both Libya and Somalia. Media commentators suggested these
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missions might signal a decreased reliance on drones, as did a senior congressional aid: “I think this goes along with this policy that they are trying to move
counter-terrorism operations from CIA to Defense [Department], and trying
to operate less with drones.”72 However, two missions alone do not deﬁne
a trend, and “capture” might have been preferable to “kill” in these cases
because of the value of the intelligence that these individuals might offer.
Recognizing civilian harm – Monitoring, tabulating, and responding to
incidents of civilian harm caused by the drone program is both ethically
correct and strategically imperative. It reﬂects America’s stated commitment
to humanity even in times of war, and it may simultaneously ease some of the
anger building in the civilian population.
To ﬁnd proof that recognizing civilian harm works, one need look no
further than Iraq and Afghanistan, where the US military and USAID have
successfully addressed civilian losses through the media; consultations with
local leaders and village elders; and through amends including formal apologies, monetary payments, and livelihood assistance.73 However, in Pakistan,
Yemen, and Somalia – sites of covert drone strikes – recognition and amends
for civilian harm do not exist. During his Senate conﬁrmation hearings in
February 2013, Brennan said: “Where possible, we also work with local
governments to gather facts and, if appropriate, provide condolence payments
to families of those killed.”74 However, there is no known evidence to prove
that this is true. The refusal of the United States to acknowledge the seriousness of civilian harm may well have profound and long-term consequences.
Research in Iraq, Afghanistan,75 and Pakistan76 shows that when civilians
are known to suffer losses, even more than money, most victims simply want
an explanation of why they were harmed.77 Clearly nothing can bring back
someone who has been killed or adequately compensate for the loss of a loved
one, yet explanations have great signiﬁcance for victims, their families, and
their communities. They can answer unanswered questions, dignify loss, and,
in cases where the explanation is public, can remove local suspicion that
families victimized in a strike must by deﬁnition have been up to no good.
In Afghanistan, US military ofﬁcials found that focusing on reducing and
recognizing civilian casualties can beneﬁt all sides by limiting local anger and
increasing operational effectiveness.78 The lack of conventional American
ground forces in areas where covert drone programs are conducted does not
absolve the United States from responsibility to investigate incidents of civilian
harm and, where appropriate, to recognize and assist victims.
Similar activities in Pakistan and Somalia would be undoubtedly
complicated but by no means impossible. The United States can use the
combined data of video feeds, other forms of electronic intelligence, trusted
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local interlocutors, local government ofﬁcials, civil society, and media to get
a picture of what civilian harm occurred following a strike. Washington
could initiate a claims process by working in concert with personnel on the
ground, either through USAID programs, civilian ofﬁcials in-country, or,
when trusted, connections to the local government.79 Apologies for harm
in Somalia, as one example, could be made through local clan leaders,
and any ﬁnancial amends could be made through mobile phones, which
are used extensively for everything from communications to receiving
remittances from relatives working overseas.
Distinguish between civilians and combatants – The US military has
rigorous procedures to ensure that targets are selected responsibly –procedures
that help avoid killing the wrong people, including civilians. However, little of
Washington’s rhetoric about the need to avoid civilian casualties matters
unless the United States acknowledges that unidentiﬁable targets might also
be “civilians.”
The CIA’s track record in this regard is, perhaps not surprisingly, opaque.
However, there are reports of instances where the agency has declined to
conduct strikes based on the presence of civilians.80 What is missing is
public information about the standard procedures that the CIA targeters and
drone operators use for selecting and striking targets.
The ongoing secrecy surrounding drones is unnecessary and unjustiﬁed.
Both the CIA and JSOC should be made to publicize their civilian protection
protocols, at least in broad enough terms to provide conﬁrmation that they
adhere to domestic and international law. The American public has the right
to know how and why people are being put on kill lists, and Congress should
be provided with relevant details to ensure that targeting and attacks are
managed in an appropriate manner.
Part of this review process should be the end of signature strikes.
Washington must acknowledge that many men in countries such as Yemen
and Pakistan routinely and legally engage in activities that may deﬁne them as
suspicious. Under the law of armed conﬂict, as well as international law,
the mere fact that people interact with known targets does make them
legitimate targets.
For many people around the world, drones have become synonymous with
US counterterrorism strategy. However, unlike in conventional wars, US
policymakers often fail to ask the difﬁcult questions about the impact of
drone deployment on civilians, including whether civilian harm and related
public anger around drone operations does more harm than good.
Congress should better exercise its oversight, and any US agency or
department engaging in drone strikes should track and investigate any civilian
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harm that may be caused, develop proper responses to substantive claims, and
address victims’ needs. In addition, any president – whether Barack Obama or
a future elected leader – should be as transparent as possible with the
American people about the use of lethal force. As with any other weapon,
proper drone use does not depend only on technical capabilities, but also
on how they are used. It is time to treat drones like other weapons systems:
as military tools used to enable a rational, humane strategy, not as a solution
in and of themselves.
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network in Pakistan that is closely linked to al-Qaeda and the Afghan Taliban,
when it chose not to ﬁre a missile at him from a Predator drone because women
and children were nearby, US and Pakistani ofﬁcials say. The incident was one of at
least three occasions in the last six months when a militant was identiﬁed
on video and a shot was available, but US ofﬁcials decided not to ﬁre in order
to avoid civilian casualties, said a senior Pakistani ofﬁcial familiar with
the drone program.”
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The Boundaries of War?
Assessing the Impact of Drone Strikes in Yemen

christopher swift

1. making sense of drone deployment in yemen
Abd Rabbuh Mansur Hadi is an unlikely advocate for American power. Born
during the heady days of Arab nationalism, Yemen’s president came of age in
an era and region shaped by anti-colonial sentiment. His political party
advocates Arab unity in the face of Western imperialism. His tribal and
religious allies threaten jihad against foreign intervention. His predecessor
even went so far as to support Saddam Hussein in the 1991 Persian Gulf
War, casting it as a war against the Arab Nation. Confronted with a restive
population and complex political transition, Hadi had every incentive to
conceal or condemn US counterterrorism operations on Yemeni soil.
Yet advocate he did. Appearing before the UN General Assembly on
September 28, 2012, Hadi urged the international community to bolster his
fragile government’s campaign against al-Qaeda in the Arabian Peninsula
(AQAP) and Ansar al-Shari’ah, its local auxiliary: “We invite our international
partners in combating terrorism to provide more logistical and technical
support to [Yemen’s] security forces and counter-terrorism units.”1 Two days
later, Hadi endorsed covert US operations in Yemen during remarks at the
Woodrow Wilson Center in Washington, DC. Speaking through a translator
he publicly acknowledged that the United States was using unmanned
aerial vehicles (UAVs), or drones, to augment the Yemeni Air Force’s strikes
on terrorist targets.2
UAVs are now a permanent feature in Yemen’s counterinsurgency
campaign. With al-Qaeda’s center of gravity shifting from Pakistan to the
Arabian Peninsula, the CIA sought authority to conduct so-called “signature
strikes” on suspected militants throughout this arid, sparsely populated country.3 The frequency and intensity of drone strikes in Yemen swiftly eclipsed
similar operations in Pakistan, with the CIA and Joint Special Operations
71
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Command (JSOC), each conducting their own independent campaign.4
By the end of 2012, the United States had conducted an estimated ﬁfty-six
air and drone strikes across Yemen – a ﬁgure nearly three times greater than
the total from the three preceding years.5
These developments led to contentious debates within Yemen, pitting
President Hadi and his security apparatus against an unlikely coalition of
conservative Islamic clerics and liberal youth activists. For the former, drones
offer a tactical edge in a protracted counterinsurgency campaign. For the
latter, drones signify government collusion with Western powers – collaboration that supports a corrupt regime, threatens Yemen’s sovereignty, and
undermines the population’s right to national self-determination.6
Similar controversies shape US policy discourse. Where counterterrorism
ofﬁcials view drones as an essential tool in defending against an irreconcilable
adversary that plans attacks from regions difﬁcult to access, many legal scholars
perceive this strategy as a threat to the sovereignty of foreign nations and a
violation of principles of non-aggression and core human rights norms.7
While military commanders emphasize the efﬁcacy and necessity of targeted
strikes, civil libertarians cast them as part of an inexorable march toward
unconstitutional wars, unaccountable leaders, and unchecked executive
power.8 In this sense, drones have become a proxy for US debates over
the War on Terror in much the same way that they reﬂect the frustrations
manifest in the Arab Spring.
Although these differences reveal deep conceptual and ideological divisions
in the debate over drones, neither approach offers pragmatic solutions. By
recycling familiar narratives, these normative struggles obscure the scope and
character of Yemen’s internal crisis. In reducing liberty and security to
immutable absolutes, they animate activists with no common language and
even less common ground. Divorced from developments in the ﬁeld, they
offer little insight into the ways in which the conﬂict in Yemen transcends
the legal and policy boundaries commonly used to understand war.
Making sense of these issues involves three elements. First, it is essential
to view the conﬂict using the logic of attritional warfare, which provides the
rationale for US policy of conducting remote aerial strikes. Second, it is important to understand the structure and strategy of AQAP’s campaign in Yemen,
especially its efforts to co-opt indigenous tribal structures. Third, there is a
need for a more contextually sensitive review of the links between US drone
operations and AQAP’s burgeoning ranks, distinguishing discrete patterns of
local recruitment from a general sense of popular resentment. Working
from these foundations there are clear political and operational limits of drone
warfare in counterinsurgency operations in Yemen, and perhaps elsewhere.
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This analysis draws on extensive published and unpublished source reviews,
as well as forty structured interviews conducted in Sana’a and Aden between
May and June 2012. This cohort included tribal leaders, Islamist politicians,
Salaﬁ clerics, and other indigenous sources from fourteen of Yemen’s
twenty-one provinces. As a group, these men were older, more religious, and
far more skeptical of Western inﬂuence than the Arab Spring activists that
inspire international acclaim. Yet they also offered unique insight into
Yemen’s internal struggles. Many faced insurgent inﬁltration in their
own districts and most viewed drone strikes with a degree of nuance and
pragmatism absent in broader public debate. In this way, an analysis of
these discussions illustrates the need for a more focused, context-sensitive
engagement with the social and political dynamics driving armed conﬂict
on the ground.

2. the logic of attritional warfare
The May 21, 2012, suicide bombing in Yemen’s capitol bore all the hallmarks
of an al-Qaeda operation. Clad in a Yemeni Army uniform, the perpetrator
inﬁltrated the long columns of marching soldiers from a nearby park,
brieﬂy falling into step before detonating his weapon. The blast tore through
the ranks like ﬁre through a stand of birch trees, killing nearly 100 soldiers
and injuring 300 more.9 As men lay dead and dying in Sabeen Square, a
second assailant rushed through the carnage to attack the reviewing stand
with a rocket-propelled grenade. According to a senior army spokesperson,
Yemeni Defense Minister Mohamed Nasser Ahmed was the intended
victim.10
The perpetrators swiftly conﬁrmed that claim. “The primary target of this
blessed operation was the Defense Minister of the Sana’a regime and his
corrupt entourage,” explained an Ansar al-Shari’ah communiqué.11 Casting
the attack as a “response to the unjust war launched by the Sana’a regime’s
forces in cooperation with the American and Saudi forces,” the al-Qaeda
front organization justiﬁed the indiscriminate slaughter of ordinary soldiers
as vengeance for “the demonstrators and all Muslims who tasted the scourge of
the Yemeni central security forces” during the Arab Spring protests.12
This unlikely combination of indiscriminate slaughter and targeted
assassination offers insight into Yemen’s simmering insurgency. Cognizant
of their relative weakness, AQAP and Ansar al-Shari’ah target key commanders
in an effort to disrupt Yemeni counterinsurgency operations. By attacking
junior ofﬁcers and military cadets parading in Sabeen Square, the assailants
sought to degrade the Yemeni government’s ability to ﬁeld an effective
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ﬁghting force.13 The July 18, 2012, assassination of Major General Salim
Ali Qatn in Aden followed a similar logic. Coming just days after the seizure
of terrorist strongholds in Abyan Province, the operation demonstrated
AQAP’s capacity to target and successfully attack the army’s leadership structure in the midst of a major counteroffensive against their own positions.14
A similar attritional logic also informs US counterterrorism operations in
Yemen, albeit in very different ways. By locating and eliminating terrorist
leaders, targeted killings aim to disrupt AQAP’s operations, degrade its
strength, and destroy its command structure. The goal is to achieve a rate of
systemic organizational collapse that exceeds the terrorist network’s capacity
to recover and adapt. In this sense, drone strikes are no different from any
other kinetic operation. While the speciﬁc tactics and instruments may vary,
the ultimate purpose is to compel the adversary to change its behavior by
inﬂicting pain and eroding its capacity to resist.15
However, there are important distinctions between conventional attacks
and drone strikes. Designed with light airframes and low proﬁles, drones can
remain on station and conduct covert surveillance for extended periods.
Telescopic cameras and satellite uplinks allow decision makers to track and
engage discrete targets in real time. These technologies increase tactical reach
and enhance battleﬁeld reconnaissance while substantially reducing the
risks to military personnel. The result is a distinct competitive advantage for
those countries with drones, particularly when ﬁghting irregular units that
disperse their forces in rough or otherwise inaccessible terrain.
Drones also reduce the transaction costs associated with foreign military
interventions. Launched from regional installations and piloted by satellite,
drones provide a real-time presence without the need to establish forwardoperating bases, secure supply routes, or win local hearts and minds. They can
operate covertly, overtly, or as auxiliaries to other units. Most signiﬁcantly,
they enable targeted attacks on discrete individuals. In this manner, drones
transcend some of the legal and political boundaries that distinguish societies
at peace from those engaged in war.
These boundaries can be difﬁcult to discern in Yemen. Beset with weak
institutions, endemic corruption, and persistent political turmoil, the government has been unable to extend its writ to the sparsely populated rural areas
where 73 percent of the population lives.16 Social and political dynamics also
diminish the government’s reach. With 34 percent of the population
unemployed17 and 45 percent living below the United Nations’ poverty line,18
Yemen is one of the poorest countries in the Arab world. It also has among
the youngest populations, with three-quarters below age thirty and 46 percent
below age ﬁfteen.19 The result is a country that is difﬁcult to govern,
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hard to secure, and where a volatile mixture of institutional collapse and
structural poverty fosters conditions where insurgents thrive.
Al-Qaeda’s efforts to integrate itself with indigenous Yemeni society permeate these conventional boundaries. Unlike al-Qaeda cells in Afghanistan,
Pakistan, and other areas in the periphery of the Arab world, AQAP operates
at its core. Its Yemeni leaders speak the local dialect, understand local culture,
and shelter within local communities. Rooted in tribal society, these targets
are difﬁcult to reach and destroy without undertaking costly operations
that would likely incur signiﬁcant local casualties and mobilize ongoing
indigenous resistance.
These conditions inform the growing preference for drones. Chastened by
similar circumstances in Iraq and Afghanistan, US policymakers have become
increasingly reluctant to engage in protracted counterinsurgency campaigns
across the greater Middle East. Rather than commit blood and treasure in
weak states and hostile societies, the drone campaign allows the United States
to support the Yemeni government’s local counterinsurgency operations
while simultaneously reducing its own risk exposure. Working from this basis,
the increasing reliance on drones helps US policymakers seriously engage
an adversary in Yemen while maintaining a lighter, less invasive operational
footprint. While on their own drones cannot defeat AQAP, they provide
an effective tool for confronting a dangerous, adaptive, and increasingly
resilient adversary.

3. indigenous dynamics and al-qaeda in yemen
AQAP is a conglomerate. Forged in a January 2009 merger between al-Qaeda
cells operating in Saudi Arabia and Yemen, the movement incorporates
militants with different experiences, perspectives, and priorities. Its leader,
Nasir al-Wuhayshi, served with Osama bin Laden in Afghanistan.20 Two of
its Saudi commanders, Said Ali Al-Shiri and Mohamed Atiq Awayd al-Harbi,
were former Guantanamo Bay detainees.21 Other founding members fought
in Algeria, Bosnia, and Chechnya.22 Proven in war and hardened by prison,
these globalized, delocalized jihadis sought a new sanctuary in Yemen’s
turbulent tribal society.23
Adapting to Yemeni society demanded a signiﬁcant shift in al-Qaeda’s
modus operandi. Unlike its counterpart in Iraq, AQAP rejected a strategy
based on tribal coercion and domination and instead developed a more
nuanced approach aimed at building – and ultimately sustaining – indigenous
support.24 It courted local leaders with longstanding grievances and encouraged conservative clerics like Abdul Majeed al-Zindani to challenge the
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Yemeni regime.25 It convinced prominent sheikhs like Tariq al-Fadhli to turn
against the Yemeni government.26 Most signiﬁcantly, AQAP built its
movement from the ground up rather than the top down. Anxious to avoid
an indigenous uprising similar to the Sunni Awakening in Iraq, al-Wuhayshi
approached Yemen’s tribes as allies with the goal of building a more
authentic, self-sustaining base of support.
Much of this engagement now occurs through Ansar al-Shari’ah. Operating
under its own banner, this front organization issues communiqués, operates
media outlets, and generates propaganda aimed at Yemen’s Sunni
tribesmen.27 In doing so, Ansar al-Shari’ah has rejected some of the elitist,
globalized rhetoric espoused by salaﬁ-jihadi ideologues in favor of a more
parochial, locally resonant message.28 In doing so, this front organization
gave its al-Qaeda parent a measure of authenticity that it otherwise lacked.
As senior AQAP ofﬁcial Abu Zubayr Adel Al-Abab observed: “[T]he
name Ansar al-Shari’ah is what we use to introduce ourselves in areas
where we work, to tell people about our work and goals, and [to show] that
we are on the path of Allah.”29
However, this strategy masks factional divisions within AQAP. Dominated
by Saudi nationals, the movement’s foreign ﬁghters tend to view jihad as an
ethical rather than political struggle. Preoccupied by lofty rhetoric and high
drama, they tend to embrace Osama bin Laden’s emphasis on provocative
operations against Western targets. These sentiments are particularly strong
among the movement’s Somali contingent. Despite the notional alliance
between AQAP and al-Shabaab,30 al-Qaeda’s afﬁliate in Somalia, many of
these foreign ﬁghters rejected the clan-based struggles that inform jihadi
movements in their homeland.31 They view themselves as part of a global
vanguard rather than as reinforcements from a sympathetic ally.32
AQAP’s Yemeni faction, by comparison, is composed of political pragmatists. Though no less virulent in ideology, leaders like al-Wuhayshi seek
concrete, incremental gains that expand their inﬂuence, undermine their
adversaries, and consolidate their power. The result is a different, and
sometimes conﬂicting, outlook. Where ideological purists revere bin Laden
and emphasize global operations, al-Wuhayshi and his Yemeni lieutenants
model their campaign on the Taliban and seek deeper indigenous traction.33
Latent nationalism may also inform their outlook. Although some members of
AQAP’s Yemeni leadership were born or educated in Saudi Arabia, and thus
removed from the rigors, demands, and allegiances of tribal life, these
militants still share the belief that Yemen is a prize to be won in its own right.34
Ansar al-Shari’ah bolsters this Yemeni faction. Some, like Tariq al-Fadhli,
are veterans of the Soviet–Afghan War with lingering personal and political
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grievances.35 Others are holdovers from the 1994 Yemeni Civil War and, to a
lesser extent, the now-defunct Aden Abyan Islamic Army.36 Ansar al-Shari’ah’s
numbers also include younger Yemenis, including graduates of al-Zindani’s
Imam University outside Sana’a.37 Energized by public protects and
radicalized by government crackdowns, a new generation of salaﬁ activists
has reportedly left the university during the midst of the Arab Spring and
joined the insurgency’s ranks.38
Each of these trends reﬂects the localization of global jihad. Although
AQAP remains loyal to al-Qaeda’s senior leadership, and is now ensconced
within that leadership, this franchise frames its objectives, organization, and
operations in a fashion consistent with indigenous insurgencies. And despite
occasional attacks on US and Saudi targets, its current objective is establishing
an Islamic emirate within Yemen itself.39
Creating that emirate entails a three-pronged strategy. First, AQAP
actively exploits the prospect of inter-tribal conﬂict. Emulating a tactic used
by the Taliban, it recruits members from one tribe and deploys them within
the territory of another, thus guaranteeing that any action against its own
forces will be met with retaliation from the victims’ own tribesmen.40 That
prospect makes weaker tribes less likely to challenge AQAP’s presence in
their traditional sphere of inﬂuence.41 Fearful of provoking their stronger
neighbors, some are shifting the burden of securing remote regions to
Yemen’s fractious transitional government.42 Others simply accept AQAP’s
encroachment and adopt a strategy of passive accommodation. Working
from this basis, AQAP and Ansar al-Shari’ah have extended their reach into
twelve of Yemen’s twenty-one provinces, including the capital.43
Second, AQAP uses this accommodation to secure sanctuaries, build
training camps, and establish limited territorial control.44 In some regions
it actively governs, using armed militias and shari’ah courts to prosecute
criminals, protect private property, and establish a brutal yet predictable
sense of order.45 In others it adopts a territorial exclusion strategy, brieﬂy
capturing and looting cities to signal their presence and then to replenish
supplies.46 Together, these tactics reveal an incremental approach that has
more in common with the Taliban insurgency in Afghanistan than it
does with al-Qaeda’s global terrorist strikes.47 Working village by village and
district by district, they seek a self-sustaining insurrection.
The third prong involves indoctrination and popular mobilization. Anxious
to capitalize on Yemen’s internal turmoil, AQAP reframes and redirects
indigenous grievances in a fashion that resonates with its own interests
and ideology. In 2009, al-Wuhayshi publicly endorsed the South’s secession
and the establishment of an independent state – a proposal at odds with
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al-Qaeda’s dream of uniting all Muslims under a reinvigorated Caliphate.48
In 2010, he temporarily abandoned al-Qaeda’s wholesale condemnation of
Arab Socialism in a short-lived attempt to co-opt secessionist forces in Yemen’s
southern provinces.49 AQAP has even appealed to the Shi’a rebels in northern
Yemen, emphasizing the historical and political commonalities between
Sunni and Zaidi Islam in an equally transparent attempt to destabilize the
Yemeni government.50
These appeals were a ploy, to be sure. Aggregating these disparate opposition groups into a coherent opposition movement is highly problematic.
Spanning Sunni and Shi’a, secular and religion, north and south, they do
not have a shared view of the political future. Despite a lack of credibility,
al-Wuhayshi’s propositions reﬂect a broader effort to identify and exploit
grievances across Yemeni society. In doing so, they underscore the corrosive
effects public resentment can have on the legitimacy – and viability – of an
unpopular regime.

4. popular resentment and aqap recruitment
Many critics of US counterterrorism operations argue that the military
beneﬁts obtained through drone remote strikes are offset by the local resentment they engender. As Gregory Johnsen has observed, the accidental death
of some forty civilians in Majala during a December 2009 cruise missile
attack enraged tribal leaders and gave AQAP an unexpected propaganda
coup.51 Other Yemenis point to the targeted killings of US-born cleric Anwar
al-Awlaki and his seventeen-year-old son as evidence of ruthless American
imperialism.52 Drones even feature in AQAP propaganda ﬁlms, which offer
accounts from militants that survived these covert attacks.53 By lionizing
their own ﬁghters and condemning civilian casualties, these narratives stoke
public anger with the goal of building popular support and delegitimizing
the regime.
Like all effective information operations, AQAP propaganda has a basis in
truth. According to research compiled by New America as of the end of
December 2013, drone strikes killed some 77 to 83 civilians in Yemen since
US operations began.54 A similar count by the Long War Journal found
99 Yemenis killed, or approximately 20 percent of the total casualties since
2002.55 The United Kingdom’s Bureau of Investigative Journalism places the
tally higher, with an estimated 122 civilians out of 724 drone victims.56
Some of these ﬁgures may underreport actual civilian casualties, in part
because of the challenges of collecting credible reports from an active conﬂict
zone. Ofﬁcial US tallies are also problematic given the covert nature of drone
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operations.57 Other sources overestimate the numbers of those killed. As drone
strike have become more common, they have come to be associated with
covert air strikes conducted by the Saudi Air Force,58 and even bombing
campaigns by Yemen’s own armed forces. In addition, there is evidence that
some Yemeni ofﬁcials purposefully conceal civilian deaths from US drone
strikes in order to avoid a public backlash.59
Faced with that concealment and frustrated by unresponsive institutions,
a growing number of Yemeni activists and opposition ﬁgures view the ongoing
drone campaign as prima facie evidence of their own government’s collusion
in a Western imperialist conspiracy.60
Working from this basis, the late Ibrahim Mothana alleged that the US
“drone program is leading to the Talibanization of vast tribal areas and
the radicalization of people who would otherwise be America’s allies.”61
Some journalists paint a darker picture, with the Washington Post reporting
that the United States’ escalating drone campaign “is stirring increasing sympathy for al Qaeda-linked militants and driving tribesmen to join a network
linked to terrorist plots against the United States.”62 The fact that AQAP ranks
swelled to nearly 1,000 ﬁghters between 2009 and 2012 strengthens claims
about the connection between drone strikes and indigenous radicalization.63
However, a reﬂection on local reality provides a much more complex
picture. Despite Yemenis’ growing antipathy toward drones, AQAP typically
recruits through economic inducement rather than popular resentment.
According to tribal leaders from al-Jowf, Lakij, and Marib, Ansar al-Shari’ah
attracts members with the promise of a new riﬂe, a new car, and monthly
salaries between two hundred and four hundred dollars.64 For unemployed
teenagers with little education and low social status, joining the insurgency
offers the material and symbolic trappings of manhood.65 For underemployed
adults, membership provides a means of lifting their families out of permanent
structural poverty. The result is a set of powerful local and highly personal
incentives. As one Islamist parliamentarian from Hadramout observed,
“The driving issue is development . . . some rural districts are so poor that
joining al-Qaeda represents the best of several bad options.”66
These incentives can carry even greater value in isolated, resource-scarce
communities. With nearly half of Yemen’s population subsisting on less than
two dollars per day,67 an Ansar al-Shari’ah salary offers a level of security and
sustenance that few tribal leaders can provide.68 Weak and marginalized
sheikhs also beneﬁt, with AQAP providing the money and manpower
necessary to revive a local leader’s prestige and enforce his writ. This trend
reveals the depth of local desperation and breath of insurgent inﬁltration.
In communities plagued by chronic drought or hunger, tribal elders
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have reportedly recruited ﬁghters for Ansar al-Shari’ah in exchange for
new wells, new irrigation systems, and even food.69
These economic inducements build tribal networks based on mutual
dependency. By conditioning the provision of salaries, public services, and
other beneﬁts on loyalty, the syndicate discourages its partners from pursuing
alternative sources of patronage.70 The same incentives operate on a tribal
level. By identifying and empowering weak sheikhs in isolated communities,
AQAP is able to operate through indigenous social structures without resorting
to the overt coercion practiced by its counterparts in Iraq.71 More signiﬁcantly,
it uses the possible loss of personal status, family resources, and social
inﬂuence to cement new alliances and deter potential defectors.72 As the
leader of one tribal confederation observed, “Al-Qaeda attracts those who
can’t afford to turn away.”73
In some instances, these networks of mutual dependency may even replace
traditional forms of tribal patronage. Supported by generous stipends from
Saudi Arabia and enriched by their commercial ties to the Gulf States, tribal
confederation leaders and paramount sheikhs are increasingly abandoning
their local base for greater proximity to the seat of power in Sana’a.74 This
migration fosters isolation and fragmentation in some districts, effectively
removing sheikhs from their traditional role as local benefactors and
mediators.75 It also creates resentment, sidelining lesser sheikhs while forcing
them to contend with levels of drought, poverty, and population growth
that often exceed their own limited resources.76 The result is a radical shift
in local inﬂuence and, consequently, personal allegiances.
Drones play no discernable role in these dynamics. While resentment
or revenge may strengthen existing relationships, none of the subjects
interviewed for this study believed that targeted strikes were the proximate
cause for AQAP’s growing ranks. Nor were they a necessary condition. Even
if drone strikes were to cease, noted one tribal militia commander, the
economic and social conditions that facilitate terrorist recruiting in Yemen
would still remain.77 “Those who ﬁght do so because of the [economic]
injustice in this country,” explained a Salaﬁ cleric with ties to AQAP.
“A few in the north are driven by ideology, but in the south it is mostly about
poverty and corruption.”78
None of these observations detract from the scope or signiﬁcance of Yemeni
anger. Nor do they alter the growing perception that every airstrike – including
airstrikes conducted by the Saudi Air Force79 – is launched by a US drone.
Instead, they distinguish generalized resentment from the speciﬁc pathways
that bring individuals, families, and villages into AQAP’s domain. While
civilian deaths may increase sympathy for al-Qaeda in a nominal sense, only
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two of the forty subjects interviewed for this study believed that the fury these
tragedies engender is systemic, sustained, or sufﬁcient to produce the kind of
broad popular radicalization presumed by many outside observers. In short,
the evidence of a direct causal linkage between drone strikes and terrorist
recruiting appears anecdotal at best.
However, widespread public anger highlights another challenge. Though
enraged by civilian casualties (and the perception of civilian casualties),
Yemenis view drones as an affront to their national pride. As a member of
the Yemeni Socialist Party observed: “Drones remind us that we don’t have
the ability to solve our problems by ourselves. If these were Yemeni drones,
rather than American drones, there would be no issue at all.”80 Islamist
politicians offered similar observations. “No one resents a drone strike if the
target was a terrorist,” explained a member of the Muslim Brotherhood.
“What we resent is the fact that outsiders are involved.”81
These perceptions have a direct impact on Yemen’s political transition.
To the extent that US drone strikes undermined public support for Hadi’s
transitional government, they complicated international efforts to convene a
national dialogue, draft a new constitution, and hold legitimate parliamentary
elections before 2014. A leader from the Zaydi community framed these
challenges in stark terms. “The problem is not killing people like [Anwar]
al-Awlaki,” he explained. “The problem is when the US ambassador goes on
television and takes credit for it.”82

5. grounding policy in international
law and local context
Such statements reveal a schism between means and ends. Viewed in
exclusively military terms, drone campaigns are a logical means of mitigating
the risks of protracted attritional war. These risks, in turn, ﬂow from AQAP’s
unique ability to balance the ideological dictates of global jihad with the
practical realities of local insurgency. Nevertheless, military intervention
still carries signiﬁcant political consequences. Although there is no evidence
that drone strikes drive Yemenis into al-Qaeda’s ranks, they may still be
undermining other policy objectives.
Chief among them is Yemen’s fragile political transition. Although US
counterterrorism operations in Yemen involve a much lighter footprint
than the protracted counterinsurgency campaigns of Afghanistan and Iraq,
local reaction to foreign military intervention still resonates in counterproductive ways. This is particularly true when covert action and civilian
casualties are involved. By animating anti-imperial sentiments and aggravating
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long-standing conspiracy theories, US drone strikes may generate population
resentment and jeopardize political reform, even as they mitigate a growing
terrorist threat.
Part of this disconnect is inherent in war itself. Violence and the perception
of violence shape social and political relationships in profound and often
transformative ways.83 Gaining and sustaining public support are always the
most important objectives in armed conﬂict.84 In this sense, the efﬁcacy of
any military campaign – including covert counterterrorism operations – must
ultimately “be judged not in military but in political terms.”85
The ability to conduct remote aerial strikes at comparative low cost and
limited risk does not alter war’s immutable nature. While targeted killings
are more discriminating and proportional than other kinetic approaches, the
use of force still invites unintended social and political consequences. In this
sense, an overemphasis on drone operations in Yemen risks undermining
the broader political and economic strategies necessary to disrupt AQAP recruiting and degrade the syndicate’s base of support. Technological innovation
does not trump policy; it merely provides new tools for policymakers to use.
Legal norms can play a central role in aligning short-term security imperatives with long-term policy objectives. By setting boundaries on the use of
force, principles like distinction, proportionality, and military necessity can
limit the indiscriminate use of force and temper war’s tendency to escalate
violence and discontent. Following these principles also curbs civilian
casualties, thus mitigating the grievances, outrage, and insurgent propaganda
that exacerbate Yemen’s political turmoil. This is particularly true in the
context of targeted killings. By developing objective targeting criteria and
marrying them to better intelligence, decision makers will be in a stronger
position to conduct the type of “surgical” operations that properly distinguish
belligerents from civilian bystanders.
Clearer adherence to the principle of distinction resonates within Yemeni
society. Despite Yemenis’ general antipathy toward drones, those living
in active conﬂict zones draw clear distinctions between less discriminating
operations, such as the 2009 cruise missile strike at Majala, and targeted
killings of senior AQAP ﬁgures. “Things were very bad in 2009,” observed a
tribal militia commander from Abyan Province, “but now the drones are seen
as helping us . . . we can accept them as long as there are no more civilian
casualties.”86 Islamists afﬁliated with Yemen’s separatist al-Harak movement
expressed similar views. AQAP’s growing strength had made local leaders
“very practical about drones,” he explained. “If the United States focuses
on the [terrorist] leaders and civilians aren’t killed, then drone strikes will
hurt al-Qaeda more than they help them.”87
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A similar degree of pragmatism was also evident among former drone
opponents. Separatists in Aden who publicly derided AQAP as a ruse created
by Yemen’s recently deposed president, Ali Abdullah Saleh, privately acknowledged the utility of the US drone campaign. For example, a former ofﬁcial
from the now-defunct People’s Democratic Republic of Yemen claimed,
“Saleh created this crisis in order to steal from America and stay in
power . . . [but] now it is our crisis and we need every tool to solve it.”88
A Yemeni journalist who interviewed commanders in AQAP training camps
expressed similar views: “I was opposed to the US drone campaign until I saw
what al-Qaeda was doing in Jaar and Zinjibar,” he explained. “Al-Qaeda
hates the drones, they’re absolutely terriﬁed of the drones . . . and that is why
we need them.”89
These observations resonate with longstanding principles of the laws of war.
Although insurgencies tend to collapse the traditional boundaries of war,
concepts like distinction, proportionality, and necessity should be used to
regulate the use of drones and other emerging military technologies. They
also provide a legal basis justifying drone strikes.
Domestic reactions to drone targeting in Yemen rest on the sense that the
technology is used to target legitimate targets and, more precisely, the perception that the United States adheres to the principle of discrimination. As long
as drones target members of actual insurgencies, a signiﬁcant number of
Yemenis will grudgingly accept their utility. And to the degree these operations minimize collateral damage, it will be the easier to diminish generalized resentment and assist local leaders in addressing the threats emerging in
their own communities. Respecting the laws of war and clarifying drone
use through clear rules of engagement is central to a more effective balance
between short-term military operations and long-term strategic objective.
Indeed, the more that ordinary Yemenis perceive the United States as a
credible, responsible partner, the more ofﬁcials from both countries will
be able to effectively address the perceptions and presumptions that threaten
the success of Yemen’s political transition.
Policymakers must also pursue indirect strategies that undermine
AQAP’s traction in Yemen’s tribal society. To that end, the United States
should support Yemeni efforts to mediate tribal disputes through local
religious leaders and NGOs. Such mediation would limit AQAP’s ability
to exploit local grievances while reducing the prospect of inter-tribal conﬂict. These conﬁdence-building measures might also encourage sheiks to
withdraw customary protections for tribesmen who join Ansar al-Shari’ah,
thus enabling neighboring tribes to expel insurgents from their territory
without fear of retaliation.
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Developing indigenous sources of resistance is crucial for undermining
AQAP. Rather than simply increasing the frequency and intensity of
US drone strikes and Saudi airstrikes, policymakers should identify and
support tribal militias ﬁghting to restore their traditional sphere of
inﬂuence. Such efforts would hedge against AQAP’s attempts to inﬁltrate
and undermine the Yemeni security services. More signiﬁcantly, they
would provide a means of repairing the fragmented relationships between
local leaders and Yemen’s central government. Properly conceived
and executed, these measures would go a long way toward building the
transitional government’s popular legitimacy – the very legitimacy that
AQAP systematically attacks. However, in the absence of such measures,
US policymakers risk viewing the Yemeni public “only as agents or patients
in [their] own strategic plan.”90
Finally, US counterterrorism ofﬁcials must give their Yemeni counterparts
a meaningful stake in the country’s complex and contested political transition.
For diplomats, this means facilitating a productive dialogue between Hadi’s
transitional government and Islamist, secessionist, and tribal leaders. For
development specialists, it means transitioning from aid-based assistance
programs to economic partnerships designed to alleviate chronic structural
poverty. And for covert operators, it means recognizing and adapting to the
risks of waging war by remote control.
None of these measures require the prolonged deployments and enormous
investments witnessed in Afghanistan or Iraq. Nor do they demand a fundamental reevaluation of the relationship between our values and interests.
What they do require is a willingness to subordinate the practical instruments of war to effective, long-term policy objectives grounded in an understanding of the local context. To the extent that drones upset this balance in
Yemen, their short-term military utility may engender long-term political
instability.
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What Do Pakistanis Really Think About Drones?
saba imtiaz

1. pakistani responses to drone attacks
In the nine years since US drone strikes began in Pakistan, the once-secretive
program has been discussed and debated extensively. While there has been
considerable reporting on the mechanics of the drone program – how strikes
are conducted, their legality, and their impact on foreign policy – there is little
understanding, especially in the United States, of how the public debate in
Pakistan has shaped the perceptions of its citizens.
What do Pakistanis really think about drones? Opinion polls over the last
number of years suggest massive opposition to US drone deployment in the
country. A widely referenced poll by Al Jazeera/Gallup in 2009 put support
for drone strikes at 6 percent.1 Other polls, as well as data on drone strikes, are
repeated by politicians and journalists and provide the main reference point
for Pakistani opinions on drones.2 In fact, virtually all current polling and
writing on the subject shows overwhelming opposition to the use of drones
in Pakistan by US forces.
Nevertheless, what Pakistanis actually think about drones may well be more
complicated than is commonly reported. While at present the opinions of
Pakistanis on drones are polarized, the discussion of drones has evolved over
almost a decade and has become a complex lens through which multiple
issues are understood. And while the question of US drone deployment has
taken center stage within reﬂections of national and international politics,
there are signiﬁcant differences as to what motivates the debate, including
humanitarian concerns, questions as to the legality of surveillance and attacks,
and the larger question of Pakistan’s sovereignty. What is perhaps most
signiﬁcant is how, over a number of years and in the face of a shifting debate
and a general lack of accurate information, the use of drones in Pakistan has
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become the face of US foreign policy in the country and, as such, is profoundly inﬂuencing national politics.
Despite the enormous signiﬁcance of drones in contemporary Pakistani
politics, there is still limited understanding of what is actually occurring in
the areas where drones are deployed. There is almost no independent
reporting from the tribal areas, and most information, analysis, and commentary comes from urban areas. In fact, the polls that describe Pakistani opinions
on drones largely report data from cities and regions far from where drones
are deployed, failing to document the experiences of those living in the
affected regions. The same is true of the thousands of opinion pieces,
essays, and other reﬂections on drone surveillance and attacks in the country.
Overall, despite extensive reporting, campaigns, and protests, very little
has been heard from those directly affected by drone strikes.
To understand the Pakistani discourse on drones, it is essential to look
at how the messaging and reporting on these attacks has evolved. Since
Pakistanis ﬁrst learned about drone strikes, these programs have been
shrouded in secrecy, confusion, and contradictory statements. This
inevitably set the tone for how the discourse on drones developed and
how public perceptions have been formed. Whereas drone attacks are
now widely criticized throughout the country, the current position
has developed over years in relation to the positions of the Pakistani and
US governments, shifts in national politics, and the inﬂuence of a number
of key events.

2. early debate – the “mysterious” death of nek
mohammad, government denials, and local media
investigations
The ﬁrst US drone strike in Pakistan took place in 2004 in South Waziristan, killing militant Nek Mohammad.3 Initially, the Pakistan Army
claimed responsibility for the attack. At the time, the Pakistan Army’s
spokesperson claimed: “We have various means and a full array of weapons
at our disposal. We have artillery that can ﬁre with precision and we have
helicopters with night vision capability, which can ﬁre guided missiles.
But I am not going to give out operational secrets on how he was killed.”
The spokesperson went on to say that it was “absolutely absurd” to suggest
that Nek Mohammad had “been killed with US assistance.” Despite these
claims, Pakistani publications suggested that the US government might
have been involved, repeating rumors that there was more to this attack
than was publicly revealed.4
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At that time, there was little understanding of drones, including limited
knowledge of what kind of missiles could have been used in such an attack.
This made rumors of American involvement difﬁcult to address.
In December 2005, Pakistani ofﬁcials, including President Pervez
Musharraf, told the press that Abu Hamza Rabia, an al-Qaeda commander,
was killed at his home. The Pakistani government claimed that he died while
“working with explosives.”5
However, Hayatullah Khan, a freelance journalist, had ﬁled a story and
photos of the December attack, including of Hellﬁre missile debris, suggesting
that the United States had conducted the strike. The story appeared in the
Urdu newspaper Ausaf, and the photos were distributed by the European
Pressphoto Agency. Soon after, Khan was abducted. His death was conﬁrmed
six months later through a phone call to his family by a man who identiﬁed
himself as a Pakistani intelligence ofﬁcer.6 Later, in 2007, his widow was
killed.7
During this time, the government, led by Army Chief General Pervez
Musharraf, continued to deny that the United States, a key ally, was deploying
drones in Pakistan. After a drone strike in January 2007, then-military
spokesperson Shaukat Sultan told the Reuters news agency that the report
was incorrect. “We have already denied it. This is usual that such things are
said on such occasions but these are wrong.”8 In April 2007, a senior military
ofﬁcial told the Associated Press that those killed in an alleged strike had died
in an explosion that occurred while they were trying to make bombs.9 In
addition, the US military also issued ongoing denials that it was responsible
for attacks in Pakistan.10
For the ﬁrst few years of the program, Pakistani media outlets commonly
referred to these attacks as “suspected drone strikes” in which “suspected
militants” were killed. This was partly because neither the United States nor
Pakistan ofﬁcially acknowledged that these strikes had taken place.11
The lack of clarity about drone attacks also indicated how little
on-the-ground reporting was possible in the regions where drones were being
deployed. In general, local journalists had to rely on occasional accounts of
those from the affected areas who could be interviewed in other, safer parts of
the country. “Initially, there was only anecdotal evidence,” recalls Iftikhar
Firdous, a Peshawar-based journalist: “If someone from the area came to the
main bus station of the district headquarters (for example, Miramshah in
North Waziristan), they would tell people there that something had happened
in their area.”12
As the drone strikes continued from 2004 to 2007, the discourse largely
comprised a back-and-forth of denials, which set the tone for how the drone
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program was initially perceived in Pakistan. In this way public understanding
of the drone program began to emerge: shadowy, subversive, not under the
control of the Pakistani government, but with clear signs of complicity on the
part of that nation’s military.

3. drone discussions mature – pakistani government
collusion with us forces
Since 2001 Pakistan had helped the United States in its war against al-Qaeda.
Its cooperation ranged from detaining and handing over hundreds of men
suspected of militancy, to organizing raids, to capturing high-value targets
such as alleged 9/11 plotter Khalid Shaikh Mohammad and al-Qaeda leader
Abu Faraj al Libi.13
As more drone attacks occurred, it became increasingly clear to many
Pakistanis that drone strikes were an extension of Musharraf’s support of US
policies. The refusal of the Pakistani government to openly acknowledge
cooperation on the drone program seemed partly a function of their understanding that neither the political parties nor the public would support these
actions. As former Pakistani ambassador to the United States, Sherry Rehman
explained: “The US drone program in Pakistan has always been criticized in
Pakistan, for multiple reasons, and by multiple players. Whatever agreements
General Musharraf made with the Americans on ﬂight boxes and bases, there
was no parliamentary or public buy-in for that.”14
In November 2007, both the Pakistan Army and the Pentagon denied
responsibility for a drone strike near a seminary in North Waziristan. The
Pentagon spokesperson stated that it was not conducted by a “US military
asset,” but did not comment on whether it could have been carried out by a
non-military US agency, such as the CIA. In a story reported by Reuters, the
Pakistan Army’s spokesperson said, “I have heard there was an explosion in a
house, but we didn’t carry out any action.” Reuters noted: “[T]he U.S. does
not usually acknowledge making any strikes in order not to embarrass its ally.
Pakistani security forces are bearing the brunt of a suicide bomb campaign
because of President Pervez Musharraf’s support for the war on terrorism.”15
However, many years later the link between Musharraf and US attacks
became public knowledge. For example, in April 2013 Musharraf admitted
that his government approved drone strikes, although he qualiﬁed the claim
by stating that this occurred “only on a few occasions, when a target was
absolutely isolated and [there was] no chance of collateral damage.”16
While the Pakistani government continued to deny the US role in
drone strikes, growing numbers of casualties shifted the public debate. When
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government ofﬁcials began publicly condemning the attacks as the drone
strikes continued, it was increasingly clear that these were not being conducted by the Pakistani government.
In January 2006 a drone strike that killed eighteen people led to public
complaints by the Pakistani government. An Inter-Services Intelligence
agency ofﬁcial told the UK’s Telegraph newspaper, “All those killed in the
airstrike are innocent civilians. They [the United States] are now trying to
cover this up by leaking faulty information to the media.”17
This was followed by the October 2006 strike on a seminary in Bajaur
Agency that killed more than eighty people. This attack represented a
turning point in the drone discourse in Pakistan as it prompted protests
in the tribal areas and condemnation by the country’s parliament of the
military, which claimed that it had carried out the attack against militants.18
Nevertheless, there was still very limited information publicly available on
the drone strikes and the military continued to avoid serious discussions
of these attacks.19
The ﬁnal two years of Musharraf’s term in power was highly turbulent.
In March 2007 he deposed the chief justice, sparking a popular movement
for his restoration. Then in June the siege of the Red Mosque in Islamabad
served to polarize opinions in Pakistan regarding both the military and fundamentalist groups. And in November Musharraf imposed a state of emergency.
Within this context, there was growing resentment against the central
government. This was partly inﬂuenced by Musharraf’s positioning of Pakistan
as a signiﬁcant non-NATO ally in the war against al-Qaeda. Over time, anger
increased over the government’s role in allowing US drones to operate in
Pakistan, as well as its past support of the arrest and rendition of hundreds of
suspects from Pakistani territory to American custody.
After the 2008 parliamentary elections in Pakistan, the Pakistan People’s
Party (PPP) – reeling from the assassination of its chairperson Benazir Bhutto –
formed a government with the Nawaz Sharif – led Pakistan Muslim League
and the Awami National Party.20 The election was followed by the resignation
of former Army General Musharraf as president in August that year. This
marked a signiﬁcant shift in Pakistani politics after nine years of military rule.21
While exactly how the Musharraf government’s relations with the United
States impacted the election remains unclear, voters were clearly inﬂuenced
by these issues.
The transition to a popularly elected government was an important initial
step for Pakistan’s return to democratic rule and a changing role for the
military. Nevertheless, the military continued to take the lead on foreign
policy issues and remained a powerful force in domestic politics.
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The PPP-led government was keen to build strong relations with the United
States and to form a partnership on fronts other than “cooperation in the war
on terror.” Nevertheless, the government was weak in several ways: it was
distrusted by the military; the Pakistan Muslim League-Nawaz quit in August
2008; and the global economic recession led to a crisis for the cash-strapped
country. Moreover, militancy was on the rise in the country, with insurgent
movements in Balochistan; the rise of the Tehrik-e-Taliban Pakistan (TTP)
and other militant groups in the tribal areas and the Khyber Pakhtunkhwa
Province; and sectarian and religious violence in the urban areas, including
in the cities of Lahore and Karachi.
The government – embroiled in a battle with militants in the Swat and
Malakand districts of Khyber Pakhtunkhwa Province, as well as in the tribal
areas, a ﬁnancial crisis, and a host of governance issues – did not initially focus
on the drone strikes.22 Still, by this time the Pakistani military began objecting
to the strikes, although its criticism remained fairly muted.23
That May, TTP leader Baitullah Mehsud was killed in a drone strike.24
Dawn – a leading English-language Pakistani newspaper that ran a front-page
story on the strike – headlined “Good riddance, killer Baitullah” – reported:
“It is understood that the strike to take out Baitullah was the outcome of a joint
Pakistan–U.S. intelligence operation that may, according to some ofﬁcials,
indicate a new level of trust between the often mutually suspicious
intelligence agencies of the two countries.”25 While the drone strike that
killed Mehsud may have appeased the Pakistani government, it also fueled
the public’s perception that their government was working with the CIA to
carry out drone strikes.
The drone program escalated in 2008. Despite the lack of transparency on
these attacks, information on the CIA drone program began to emerge. This
included disclosures on how the program was conducted, as well revelations
about the Pakistani government’s involvement.26 In fact, by 2008, it was
evident that the 2004 missile strike that killed Nek Mohammed and initiated
national concern regarding drones was conducted by the United States, as
were several other attacks in prior years that the Pakistan Army had claimed
were its own missions.27
By this time, the ofﬁcial Pakistani position was that drone strikes were a
violation of the country’s sovereignty, even as government ofﬁcials tried to
receive technological support to conduct its own drone program.28 Yet at the
same time, Pakistan was conducting air operations in the tribal areas: deadly
missions that have generated far less attention than the American drone strikes.29
According to Madiha Tahir, a journalist and doctoral candidate at
Columbia University in New York, the idea of “faux secrecy” allowed the
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US government to control the narrative domestically.30 That is, it presented
the program’s secret nature as central to its success and ultimately as a
legitimate aspect of protecting national security. In Pakistan, however, the
narrative on drones was built on arguments and counterarguments that
reﬂected on core debates within national politics. In this way, the discussion
of drones within Pakistan engaged deep-rooted internal political struggles.
Joshua Foust explains:
The initial deal between the CIA and ISI over drones – ﬁrst clandestine, then
an arrangement whereby CIA can strike in exchange for ISI’s [Inter-Services
Intelligence] publicly complaining about them – set a dangerous
precedent . . . Even now, where Pakistan is using the drones program to
directly hurt American interests, they can say they’re operating within
the bounds of the program. It set a horrible tone.31

Ambassador Rehman describes the confusion:
No democratically-elected government can afford to sanction drone strikes.
What General Musharraf agreed to had no consent from parliament,
so it generated more resentment as the strikes picked up momentum.
The perception or contention that Pakistan continues to sanction drone
strikes is a self-serving one for a U.S. foreign policy establishment that now
has to answer to its own civil society on the use of this covert instrument.32

The inability of either side to ofﬁcially acknowledge the drone strikes skewed
the reporting of the subject. “The end result is like talking to a brick wall,” says
Foust, “where one side double-talks while the other refuses to.”33
While in the United States criticism of the drone program has centered on
the legality of conducting the strikes, the perception of the CIA’s drone
operations in Pakistan has largely revolved around the notion of sovereignty.
The lack of transparency on the program, which has continued since its
inception, has led these attacks to be viewed very differently in the United
States and Pakistan. As Rehman explains: “So the program that is on the
frontlines of how the U.S. projects its power remains largely covert in America,
while in Pakistan, instead of the anti-terror instrument it is seen as in the U.S.,
it becomes the visual, tangible embodiment of an unremitting public
challenge to the state and people of Pakistan.”34 Over time, the Pakistani
government’s approach to drone strikes metastasized into considerable
political opposition, especially from the conservative politician Imran Khan
and religious–political parties.
The idea of Pakistani sovereignty and protecting the country’s borders has
long been a unifying notion, even at the cost of sanctions and global censure.
This has been true from its war-time messaging in 1971 to its testing of nuclear

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

96

Drone Wars

missiles in 1999. Claims of sovereignty have come to deﬁne Pakistani
perceptions of drone strikes, and this issue is considered to be the strongest
point in the case against drones. Political parties, religious groups, and
journalists have used this theme to critique the US drone strikes.35 Those
opposed to this position argue that foreign militants are also violating Pakistan’s sovereignty by using the country’s tribal areas as a base.36
The democratically elected government that followed Musharraf’s regime
in 2008 took the position that drone strikes were a violation of the country’s
sovereignty. The government would routinely lodge ofﬁcial protests of the
strikes with US ofﬁcials.37 In November 2008 then-US ambassador to Pakistan
Anne Patterson was summoned to the Foreign Ofﬁce after a drone strike in
the Khyber Pakhtunkhwa Province, which was an atypical site for a Predator
attack.38 Pakistan Army Chief General Ashfaq Parvez Kayani also echoed his
opposition, calling for an end to the use of “unmanned combat aerial vehicle
within Pakistan territory” in a speech to NATO’s military committee in
November 2008.39 This led to the impression that the United States was
continuing to act unilaterally against Pakistan. According to a 2009 Pew
survey, 58 percent of Pakistani respondents said they believed drone strikes
were being carried out without their government’s approval.40

4. drone crisis – five key events
The debate on drone strikes, their legality, utility, and discussions of who
sanctioned them, continued in Pakistan for several years. Then in 2010 and
2011, a succession of events occurred that shaped the debate and redeﬁned the
issue as a political crisis. During this time, Pakistanis not only faced the reality
of unmanned drones in the country’s airspace that killed individuals within
the nation’s borders, but they also confronted multiple examples of what was
widely perceived to be American aggression. These high-proﬁle events served
to strengthen the widespread interpretation of the United States as part ally
and part enemy. While some of these events were not directly linked to drone
strikes, they further supported the perception that the US government’s
intentions in Pakistan were not above board. Moreover, they helped
strengthen the opposition to drones and American unilateral action in
Pakistan.
WikiLeaks – The ﬁrst blow to the perception that drone strikes were opposed
by the Pakistani government and military came with the 2010 WikiLeaks release
of classiﬁed US diplomatic cables. The publication of leaked cables was
extraordinary in that it revealed how the Pakistani government dealt with US
ofﬁcials. In particular, the documents showed how closely the United States was
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involved in Pakistani politics and revealed the speciﬁc types of demands
and requests made by Pakistani ofﬁcials and politicians to US ofﬁcials.
While the documents revealed many salacious tidbits – such as what Saudi
Arabia thought of President Asif Ali Zardari41 – issues of national security
formed a large part of the public discourse. The English and Urdu press
reported extensively on the cables. Previously, it had been impossible to get
a candid look at the Pakistani civilian government and military establishment’s
national security policies. With their release, consistent Pakistani government
acquiescence to US demands for permission to begin the drone program
were revealed,42 as well as what appeared to be active requests for drone
coverage in South Waziristan.43
Although the government and military denied the information outlined in
the leaked cables, direct quotes from this material made headlines.44 One of
the most telling remarks that laid bare the Pakistani government’s stance
on drones was by then-Prime Minister Yousaf Raza Gilani. He was cited
saying, “I don’t care if they do it [drone strikes] as long as they get the right
people. We’ll protest in the National Assembly and then ignore it.”45 The
statement was widely seen as a sign of the Pakistani government’s duplicity
regarding drone strikes. Dawn partnered with WikiLeaks for the release of
all leaked cables on Pakistan in 2011 and put Kayani’s request for drone
support on its front page.
The remarks continued to dog the government throughout its ﬁve-year
term, and military and political opponents used excerpts from the cables to
highlight the government’s support for US drone strikes.
Karim Khan – While there had been protests in Peshawar and Miramshah
over drone strikes, none made as strong an impact as one man’s lawsuit. In late
2010, Karim Khan – who identiﬁed himself as a journalist – threatened to sue
the CIA’s station chief in Islamabad after his brother and son were reportedly
killed in a drone strike in North Waziristan.
This event alone might not have had as signiﬁcant an impact had it not
been marked by the disclosure of the CIA station chief’s identity in local
newspapers by a journalist known for his strong ties to the military establishment.46 The agency pulled the station chief from the country, and US ofﬁcials
said at the time that they were investigating whether the ISI had leaked
the name.47 The Karim Khan case received widespread coverage and marked
a turn in the discourse on drone strikes because it involved someone who
had been directly impacted by drone strikes, as opposed to general criticism of
the program from politicians, activists, and religious leaders.
Raymond Davis – One of the most signiﬁcant events that shaped the
Pakistani government’s stance on drones occurred in 2011 when Raymond
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Davis, a CIA contractor, was detained on charges of killing two people in
Lahore.48 Davis’s act, along with the disclosure that he was working for the
CIA and was not a consular staff member as the United States had claimed,
drove US–Pakistan relations to a new low. There were protests around
the country that called for Davis to be executed. Foreign Minister Shah
Mehmood Qureshi publicly disagreed with the US government that Davis
had diplomatic immunity. As a sign of the serious nature of the dispute,
Senator John Kerry ﬂew to Pakistan negotiate for Davis’s freedom.49
Two months later, after the US government provided the victims’ families
with compensatory payments under Pakistan’s Islamic laws, Davis was
released. But the resolution of the crisis did not mark an immediate change
in relations between the two countries.
The Raymond Davis episode highlighted how contentious the role of the
United States had become in Pakistan. For many Pakistanis, the legal issues
associated with the case – from the question of diplomatic immunity to
the payment of “blood money” – revealed a selective implementation
of international and domestic law when it came to the US government’s
actions in Pakistan.
North Waziristan drone strike – On March 17, 2011, a drone strike killed
more than forty people believed to be tribesmen gathered for a jirga near
Miranshah, North Waziristan. The high number of casualties caused by
the strike brought up comparisons to the contentious 2006 strike in Bajaur
that had played a role in shifting the Pakistani government’s stance on drone
strikes.50
The strike occurred a day after the release of Raymond Davis and solidiﬁed
outrage at the United States and the role of the CIA in Pakistan. The decision
to launch a strike so soon after a serious diplomatic crisis signaled to the press
and the public that the United States was back to business-as-usual in Pakistan.
There were even reports that the then-US ambassador to Pakistan, Cameron
Munter, had disagreed with the timing of the strike.51
Journalist Rahimullah Yusufzai noted then that the strike had “exposed the
myth,” espoused by the Pakistani military, that drone strikes were largely
targeting militants.52 It was not just that a drone strike had taken place, but
that a jirga meeting of civilians was the target.
The Pakistani tolerance for drone strikes was steadily decreasing. As the
numbers of attacks grew and reports were released on drone strike casualties, it
was becoming evident that civilians were being killed.53 This was in stark
contrast to the descriptions of the drone program in earlier years when it
was suggested that only high-proﬁle militants such as Baitullah Mehsud were
being targeted. According to Yusufzai: “By killing 45 innocent tribesmen
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including children at a jirga convened in the open in keeping with tradition
to discuss local issues, the U.S. not only overstepped the mandate apparently
given to it by Pakistan’s fearful ruling elite but also did something that exposed
the myth that the drones are always on target.”54
The March 17 strike even changed the way that the military reacted to the
drone program. A statement by the military’s publicity wing, attributed to
Kayani, offered one of the strongest criticisms made by a military ofﬁcer on
drone strikes: “It is highly regrettable that a jirga of peaceful citizens including
elders of the area was carelessly and callously targeted with complete disregard
to human life. In complete violation of human rights, such acts of violence
take us away from our objective of elimination of terrorism.”55
The bin Laden raid and “friendly ﬁre” – The May 2, 2011, US Navy SEAL
team raid that killed al-Qaeda leader Osama bin Laden, and the NATO/
International Security Assistance Force (ISAF) airstrike on November 26,
2011, which killed twenty-four Pakistani soldiers at the military’s Salala check
posts in Mohmand Agency, effectively ended the days of confusing statements
by Pakistan’s government and army on drone strikes and US operations
in the country.56
These two events strengthened support for the narrative about the
importance of defending Pakistani sovereignty against repeated violations by
the United States. Regarding criticisms of the attack on bin Laden, the
Pakistani government and military failed to explain how he managed to live
in the country undetected, focusing instead on the violation of national
sovereignty by US forces in organizing a raid and killing individuals on
Pakistani territory.
In a closed-door brieﬁng by the military and the ISI to Pakistani legislators –
details of which were leaked to reporters in Islamabad almost simultaneously –
there was an intense barrage of questions aimed at the intelligence operatives.
ISI chief Ahmad Shuja Pasha was quoted as having told the legislators:
“We are at a point in our history where we have to decide whether to stand
up to America now or have [following] generations come to deride us.”57
The November 26 strike on the twenty-four Pakistani soldiers became
another outlet for the government to express its anger at the United States for
repeated violations of the country’s sovereignty. The event was initially
described as a “ﬁreﬁght,” which enraged the Pakistani government, military,
and the public.58 While a US investigation found that the Pakistan Army had
ﬁred ﬁrst at an Afghan–American patrol,59 the Pakistan Army said that the attack
was unprovoked and did not fall in the ambit of “self-defense.” In addition,
the Pakistanis claimed that the Salala incident was not the ﬁrst of its kind and
that its soldiers had been targeted by NATO/ISAF forces in the past.60
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After the Salala attack, the government blocked NATO’s supply routes
through Pakistan and asked the United States to vacate the Shamsi airbase
in Balochistan, which had been used to launch CIA drones.61

5. drones: shaping perceptions of the united states
The CIA-run drone program has signiﬁcantly impacted Pakistani’s perceptions of the United States at every level, from the general public to high-level
diplomats and other government ofﬁcials.
In March 2012, Pakistan’s parliament set out to redeﬁne its relationship with
the United States, calling for a review of its presence in the country.62 This
reﬂected the mood of the Pakistani people; a Pew Global Attitudes survey in
2011 found that of the 56 percent of the respondents who had heard of drone
strikes, 89 percent thought they were killing too many innocent people.63
Ambassador Rehman noted that drone strikes had become the “foreign
policy face” of the United States in Pakistan, and were delegitimizing “much
of the good the US government does in Pakistan.”64
However, it is important to note that drones are not the sole cause of
anti-US sentiment in the country and that many Pakistanis were opposed to
the United States well before the drone program began. In fact, drones are
not the core problem in US–Pakistan relations, but rather a symbol, for many,
of what is wrong with American interventionism in general.
After the drone strike on March 17, 2011, and during the two years leading
up to the 2013 parliamentary election in Pakistan, the issue of drone strikes
took center stage in Pakistan. Imran Khan’s Pakistan Tehreek-e-Insaf (PTI)
party focused its messaging on key themes that gained traction in both urban
and rural Pakistan, including corruption, the rule of law, and Pakistan’s
relationship with the United States, an issue intimately bound to drone
strikes.65
The PTI had long been opposed to American intervention in Pakistan, and
from 2011 on, the party’s campaign against drone strikes and for banning
NATO from shipping supplies through Pakistan gained critical mass. The
PTI’s appeal, however, was not only based on its critical stance toward the
United States. Khan was a well-known ﬁgure whose career as a cricketer and a
philanthropist had won him broad public support, although his party
remained untested in government. Nevertheless, the PTI’s ascendancy was
boosted between 2011 and 2013 by the rising anger regarding drone attacks
and other US policies.66 The party’s messages, combined with the existing
opposition to these issues from right-wing religious–political parties and
pressure groups had a direct impact on the discourse on drones.
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The PTI organized a widely publicized march to South Waziristan in
October 2012 to show its solidarity with the people of the region. The event
was attended by representatives of Code Pink, a US-based advocacy group that
had taken a strong anti-drone stance, and by Reprieve, a UK-based activist and
human rights group.67 Khan’s increasing popularity ensured that he received
exceptional amounts of media coverage – both in the local and foreign press –
and a platform for his campaign against drones.68 The drone march was
termed an “unprecedented gesture” by a mainstream politician, even if it
had the feel of an election campaign.69
The PTI went on to win a majority in Khyber Pakhtunkhwa Province in the
2013 election, wiping out the secularist Pashtun Awami National Party, which
it had accused of being “pro-American.”70 Given that Khyber Pakhtunkhwa
has an established trend of voting out incumbent parties, it would be
inaccurate to suggest that the PTI won solely because of its stance on drones.
However, the party’s popularity and electoral success underscored the
importance of its messaging in urban Pakistan and its attraction for those
opposing US drone strikes, even if they disagreed with the party’s other views.71
The imagery of the PTI’s events – the crowds of thousands, the press coverage,
and the symbolism – has played a signiﬁcant role in building the perception
that people opposed any unilateral action by the United States.
Bushra Gohar, the Awami National Party’s senior vice president, pointed
out that while the presence of foreign militants is of great concern, drones
have become an “easy source of building anti-US sentiments by the largely
right-wing pro-Taliban groups.”72 Foust echoes this idea by suggesting that
politicians often use anti-US sentiments to avoid other serious issues: “I don’t
doubt that Imran Khan dislikes drone strikes, for example, but I also think
he cynically uses drones to distract from the much more difﬁcult job of
confronting the terrorist groups in the FATA [Federally Administered Tribal
Areas] while avoiding asking too many hard questions of his military
sponsors.”73
The victories of the PTI in Pakistan’s parliamentary elections and the
importance accorded to the drone program during the campaign show that
the issue has become a core component of Pakistan’s national security and
domestic policy debate. It has also served to strengthen the image of the
United States as an aggressor and not an ally; a perception that has prevailed
for decades in Pakistan and has been exacerbated by the wars in Iraq
and Afghanistan. For many Pakistanis, it is hard to accept the idea of the
United States as an ally that provides aid and support at the same time as
the CIA is raining down missiles on its territory – even if these attacks are
killing militants. In this way, drone strikes are perceived as part of a war
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against Muslims being waged by the United States. This impression will
likely continue while there is a US presence in Afghanistan and in the
Middle East.

6. behind the debate
While the military and the government have tried to inﬂuence the debate,
the Pakistani media has played the core role in shaping views of the drone
program. Nevertheless, the media has not been able to report on drones in a
transparent manner based on direct veriﬁable reporting. Over the past nine
years, journalists have rarely been able to report directly from the sites where
the drone strikes occur. This makes gaining information from the strike sites
a challenge, and conﬁrmation of a drone strike is a complicated process
involving shreds of reporting from locals, tribal leaders, the political administration of the area, and the military.
The Peshawar-based journalist Iftikha Firdous explained, “No (news)
organization wants to spend money on tribal journalists, and these people
are living in conﬂict zones. There are meager resources.” He claimed: “These
areas are informational black holes. This is ilaqa ghair [an out-of-bounds
territory]. If someone gives me a quote today, how will I go back and ﬁnd
him tomorrow?”74
However, the inability to accurately report on what is actually occurring
in the places where drones are deployed has not deterred the media from
inﬂuencing the debate. Talk show hosts and English and Urdu newspaper
columnists have discussed drone strikes – making the case for and against
these attacks – for years. Foreign journalists relying on the arguments made in
the English press – which one critic says is “largely pro-bombing”75 – feed
into the narrative of how Pakistanis perceive the drone strikes. Others say
the security establishment has manufactured its own drone narrative to create
acceptance of the Taliban.76
“There are two factions – one that is against drones, and one that is not,”
Firdous said. “There is the Pashtun civil society who issued a declaration that
drone strikes are good, and there are political forces like the PTI.”77
Interestingly, there is anecdotal evidence to suggest that the US drone
program has some support in Pakistan, particularly in the tribal areas most
affected by the conﬂict.78 In February 2010 some members of Pashtun civil
society issued the Peshawar Declaration, which stated, somewhat implausibly:
“If the people of the war-affected areas are satisﬁed with any counter militancy
strategy, it is the Drone attacks which they support the most. According to the
people of Waziristan, ‘Drones have never killed civilians.’”79
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On the other hand, Ahmad Shuja Pasha, the former head of the ISI,
admitted to a judicial commission that drone strikes had their utility, but said
they were a violation of the country’s sovereignty.80
In this way, the debate on drones in Pakistan is often characterized by
polarization. Over the past couple of years, politicians, talk show hosts, and
columnists have managed to stereotype those commenting on drones. As a
result of these divisions, after nine years of drone strikes in Pakistan, there is no
independent ﬁgure that can lead or inﬂuence the debate, or build a clear
picture of what is happening in the tribal areas.
What is interesting to look at is where either side of the divide is gathering
its information. For political parties, they often turn to their own members and
representatives; others rely on a combination of local sources, rumor,
and hearsay. Each group portrays the perspectives of those living in the tribal
areas in ways that serve their particular agenda.
It is remarkable, in retrospect that the highly divisive discourse on drones
has developed alongside a marked absence of direct information about
the individuals and communities who have experienced the strikes directly.
Pakistani journalist Madiha Tahir notes:
Both in Pakistan and beyond, what is interesting is that the voices of the
people most directly impacted by drones – survivors and families of the dead –
are fairly tangential to the debate around drones. It is almost as if what they’ve
got to say, for instance about the aftereffects is beside the point. It’s not
“useful” information in that, this information is not going to help a pundit
or a lawyer, etc. decide whether those who died in this bombing or that
bombing were a "civilian” or a “militant.” But that is the stuff that is going to
stick around long after the pundits are done categorizing people. It will
live in the public memory of the communities that are under attack.
It’s a series of messy and tangled consequences that don’t ﬁt into the neat
columns designating the number of drone attacks, the numbers of dead,
the numbers of civilians or militants etc. Databases are instrumental,
but [are] actually a fairly terrible way to apprehend life.81

Over the past nine years – since that ﬁrst missile felled Nek Mohammad – the ﬂipﬂops of the Pakistani government and military have helped build the perception
that the drone war is “America’s war,” and has nothing to do with Pakistan’s own
ﬁght against militancy. The debate has now reached a point where drone strikes
alone are widely believed to be one of the major causes of militancy in Pakistan.
This theory has been discussed incessantly in the media and among
political leaders for the past ﬁve years, and reached fever pitch levels during
the 2013 election campaign. If the Americans were the ones raining down
missiles, how could these acts be seen as serving Pakistan’s national security
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needs? Furthermore, were drone strikes counterproductive to Pakistan’s own
ﬁght against militancy? Were militants only attacking Pakistani targets because
of the government’s support for the drone program?82
In a 2009 interview then-Prime Minister Yousaf Raza Gilani explained:
Once there is American interference, as with the drones, the public starts
thinking that it is a proxy war. At times, the public sentiment is quite
anti-American. The political and the military leadership have been very
successful in isolating the militants from the local tribes. But once there is
a drone attack in their home region, they get united again. This is a
dangerous trend, and it is my concern and the concern of the army.83

Ambassador Rehman said: “Rejecting U.S. drone strikes should not be seen as
an endorsement for coddling terrorists or extremists. Today, a U.S.-led drone
strike triggers an ultra-nationalist public response in Pakistan, which leeches
away crucial space for building a consensus against terrorism at home.”84
Religious–political parties such as the PTI, the Jamaat-ud-Dawa, and Jamiat
Ulema-e-Islam (led by Fazlur Rehman) have latched onto the theme that
drones are to blame for militancy in Pakistan, and that if drone strikes were to
stop Pakistan could “own” the war on militancy instead of ﬁghting “America’s
war.”85 In January 2013, the Jamaat-ud-Dawa’s Chief Haﬁz Saeed said that
allowing the CIA to carry out drone strikes was part of a plot by the United
States and India to target Pakistan’s nuclear weapon arsenal.86
This claim is backed by the fact that the TTP has pointed to drone strikes as
its motivation for carrying out militant acts, including as responses to drone
strikes that have targeted its leadership.87 The growing perception that drones
are the “sole” cause for TTP’s activities is a byproduct of the TTP’s own
statements, as well as the fact that these drone-related statements get more
coverage, given that they have often been connected to attacks on highly
prominent targets – including the murders of soldiers and civilians in a
military camp in Lakki Marwat on February 2, 2013, and nine foreign mountaineers in Gilgit-Baltistan on June 23, 2013.88
However, this perception, which is getting increasing attention in Pakistan,
ignores two other distinct factors: ﬁrst, the TTP is engaged in a full-ﬂedged war
against the state and is driven by multiple motivations, and second, the TTP is
not the only militant group in the country. Sectarian organizations such as
Lashkar-e-Jhangvi, which is credited with organizing large-scale massacres of
Shi’ite Muslims around the country, are thriving in Pakistan in regions
completely unaffected by drone strikes. There are numerous other groups in
Pakistan involved in inciting and carrying out attacks against religious minorities such as Ahmadis, Christians, and Hindus.
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Nevertheless, drones do not factor in to these militant groups. Even if one
ignores the sectarian conﬂict in Pakistan and focuses on the theory that
“drones are fueling the TTP,” it is highly unlikely that the TTP will end its
attacks if US drone strikes were to stop. In fact, the TTP – itself a fragmented
movement – has used other pretexts to carry out attacks.89 In other words,
ending US drone strikes in Pakistan may have little to do with stopping
militant groups.
The Pakistani government, led by Prime Minister Nawaz Sharif, has
strongly advocated ending drone strikes. But it remains unclear whether a
new government – eager to build a strong relationship with the United States –
will push this through. As the perception that drone strikes drive the TTP to
engage in terrorist acts continues to have substantial public support, the Sharif
administration and the military will have to rethink their overall counterterrorism strategy. Over the past decade, there has been little clarity on
Pakistani government’s efforts to end militant movements and eliminate the
causes of radicalization. Calls for transparency on the drone program have
been made by all political parties, even Sharif’s rival PTI. But whether Sharif
and the military can respond now, while the Predators buzz overhead in the
tribal areas, remains to be seen.
In his ﬁrst speech after being elected prime minister, Sharif called for
an end to drone strikes and for ﬁnding a way to “resolve the issue.”90
His government followed up on those statements a few days later and issued
a demarche to the US ambassador to Pakistan over a June 7 drone strike.91
The demarche emphasized the importance of ending drone strikes, which
the government said were counterproductive and had a negative impact on
US–Pakistan ties.
The Sharif administration has also faced several challenges from the
insurgency since assuming power in June 2013, including attacks on foreign
tourists, on the Shi’ite community in Balochistan, and in Sharif’s hometown of Lahore. Drone strikes have slowed considerably since 2008, as
has the average death count.92 However, a drone strike on July 3, 2013,
appeared to have reversed this trend – with a reported death toll of sixteen –
and provoked the usual reaction of condemnation from the Pakistani
government.93 The Sharif administration is set to introduce a new counterterrorism policy.94 It has also gained consensus from political parties on
opening negotiations with militants. But it is unlikely that the process
will kick-start while militants continue to attack the Pakistan Army and
civilians.95 Moreover, the TTP has demanded that drone strikes end as a
precursor to negotiations, a step that the Pakistani government is unable
to take itself.96
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Pakistan’s stance on drones is likely to remain consistent, especially given
the internal political dynamics of the country that have made this an issue of
national importance, and the Pakistani people are unlikely to build consensus
on the use or utility of drone strikes. With no compelling evidence that drone
strikes have stemmed militancy in Pakistan, and increasing public outrage
over drone strikes and American policy, it is evident that drones remain
highly unpopular with the government, military, and the public and will
continue to impact the US–Pakistan relationship.
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DRONES AND THE LAWS OF WAR
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It Is War at a Very Intimate Level
drone pilot
nellis air force base, las vegas, nv *

There’s an insatiable appetite for RPAs [Remotely Piloted Aircraft] right now.
When RPAs were ﬁrst deployed they were so new that the leadership did not
realize how popular and successful they would become. Initially, RPAs did not
draw in a cadre of ﬁghter pilots. But then things began to change and you saw
ﬁghter pilots, bomber pilots, and others who brought with them a lot of
experience ﬂying RPAs. Now we’re at the point where RPA pilots are getting
the most combat experience of anyone. In my opinion, a lot of the most
signiﬁcant work is being done in the RPA community and that is drawing in
the top-tier guys. There is pride associated with ﬂying RPAs.
The important thing for me is the twenty-year-old with the riﬂe on the
ground, sleeping in a ditch. That is why we do this job. If I can be more
successful supporting that soldier, then that is what I want to do, day in and
day out. Would I like to be ﬂying an F-22 around and doing loops and rolls and
things? Sure, absolutely. But I ﬁnd what I do now to be more meaningful than
anything else I could think of.
The RPA is remotely operated, but it is very much a manned aircraft. There
are a lot of people involved in the operation of an RPA, in fact more than
for a regular airplane. You need classic pilot training to ﬂy an RPA. Absolutely.
We have a stick, we have a rudder; you’re ﬂying an airplane, you are just doing
it remotely. All the same skills are necessary. You have to worry about
the traditional things that concern pilots, like altitude de-conﬂiction and
airspace de-conﬂiction. In addition, you need the ability to manage and
disseminate information and deal with different scenarios with other individuals and other aircraft. You also need to know who needs information “X” and
who needs information “Y” and how do I get it to them? How do I make sure

* This interview was conducted, edited, and prepared for publication by Daniel Rothenberg.
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they understand what they need to know? And, how do I give it to them in the
simplest form?
Flying an RPA is more like being a manager than ﬂying a traditional manned
aircraft, where a lot of times your focus is on keeping the shiny side up, keeping
the wings level, putting the aircraft where it needs to be to accomplish the
mission. In the RPA world, you’re managing multiple assets and you are involved
with the other platforms using the information coming off of your aircraft.
You could use the term “orchestrating”; you are helping to orchestrate an
operation.
We have several different communication pieces that we use to talk to
those on the ground, just like with a regular aircraft. In addition, there are
other systems that we use to talk to other aircraft and to network with other
individuals. We do what we call CRM, Cockpit Resource Management. That
is the ability to take in a lot of information and disseminate it to where it needs
to go. There could be ﬁfteen to twenty people that are using the information
that is coming off an RPA at any given time, live while we’re ﬂying.
People talk about RPAs as if they are like a videogame. We hear that all
the time, “You play videogames for a living.” Well, people do not die in
videogames. And you’re not able to save people’s lives in videogames. I cannot
cause an aircraft to have a collision with another aircraft in a videogame.
Flying RPAs is simply not a videogame.
Physically, you don’t have the sensation of ﬂying. I think that is pretty
obvious to most people, but then many people assume that to ﬂy airplanes
we need to look outside, to see the world around us. And, most of the time,
that’s not really the case.
We use the same navigation system to ﬂy RPAs as with traditional aircraft.
However, RPA missions can extend far longer, which is one of the major
beneﬁts of using these systems. In an F-16, a mission is around two hours, but
with an RPA you’re ﬂying twenty plus hours. You can’t argue with those
efﬁciencies. Still, it is exhausting. And there are often multiple pilots for a
mission. It’s odd because you have several different pilots ﬂying one RPA
on any given mission. For a pilot, this is a paradigm shift.
Because of the length of time that you ﬂy over a certain area you’re able to
engage in lengthy communications with individuals on the ground. You build
relationships. Things are a little more personal with an RPA than with an
aircraft that is up for just a few hours. When you’re talking to that twenty-yearold with the riﬂe for twenty plus hours at a time, maybe for weeks, you build a
relationship. And you develop an emotional attachment to those individuals.
You see them on the screen. That can only happen because of the amount
of time you are on station. I have a buddy who was actually able to make
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contact with his son’s friend over in the AOR [Area of Responsibility]. If you
don’t think that is going to make you focus, than I don’t know what will.
Many individuals that have been over there have said, “You know we were
really happy to see you show up”; “We knew that you were going to keep us
from being ﬂanked”; “We felt conﬁdent in our ability to move this convoy
from ‘A’ to ‘B’ because you were there.” The guy on the ground and the
woman on the ground see how effective we are. And it gives them more
conﬁdence.
Sometimes, by chance, we meet face-to-face with the individuals who were
on the ground while we were in the air. Somebody will start talking about
where they were or what operation they were involved with, and I’ll say,
“Really? What time were you there?” And then through the conversation,
I’ll ﬁnd out that the person was part of the same operation.
Sometimes we’ll meet someone whose life we saved.
Once, I met someone like that at a Little League baseball game. We just
started talking about the geographical area and the time and then we pieced
together that I was there and I was providing overwatch for the person while he
was on the ground. And he said, “Thank you.”
When you see a person who is at a baseball game now because you were
doing your job, well, words cannot describe the feeling. It is uplifting. Every
day I leave work with a sense of accomplishment, a sense of pride.
This is a strange dynamic in RPA operations. I think it makes people more
focused on the mission. Does it cause you to be more emotionally invested?
Absolutely. That’s the human aspect of it. That is the man-in-the-loop aspect
of it. In some ways drone use is more human from the pilot’s perspective,
which is kind of ironic.
Flying an RPA, you start to understand people in other countries based on
their day-to-day patterns of life. A person wakes up, they do this, they greet
their friends this way, etc. You become immersed in their life. You feel like
you are a part of what they’re doing every single day. So, even if you’re not
emotionally engaged with those individuals, you become a little bit attached.
I have learned about Afghan culture this way. As an RPA pilot, you see their
interactions. You study them. You see everything.
In a traditional manned aircraft you drop ordinance and leave. You know
that there was a big bang, but that is it. With an RPA you see these individuals
and their interactions with people prior to an engagement and after the
engagement. We see the aftermath. We see what happens next. That more
than anything draws an emotional response.
They are human beings, right? That is the bottom line, so it affects you to
watch the impact of a kinetic strike. You have to provide the battle damage
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assessment. We do that quite often and it can take a long time. You might
even watch the burial and see the ceremony. We’re not disconnected from
what is happening. We’re not playing videogames. With RPAs, you grasp
your enormous level of responsibility. You witness it all.
Targeting with RPAs is more intimate. It is war at a very intimate level.
Someone might ask, “How could you not be upset by that?” But you have to
step back from and say, “There’s a reason these individuals were targeted.”
The strike may be a response to the fact that many twenty-year-olds have died.
The person targeted may have been involved in building IEDs [improvised
explosive device] or suicide vests. Whatever the case may be, there was a
reason that person was targeted. I think it is important to keep that in mind.
So, do I feel sorry for that person? No. But, we’re dealing with human beings.
Just because you are separated by technology does not mean you are separated
emotionally.
The biggest misunderstanding within the military about being a RPA pilot
is that it’s not stressful. Probably the lack of personal risk for the pilot has a lot
to do with that attitude.
However, there are unique stresses to ﬂying an RPA, especially the lack of
transition time between a mission and regular life. When I deploy in a
manned aircraft, I am on a base for months. And when I’m there, that’s my
world. I go ﬂy a mission, I come back to the base, I talk about the mission, and
then I plan for the next mission. Then I go ﬂy that mission, come back,
and talk about it. Every once in a while I’ll get on the phone with my wife or
kids and try to stay in touch with what is going on at home. But for the most
part my world is the mission and the war.
When you’re doing RPA operations, you’re mentally there, wherever there
is. You’re ﬂying the mission. You’re talking to folks on the ground. You’re
involved in kinetic strikes. Then you step out of the Ground Control Station
[GCS] and you’re not there anymore.
One of the strangest sensations I have is when I step out of the GCS and
realize, “Ok, I am not there.”
I’ll go meet my wife for lunch.
I’ll step out from doing a mission and go off to my child’s soccer game.
Those are two very, very different worlds. And you’re in and out of those
worlds daily. I have to combine these two worlds. Every single day. Multiple
times a day. So, I am there and then I am not there and then I am there again.
The time between leaving the GCS and, say, having lunch with my wife
could be as little as ten minutes. It’s really that fast.
So, how do I – as an individual, as a human being – operate in these two
very different worlds on a daily basis? You learn to deal with it. You learn to
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compartmentalize. You learn to take that mission and put it away to revisit it at
a later time.
Inevitably, RPAs will change war. What we will have ten years from now is
going to make things that we are doing today seem almost primitive. What we
call pilots today will change. The skillsets necessary to be a pilot will be vastly
different ten years from now. Maybe we won’t even continue to call them
pilots. And what is going to happen twenty years from now? It’s going to be
dramatically different.
However, there will always be a need for the man in the loop. There are
always going to be people involved, making decisions for all of this to work.
You have got to bring it back down to what we are trying to accomplish. If
we’re talking about war, just war, then the bottom line is that we’re trying
to support the twenty-year-old with the riﬂe on the ground. That is what
matters.
Personally, I am excited to see what the future holds. I am very proud to
be part of the most technologically advanced air force in the world.
We do not take it lightly.
We do not take the application of ﬁrepower lightly.
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This Is Not War by Machine
charles blanchard

1. addressing misconceptions about rpas
There are a number of misconceptions about the use of remotely piloted
aircraft (RPAs) as a weapons system by the US military. Some commentators
focus excessively on RPAs’ role in attacking targets when, in fact, this is a less
critical element of the platform’s innovation and value. Others suggest that
RPAs place humans outside of the conﬂict and lead us toward “push-button
warfare,” some new machine-driven vision of combat, when their actual use
involves large teams of professionals engaged with the impact of war in a very
direct and detailed manner. Still others suggest that the use of RPAs is illegal
and runs counter to established domestic and international norms. These and
other positions are based on core misunderstandings about the main value of
RPAs, their complex role within integrated military actions, and the ways in
which these platforms are transforming conﬂict.
The United States Air Force (USAF) use of RPAs has been largely conﬁned
to the conﬂicts in Afghanistan and Iraq. Despite the fact that many RPA pilots
are not themselves in Afghanistan or Iraq, it is important to note that these
RPAs are always utilized in a manner that integrates into a broader military
strategy. In the major theaters of operation, the US Army, Marines, Navy, and
Air Force are engaged in a joint ﬁght under a joint commander running the
ﬁght plan. Every day, the air operation plan, which addresses use of the MQ-1
(the Predator) and MQ-9 (the Reaper) as part of a larger set of air assets, is in
turn integrated with the larger joint ﬁght. RPA capabilities are factored into
the overarching theater campaign plan, and, as with other assets, RPA support
is provided in response to requests by land and sea forces to achieve campaign
objectives.
Over the past few years, RPA use has increased substantially.1 And it is
certain that the current generation of RPAs, as well as future, more advanced
118
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models, will play signiﬁcant roles within the US military, as well as the
militaries of other nations. For this reason, reasoned public debate and
discussion of RPAs is important for our society, as well as for our military
services. At present, the innovative qualities of these new technologies are
often masked by the nature of current public debate, which would beneﬁt
from a clearer understanding of what RPAs actually do, what roles they serve,
and how they are impacting military activity and strategy.

2. understanding the real benefit of rpas
Contrary to popular belief, the primary beneﬁt of RPAs is not their utility as an
attack platform – although RPAs have indeed become an important attack
option for commanders. To date, their main value has been that they can stay
over a target for a very long period of time – almost 24 hours for the Predator
and a little less for the Reaper.2
They also can ﬂy at a very high altitude. The Predator performs at
a maximum altitude of 20,000 feet; the Reaper up to 30,000 feet.3 As a result,
their main beneﬁt for the USAF is as an intelligence, surveillance, and
reconnaissance asset. By having the capacity to gather information about a
target persistently for long periods of time, they provide an especially valuable
understanding of what is occurring on the ground. In addition, they can
follow friendly troops and offer them battleﬁeld intelligence in real time so
the troops know what is ahead of them and can prepare accordingly. They can
also provide surveillance of transportation routes to look for IEDs (improvised
explosive device) and otherwise help minimize military casualties.4 The
contribution of RPAs – as well as their primary use – is as a tool for gathering
intelligence and engaging in sustained surveillance and reconnaissance.
Most of the airstrikes that are occurring in Afghanistan right now are not
Predator or Reaper RPAs employing weapons. Instead, the strikes are being
done by other air platforms, such as ﬁghter jets like the F-16 or attack aircraft
like the A-10, and bombers such as the B-2.5 That said, it is very likely that
the reconnaissance, intelligence, and surveillance assets of the Reaper and/or
the Predator are instrumental in virtually every one of these strikes.
Of course, RPAs also carry weapons and are used to conduct strike missions.
The Reaper, which is the more recently developed of the RPAs in use, actually
carries a lot of ordinance. A fully armed Reaper can stay in the air as long as
fourteen hours (and considerably longer unarmed) and has a total payload of
3,000 pounds.6 Factoring in the weight of fuel tanks, this means a combatready Reaper can carry either sixteen Hellﬁre missiles or four 500-pound laser
guided bombs. The Predator’s offensive capabilities are considerably more
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modest; with fuel, it has a payload of 450 pounds, or two Hellﬁre missiles.7 It is
important to note that this is a fraction of what traditional aircraft can carry.
For instance, in addition to its powerful GAU-8 cannons, an A-10 can carry a
payload of 16,000 pounds of ordinance.8 As such, an A-10 has the air-to-ground
attack capability greater than ﬁve Reapers and more than thirty-ﬁve Predators.9

3. rpas are neither “drones” nor “unmanned”
Despite its prevalence in the media and public conversation, the word “drone”
is not just misleading but, in fact, incorrect. Similarly, the term “unmanned
vehicle” fails to capture the stafﬁng demands of these technologies or the
degree to which their operation requires the substantial involvement of many
people. Contrary to commonly held perceptions, there are more than
one hundred human beings involved in a Reaper or Predator mission.10
In addition to the launch and recovery team, which can be several dozen
people, there is the pilot who operates the vehicle, the sensor operator who
manages the sensors, and rooms full of intelligence analysts across the country,
often in multiple locations, who look at the intelligence feeds. And there are
command teams at the Combined Air Operations Center (CAOC) in Doha,
Qatar, who look at the video feeds and make real-time decisions regarding
targeting and missions.
Along with these professionals, there are feeds that connect to ground units,
linking RPAs with military forces engaged in patrols, direct combat, and
other operations. In other words, using RPAs requires intense coordination
among many groups operating in multiple locations, sometimes separated
by thousands of miles. In this way, these operations are anything but
“unmanned.”
The chain of communication for an RPA operation involves multiple
links and networks connecting many levels of command. These groups are
in constant conversation with speciﬁc issues and shifting information based on
the particular mission.
For example, an RPA operation in southern Afghanistan might begin with
a request from ground forces for aerial support. This would be passed on to the
CAOC, located about a thousand miles away in the Gulf. Commanders at
the CAOC review the request and might approve the operation based on
consultations with military lawyers, who are on duty 24 hours a day.11
The CAOC would then relay instructions to US-based RPA operators. The
vehicle’s operator might be stationed some 7,000 miles from the site in
Afghanistan and many thousands of miles from the CAOC at Hancock Field
Air National Guard Base in New York,12 or more than 8,000 miles away from
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the Creech Air Force Base in Nevada.13 Because of the signal delay between
operators in the United States and the vehicle in Afghanistan, crews in
Afghanistan would control the vehicle during takeoff and landing.14
Once in the air, the US-based team would then control the RPA via satellite
links and ﬂy the vehicle to assist the troops requesting support, sometimes
providing assistance from as high as 50,000 feet above the site.15 While these
different actors start operating in distinct sites around the world, they are in
constant communication.16
The complex link between information gathering, analysis, and global
control and contact is not only what deﬁnes RPAs as substantively distinct in
the management of conﬂict, but is also what demonstrates that this is war
waged by human beings making decisions.17
This is not war by machine.

4. rpas do not create push-button warfare
Perhaps what is most troubling and disconnected from the reality of the use of
RPAs is the idea that they enable push-button warfare. Many people believe
that these vehicles create a context that is similar to a video game. They
suggest that RPAs are changing war so that it becomes automated and
mechanical, such that those involved engage in destructive activities more
easily. There are allegations that pilots – those that actually “push the button”
to initiate an attack – are desensitized through their use of remotely piloted
vehicles in warfare.
In fact, my experience is quite different. RPA pilots usually have more and
sustained contact with the realities of warfare than ﬁghter and bomber pilots.
I recently spoke to an F-16 pilot who ﬂew combat missions over Afghanistan
and Iraq earlier in his career and is now a Reaper pilot. His observation was
the opposite of what many people say about RPAs. He explained that as an
F-16 pilot, you would feel all the sensations of a jet ﬁghter; you would direct
your plane to the target, ﬁre your weapon, and feel the g-forces of ﬂying fast
and pulling away. Yet he also explained that as an F-16 pilot, you have
far less engagement with the impact of an attack than as a Reaper pilot, while
the Reaper pilot’s perspective is far more personal.18
Jet ﬁghter planes ﬂy quickly, maneuver extremely well, and are highly
sophisticated aircraft. In an attack, they can be engaged quickly and then be
ﬂown back to base. Given that F-16s can only be ﬂown a couple of hours
without refueling, they do not have the capacity to remain over targeting sites
for half a day, or even many hours.19 Even with aerial refueling, F-16 missions
rarely are ﬂown long periods of time.
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As a result, ﬁghter pilots – as well as pilots of other key assets like the A-10,
and even more so for high-altitude bombers – have limited direct engagement
with the impact of the attacks with which they are involved. A Reaper pilot,
however, commonly stays over a target for many hours. He does not leave after
the bomb strikes like an F-16 pilot, but instead he remains overhead and
immediately goes into battle damage assessment mode, including assessing
collateral damage.
A Reaper pilot spends substantial time reviewing, with signiﬁcant visual
detail, the results of a mission. In this way, Reaper pilots actually deal much
more with the human impact of an attack than other pilots. For this reason, we
have Reaper pilots who have had to receive mental health counseling because
of the stresses and strains of being in a war environment. The idea that RPA
pilots are psychologically remote from the battleﬁeld is incorrect.

5. rpas do not violate the law of armed conflict
There are some who suggest that the use of RPAs by the US military is
unlawful. This is not true. President Obama said unequivocally in his recent
speech at the National Defense University, “America’s actions are legal.”20
The USAF complies with all law, domestic and international, in the deployment and use of military assets. This applies to the use of RPAs, as well as
F-16s, A-10s, and B-52s.
Regardless of the asset, the US military applied the Law of Armed Conﬂict
(LOAC). In fact, the USAF Rules of Engagement in a counterinsurgency
(COIN) environment, as in Afghanistan, are often much more careful and
conservative than what is allowed under LOAC.
The main legal concepts that guide the decision making in the CAOC by
military lawyers are the principles of necessity, distinction, and proportionality.
These three ideas deﬁne the core of LOAC. Primarily, they seek to ensure that
the use of military force is only directed against legitimate military targets and
in a manner designed to minimize collateral damage. USAF cadets have
long been trained in international law and it is an institutionalized part of
USAF’s ethos.21
The principle of “necessity” requires that all potential targets have military
value. The principle of distinction is motivated primarily by a desire “to shield
those who are not directly participating in the conﬂict from its effects.”22
In other words, military force cannot be directed at those not participating
in the conﬂict and those employing force have an afﬁrmative responsibility to
identify and distinguish between combatants and non-combatants. A target
that does not satisfy the principle of distinction cannot be deliberately
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attacked.23 This is a gatekeeping principle, because even if a target is identiﬁed
as a combatant, other principles may limit the ability to engage the target.
The principle of proportionality means that in an attack against a military
target, we are required to make efforts to avoid or minimize the incidental loss
of civilian life or injury, as well as possible harm to civilian property or other
civilian objects.24 Thus, even if a target satisﬁes the principles of necessity and
distinction, it may not satisfy the principle of proportionality if the collateral
damage is expected to be excessive in relation to the anticipated military value
in attacking the target.25
Proportionality deﬁnes an obligation – a legal obligation – to minimize
civilian casualties. And more importantly, the value of the military target has
to justify the possibility of civilian casualties that might result from an attack.
Where there is a high-value target, the principle of proportionality allows some
risk to civilian populations, but more routine military targets would hardly ever
justify the endangerment of civilian life. This has a major impact on how force
is used in combat.
Some have suggested that targeting speciﬁc individuals constitutes unlawful
extrajudicial killing. That is, if we target an individual without giving them
due process, that would constitute a violation of US domestic law. In the
context of Afghanistan, this issue does not really arise. The country is a conﬂict
zone in which the laws of armed combat apply, allowing for individual
combatants to be targeted.26
Although modern conﬂicts against transnational terrorist organizations pose
difﬁcult questions concerning the scope of the battleﬁeld, the present action
in Afghanistan falls squarely within the traditional concept in that it is
primarily a conﬂict between a national government and a readily identiﬁable
insurgency movement: the Taliban.27 This is the sort of conﬂict anticipated
by Geneva Common Article III, which governs LOAC for conﬂicts “occurring
in the territory of one [state].”28
In this way targeting a particular individual, or leader, or individual in a
military force, as is sometimes done with RPAs, does not violate LOAC.
We have targeted individuals in the past, and where those individuals are
legitimate military targets and fall under the principles of distinction,
proportionality, and other elements of the laws of war, these actions are legal.
The most famous example is Admiral Yamamoto, who planned the attack on
Pearl Harbor in World War II.29 Similarly, during many other conﬂicts the
United States has attacked particular leaders or particular high-value targets
to the extent they were legitimate military targets.
However, it is important to note that there are cases where targeting
individuals could occur in ways that might raise legal questions. There are a
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number of possible scenarios where targeting an American citizen would
raise substantial legal questions. At one extreme there could be an American
member of a foreign military engaged in hostilities against the United
States in a traditional, foreign war zone. In such a scenario, targeting
the American citizen would likely be consistent with constitutional due
process.30
On the other extreme, however, there might be an American member of an
international terrorist organization, located in a remote corner of the United
States. Targeting that citizen may raise stronger constitutional concerns and
present policy suggests that, unless that citizen were directly engaged in
combat against the United States, targeting them would not be acceptable.31
However, as long as we are engaged in armed conﬂict and as long as our forces
are authorized to use military force, targeting individuals does not constitute
unlawful extrajudicial killing.32
Uniforms have long been recognized as a key indicator of the difference
between combatants and non-combatants and are enormously useful for
respecting the principle of distinction. The Geneva Conventions require
combatants to have a “ﬁxed distinctive insignia recognizable at a distance”
in order distinguish themselves from non-combatants.33 And the US Supreme
Court has ruled that combatants without uniforms are “unlawful combatants”
who are not entitled to prisoner of war status.34
However, in many modern conﬂicts, including in Afghanistan, our enemies
are often difﬁcult to distinguish from the civilian population. This poses a
serious challenge for using the principle of distinction. Similarly, in a COIN
environment, as in many current conﬂict zones, it is especially important
to use focused, speciﬁc targeting to avoid civilian casualties both to respect
the principle of proportionality and to meet strategic needs.
RPAs, with their ability to loiter over targets for extended periods of time
and to gather extensive intelligence through surveillance and reconnaissance,
are particularly well suited to meet this legal requirement. In fact, RPAs are
better able to provide the information necessary to avoid civilian casualties
than what we have used in the past. As it was described to me, our RPA pilots
can monitor the activities of individuals over time, to select the moment
when we know that individual is engaged in setting up an improvised
explosive device, or, potentially to deﬂect an attack if innocent civilians
come on the scene. In this way, RPAs and other emerging technologies have
raised the bar for military leaders on when they can authorize strikes and
when they cannot.
The advanced intelligence and surveillance capabilities of RPAs have
increased our capacity to successfully engage in warfare in a manner that

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

This Is Not War by Machine

125

is consistent with the laws of war. The more we have used these new
technologies, the better we have become at focused targeting that
minimizes civilian casualties.
However, to best understand how information gathered by RPAs allows
for the more effective application of LOAC, as well as conditions where
targeting occurs under stressful conditions, it is useful to distinguish
between three different types of attacks.35 Planned attacks are where a
target is identiﬁed in advance and the mission can be timed for when
the individual is away from potential civilian casualties. This allows for
careful and coordinated action; in these cases we rarely have civilian
casualties.
Dynamic targeting attacks involve decisions during missions where
there is some ability to make determinations as to when and how to strike.
In these cases, we also do quite well in limiting collateral damage. Then
there are troops in contact situations. This is where our military units
are engaged in actions and require immediate assistance and rapid decision
making regarding targeting. This is where the fog of war enters the situation.
It is in these cases that we tend to see civilian casualties.36
RPAs play an increasingly important and diverse role in the USAF.
They help to save the lives not only of our troops on the ground, but also of
civilians caught in conﬂict areas. They enable us to better comply with our
international legal obligations. They neither remove humans from the decision to take a life, nor do they constitute our primary mode of aerial attack.
Overall, it is important that we address and move beyond the many
misconceptions surrounding RPAs, especially as they are an increasingly
instrumental, effective, and, ultimately, more humane tool within our nation’s
system of national security.
It is essential that we continue to discuss RPAs and the role they play
in our national security. However, it is important that this conversation
be informed by facts and not be prejudiced by the novelty of the platform
at issue.
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Regulating Drones
Are Targeted Killings by Drones Outside Traditional
Battleﬁelds Legal?

william c. banks
1. law and targeted killings
Targeted killing is nasty business, however carried out. For the US
government, the pace of targeted drone strikes has quickened dramatically
in the early years of the Obama administration. If the use of sophisticated
armed drone technology has become the contemporary weapon of choice for
responding to terrorists and insurgents who wantonly cause civilian deaths, US
policymakers, as well as society at large, have an obligation to see to it that the
weapons and their use are subject to a tightly managed and accountable set of
legal controls that are as transparent as possible.
After the George W. Bush administration deployed drones in the Afghanistan and Iraq wars and introduced cross-border strikes in Pakistan as an
adjunct to the Afghan campaign, the Obama administration accelerated their
use. Central to this process was the role of targeted killing as a key element of
counterterrorism and counterinsurgency campaigns against al-Qaeda, the
Taliban, and associated groups. As early as 2009, commenting on the use of
drones for targeting killings in Pakistan, the former director of the CIA, Leon
Panetta, said, “It’s the only game in town in terms of confronting or trying to
disrupt the al Qaeda leadership.”1 Meanwhile, public support for the policy
was strong. A January 2012 ABC News–Washington Post poll found that
83 percent of Americans approved of the administration’s use of drones for
targeted killing of terrorist suspects.2
There are signs that drone strikes and targeted killing will remain a
prominent US policy in the near term. Even as it prepared to absorb $487
billion in cuts over the next decade, the US Department of Defense (DoD)
requested a substantial increase in its ﬁscal 2013 budget to Congress to fund a
30 percent expansion of its worldwide ﬂeet of drones.3 In February 2012,
the Obama administration announced that it was teaming with the new
129
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government in Yemen to kill or capture about two dozen of al-Qaeda’s
most dangerous operatives, including those focused on attacking America
and its interests.4
The decision to target speciﬁc individuals with lethal force after September
11 was neither unprecedented nor surprising. In fact, the United States has
engaged in targeted killing since at least 1916, when it was ﬁrst used during a
border war with Mexican bandits.5 In a time of war, subjecting individual
combatants to lethal force has been a permitted and lawful instrument of
waging war. Nevertheless, there are questions as to the elements of a lawful
targeted killing policy that operates outside of a declared war, such as the
military campaign against non-state enemies – al-Qaeda, the Taliban, and
associated forces – outside the battle spaces of Iraq and Afghanistan, Pakistan,
Yemen, Somalia, Libya, and elsewhere. Who may be legally targeted in these
new battleﬁelds, under what circumstances, and subject to which conditions?
When, if ever, may a US citizen be targeted with lethal force in such contexts?
These questions require answers backed up by established law and managed
through appropriate policy.

2. drones and targeted killing: new strategies
for a new type of war
Predator drones were introduced to the Afghan battleﬁeld in late 2001.
However, the signiﬁcance of their deployment changed dramatically on
November 3, 2002, when a drone ﬁred a Hellﬁre missile at a car in a remote
part of the Yemeni desert.6 This was the ﬁrst use of an armed Predator outside
Afghanistan or Iraq, and it killed Qaed Salim Sinan al-Harethi, a senior
al-Qaeda leader.
Al-Harethi was described as among the most signiﬁcant al-Qaeda ﬁgures in
Yemen, one of the top ten to twelve al-Qaeda operatives in the world, and a
suspect in the October 2000 suicide bombing at a Yemeni port of the destroyer
USS Cole that killed seventeen US Navy personnel. US intelligence and law
enforcement ofﬁcials had been tracking his movements for months before the
attack. During the strike against al-Harethi, ﬁve other al-Qaeda operatives
were killed, including Kamal Derwish, an American citizen of Yemeni
descent, who, according to FBI intelligence, recruited American Muslims to
attend al-Qaeda training camps.7
Over the next decade, targeted killing operations employing drones operated by the CIA and US military became an integral part of the government’s
counterterrorism strategy. Over time, ﬁrst in the Bush administration and then
in an expanded and more aggressive strategy under the Obama administration,
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the United States has been conducting what the New York Times described as
a “shadow war against al Qaeda and its allies”: “In roughly a dozen countries –
from the deserts of North Africa, to the mountains of Pakistan, to former Soviet
republics crippled by ethnic and religious strife – the United States has
signiﬁcantly increased military and intelligence operations, pursuing the
enemy using robotic drones and commando teams, paying contractors to spy
and training local operatives to chase terrorists.”8
As more details have emerged, the scale and dimensions of this shadow
war have come into sharper, albeit still murky, focus. Unprecedented cooperation between military and CIA personnel has spurred a campaign to use
missile-armed drones in multiple sites. Outside the Afghan battleﬁeld,
the US military has expanded its activities in part through drone bases in
Djibouti, Ethiopia, the Seychelles, and at a secret location in the Arabian
Peninsula.9
In a May 2010 speech, President Obama’s top counterterrorism adviser,
John O. Brennan, said that the administration favored using “a scalpel,
not a hammer” in a “multigenerational” campaign against al-Qaeda and its
afﬁliates.10 In September 2011, several weeks after the Special Forces operation
in Pakistan killed Osama bin Laden, Brennan stated:
[T]he United States does not view our authority to use military force against
al Qaeda as being restricted solely to “hot” battleﬁelds like Afghanistan . . .
[W]e have the authority to take action against al Qaeda and its associated
forces without doing a separate self-defense analysis each time . . . That does
not mean we can use military force whenever we want, wherever we want.
International law principles, including respect for a state’s sovereignty
and the laws of war, impose important constraints on our ability to act
unilaterally – and on the way in which we can use force – in foreign
territories.11

Through the ﬁrst three years of the Obama presidency, the administration
built its targeted killing program through an extensive apparatus of secret
facilities and operational hubs in the United States and at bases in at least
six countries on two continents. By early 2012, nearly 800 Predators, Reapers,
and other drones were in the US arsenal; more than 30 of them believed to be
operated by the CIA.12
From late 2001 through the end of the Bush presidency, the United States
launched 44 strikes, nearly all of them in Iraq, Afghanistan, and northwest
Pakistan.13 Since taking ofﬁce, President Obama has authorized more than
four times as many drone strikes as did the Bush administration throughout its
two terms, many of them in Pakistan and some in Yemen, Somalia, and
Libya.14 In Yemen alone, the CIA and Special Forces have carried out nearly
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a dozen drone strikes against al-Qaeda operatives since May 2011.15 Given the
rise in drone use, what is the legal basis for targeted killing operations,
especially those in the shadows outside the “hot” battleﬁelds? To answer
this question, it is useful to examine the lawfulness of a particularly
complex case, the September 2011 strike in Yemen that killed US citizen
Anwar al-Awlaki.
Under US law, the Obama administration has made a persuasive case that
the president’s constitutional defensive war powers and the 2001 Authorization
for the Use of Military Force (AUMF) permit remote targeting where there is
convincing evidence that the target is afﬁliated with al-Qaeda, is committed to
carrying out terrorist attacks against Americans, and where an arrest or capture
is not a feasible alternative to the use of lethal force. Furthermore, the
administration does not believe that a longstanding executive order and
its prohibition on assassination apply to a strike that meets the conditions
identiﬁed above. However, are these legally valid claims? Does the killing of
al-Awlaki raise additional legal issues given the constitutional protections
accorded to him as a US citizen?
One of the murkiest legal areas concerning drone strikes in the shadow war
is cooperation among the CIA, the military, and the role of Congress
in providing oversight of this relationship. May the CIA lawfully engage in
targeted killing? To what extent must the congressional intelligence oversight
committees be informed about the shadow war operations? Do CIA paramilitary operations in Yemen require presidential authorization and/or notice to
the intelligence committees? Do these requirements apply to secret military
operations? What rules apply where CIA and military units coordinate their
actions in a common operation?
Finally, from the perspective of international law, do relevant treaties and
customary law on self-defense, international humanitarian law, and human
rights law deﬁne these acts as illegal?
While there remain sharp disagreements among experts about the legality
of these actions, drone strikes outside traditional battleﬁelds may well be
lawful under domestic and international law. Context and facts are decisive.
Some critics claim that the United States is developing a policy that legitimizes killing anyone it wants, anywhere it wants.16 While such a targeting policy
would be unlawful, a careful assessment of US policy reveals a narrower
approach that that is legally justiﬁable under national and international law.
Nevertheless, to ensure that drone strikes are fully legal, they should be
enabled and limited by formal authorization and controls within the government and structured in relation to the legitimate questions raised by both
domestic critics and the international community.
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3. countering terrorism in the shadows: targeting
anwar al-awlaki
Anwar al-Awlaki was a Yemeni-American citizen who emerged in recent years
as a leading English-language proponent of violent jihad, including explicit
calls for the indiscriminate murder of Americans. The FBI ﬁrst investigated
al-Awlaki in 1999 in connection with his position in an Islamic charity
suspected of siphoning funds to extremists, and because he had been
indirectly connected to Osama bin Laden and Sheik Omar Abdel Rahman.
According to the United States, since 2006, al-Awlaki assumed an
operational leadership role with al-Qaeda in the Arabian Peninsula (AQAP),
recruiting and directing individuals to engage in the indiscriminate murder of
Americans and others.17 US ofﬁcials later learned that al-Awlaki communicated from Yemen with Fort Hood shooter Major Nadal Malik Hassan.
According to a Justice Department memorandum, al-Awlaki was also believed
to be the principal operational planner in the unsuccessful 2009 Christmas
day attempt by Umar Farouk Abdulmutallab to set off a bomb hidden in
his underwear on a ﬂight bound for Detroit.18 In 2010 al-Awlaki publicly
supported violence against American civilians.19
Between 2002, with the targeted killing of al-Harethi and his colleagues,
and late 2009 there are no records of US drone strikes in Yemen. However,
during this time journalists reported that the Yemeni government, supported
by the United States, carried out attacks on AQAP targets
News reports indicate that al-Awlaki was added to a list of al-Qaeda-linked
terrorists that the CIA was authorized to capture or kill. Administration
ofﬁcials asserted that every name on the list was carefully vetted to ensure
clear evidence of responsibility for terrorist activities, and, as such, those on
the list could be legitimately targeted under US law. Because al-Awlaki was a
US citizen, placing him on the CIA list was also approved by the National
Security Council.20
By summer 2010 CIA analysts rated the threat from AQAP as more grave
and urgent than the dangers from the core al-Qaeda group based in Pakistan.
Although the United States did not immediately then transfer its drones to
Yemen from the war zones in Afghanistan and Iraq, a US airstrike in May
2010 targeted militants in the Marib Province.21
In recent years, the CIA and military Joint Special Operations Command
(JSOC) have shared the airspace over Yemen, ﬂying nearly identical aircraft
and alternating on taking the lead in drone strikes. CIA and JSOC teams
share intelligence and coordinate their attacks. When the CIA determined
that al-Awlaki was in Yemen, it moved drones from Pakistan to Yemen.
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Yemen’s President Salah secretly granted the United States permission for the
mission. On September 30, 2011, the CIA deployed two Predator drones,
which pointed lasers at al-Awlaki’s car, while a third circled over the target
area to be certain that no civilians were in the area. Then one of the drones
ﬁred a missile that killed al-Awlaki.
The attack on al-Awlaki also killed a second US citizen, Samir Kahn, the
editor of Inspire, the AQAP English-language online magazine. In addition,
two weeks later, al-Awlaki’s sixteen-year-old son was killed unintentionally
when he was within a strike area where a suspected Egyptian terrorist was
hit by a JSOC-ﬁred drone.22

4. us law and targeted killings outside
traditional battlefields
The policy efﬁcacy of drone strikes does not make them legal. For drone
strikes to be acceptable, they must be supported by the law, not simply deﬁned
by the absence of clear legal violations, but through positive legal authority.
Indeed, where the subject is intentional, premeditated killing by the government, the need for clear legal authority is paramount. After all, it is legal
authority that distinguishes murder from lawful policy. While much of the
debate about targeted killing has focused on international law, domestic law
may supersede incorporated international law for understanding US policy
and should be at least the starting point for legal analysis.23
Targeted killings – Under the Constitution, the president may order targeted
killing to defend the United States in war. The president’s authority as
commander in chief to “repel sudden attacks”24 has traditionally been interpreted as having a real-time dimension, a sort of imminence requirement that
may be analogous to the doctrine of self-defense within international law.
However, a terrorist attack is usually over before it can be repelled; and when
there is a suicide attack, it is impossible to respond to those involved in the
actual action. In addition, the United States has learned to expect terrorists
to pursue a course of continuing attacks as part of a broad multiyear strategy.
As such, over time the United States has developed domestic law of anticipatory self-defense that permits the president to use deadly force against a
positively identiﬁed terrorist if other means of apprehension have been
exhausted.25 Congress has the legal authority to regulate this use of force
and, in fact, has done so.26
Of course, the United States, like other governments, has long engaged
in secret operations. The use of secret agents for gathering intelligence is a
key element of foreign affairs and has often proved essential for the success of
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policy. There is no evidence, however, that the United States used targeted
killing as an instrument of foreign policy until the early twentieth century.
The ﬁrst recorded instance was in 1916, when someone within Army General
John Pershing’s staff hired four Mexicans to kill revolutionary leader Francisco
“Pancho” Villa by dropping poisoned tablets into his coffee. The attempt
failed and Pershing hid the news of the mission, even from the president.
The cover up lasted until the 1980s, when historians uncovered the story.27
Immediately after World War II, establishing legal controls on intelligence
functions was a low priority in the larger wrangling over establishing a
peacetime military and deﬁning the role of the DoD. When the Cold War
began to deﬁne security concerns in Europe and elsewhere, presidential
directives and eventual legislation established the country’s ﬁrst publicly
acknowledged peacetime intelligence functions. Although the National
Security Act of 194728 authorized the newly created CIA to “perform
such other functions and duties related to intelligence affecting the national
security as the President or National Security Council may direct,”29 it did
not spell out in any detail the role of the intelligence agency or restrictions
on its activities.
The law was designed to enable dynamic authority that would be shaped by
practice and necessity. Over time, the agency’s practices came to include
targeted killing, especially of foreign leaders and others opposing or believed
to be opposing US policy and threatening national security.30 After the
Church Committee investigation reported assassination plots by the CIA
or its agents during the 1960s and early 1970s, President Ford issued an
executive order prohibiting CIA involvement in assassinations (but notably
not restricting targeted killing).31
Around the same time, Congress enacted intelligence oversight legislation
that continues to require reporting by the president of signiﬁcant anticipated
intelligence operations, implicitly including those involving targeted killing or
support for such acts. For example, the Hughes–Ryan Amendment to the
Foreign Assistance Act of 1974 provided that no funds could be expended by
the CIA on “operations in foreign countries, other than activities intended
solely for obtaining necessary intelligence, unless and until”32 the president
ﬁnds that each operation is important to US national security. Furthermore,
the law requires that where these cases may occur, a report including
“a description and scope of such operation” must be presented to the intelligence committees. In other words, any use of targeted killing must include a
ﬁnding containing the factual and policy predicates for the proposed act and
must be personally approved by the president.33 This law established for the
ﬁrst time in US history an explicit congressional role in reviewing covert
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actions by the CIA, including targeted killing, and it also linked the president
directly to these actions, deﬁning that position as personally accountable.34
Did Hughes–Ryan Amendment provide a sort of backhanded authorization
for covert actions, including targeted killings? The historical record suggests
that it is reasonable to understand that congressional knowledge and approval
of CIA involvement in these operations, whether open or through the lack
of critical response, might extend to targeted killing and thus broaden the
statutory authority under the 1947 act.35 With this in mind, the Hughes–Ryan
Amendment allows CIA covert operations to be understood as operating with
government authorization if ﬁndings are prepared and delivered to select
members of Congress before the operation described, or in a “timely fashion”
thereafter. That is, as long as the intelligence committees are kept “fully and
currently informed,” the law permits the president broad discretion to use the
nation’s intelligence agencies to carry out national security operations,
arguably including targeted killing.36
The 1975 Ford Executive Order provided that “no employee of the United
States government shall engage in, or conspire to engage in, political assassination.”37 Although the record shows that President Ford opposed political
assassination, the likely impetus for his executive order was an attempt to stop
the then-building momentum in Congress to enact legislation following the
Church Committee report that would have categorically banned assassinations. The record also makes clear that insertion of the “political” modiﬁer
was intended to limit application of the ban to ofﬁcials of foreign governments. In addition, like its successor orders, President Ford’s order did not ban
assassination absolutely, but instead insisted that it could not be lawfully
undertaken without the president’s approval.38 By their nature, executive
orders bind the president and others at whom their provisions are directed,
until changed or revoked by either the president issuing the order or a
subsequent president. The president could lift the ban or make exceptions,
as long as doing so does not violate some other law.39
As modiﬁed by later presidents to eliminate the “political” qualiﬁer on
assassination, and to extend the prohibition to any person “acting on behalf
of” the US government, Executive Order 12,333 continues to forbid direct or
indirect US involvement in assassination. The order forbids US ofﬁcials from
encouraging any person “employed by or acting on behalf of” the United
States to “directly or indirectly” carry out an assassination.40
The executive order is of limited utility in setting the domestic law
framework for targeted killing. First, the order does not deﬁne “assassination”
and there is no agreed-upon deﬁnition of the term. Some commentators
assert that all assassination is murder and therefore unlawful.41 Yet deﬁning
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assassination as murder makes short work of analyzing its legality, and is
logically circular in rendering lawful killings as “non-assassination.” For this
reason, some legal experts have attempted to carve out categories of lawful
assassination, although without much success. The problem is heightened by
our colloquial understanding of assassination as negative, destructive, and
clearly illegal, conjuring up images of the murders of leaders such as Abraham
Lincoln or John F. Kennedy. For this reason, it may be useful to reserve the
term “assassination” for unlawful killing and to use the term “targeted
killing” – the premeditated killing of an individual by a government or its
agents – which may, in fact, be permitted under US law.
The answer to the question of when a premeditated killing of an individual
by a government or its agents is assassination and when it is targeted killing
depends on which legal framework applies. During wartime, the framework is
the Constitution and international humanitarian law (IHL), understood by
the US military as the Law of Armed Conﬂict (LOAC). Under these bodies of
law, many examples of targeted killing are lawful, so long as they meet a set of
standards that have wide global acceptance. Nevertheless, even in war, killing
by treacherous means is not permitted. During peacetime the framework is,
again, the Constitution coupled with a well-deﬁned body of domestic criminal
law. Under this body of law, an extra-judicial killing by a government agent
would only be lawful if undertaken in self-defense or for the defense of others.
However, neither of these frameworks provide adequate guidance for
addressing the demands of countering terrorists and insurgents. This leaves
the United States with a number of vexing questions. What legal framework
applies when the country is under threat of continuing terrorist attack?
When is targeted killing lawful in the shadows between war and peace, and
when is it unlawful and therefore assassination?
Applying the domestic legal framework to terrorists and insurgents in the
post-9/11 context depends on whether the target falls within a group of persons
positively identiﬁed as operational participants in actual or planned attacks
against the United States and whether the targeted killing takes place in an
armed conﬂict or war authorized by declaration, statute, or attack upon the
United States. In addition, it is necessary to consider whether the target was
selected to defend against continuing, imminent, or impossible-to-repel
attacks. Finally, even if the executive order banning assassination would
otherwise apply, it is important to know whether it has been waived or
rescinded by the president.
The legality of decisions to engage in targeted killing may also be supported
by Congress’s September 14, 2001, AUMF, providing the president with
the authority to use “all necessary and appropriate force” against “persons he
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determines planned, authorized, committed, or aided the terrorist attacks” of
September 11.42 The sweeping authority granted in the resolution is neither
time-limited, nor does it have a geographic constraint. In addition, the AUMF
does not limit the president’s discretion on selecting targets as long as they
are connected to the September 11 attack and to al-Qaeda.
For example, the targeted killing of Osama bin Laden was lawful through
the clear application of the AUMF. He and other al-Qaeda leaders demonstrated their intentions to engage in ongoing and imminent threats against the
United States that could not be effectively addressed in a different, less
aggressive, and less lethal manner. Every president in the last three decades
has made secret presidential ﬁndings authorizing targeted killings, including
Ronald Reagan against Muamar Qaddaﬁ prior to an air strike on Libya in
1984; William Clinton against bin Laden before targeting a terrorist training
camp in Afghanistan in 1998; George W. Bush against bin Laden and his
associates after 9/11; and Barack Obama in multiple cases involving al-Qaeda
operatives and others, including those killed by drones.
The targeting of “terrorists” was ﬁrst explicitly mentioned in 1995 in
an executive order by President Clinton, which introduced a category of
“specially designated terrorists” on a list maintained by the Secretary of State
and the Treasury Ofﬁce of Foreign Assets Control.43 The CIA has been
authorized since 1998 to use covert means to disrupt and preempt terrorist
operations planned by bin Laden, and to use lethal force against a short list of
named targets, but only if capture was not feasible.44 The Clinton administration directive was afﬁrmed by President George W. Bush before September 11
based on evidence linking al-Qaeda to the August 1998 bombings
of US embassies in Africa. Following the September 11 attacks, the Bush
administration amended the ﬁnding a second time, expanding CIA discretion
by omitting the list of named targets and removing the feasibility of capture
as a condition.45 In addition, the 2001 ﬁnding was apparently modiﬁed
in 2006 by President Bush to broaden the class of potential targets
beyond bin Laden and his inner circle, and also extend the boundaries
beyond Afghanistan.46
Reportedly, President Obama did not change the CIA authority to
choose targets and launch drone strikes in Pakistan. Outside Afghanistan
and Pakistan, all drone strikes to date have required White House approval,
whether executed by the CIA or the military.47 The authority given in
these presidential ﬁndings is surely the most sweeping and most lethal
since the founding of the CIA. These ﬁndings contemplate a high and
unprecedented degree of cooperation among the CIA, Special Forces, and
other military units.
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Targeting US citizens – Under what conditions could a US citizen lawfully
be subject to a drone attack, conducted by the CIA or the military? Before
September 11, the government’s authority to kill a citizen outside the judicial
process was generally restricted to situations where the individual is directly
threatening the lives of other Americans or their allies.48 However, President
Obama’s intelligence ﬁnding speciﬁcally listed US citizen targets. In addition,
the AUMF authorizes strikes against al-Qaeda operatives. There may thus be
two sources of statutory authority to use lethal force against an American.
There is no doubt that the Constitution prohibits targeted killing of US
citizens inside the United States. But why? The due process clause protects
“any person” from being “deprived of life . . . without due process of law.”
Capital punishment is not unlawful because it is imposed with the full judicial
process of criminal law. However, extra-judicial killing ordinarily lacks such
process. In addition, the Fourth Amendment protection against unreasonable
seizures would foreclose killing a suspect when apprehension is possible
unless there is a risk of serious harm to the arresting ofﬁcers or others.
How does the constitutional framework apply abroad? The Supreme Court
has held that “the people” protected by the Fourth Amendment do not
include aliens outside the United States who lack “substantial connections
with this country.”49 Clearly, however, US citizens enjoy Fourth and
Fifth Amendments protections abroad. In addition, whether or not persons
abroad may invoke constitutional rights, US ofﬁcials are required by the
Constitution to ﬁnd positive legal authority to conduct targeted killing.50
While no court approved the targeting of al-Awlaki, it is not clear that he
was necessarily denied due process protection. That is, context has driven
the demands of due process for a long time and, as this targeted killing
was ordered during an ongoing conﬂict against al-Qaeda and its afﬁliates,
it is reasonable that the targeting decision would be left to the president
and Congress according to their own internal and often secret processes.
To support this claim it is useful to note that the congressional intelligence
committees were informed that al-Awlaki had been placed on a list of
potential targets.
Reportedly multiple intelligence sources concluded that al-Awlaki was a
dangerous and continuing threat to the United States, and lawyers from
various government agencies reviewed the intelligence and targeting criteria
and agreed with the determination that no capture or arrest option was
available.
The Obama administration developed a legal memorandum more than a
year before al-Awlaki was targeted.51 This was in response to a 2010 lawsuit
ﬁled by al-Awlaki’s father, who sought to enjoin the anticipated targeting.52
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The legal memorandum concluded that al-Awlaki was within the range of
targets contemplated by the AUMF, based on intelligence indicating that he
had become an operational leader within AQAP, was planning to attack the
United States, and that capturing him alive or arresting him was not feasible.
The memorandum asserted that the United States remained in an armed
conﬂict with al-Qaeda and its afﬁliates, which had attacked the country or
were planning attacks.53 According to the memorandum, the executive order
banning assassinations would not apply to the killing of a lawful target in an
armed conﬂict. Similarly, the federal criminal law prohibiting the government
from killing US citizens would not apply when the individual is targeted in a
manner consistent with IHL. The memorandum also maintained that it
would not matter for adherence to IHL or domestic law, if the drone operator
who ﬁred the missile at al-Awlaki worked for the CIA.
In a March 2012 speech, Attorney General Eric Holder highlighted the
administration’s positions on its legal authority to use lethal force for targeted
killing generally and against a US citizen consistent with the Fifth Amendment.54 He noted that the amendment’s due process clause has no “one-sizeﬁts-all requirements, but instead mandates procedural safeguards that depend
on speciﬁc circumstances.” Nor does the Fifth Amendment require that the
president obtain targeting permission from a federal court. Taking contextual
factors into account, Attorney General Holder afﬁrmed that under US law
targeting “authority is not limited to the battleﬁelds of Afghanistan,” and that
a citizen abroad could be targeted if he has a senior operational role with
al-Qaeda or an associated force, is involved in plotting focused on killing
Americans, the threat of an attack is imminent, capture is not feasible, and the
strike complies with IHL principles. Concerning the critical question of what
is meant by the “imminence” of a threat, Attorney General Holder said that
relevant considerations include “the possible harm that missing the window
would cause to civilians, and the likelihood of heading off future disastrous
attacks against the United States.” He explained that the Constitution
“does not require the President to delay action until some theoretical endstage of planning – when the precise time, place, and manner of an attack
becomes clear” and that such a requirement would subject the country to
“an unacceptably high risk.”55
In this way, Attorney General Holder made a strong case for targeting in
general and as applied speciﬁcally to al-Awlaki. However, missing from the
attorney general’s analysis is any description of the internal review procedures
employed by the military or CIA personnel in targeting, and how, given a
particular set of circumstances, the feasibility of capture is determined.
If due process protections are to be satisﬁed by something other than a judicial
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procedure, the administration’s legal posture would be strengthened if the
processes used by the executive were clearly deﬁned and more fundamentally
transparent.
The statutory framework for intelligence operations is open-ended,
complex, and textured, and oversight by Congress is far from perfect. Still,
the evolving legislative framework encourages a considerable amount of
information sharing within the intelligence committees. As amended several
times since 1980, oversight legislation requires that the president keep
the intelligence committees “fully and currently informed” of “signiﬁcant
anticipated intelligence activities.” A targeted killing abroad carried out by
the CIA would require that the president submit a ﬁnding and report to the
intelligence committees.56 By 1991, the ﬁrst statutory deﬁnition of “covert
action” also made it clear that a targeted killing by the CIA would fall within
the deﬁnition.
In his ﬁndings, the president must determine that a covert action is
“necessary to support identiﬁable foreign policy objectives of the United
States, and is important to the national security of the United States,” and
he must specify which US agencies or third-party elements not part of the US
government are authorized to participate in any signiﬁcant way in the covert
action.57 No US funds may be expended for a covert action “unless and until
a Presidential ﬁnding” has been made in accordance with the oversight act.
The 1991 amendments preserve the option for the president to limit notice
to a small group of congressional leaders in “extraordinary circumstances,”
and presumably to withhold it altogether in rare cases, subject to subsequent
reporting “in a timely fashion.”58
It is also true that the conventional constitutional understanding of “war”
does not ﬁt the al-Awlaki targeted killing very well. Though it is legal to target
soldiers with lethal force during wartime, including US citizens serving with
the enemy armed forces, the al-Awlaki case is legally different. The scope and
nature of the battleﬁeld outside Afghanistan is not clearly marked or agreed
upon; who counts as the “enemy” is likewise a matter of dispute; and the
overlap between such a targeted killing and criminal law enforcement
requires a careful evaluation of the factual context before legally authorizing
a drone strike. In this way, the term “war” may obscure rather than clarify
the pertinent legal authorities.
Still, the combination of the authority given by Congress to the president as
commander in chief in the AUMF and the intelligence oversight legislation,
along with the president’s defensive war powers, provide adequate domestic
legal authority for targeted killing in the shadows and outside of hot
battleﬁelds. However, this is only true provided that the factual predicates
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emphasized by the Department of State and Department of Justice exist in the
individual case under review. For a case of targeted killing to be legally
acceptable, the government must identify the target as an operational participant in terrorist attacks against the United States, there must be an imminent
threat of continuing attacks, and ofﬁcials must determine that capture or arrest
is not feasible. Since these pre-conditions were met in the al-Awlaki case, it is
reasonable to conclude that he was lawfully targeted.

5. international law and targeted killing outside
traditional battlefields
Within international law, targeted killings by drones outside of conventional
wars and armed conﬂicts remain very controversial. These counterterrorism
and counterinsurgency operations in the shadows may be conducted at least
partly outside the UN Charter-based regime and established IHL. In addition,
some opponents of the US targeted killing policy assert that the drone strikes
violate international Human Rights Law (HRL) and that capture, arrest, and
prosecution of the terrorists or insurgents should follow implementation of law
enforcement mechanisms and processes.59 Former UN Special Rapporteur
Philip Alston asserted “outside the context of armed conﬂict, the use of drones
for targeted killing is almost never likely to be legal.”60
In a March 2010 speech, State Department Legal Adviser Harold
Koh offered a vigorous defense of the use of force against terrorists under
international law, including the targeting of persons “such as high-level al
Qaeda leaders who are planning attacks.”61 Koh indicated that each such
strike is analyzed beforehand based on “considerations speciﬁc to each case,
including those related to the imminence of the threat, the sovereignty of the
states involved, [and] the willingness and ability of those states to suppress
the threat the target poses.” Koh stated that, because we are in an armed
conﬂict with al-Qaeda, the Taliban, and associated forces, the United States
“may use force consistent with its inherent right of self-defense under international law.”62
According to Koh, al-Qaeda continues to present an imminent threat to
the United States such that “the United States has the authority under
international law, and the responsibility to its citizens, to use force, including
lethal force, to defend itself.” Accordingly, targeting decisions are made
case-by-case, based on “the imminence of the threat”; “the sovereignty of
the other states involved”; and “the willingness and ability of those states
to suppress the threat the target poses.”63 Koh added that IHL principles must
be followed in any such targeting, including the core principles of distinction
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and proportionality. The IHL principle of military necessity is also ascertained
by virtue of the imminence criterion noted above.
Attorney General Holder reiterated Legal Advisor Koh’s description of the
international law justiﬁcation for targeting in his March 2012 address. Holder
agreed that the United States has international law authority “to target speciﬁc
senior operational leaders of al Qaeda and associated forces.”64 The attorney
general summarized the pertinent IHL principles that apply, including
the requirement to avoid using weapons that cause unnecessary suffering.
In fact, Holder suggested that advanced weaponry might well minimize the
risk of civilian casualties.
International Humanitarian Law – The international law directly relevant
to targeted killing includes the UN Charter, and treaty-based and customary
IHL, especially jus ad bellum (the law regulating how parties can engage in
war) and jus in bello (the law regulating how parties should act during war).
Articles 2 and 51 of the UN Charter protect national borders and sovereign
prerogatives when it comes to the use of force, while preserving states legal
right of self-defense. The jus ad bellum requirements are normative, and in the
context of drone strikes, they focus largely on whether the host state
has consented to the incursion, as well as issues of military necessity and
proportionality. As a subset of international law, the jus in bello element of
IHL applies only when an armed conﬂict exists and limits drone strikes in ways
that are identical to well-accepted restrictions on other weapons.
The right of states to employ force in self-defense has long been understood
to be a core element of customary international law. Self-defense was codiﬁed
in Article 51 of the UN Charter, which provides: “Nothing in the present
Charter shall impair the inherent right of individual or collective self-defense
if an armed attack occurs against a Member of the United Nations, until the
Security Council has taken measures necessary to maintain international
peace and security.”65
Although the United States relies on Article 51 to justify its drone strikes, the
clause must be read alongside the parallel provision in Article 2, which
obligates all members states to “refrain . . . from the threat or use of force
against the territorial integrity or political independence of any state.”66
In practice, following an attack by a suspect who is at large in another state,
states must and generally do follow a regularized process, through diplomatic
channels, where a victimized state asks the sanctuary state to remove the threat
by arrest or other means. If the state meets its obligation, no self-defense right
to use military force in the sanctuary state exists. If the state is unable or
unwilling to take action necessary to remove the threat against the victim state,
that state may use military force (including drone strikes) in self-defense.67
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Resembling an exhaustion of remedies requirement, the obligation by the
victimized state to determine whether the host state can and will remove the
threat plays out in dynamic circumstances, especially in today’s shadow wars.
An additional complicating factor in assessing the international legality of
drone strikes is the non-state identity of the enemies in the shadow wars.
The charter, IHL, and customary international law was developed to control
the use of force by states, and self-defense was thought by many to be available
only in response to armed attacks by states on states.68 Yet the text of Article
51 does not specify the source of the armed attack that gives rise to the right of
self-defense. Since 9/11, state practice has recognized a right of self-defense
against non-state actors. There have been non-state actor attacks on states
throughout history, of course, but international law conventionally left them
for control by law enforcement and domestic laws. The 9/11 attacks changed
the law in this critical respect; if not overnight, soon thereafter. The UN
Security Council, NATO, and several states acted in self-defense against
terrorists thereafter, including the United States in Afghanistan and Israel
responding to Hezbollah in Lebanon.
The defensive use of force – targeted at a known al-Qaeda leader,
for example – also has ﬁrm legal roots in customary international law.
In making operational decisions like the ones made to strike with the
Predator in Afghanistan, Yemen, or Pakistan, international and US laws
concerning self-defense permits targeting al-Qaeda combatants, although
carrying out the strike in Yemen rather than on a traditional battleﬁeld
complicates the international legal issues. Whether waged against the
United States by a state or a non-state terrorist organization, war is deﬁned
by what it does, not by the identity of the perpetrator. Still, the law has not
yet evolved to account adequately for the twilight zone between conventional war and conventional peace, when nations are subject to the continuing threat of terrorist attack.
In the particular context of targeted strikes against individuals, the
self-defense justiﬁcation has matured and sharpened, as articulated by the
Obama administration, to focus on the imminence of the continuing threat
posed by the target. Combining self-defense and IHL principles, a targeted
strike must be militarily necessary, demonstrated by the host state being
unwilling or unable to remove the threat and by the victimized state
showing that the strike will likely prevent further attacks.69 In Pakistan,
consent may be as much a matter of domestic and international politics as
tactical and strategic considerations on the ground. In Yemen, consent may
or not be realistically obtainable depending on the region of Yemen under
consideration.70
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In Yemen, one alternative to the drone strikes in 2002 and 2011 was a
“snatch and grab” operation conducted by a squad of commandos, deployed
by helicopters from ships in the Red Sea. In discussions with Yemeni ofﬁcials,
that option was rejected because it was feared that a ground operation could
ignite a guerrilla war. Armed Predator drones had been ﬂying over Yemen for
some time, awaiting targets of opportunity. According to US ofﬁcials, Yemeni
government ofﬁcials were aware of the surveillance and of potential strikes
against al-Qaeda.
In fact, the Yemeni government increased its cooperation with the US effort
in the months before the November 2002 strike. This occurred after US
ofﬁcials complained of a lack of cooperation in investigating the USS Cole
bombing and other terrorist attacks where suspects hiding in Yemen
were potentially involved. Although Yemen sought to conduct its own
counterterrorism operations near its remote and largely lawless border with
Saudi Arabia, a principal sanctuary for al-Qaeda operatives, a December
2001 operation led to heavy Yemeni casualties.71
If Yemen consented to the al-Awlaki strike, the legal analysis under
international law is simpliﬁed, because Article 2 is satisﬁed and the Article 51
self-defense argument is no longer necessary. The 2002 Yemen strike was
conducted after considerable cooperation between US and Yemeni ofﬁcials,
including a joint US–Yemen intelligence team.72 Although it is impossible to
ﬁnd deﬁnitive evidence of Yemeni government consent on the public record,
there are reports of Yemeni President Saleh agreeing to give US military and CIA
personnel a green light to attack al Qaeda targets in Yemen.73 The agreement
pre-dates the 2002 al-Harethi drone strike, and the continuation of a cooperative
venture by US and Yemeni ofﬁcials and their forces (from the end of 2009 into
2011) has been documented by journalists. Because Yemen has attempted to
keep its cooperation with the United States quiet, details are hard to come by,
including any speciﬁc indication that Yemen approved the al-Awlaki strike.
If the evidence of Yemen’s consent is insufﬁcient legally, the international
law right of self-defense recognized in Article 51 nonetheless supports the
strike. Focusing on the narrow question of whether the United States may
use force targeted at an individual in Yemen based on self-defense against
AQAP, the case is strong as applied to the al-Awlaki attack. Treating AQAP as a
stand-alone entity, the case for self-defense begins with the bombing of the
USS Cole in Yemen in 2000, and mortar attacks and car bombing of the US
embassy in Yemen by AQAP in 2008. More recently, AQAP attempted to
destroy passenger and cargo jets bound to the United States in 2009 and 2010,
and al-Awlaki’s conspiring with “the underwear bomber” Abdulmutallab and
Major Hasan at Fort Hood strengthen the case.74
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Because Yemen has a duty to ensure that its territory is not used as a base for
attacks against others, the victim state must only demand that the host
state remove the threat and give some reasonable time for it to respond before
exercising the self-defense use of force. There is also debate concerning
the legal authority to use self-defense against a non-state target in a sanctuary
state, but there is a strong argument by those who support what we might
call the “host state responsibility” position that victim states may use force in
self-defense against non-state targets if the host state is simply unable to control
the threat – what has been called the “failed or impotent state” exception.75
The exception has direct bearing on AQAP and some parts of Yemen.76
Like Article 51, IHL limits the exercise of self-defense against non-state
actors. Whether the Article 51 understandings of necessity, proportionality,
and distinction are substantively different than their IHL contents is unclear,
yet these can also be used to evaluate the al-Awlaki strike. Under IHL, the
principles of distinction, necessity, and proportionality would certainly limit
drone strikes, as they do any other use of force, in an armed conﬂict. However,
instead of the threshold requirement that there be an “armed attack” for
invoking Article 51, uses of force against a state that do not meet the conditions
of an armed conﬂict are regulated by customary international law, HRL, and
domestic law. Although it is debatable whether transnational terrorism and alQaeda’s attacks emanating from Yemen constitute an armed conﬂict,
emerging state practice, and the view of many scholars, is that non-state
transnational terrorism may rise to the level of an international armed conﬂict
(IAC) or non-international armed conﬂict (NIAC) under IHL. The United
States appears to consider transnational terrorism a form of NIAC and, as
such, IHL and its principles apply.77
One of the most vexing challenges in IHL that extends to drone use is
identifying lawful targets, an essential component in complying with the
principle of distinction. Legitimate targets under IHL include combatants,
members of organized armed groups, and civilians directly participating in
hostilities. If a legitimate target is identiﬁed, he may be struck without any
evidence of a threat to the attacking force.78 Terrorists and insurgents do
not wear uniforms, are not part of an identiﬁable state army, and often
intentionally mingle with and carry out their attacks from within civilian areas.
Within the shadowy zone of terrorist threats, it is not clear exactly what
distinguishes a combatant, and thus a proper target, from a civilian who may
not be targeted. Nor has it been settled what evidence is adequate to warrant
targeting with lethal force against someone who does not wear a uniform and
who does not ﬁght for a sovereign state, yet is implicated in terrorist activities.
Since 9/11, the view of the United States and its allies is that someone who is
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positively identiﬁed as an al-Qaeda operative may be targeted on the basis
of membership in an organized armed group as deﬁned by IHL.79
Outside an armed conﬂict, an individual may be targeted with lethal force
by a state acting in self-defense only when the state credibly maintains that the
target poses an imminent threat of future attacks. Some have worried that
the IHL status-based targeting and self-defense conduct-based targeting may
have merged in the legal justiﬁcations offered by the United States for its
drone strikes. A careful review of the Obama administration statements,
however, shows that the administration has maintained the distinctions
between the two regimes. Even though both IHL and self-defense may
support the al-Awlaki targeting and other strikes in the shadow wars, the
administration has identiﬁed who the enemy is in its armed conﬂict and it
has stated that only individuals meeting strict requirements would be targeted
and only if the three factors mentioned above are met: positive identiﬁcation
as a terrorist threat, imminence of the continuing threat, and unwillingness or
inability of the host state to remove the threat.
An evolving understanding of what it means to be a civilian who is involved
in the “direct participation in hostilities” (DPH) focuses attention on the status
of the target. Under IHL, such persons may be targeted “during and for such
time” as they are engaged in DPH.80 As with application of the principle of
distinction more generally, targeting such a civilian must be tied to an armed
conﬂict. According to the law of self-defense, the criterion for targeting is
imminence of the threat, not status of the target, and the United States has
offered clear justiﬁcations for targeting under the DPH standard as well. Some
assert that the US government’s adoption of the International Committee of
the Red Cross (ICRC) interpretive guidance that allows targeting civilians
who are members of an armed group when they have a “continuous combat
function” (CCF) enables substituting a status determination for the factual
questions required by the “for such time” portion of DPH.81
However, the United States has continued to make both status and conduct
determinations on a case-by-case basis in its targeting. The CCF concept
allows for the targeting of a terrorist operative who, for example, carries out
his attack and then begins his shift at the local bakery. According to the ICRC,
a person becomes part of an “armed group” by virtue of his “continuous
function for the group involving his or her direct participation in hostilities.”82
This approach allows terrorists and insurgents to be viewed as combatants
as a matter of law.
Does it matter under international law that the target of an American drone
strike is a US citizen? The short answer is: not in this case. As an operational
leader of AQAP, al-Awlaki was a combatant or a civilian taking direct part in
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hostilities in an ongoing armed conﬂict with al-Qaeda or AQAP. Thus, he
could be targeted on the basis of his status or his conduct. Self-defense law also
permits the use of lethal force against any target that presents an imminent
threat of continuing attacks against the United States. Like the US citizen
who was part of the World War II German saboteur team in Ex Parte
Quirin,83 US citizenship did not stand in the way of the prosecution of persons
as “enemies who have violated the law of war.”84
Regarding proportionality, targeting an individual – al-Awlaki or someone
else – is certainly proportionate to the attacks AQAP has attempted against
the United States. The IHL principle requires that parties refrain from attacks
where the expected civilian casualties will be excessive in relation to the
anticipated military advantage. By their nature, drone strikes afford greater
precision than conventional air strikes. In addition, the IHL rule requires
balancing civilian losses against the military advantage expected to be gained
by the attack, as determined by the military commander. The more common
objection is that the drone strikes may generate more sympathy for AQAP and
anger and resentment toward the United States and the Yemeni government.
This may well present a powerful critique, but it is a criticism of a policy
decision, not evidence of a failure to respect existing law.
What does international law in general, or IHL in particular, have to say
about the status of individuals operating drones? The question focuses on the
CIA most prominently, yet could also be asked of civilian contractors. The
answer is, not much. For the CIA, international law does not forbid those who
are not members of the armed forces from participating in armed conﬂict.85
Instead, those who operate drones become “unprivileged belligerents.” This
means that, despite being civilians, they lose their protected status by participating in hostilities.86 As such, CIA or contractor personnel can be lawfully
targeted by the enemy, and if captured they would not be entitled to POW
status or immunity from prosecution. In addition, both CIA personnel and
contractors could be prosecuted under the domestic law of any country
from which they conduct drone strikes, and could also be prosecuted for
violating US laws.
As outlined above, the CIA has the domestic legal authority to carry
out targeted killing by drone strikes. Nevertheless, the legitimacy of these
policies would be heightened with greater public clarity as to the substantive
and procedural aspects of their involvement in these controversial strikes.
The CIA may be in the process of improving training for those involved in
the drone program and may have rigorous guidelines for the processes
and criteria for targeting. However, at present, it is impossible to ﬁnd conﬁrmation of these developments in the public domain. Executive branch and

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

Regulating Drones

149

congressional oversight has not been transparent, and, in fact, there is little
detailed guidance on just what oversight is required.
Doctrines of avoidance have practically foreclosed a role for the courts in
reviewing the CIA role (or the role of the military in targeted killing, for that
matter),87 and occasionally lucid and helpful media reports must rely on leaks
from the CIA or elsewhere inside the classiﬁed environment. Even if most of
us accept that secrecy is a necessary element of intelligence gathering
in modern governance, licensing the CIA to use lethal force under an
open-ended statutory or executive order rubric is ill advised.
Related to the concerns about the CIA operating in violation of international law is the tendency of the United States to mount many of its drone
strikes as joint CIA–DoD operations. To be sure, domestic law questions at the
heart of the so-called “Title 10/Title 50 debate” (the two titles of the US Code
where military and intelligence activities are authorized and regulated by
Congress) are complex and understudied, at least until recently.88 Still, to
the extent that United States targeted killing operations have converted spies
into soldiers and soldiers into intelligence operatives, the bases for assessing
accountability are further blurred, leading to the erosion of the international
legal credibility of the operations.
International Human Rights Law – How does human rights law apply to
drone strikes in the shadow wars? During an armed conﬂict, force may be
used as a ﬁrst resort against individuals identiﬁed as the enemy. Under HRL,
the dominant international law framework where there is no armed conﬂict,
armed force is permitted only as a last resort. Whereas an individual who is
part of the enemy in an armed conﬂict may be targeted under IHL, the use of
lethal force under HRL is permitted only when the individual poses a direct
threat to others at the time of targeting. While IHL tolerates the incidental loss
of life as long as the losses are proportionate to the military objective, under
HRL no incidental casualties are permitted. As noted above, since the 9/11
attacks, the United States has considered itself engaged in an armed conﬂict
with al-Qaeda, the Taliban, and associated forces wherever their operatives
may be found and it has maintained that self-defense principles support the
use of military force against those targets.
To the extent that the shadow wars occur where there is an armed conﬂict –
and this is a reasonable conclusion as regards AQAP at the time of al-Awlaki’s
death – the United States does not believe that HRL applies. This is because
IHL is regarded as lex specialis, special law, used for managing state power and
other issues within a “special” context: in this case, war. So, HRL would apply
to the al-Awlaki drone strike and other attacks in the shadow wars only where
there is no armed conﬂict or based on the understanding that HRL may apply
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alongside IHL. That is, even within armed conﬂicts, HRL supplies an
important set of general rules and limitations relevant to state action, such as
drone strikes.
For example, the foundational idea of HRL is the right to life, which
imposes the necessity requirement on the use of deadly force.89 HRL concepts
also inform ideas such as a preference for the use of non-lethal means and
issues of imminence.90 In other words, as long as the United States had
substantial reason to believe that al-Awlaki was continuing to play a leadership
role in planning attacks against the country and that he could not realistically
be captured or arrested, he could be killed consistent with HRL.
However, US legal advisers did not choose to select either IHL or HRL in
analyzing drone strikes in general or the al-Awlaki attack in particular. Perhaps
following the lead of the Israeli Supreme Court in the 2006 Targeted Killings
decision, the US position combines IHL and HRL considerations. The US
government applies IHL based on the determination that there is an ongoing
armed conﬂict against al-Qaeda, the Taliban, and associated groups in which
terrorist operatives are understood to be members of an armed group within
IHL, thus permitting targeting at any time upon positive identiﬁcation. The
United States also applies HRL concepts of reviewing whether arrest or
capture is possible before deciding to use a lethal strike. Although an interest
in arrest or capture may be viewed as an element of IHL proportionality, it also
expresses core HRL commitments to respecting the right to life and due
process protections, illustrating a convergence of frameworks that is occurring
in the post-9/11 world of terrorist and insurgent violence.
Overreliance on international law in analyzing drone strikes – Most of the
criticism leveled by legal experts at the US targeted killing policy in general,
and at the al-Awlaki strike in particular, allege violations of international law.
Unsurprisingly, the substantial energy that has been invested by US legal
advisers in offering a legal rationale for targeted killing and drone use,
including targeting US citizens, has also focused on international law.
Though understandable given the international controversy generated by the
policy, it is unfortunate that the legal picture has focused largely on international law. In part this is because, as mentioned above, US domestic law
may supersede inconsistent international law, whatever its contents and
sources. In addition, the focus on international law may draw attention away
from the need for signiﬁcant reform of domestic law and institutions for
addressing the issues raised in drone strikes.
In any case, the defense of targeting offered by State Department Legal
Adviser Harold Koh is persuasive, leaving only a few unsettled international
law questions. Outside the “hot” battleﬁelds, drone strikes in the shadow wars
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may or may not be amenable to the jus in bello principles of IHL and to HRL.
The evolving customary understanding of self-defense permits drone strikes
against a non-state target in the shadows, based on host-state consent, an
impotent state, and an imminent threat posed by the target. The United States
has, as a matter of policy, followed the IHL jus in bello principles of military
necessity, distinction, and proportionality in assessing targeting decisions
prior to each drone strike.
Regarding Yemen and the al-Awlaki attack, it is likely that the Yemeni
government consented to the September 2011 strike, as it had to the 2002
targeting. If Yemen consented, the UN Charter requirements were met
and the self-defense argument is superﬂuous. If the evidence of consent is
insufﬁcient, the case for self-defense against al-Awlaki is strongly based on the
US government’s presentation of evidence of his personal leadership role in
operations between 2009 and 2010. In this sense, al-Awlaki was lawfully
targeted based on his positive identiﬁcation as a terrorist threat, the imminence of his continuing threat, and the unwillingness or inability of Yemen to
remove the threat. Although the United States and some other nations view
IHL as lex specialis when an armed conﬂict is ongoing, the United States
also seriously considered HRL in its assessment of targeted drone strikes.
The right to life protection in HRL may be subordinated in al-Awlaki’s case
on the basis of the imminence of the threat he posed and the unrealistic
prospects for his capture or arrest.
However, from an international law perspective, the signiﬁcant shortcoming in the US policy is its lack of transparency. Particularly when implemented by the CIA, but only slightly less so when carried out by JSOC,
drone strikes are secretive, both legally and practically. As a consequence,
the international legal obligation of the United States to ensure that its use of
force is accountable cannot at present be met, under IHL or HRL.91 If the
United States does nothing to remediate its domestic law rules and processes
along these lines, this international legal precedent will likely open the
door for other states to pursue the use of drone strikes untethered by legal
constraints.

6. drone strikes and new battlefields: the need
for more effective law and policy
The wars of the foreseeable future are not likely to be conventional state-onstate military conﬂicts. Irregular wars will be fought across a spectrum of
battleﬁelds – some physical and some virtual – and by a mind-numbing
array of means, from traditional military hardware, to pilotless drones, to other
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semi-autonomous or even autonomous machines with directed energy
weapons systems, and to cyber and electronic warfare. There is no question
that the use of lethal drones has become the counterterrorism weapon of
choice for the United States in recent years, for use in hot battleﬁelds as well as
in the shadow wars that are and will continue to take place in weak or failing
states where local governments are either unwilling or unable to address
serious threats on their own. The legal questions surrounding drone use
outside traditional battleﬁelds are complex and unsettled, though tentative
answers are being developed through largely US state practice, one drone
strike at a time.
Apart from the law, are the drone strikes in the shadows efﬁcacious?
A senior US military ofﬁcial said that among the surviving leaders and foot
soldiers in al-Qaeda: “[The death of al-Awlaki] sets a sense of doom for the rest
of them . . . [the strike] increases the sense of fear. It’s hard for them to attack
when they’re trying to protect their own backside . . . Bottom line, they’ve
taken a severe impact.”92
But others, such as Audrey Kurth Cronin, argue that the drones program
may be tactically successful in the short-term but not helpful in defeating
al-Qaeda in the longer term. She maintains that drones “may be creating
sworn enemies out of a sea of local insurgents.”93 So, regardless of the legality
of targeted killing with drones, there are many complex policy and ethical
considerations, such as whether drone strikes are, in fact, effective or counterproductive in addressing global terrorism; whether there are core ethical
failures in a policy that kills persons not wearing enemy uniforms without
any transparent judicial process; and whether there are broad implications for
warfare practiced by civilian or military “pilots” operating unmanned vehicle
from thousands of miles away.
Throughout history the law has failed to keep up with changes in the
dynamics of military conﬂicts. In domestic law, no law speciﬁcally authorizes or controls lethal targeting by drones, whether operated by the military,
the CIA, or contractors. When Congress reacted to the gravity of the 9/11
attacks by enacting the AUMF, they understandably authorized the
broadest authority for the president as commander in chief to attack those
connected to the responsible parties. Yet more than a decade later, no
revisions of the AUMF have been enacted, and there has been no recognition by Congress that the United States is now ﬁghting irregular wars in the
shadows. Nowhere is the weakness of the legal regime more glaring than in
its treatment of targeted killing. The relevant spheres of authority overlap –
the laws of the United States (constitutional, statutory, and executive)
and international laws (treaty-based and customary, IHL, and HRL).
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The relationship of these spheres of authority to one another and their
application as binding law remains unclear and contentious.
In at least one respect, the emerging shadow wars call into question the role
of Congress. After enacting the AUMF and giving President George W. Bush
expansive authority to invade Iraq, Congress learned that the expanding
involvement in the shadow wars – including lethal targeting with drones in
Pakistan, Yemen, and Somalia – bore little risk of US casualties. Despite the
hundreds of drone strikes that have been carried out in these states since 2004,
there has been no debate and not a single vote in Congress either in favor of or
in opposition to the targeted killing policy outside traditional battleﬁelds.
These new battleﬁelds require adaptations of old laws, both domestic and
international.94 The authority for targeted killing may be found within the
existing domestic and international law. However, the foundational authorities are not well formed, and there has been little deliberative attention
toward modernizing the law to reﬂect the modern battleﬁeld. Congress should
enact policies and set legal criteria for the use of force against non-state
enemies that operate in the shadows. In addition, the pertinent executive
order continues to use the term “assassination” without deﬁnition or limitation, creating ambiguity and misunderstandings of its impact and policy
signiﬁcance. Congress and the president should supply deﬁnitions distinguishing assassination and targeted killing, and Congress should revisit its
intelligence oversight legislation to make explicit the inclusion of targeted
killing within the scope of the legislation’s presidential ﬁnding and notice
requirements.
In terms of speciﬁc targeting authority, Congress should replace the AUMF
with a more ﬁne-grained authorization for the use of military force against
terrorists. This should involve supplying clear criteria for the use of force in
self-defense, including targeted killings, within and outside what are regarded
as traditional battleﬁelds. In addition, Congress should establish processes
that must be followed before carrying out a strike. Is functional membership
in al-Qaeda or a related group sufﬁcient? Must the target be taking a direct
part in hostilities? Does this mean the he must be engaged in preparing for
an imminent attack against the United States? Or is providing ﬁnancial or
logistical support to terrorists enough to permit targeting with lethal force?
To what extent should the consent of a sovereign state be required before
military force is used against terrorists who seek refuge in that state? These
reﬁnements would improve the legal framework for targeted killing and
they would divide the labor more appropriately and more in line with constitutional provisions on the proper relationship between the distinct branches
of government. These revised laws would then deﬁne the nasty business of
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targeted killing as they should be understood: as a permissible but tightly
managed and fully accountable means of national self-defense in an era of
terrorist and insurgent attacks on the United States.
In addition, the international community should consider a multilateral
treaty on the uses of drone technologies, including lethal targeting. In particular, a UN-initiated convention and subsequent treaty could engage questions
of target identiﬁcation and targeting criteria, host-state consent, distinction,
and proportionality standards. Customary international law is being developed
now through state practice. Yet much of it is quite literally in the shadows – in
the form of unconﬁrmed or only barely acknowledged strikes by the CIA.
Secret strikes cannot inform customary law because they are not publicly
known or acknowledged. The publicly conﬁrmed drone strikes that have
occurred in the shadow wars – in Pakistan, Yemen, and Somalia – raise
contentious issues at the intersection of IHL and HRL, not to mention jus
ad bellum questions that likewise would beneﬁt from airing in the process of
shaping an international agreement. Continuing efforts by the United States
and other states, along with the ICRC and other NGOs, can work toward
more reﬁned understandings of the answers to the issues.
A recently disclosed Iranian Quds Force plot to kill the Saudi ambassador
to the United States by blowing up a fashionable Georgetown restaurant
provides further evidence that the shadow war is evolving, perhaps in
unpredictable and dangerous new ways. Instead of a conventional military
operation to attack Iranian facilities, the United States (and its likely partner
Israel) have used covert means – including the Stuxnet computer worm
and bomb attacks against Iranian nuclear scientists – to attack and at least
slow down Iran’s efforts to construct nuclear weapons.95 The Iranian
government fully understands, of course, the source or sources of the covert
operations against it.
As we learned during the Cold War, both sides can operate in the shadow
war. That the Georgetown plot against the Saudi ambassador was discovered
and thwarted does not mean that the next one will end the same way. Nor will
smaller and less powerful states or non-state actors necessarily be deterred by
US military superiority when ﬁghting the shadow war. Drone strikes may
be carried out relatively cheaply, whether in retaliation for US incursions or
to further some other aim in the shadows.
Although only the United States, Israel, and United Kingdom have used
drones for lethal targeting so far, our near monopoly on weaponized drones is
coming to an end.96 Around eighty countries have built or purchased drone
technology and the number continues to increase. Private groups may acquire
them too, as is illustrated by their reported presence in the arsenal of Hezbollah.
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If for no other reason, the inevitability that other states and non-state actors will
use drones to hit targets that the United States wishes to protect – our own
people or allies – should cause us all to think long and hard toward establishing
durable, transparent, legal criteria for lethal drone strikes.
The practice of the United States is generally supported by international
and domestic law, but there are no detailed substantive criteria for drone use
outside of hot battleﬁelds. As such, current US drone policy provides an easy
template for other empowered actors to deploy drones for targeted killing
in multiple contexts with limited adherence to core legal principles and
perhaps with even less transparency.
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A Move Within the Shadows
Will JSOC’s Control of Drones Improve Policy?

naureen shah

1. jsoc and drone operations
Lethal drone operations have become a staple of US counterterrorism, and
some US policymakers and observers believe that this strategy is likely to
increase over the next decade. While much of the criticism of the drone
campaign has focused on the covert and possibly illegal actions of the CIA,
there has been very little public discussion of the signiﬁcant and complex role
of the Joint Special Operations Command (JSOC) in targeted killings. This is
signiﬁcant because a common misconception presents the US drone strategy
as falling into two distinct programs: the conventional military’s overt drone
strikes in Afghanistan, and the CIA’s covert strikes in Pakistan and Yemen.1 In
fact, JSOC has worked alongside the CIA in Yemen and perhaps in Pakistan,
although the character of their cooperation appears to depend on the particular theater and perhaps even the speciﬁc operations. What is clear from
limited US government disclosures – mostly in the form of leaks to the press –
is that JSOC has been involved in lethal targeting operations across the globe.
This is very signiﬁcant in that JSOC is a military organization that works
alongside the CIA. Yet it is neither part of the conventional military nor wholly
akin to the CIA. It is a highly secretive military organization with a record of
human rights abuses, possibly resulting from a distinctive culture and dubious
relationship to international humanitarian law (also known as the Law of
Armed Conﬂict, or LOAC), which deﬁnes clear rules governing the conventional military. Understanding US policy regarding drones requires a deeper
consideration of JSOC and its role in these programs. This is because this
element of the US military enjoys expansive authority, is increasingly convergent with the CIA, apparently lacks adherence to LOAC, and suggests a new
less legally bound projection of military force that creates a variety of ethical
and policy concerns.
160
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The president has suggested that drone operations will increasingly
be managed by the Department of Defense (DoD) rather than the CIA.
Observers hope this change will bring greater transparency and respect for
the law to the drone program. However, within this possible shift, a key
issue remains: the role of JSOC. This is particularly signiﬁcant as limited
government disclosures suggest that JSOC has conducted drone strikes in
parallel and cooperation with the CIA and may be unlikely to reform its
approach to these missions to address core problems with the current program.
Not nearly enough is publicly known about JSOC to know for certain
whether it would be more responsible and accountable than the CIA in
preventing civilian casualties and complying with the LOAC. For this reason,
removing the CIA from the drone program will not necessarily address the
program’s controversial nature. Assuming this shift occurs, the signiﬁcant
scrutiny applied to the CIA’s drone strikes should be equally applied to the
DoD–JSOC drone deployment.

2. jsoc: a secret group within the us military
The public and policymakers know little about the extent and scope of
JSOC operations. What is most familiar are its successes, mostly notably
their operational role in the Abbottabad, Pakistan raid that killed Osama
bin Laden. This and other capture/kill missions have led to a remarkable
level of political support for JSOC, as well as widespread tolerance of
its extreme secrecy. One former military general described JSOC with
admiration as composed of “the most dangerous people on the face of
the Earth.”2 With political support, JSOC has evolved into what a former
counterinsurgency adviser to General David Petraeus describes as “an
almost industrial-scale counterterrorism killing machine.”3 Indeed, JSOC
has tripled in size since 9/11, to more than 4,000 soldiers and civilians,
and a budget of more than $1 billion.4 It has “all of the pieces of a
self-sustaining secret army,” including its own intelligence division and
its own drones.5
From a human rights perspective, these are dubious accolades. Yet it is hard
to dispute that JSOC is an exceptionally effective and signiﬁcant element
of the US military. The current JSOC is a creature born of post-9/11 counterterrorism strategies and related real and imagined needs. It is segregated
from the regular military and its bureaucratic entanglements, highly specialized through its focus on counterterrorism, and extremely secretive. It may
be even more shadowy than the CIA in that it lacks the stigma or notoriety
of the agency.
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JSOC is a part of the US military, yet it stands apart. It is part of the far larger
Special Operations Command (SOCOM). Termed by one observer “the
military’s secret military,” SOCOM deals with a universe of US military
activity that occurs almost completely outside of the view of the American
public.6 SOCOM operates in at least seventy-ﬁve countries, with missions
as varied as foreign troop training and counterproliferation of weapons of
mass destruction.7
SOCOM and JSOC were created in the early 1980s during a period that
saw a resurgence of US military expansion. Military failures – including the
unsuccessful attempt to rescue American hostages from Iran, the terrorist
bombing attack in Lebanon, and higher-than-expected military casualties
during the invasion of Grenada – led to increased congressional concern
about the post-Vietnam deterioration of US Special Operations Forces
(SOF). In 1986, Congress mandated the creation of a uniﬁed command
headed by a four-star general for all SOCOM.8 It was composed of units from
all the service branches, including the Army’s Green Berets and Navy SEALs.
JSOC was reportedly created through a classiﬁed charter around the same
time.9 It was ofﬁcially subordinated to the newly established SOCOM, which
provided support to regional commands.10
Particularly since 9/11, JSOC has functioned separately from the rest of the
US military. In 2003, then-Secretary of Defense Donald Rumsfeld grew
frustrated at the CIA’s better capacity to operate on the ground in Afghanistan
as compared with the SOF.11 He made SOCOM a “supported command” –
allowing it to plan and execute its own missions apart from regional combatant
commanders.12 Moreover, administration ofﬁcials have reportedly bypassed
SOCOM and issued orders directly to JSOC, treating it as the “President’s
Army.”13
At the direction of the executive branch, JSOC became a specialized
counterterrorism unit with nearly worldwide authority to kill or capture
al-Qaeda operatives. A September 2003 Executive Order (EXORD), known
as the al-Qaeda EXORD, or AQN EXORD, authorized JSOC operations
in Afghanistan, Iraq, and a dozen other countries, reportedly including
Pakistan and Somalia.
Though the AQN EXORD has never been made public, some details
are known. It granted authority for lethal actions in Iraq and Afghanistan
without additional presidential approval, while activities in other countries
were subject to various rules imposed by the National Security Council.
It reportedly included detailed rules of engagement, requiring higher levels
of approval for actions, for example, that might result in a large number of
civilian casualties.14
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Under the Obama administration, the AQN EXORD and other Executive
Orders have reportedly been rewritten to require more vetting by the White
House.15 There are also reports that General David Petraeus, as head of the
military’s Central Command, expanded and updated the order in 2009.16
Despite JSOC’s size, it has been able to maintain a degree of secrecy
exceeding any other US organization wielding force, including the CIA.17
As retired General Barry McCaffrey testiﬁed to Congress, JSOC has “run
[as] a parallel universe” that “publicly we don’t talk too much about.”18
JSOC “camouﬂages itself with cover names, black budget mechanisms, and
bureaucratic parlor tricks” to maintain its secrecy.19 Indeed, the ofﬁcial
description of JSOC still mentions a host of roles: “to study Special Operations requirements”; ensure “interoperability and equipment standardization”; develop “joint Special Operations plans and tactics”; and conduct
“joint Special Operations exercises and training.”20 None of this mentions
JSOC’s targeting or drone operations.21 Moreover, a lack of clear oversight
structures has enabled JSOC “to slip out of the grip” of Washington
bureaucracy, as General Stanley McChrystal put it when he was
commander of JSOC.22

3. jsoc and cia: issues of accountability
Perhaps due to JSOC’s secrecy, its involvement in drone strikes has drawn far
less attention – and criticism – than the CIA’s. Although US ofﬁcials have
leaked information about particular drone strikes involving both JSOC and
the CIA, they have declined to delineate the particular roles of the two
entities. Most of what we know comes from reports by journalists and scholars.
The catalogue of reporting contains information that is at times conﬂicting
and ambiguous, but overall suggests two kinds of CIA–JSOC cooperation.
First, some operations are parallel, meaning that JSOC and the CIA conduct
separate campaigns of strikes in the same region. In these parallel operations,
the CIA and JSOC may exchange information and provide each other with
operational support. Second, the CIA and JSOC conduct joint operations.
In these cases, it appears that cooperation is signiﬁcant but bifurcated, for
example, with JSOC taking a lead on operations that are conducted under the
CIA’s legal authority. This has various implications, including allowing JSOC
to escape the scrutiny of the congressional committees charged with oversight
of the military. While public information on its activities remains limited and
difﬁcult to obtain, it is clear that JSOC has played a signiﬁcant role in drone
strikes in Pakistan, Yemen, and Somalia, all sites outside of traditional legally
deﬁned conﬂict zones, such as Afghanistan and Iraq.
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Pakistan – The vast majority of US drone strikes have occurred in Pakistan,
and US ofﬁcials have credited these actions with severely diminishing
al-Qaeda’s capacity in the region. In Pakistan, the CIA began conducting
strikes in 2004. President George W. Bush ordered an increase late in his term,
in 2008.23 While the CIA’s campaign is well known and US ofﬁcials have
repeatedly alluded to it, there are also reports of parallel JSOC operations in
the same region.24 A WikiLeaks cable from October 2009 appears to conﬁrm
US Special Forces involvement in drone strikes, with the knowledge and
consent of the Pakistani Army.25 A military intelligence ofﬁcial told the Nation
in 2009: “Some of these strikes are attributed to . . . [the CIA], but in reality it’s
JSOC and their parallel program of UAVs strikes.”26
According to one account, JSOC carried out three drone strikes in Pakistan
under the George W. Bush administration before being pulled out in response
to public outcry and the concerns of the US ambassador.27 Other reports
suggest that JSOC’s role in Pakistan has been limited to providing intelligence
for drone strikes conducted under CIA authority. US ofﬁcials maintain that
SOF in Pakistan have been present only to train Pakistani forces.28
Yemen – In Yemen, the CIA and JSOC both operate drones and have
repeatedly conducted strikes since 2011.29 US ofﬁcials have leaked details
about particular drone strikes, but declined to clarify which agency takes
operational lead or under which agency’s legal authority the operations
are conducted.30 Accordingly, it is unclear whether current drone strikes are
conducted jointly by JSOC and the CIA, or are run as parallel but distinct
campaigns.
In 2011, unnamed administration ofﬁcials described JSOC and CIA operations as “closely coordinated” but separate campaigns.31 Some 2011 media
accounts described US operations as run by JSOC, but with CIA assistance.32
According to one account, JSOC and CIA alternate Predator missions in
Yemen and borrow each other’s resources.”33 JSOC commanders even
“appear on videoconference calls alongside CIA station chiefs.”34
JSOC has conducted ground operations in Yemen, as well as drone strikes.
According to one report, in 2010 President Obama sent several dozen JSOC
troops to Yemen to kill “scores of people on JSOC’s hit list” over a six-month
period, including six of the ﬁfteen individuals US intelligence had identiﬁed
as top regional commanders.35
Some operations in 2011 may have been conducted under the CIA’s legal
authority rather than JSOC’s. According to unnamed US ofﬁcials, the CIA
took a more dominant role in Yemen in 2011 due to uncertainty about
continuing Yemeni government consent in light of the political uprising
against then-leader and US ally Ali Abdullah Saleh. US ofﬁcials believed that
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if Saleh’s regime failed and they lost the consent of the Yemeni government,
the CIA could still carry out the strikes as “covert actions.”36
Perhaps the most well-known drone strike in Yemen occurred in
September 2011, when the US killed US citizen Anwar al-Awlaki in Yemen.
Anonymous US ofﬁcials described the CIA as “in control of all the aircraft,
as well as the decisions to ﬁre.” However, the ofﬁcials did not know
“whether a drone supplied by the CIA or the military ﬁred the missile
that ended the al-Qaeda leader’s life” because the “operations were so
seamless.”37
Somalia – JSOC and the CIA have conducted operations in East Africa
since 9/11, and there are indications that JSOC is expanding its ability to
conduct targeting and surveillance.38 The CIA, US air force, and American
security contractors are reported to be operating air bases in East Africa, as well
as the Seychelles,39 and the US military is building “a constellation of bases
in the Horn of Africa and the Arabian Peninsula.”40 The three known
American bases operating drones41 in the region are said to be operating as
many as twelve Predators and Reapers at a time.42
The ﬁrst reported US drone strike in Somalia occurred on June 23, 2011.43
While most reports attributed the strike to JSOC44 or SOCOM,45 CNN
described the strike as “part of new secret joint Pentagon and CIA war” against
the Somali-based al-Shabaab, based on a statement by Leon Panetta that
the Pentagon denied as indicating JSOC involvement in Somalia.46 As Wired
reported, “the military rarely conﬁrms drone operations over Somalia – and
the CIA never does,”47 while some news reports attribute strikes only to
“the United States.”48
The CIA and JSOC’s convergence in drone strikes manifests a broader
trend signaling their cooperation in counterterrorism operations generally.49
Indeed, Admiral William McRaven, former commander of JSOC and current
head of SOCOM, has described the two agencies as having spent “a decade in
bed together.”50 Robert Gates, then-secretary of Department of Defense,
heralded JSOC–CIA cooperation after the joint raid that killed Osama bin
Laden, calling it “an extraordinary coming together” that is “unique in anybody’s history.”51
Whatever the advantages of CIA–JSOC convergence, it necessarily belies
the hope that in the near future the DoD will take full ownership of the drone
program away from the CIA. Years of integration and interdependence may
make it very difﬁcult to disentangle the CIA and JSOC as regards drone
missions and may be unattractive to policymakers impressed with these actions
to date. According to journalists Marc Ambinder and D. B. Grady, after some
early turf conﬂicts between the organizations, “the integration” in Yemen at
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least “is almost seamless,” “JSOC and the CIA [are] alternating Predator
missions and borrowing each other’s resources, such as satellite bandwidth.”52
CIA-JSOC convergence also bodes poorly for increasing the transparency
and accountability of US drone operations. Government secrecy about the
delineation of responsibilities between JSOC and the CIA in drone strikes
has institutionalized both organizations’ avoidance of accountability. As a
practical matter, at times even government ofﬁcials do not have a clear
understanding of which organization is responsible for a strike or for particular
conduct. In 2011, the Washington Post reported: “[C]omingling at remote
bases is so complete that U.S. ofﬁcials ranging from congressional staffers
to high-ranking CIA ofﬁcers said they often ﬁnd it difﬁcult to distinguish
agency from military personnel.”53
According to another report: “American military and intelligence operatives
are virtually indistinguishable from each other as they carry out classiﬁed
operations in the Middle East and Central Asia.”54 And during the drone
strike in Yemen that killed Anwar al-Awlaki, which reportedly involved both
JSOC and CIA drones: “[T]he operation was so seamless that even hours later,
it remained unclear whether a drone supplied by the CIA or the military ﬁred
the missile that ended the al-Qaeda leader’s life.”55
Being unable to identify which agency carried out an operation could
make it difﬁcult to assign responsibility in the event of abuses or mistakes.
The blurring could create a gap in which no congressional committee has
clear jurisdiction to exercise oversight over a particular operation.56
Moreover, congressional oversight is compromised when JSOC conducts
operations under the CIA’s statutory authority.57 These joint operations have
been characterized as Title 50 operations,58 referring to the section of the US
Code that governs the CIA, as compared to Title 10 operations, which govern
military activities. In fact, Title 10 and Title 50 of the US Code provide various
and often mutually supporting authorities for the military and intelligence
services. Nevertheless, insofar as congressional oversight is organized around
the strict delineation between Title 50 operations that are overseen by the
intelligence committees, and Title 10 military operations that are overseen by
the armed services committees, joint operations between the CIA and JSOC
signiﬁcantly challenge effective oversight.
Indeed, members of Congress have expressed concern that operations
conducted under JSOC’s authority escape proper review.59 While the CIA
generally reports on some aspects of its operations to Congress’s intelligence
oversight committees, JSOC’s joint operations with the CIA may avoid
scrutiny by the armed services committees, which do not traditionally exercise
over military operations.60
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Another danger is that some joint missions could be reported to the
intelligence committees, while others are reported to the armed services
committees, meaning that while there may be oversight of particular missions,
no committee would have a comprehensive understanding of joint operations
generally or the ability to exercise complete and robust oversight over the
drone program as a whole.61
While some commentators suggest that joint CIA–military operations are
subject to double scrutiny – reporting to both the congressional committees
that oversee the CIA and those that oversee the military – members of
those committees themselves have voiced concerns.62 In a report accompanying the House of Representatives’ version of the 2010 intelligence authorization bill, the House Permanent Select Committee on Intelligence criticized
the Pentagon’s tendency to classify its clandestine intelligence gathering
activities such that: “[They] often escape the scrutiny of the intelligence
committees, and the congressional defense committees cannot be expected
to exercise oversight outside of their jurisdiction.”63
During a March 2012 hearing, Representative Hank Johnson, a member of
the House Armed Services Committee, questioned military ofﬁcials about
oversight of special operations forces operating under the CIA. Pointing out
a disconnect between funding and reporting requirements, Johnson noted
that although the House Armed Services Committee has budgetary authority
over SOCOM, when special operations forces act under CIA authority, the
Pentagon is not required to report back to the committee about its activities.64

4. jsoc practice as distinct from us military ethos
A transfer of drone strikes from the CIA to JSOC, even if likely, might not
improve the drone program in terms of transparency, accountability, or
compliance with the law. JSOC has an ethos and relationship to LOAC
that is unique – it neither approaches the law in the same manner as the
conventional military nor in the same way as the CIA. JSOC’s record should
be considered as a cautionary tale of potential problems with a DoD takeover
of US drone operations.
Over time and in response to public pressure, conventional US military
forces have developed and implemented systems of substantive legal accountability. Though not without serious ﬂaws, the conventional military’s practices
provide a stark counterpoint to JSOC’s secrecy and evasion of accountability.
US conventional military forces are required to follow LOAC in all operations.65 These legal requirements are not merely a matter of regulation, but
are also a key component of the military’s institutional culture.
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One of the major symbolic moments in the military’s cultural transformation
toward greater sensitivity to the importance of LOAC was the 1968 My Lai
massacre.66 Chilling accounts of the deliberate and sustained killings of an
estimated ﬁve hundred unarmed men, women, and children over the course of
four hours in a small Vietnamese village highlighted serious problems with the
military’s capacity to comply with established law and minimize civilian
harm.67 As military leaders and policymakers evaluated what went wrong
at My Lai, and in other Vietnam-era war crimes, they identiﬁed soldiers’
inadequate knowledge of the law as a central contributing factor. Enemy
ﬁghters in the Vietcong were not only “indistinguishable from the local
population, but also refused to abide by the established principles of the laws
of war,” circumstances that led soldiers to view the limitations of the law as
irrelevant.68 As two judge advocates wrote on the occasion of the twenty-ﬁfth
anniversary of the My Lai massacre in 1993: “This is the ﬁrst lesson of My Lai;
soldiers not only must know the law of war, but also must be able to understand
the necessity and rationale for having a law of war.”69 In response to these
abuses, the Department of Defense designed a comprehensive program to
effectively implement the laws of war by educating soldiers and encouraging
a shift in attitudes from one of reluctant tolerance for legal limitations to a
robust engagement and internalization of LOAC’s norms and rules.
In 1974, the DoD promulgated a directive mandating that every member of
the military had to be trained in the laws of war, and assigned primary
responsibility for training and law compliance to unit commanders. The
directive mandated the reporting of war crimes and of timely and proper
investigations.70 A version of the 1974 directive is still in place today.
It unequivocally requires that all Department of Defense organizations
“comply with the law of war during all armed conﬂicts, however such conﬂicts
are characterized, and in all other military operations.”71
Post-Vietnam law of war training emphasized the rationale and foundation
of the laws of war. W. Hays Park, former chief of the Law of War branch of
the Navy’s Ofﬁce of Judge Advocate, described this mandatory training as
“marrying” law of war obligations “to military effectiveness, professionalism
and good leadership.”72
In fact, US military actions in conﬂicts and operations after Vietnam have
showed that implementation of the laws of war required more than good
training, or a distributed manual. According to Hays Park, “It requires an
ethos. It requires comprehensive implementation, in peace and war, at all
levels of armed forces.”73
Today, there are dozens of rules, mechanisms, and guidelines created by
the US military to implement the laws of war, deﬁning a superstructure that
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serves not only to motivate legal compliance, but also to integrate law of war
norms into the core ethos of the armed services. Indeed, several of the services
explicitly describe law of war compliance as part of the “warrior ethos,” having
“the honor to comply with the Laws of War, the courage to report all
violations, and the commitment to discipline the violators.”74
One result of this institutional shift is that when signiﬁcant abuses against
detainees occurred during military operations in Iraq and Afghanistan, military
personnel themselves took leading roles in reporting those violations up the
chain of command and to the media, even though they risked retaliation from
other soldiers, disciplinary actions for their involvement, and potential prosecution.75 As a general matter, military personnel are motivated by the threat of
punishment, as well as scrutiny by Congress and the public. Nevertheless, they
are also compelled to act by the norms and ethos of their organizations. Indeed,
some military practitioners and scholars viewed abuses at Abu Ghraib prison in
Iraq not merely as violations committed by a few individuals that damaged
the Army’s reputation, but as violations of the US military’s core values, such
that those acts undermined the institution. As one military scholar put it:
“Army ethos requires the strict adherence to all laws governing the conduct
of war. And since the Army ethos is a fundamental attribute of Army
professionalism, if [sic] follows that the abuses that occurred at Abu Ghraib
directly undermined the foundations of Army professionalism.”76
Another result of the post-Vietnam transformation of the military is
its greater acceptance of international law and a related sensitivity and engagement with the domestic and international public. The military has created
institutions to foster learning and development regarding how the law of war
applies in complex and novel situations. For example, judge advocates receive
intensive law of war training at the Judge Advocate General’s School and
similar schools administered by the navy and air force. In 1988, the army
established a Center for Law and Military Operations, which publishes the
Law of War Deskbook, a database for judge advocates around the world.77
Judge advocates are actively involved in practical training operations at four
Combat Training Centers, where training units engage in simulated combat
and peace operations.78
This system of linking classroom teaching with study of the practical
application of the law of war has led to a greater openness and pluralism
within the military at an intellectual level and has helped to foster the
emergence of a culture of critique and debate around difﬁcult legal and moral
questions. For example, members of the armed forces have published
many constructive reviews of the effectiveness of the military’s systems for
investigating civilian deaths and assessing battle damage after targeting.79
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Equally signiﬁcant are the roles of military lawyers and scholars in aggressively engaging with debates about interpretations of the law in novel and
complex circumstances, not only within their own institutions, but also
among academics and policymakers. For example, the Naval War College
hosts an annual symposium on international law that brings together leading
military practitioners, scholars, human rights lawyers, and government
attorneys from the United States and other countries to debate and discuss
key issues within the ﬁeld. At outside conferences on international law,
military lawyers regularly participate in public lectures and debates on the
law of war, including its relationship to international human rights. Such
engagement by the military allows the institution’s views and policies to be
effectively informed by the perspectives of outsiders. Similarly, the military’s
public engagement with legal issues aids debates within the broader society
and among policymakers.
The US military’s commitment to LOAC as interpreted through speciﬁc
rules and procedures, such as its rules of engagement and elaborate pre- and
post-strike targeting processes, often reﬂect not only the strict and uncontroversial requirements of the law, but also an interest in preventing or mitigating
civilian harm. These policies and practices are motivated by the internalization of norms described above, as well as the military’s concern for public
opinion both at home and abroad.
Rules of engagement have, for example, restricted the number of civilian
casualties that are acceptable in targeting operations, beyond what is be
required by international law.80 For some operations, the military uses a
“collateral damage methodology” to estimate likely civilian harm from
an operation and consider ways to reduce it, based on “empirical data,
probability, historical observations from the battleﬁeld, and physics-based
computerized models.”81 Collateral damage estimates draw from frequently
updated reference tables that are subject to “physics-based computer
modeling” and “supplemented by weapons testing data and direct combat
observations.”82 The collateral damage mitigation process and attendant rules
have a cultural effect. For example, according to a 2010 government study, the
rules in Afghanistan bolstered the ability of air force pilots “not to engage
because they perceived risks of civilian casualties.”83
The conventional military also sometimes conducts “battle damage
assessments” after strikes and, when civilian harm has occurred, they have in
some cases led the military to provide medical aid or initiate a condolences
process.84
The military’s rules also reﬂect counterinsurgency strategies that require the
military to engage with local communities so as to gain a level of legitimacy.

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

A Move Within the Shadows

171

In Afghanistan, a 2010 tactical directive issued by General David Petraeus
emphasized, “every Afghan civilian death diminishes our cause.”85
The conventional military’s rules and procedures are a response to the high
visibility of civilian casualties. In an era of cell phone cameras and YouTube as
a platform for global dissemination, allegations of civilian casualties, backed
up by images and other data, have perhaps never before posed such a
signiﬁcant issue for military leaders. More generally, as Jack Goldsmith
has noted, the growth of global television and the Internet have “made war
observable anywhere, practically in real time.” As a result the “[l]awful action –
and also important, the perception of lawful action – had become more than
a demand of honor or morality or something to abide legal scrutiny; it had
become a military imperative.”86
Indeed, a July 2012 US Army manual on civilian casualty mitigation emphasizes that even unavoidable or lawful civilian casualties “will be publicized by
the news media and critically viewed by the American people, the local
population, and the international community”; it cautions that “operations
against insurgents may have to be postponed or modiﬁed if [civilian casualties]
and other collateral damage would undercut mission goals or political
support.”87
In contrast to the ﬁrm US military ethos to fully respect LOAC, bolstered by
sensitivity to public pressure, CIA and JSOC drone strikes have limited
visibility and are less impacted by the demands of public pressure. Because
both the CIA and JSOC routinely operate secretly, the structures and procedures that the military has built up around legal compliance and a concern for
civilian harm may be lacking, notwithstanding the organization’s claims to
ensure formal compliance with the law.

5. jsoc’s relationship to military rules and record
of abuse
As part of the military, JSOC is fully bound by LOAC and the DoD’s policies
on legal compliance. Insofar as JSOC’s leading ofﬁcers are drawn from the
regular military, the organization should also beneﬁt from the ethos of abiding
by the law and reporting abuse. Yet JSOC has a far more complex relationship
to these norms and a troubling and ambiguous relationship to DoD rules.
Considering the military’s structure, DoD policies should apply fully to
JSOC. SOCOM provides SOF units to geographic commands, like US
Central Command. As a SOCOM ofﬁcer explained: “Once those forces are
in a geographic combatant commander’s area of responsibility, they work for
that commander . . . under the same rules as other forces.”88
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However, when JSOC conducts operations under CIA authority, it may fall
under CIA rules and processes, which use a more ﬂexible interpretation of
the use of armed force in comparison with the conventional military.
Most notably, in contrast to the DoD, the CIA has never clariﬁed whether
and to what degree it considers itself legally bound by international law.89
Moreover, it is unclear whether JSOC operations are reviewed by military
lawyers or CIA lawyers. This is relevant because for all their good faith efforts,
CIA lawyers lack the experience and training of their military counterparts.90
Indeed, military lawyers may have the potential to provide greater checks on
potential abuses than CIA lawyers. In part this is because military lawyers are
a key element of an independent chain of command that emphasizes
independence and enables greater objectivity of legal review.91 A judge
advocate described the military lawyer’s role as standing for “integrity and to
be the commander’s conscience . . . not like an inspector general but rather
an internal conscience.”92
While CIA lawyers may be effective at clarifying law of war constraints to
agency decision makers, it is unclear whether they have internalized these
rules and perceive their position as ensuring that operations conform with
the law’s underlying values. In light of the legal complexities of current drone
operations, there is a risk that decision makers at the CIA might conduct
strikes justiﬁed by gaps or ambiguities in the law, as their lawyers are either
unable or unwilling to exert countervailing pressure.
If CIA interpretations of the law guide JSOC when it conducts operations
under the agency’s authority, concerns about the CIA culture become
relevant to an evaluation of whether or not JSOC is the appropriate entity
for managing drone strikes. The CIA’s relationship to legal compliance is
often formalistic; and even in accounts favorable to the agency, it is viewed
as engaging the law largely as a means of avoiding liability and political
repercussions for actions that, if revealed, might be perceived as illegal, even
if technically legal. In these accounts, there is a possibility that even
if interpretations are technically legal, they might nevertheless offend the
purposes and values of the law, or so severely test the limits of the law as to
be inappropriate.
JSOC’s operations under CIA authority complicate its relationship to
the conventional military’s rules and procedures, particularly those designed
to prevent and mitigate civilian harm. It is possible that joint JSOC–CIA
operations are governed by the military’s rules of engagement, set by Central
Command and other geographic commands, and that targeting operations are
subject to the military’s pre-strike and post-strike assessment and investigation
processes. However, it is also possible that these joint operations are governed

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

A Move Within the Shadows

173

by the CIA’s operating procedures, or some set of procedures established
speciﬁcally for such joint operations. Adding to the confusion is a third
possibility: JSOC–CIA operations may take place within a sui generis framework that breaks from traditional rules and procedures and fails to draw lessons
from the military’s decades of experience in mitigating and accounting for
civilian harm.
With limited public information about the rules and procedures guiding
these missions, it is impossible to clearly analyze JSOC’s relationship to the
law in joint drone operations with the CIA. However, JSOC’s practices in
other contexts provide some cause for concern.
Although JSOC is part of the US military, its record suggests that it does
not share the same ethos and relationship to LOAC and international law as
the conventional military. In fact, accounts of JSOC operations describe the
organization as highly independent and often not subjected to the scrutiny
and oversight of regional military commands. According to one report,
“JSOC’s missions are highly classiﬁed and compartmentalized” and sometimes, “JSOC operators have conducted operations without informing the
combatant commanders of their presence.”93
Moreover, there are indications that JSOC has its own rules of engagement.94 This is unsurprising as policymakers designed JSOC to function as
the “president’s army,” in part to evade bureaucratic and legal impediments
to rapid deployment and operation.
JSOC’s independence from oversight rules and military rules vary and may
have improved over time in response to allegations of abuse. For example, in
Afghanistan, even if JSOC may not be formally bound by the rules of
engagement of the regional command, it appears to follow them in practice.
JSOC is primarily responsible for nighttime kill and capture operations. These
have become quite controversial, leading to multiple complaints from
the Afghan government, human rights groups, the United Nations, and others.
Yet these raids increased dramatically in 2009 and 2010 to, on average,
nineteen raids per night.95 International Security Assistance Force tactical
directives set strict limits on nighttime raids in an effort to reduce civilian
harm. Because of JSOC’s command structure, it is unclear whether these
directives necessarily apply to their operations, although military ofﬁcials say
that, in practice, JSOC follows these guidelines.96
In contrast, in Iraq, JSOC apparently operated according to unique procedures and rules that sometimes resulted in serious abuses. JSOC, “unlike other
military groups,” was “authorized to work from raw intelligence and
did not need to wait for authorization for follow-on strikes based on the
acquired information” and conducted lethal operations “without consulting
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higher-ranking ofﬁcials, a circumvention of the chain of command authority.”97 Commentators have heralded JSOC’s lethal operations in Iraq as
critical to supporting US strategic goals and possibly reducing violence.
Nevertheless, human rights groups, journalists, and others have reported that
their actions resulted in many potentially illegal killings and the improper
detention of thousands of innocent civilians.98
JSOC’s interrogation and detention of prisoners in Iraq was also run
as a parallel operation and reportedly led to multiple cases of torture and
inhumane treatment of detainees.99 At Camp Nama, a site run jointly by the
CIA and JSOC’s Task Force 6–26 at Baghdad International Airport, a poster
advised “No Blood No Foul” and the slogan reportedly reﬂected an adage
adopted by JSOC’s task force: “If you don’t make them bleed, they can’t
prosecute for it,” suggesting brutal actions were used that were designed to
leave no open wounds.100 Problems were so severe that the CIA and
FBI barred their own personnel from participating in JSOC interrogations,
and the Defense Intelligence Agency withdrew its personnel from a JSOC-run
detention site.101
While JSOC was subject to military investigations for its conduct in Iraq,
it succeeded in keeping details about its abuses and formal responses to
complaints secret. Some abuses led to ofﬁcial military investigations, but
the results remain classiﬁed.102 About thirty members of JSOC were
disciplined, with some forced to leave the military or were transferred to other
units. Nevertheless, for the most part, “JSOC prefers to keep its record of
accountability in-house” and has not made the results of investigations
public.103
General Stanley McChrystal reportedly initiated reforms that required
JSOC to use the rules for interrogation laid out in the Army Field Manual.
However, even after these reforms were instituted, JSOC interrogators were
still allowed to hold detainees for up to ninety days without seeking approval
from superiors or DoD lawyers.104 Moreover, according to Human Rights
Watch, even after a military investigation in 2003, abuses continued to
occur.105 According to media reports, General McChrystal ordered
that JSOC–CIA prison Camp Nama would not provide access to the
International Committee of the Red Cross for inspection – in contravention
of the laws of war.106
In sum, while there are indications that JSOC has operated independently
and followed rules divergent from that of the conventional military forces,
there is so much secrecy about their actions that is difﬁcult to evaluate
whether, and to what extent, JSOC’s respects LOAC and takes concerted
actions to reduce civilian harm. JSOC has not made public the speciﬁc
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reforms it has adopted to prevent further abuses, and its secrecy about
past accountability processes makes it difﬁcult to assess the effectiveness of
internal oversight.

6. secrecy limits ability to draw conclusions
Congressional scrutiny is a necessary check to the expansive authority delegated to JSOC to conduct operations after 9/11. JSOC is relatively new and
accordingly remains unencumbered by many of the oversight processes and
reporting requirements that developed, over time and in response to scandals
and public pressure, for the CIA and conventional military forces. The result
is that policymakers are relatively uninformed about JSOC. Many US
intelligence ofﬁcials, for example, did not learn of JSOC’s new intelligence
fusion center in Washington, DC, until an Associated Press revealed its
existence in a 2011 article.107
Even as congressional oversight of JSOC has been frustrated, and despite
the organization’s secrecy, JSOC enjoys wide political support. In congressional hearings, JSOC has been credited with several successes,108 including
eradicating al-Qaeda Iraq in urban Baghdad109 and the killing of Osama bin
Laden.110 Congressional committees have praised JSOC’s ﬂexibility and
“unique interagency authorities” as an example for other military forces.111
The Senate Armed Services Committee has praised and encouraged the
spread of JSOC “man-hunting” tactics to other branches of the military.112
Congressional enthusiasm can be traced to JSOC’s 2006 killing of Abu Musab
al-Zarqawi, after which Senator Evan Bayh reportedly requested and received
“an unprecedented (and secret) billion-dollar earmark for intelligence,
surveillance, and reconnaissance assets on the basis of a battleﬁeld conversation” with JSOC personnel.113
These successes threaten to obscure the need for scrutiny of JSOC’s record.
As journalist Marc Ambinder noted: “[M]any in Congress who’d be very
sensitive to CIA operations almost treat JSOC as an entity that doesn’t have
to submit to oversight.”114 Congress has a crucial role to play in balancing the
secrecy of JSOC’s operations. As scholar Robert Chesney noted: “[Congressional oversight is crucial to] reconcile the need for secrecy and discretion in
the pursuit of national security aims, on the one hand, with the need to
subject the resulting powers as much as possible to mechanisms that enhance
accountability and compliance with the rule of law, on the other.”115 The gaps
and ambiguity in congressional oversight jurisdiction over joint CIA and
JSOC operations may require changes to governing US law on oversight.116
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Congressional scrutiny would serve the crucial function of clarifying basic
details about JSOC’s operations. Public uncertainty over who makes key
decisions regarding JSOC operations and what rules apply adds a layer
of obscurity to programs that are already secret. An unidentiﬁed military
intelligence source told a reporter in 2009: “When you see some of these
hits [that are attributed to the CIA], especially the ones with high civilian
casualties, those are almost always JSOC strikes.”117
CIA–JSOC convergence threatens the substance and vision of efforts
to reform the US drone program. Because JSOC involvement is not
generally acknowledged, a drone strike outside of a traditional war zone
with high civilian casualties will likely be blamed on the CIA, even
though it may well have been conducted by JSOC, or possibly some
other entity.
It appears that US drone operations will continue and may well expand
to other sites around the world. In general, the US public understands US
drone policy as neatly divided between military deployment in conventional war zones, such as Iraq and Afghanistan, where attacks are managed
under rigorous LOAC standards, and CIA drone actions in places such as
Pakistan, Yemen, and Somalia, where the principles used for targeting
decisions are far less clear. Policy plans to move the entire lethal drone
program to the DoD are presented as a means of ensuring greater legal
rigor and reducing civilian casualties and addressing other criticisms of
the program. However, if drone deployment continues to be managed
by JSOC based on its secretive operation, there may be no signiﬁcant
improvements in transparency and adherence to established law for
regulating the use of force.
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Defending the Drones
Harold Koh and the Evolution of US Policy

tara mckelvey

1. obama, koh, and the “business of secret killings”
Harold Hongju Koh, dean of Yale Law School and one of the most highly
regarded experts on international human rights, became the legal advisor to
the State Department shortly after President Obama was inaugurated. He was
one of the most vocal critics of the George W. Bush administration’s policies
on detention, “enhanced interrogations,” and other issues relating to the
global war on terror, as the conﬂict was known at the time. In fact, he was
so outraged by US government actions and their questionable legal justiﬁcation that he was one of the leading members in a movement of academics and
international-law experts publicly opposed to the White House ofﬁcials and
their policies. In a hearing before the Senate Judiciary Committee in January
2005, Koh spoke about the legal memos written by the George W. Bush
administration lawyers that defended the use of harsh interrogation methods
on detainees. Koh described the memo as “perhaps the most clearly erroneous
legal opinion I have ever read,” claiming that it “grossly over-reads the
president’s constitutional power.”1 Yet as a high-level adviser to the President
Obama and Secretary of State Clinton, he provided legal and policy support
for the US government’s substantial expansion of the use of armed drones.
When Barack Obama was elected president, liberals in the United States
were thrilled that a former community activist – one of their own, they
thought – would take control of the White House. They believed that he
would roll back the counterterrorism excesses of the Bush administration and
would restore the reputation of the United States around the world. Obama
promised his supporters that he would engage in many corrective policies,
from closing the detention center in Guantanamo Bay to outlawing the use of
harsh interrogation methods and torture. In addition, he said that he would
hold his deputies to the highest standards and would work hard to make
185
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amends with those in other countries who were appalled by US policies under
the Bush White House, often viewing them as both morally reprehensible
and illegal.
In the early months of the administration, academics, liberals, and others
who had supported Obama during the presidential campaign expected major
changes. Among the shifts they expected was the appointment of a new group
of high-level administration ofﬁcials and government lawyers who would no
longer be as dismissive of international law and human rights as the team
working under the Bush White House. In addition, liberals expected the new
administration ofﬁcials to ensure that there was proper legal justiﬁcation
for government policies.
As part of his reformist pledge, Obama named Koh to the position of Legal
Advisor at the Department of State, one of the most important jobs in
the government, and a central post for ensuring that US policy respected
international law. In spring 2009, Koh stepped down from his job as dean of
Yale Law School to join the Obama administration as head of “L,” as the
Ofﬁce of the Legal Advisor at the Department of State is commonly known.
Koh understood the challenges of the job, at least in theory. He admired
others who had previously held the position, yet he had also seen them
struggle with many difﬁcult decisions. Mainly, though, he was excited about
the possibility of taking a post that he described in a speech as “the most
fascinating legal job in the U.S. government.”2
Many in the legal academy who had known Koh for years believed that he
would shake things up in the State Department. They also believed that now
that he was in the White House, Obama would make wholesale changes in
government policy that would substantially increase respect for international
human rights law.
However, the Obama administration did not end up changing US policy as
expected – certainly not in the way that legal academics and liberal supporters
had both hoped and expected. While some changes were quickly implemented, they were often managed in a manner that exhibited minimal
substantive shifts in policy. For example, Obama closed the so-called “black
sites,” where prisoners were held in secret and interrogated by the Bush
administration. By the time the policy was implemented, however, no one
was being detained in these sites because these facilities had already been
emptied.
In addition, Obama and his deputies formally announced an end to torture,
potentially representing a profound change in US policy. However, the
administration continued to use rendition to transport prisoners. For example,
a so-called “dirty” team of American interrogators questioned a terrorism
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suspect, Mohamed Ibrahim Ahmed, in a jail in Nigeria, and refused to allow
him to retain a lawyer, according to proceedings in a US federal court
following his transfer to New York to face charges.3 In this way Obama
administration ofﬁcials appeared to outsource illicit counterterrorism
activities, or to allow actions to unfold secretly in other countries, rather
than taking a clear stand to prevent such policies.
Meanwhile, the prison at Guantanamo Bay remained open. This was an
issue that Obama and his deputies had initially thought would be easy to
resolve, yet it turned out to be an intractable problem, partly because they
had underestimated the importance of working with members of Congress on
the issue in the early stages of his administration.
While Obama White House ofﬁcials and government lawyers approached
international law and human rights in a serious way, they accepted nearly all
of the counterterrorism policies of the second Bush term. This meant that
even as White House ofﬁcials used soaring rhetoric about the importance of
human rights and adherence to international legal norms, they chose not to
change key policies in a substantive way. Indeed, the Obama White House
ofﬁcials adopted some of the counterterrorism policies, such as a reliance
on remotely piloted vehicles, or drones, to target and kill terrorism suspects,
with an enthusiasm that surprised even insiders that had worked in the Bush
administration.
According to General James Cartwright, the former Vice Chairman of the
Joint Chiefs of Staff, when Koh assumed his new position he described
drone strikes as “extrajudicial killings.” Yet over time, he became an ally of
Cartwright and others who supported an expanded covert drone program.
Koh became one of the only administration ofﬁcials who spoke publicly
about the legal basis for the US drone program, defending policies that
represented a startling reversal of his prior position. He publicly defended
the process of placing people on lists of those who could be targeted and
explained that the legal procedures for these actions were “extremely robust.”4
How did Harold Koh, a leading international law expert, and one of the most
revered US legal scholars, who spent decades promoting human rights
around the globe as a core part of US foreign policy, get into the business of
secret killings?

2. a “liberal icon”
By his own account, Koh had a special appreciation for the liberal values
that were woven into the fabric of US society and legal culture, a contrast to
the authoritarian regime that he had experienced as a child. Koh was six years
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old when a military coup toppled the government in South Korea in 1961. His
father, Kwang Lim Koh, was acting ambassador to the United States, and soon
afterwards resigned from his diplomatic post. Based in Washington, Kwang
Lim Koh was concerned about the fate of the political leaders who remained
in South Korea – the deposed prime minister had been placed under house
arrest – and turned to deputy national security advisor Walt W. Rostow for
help. Rostow assured him that American ofﬁcials knew where the prime
minister was and that he would be safe. “Rostow’s words stunned my father,
who simply could not believe that any country could have such global power
and reach,” wrote Koh, explaining that his parents told him the story repeatedly when he was growing up, “as proof of the goodness of American power.”5
Koh’s father was offered a teaching position at Yale University, and over the
years his son would excel academically and reach the highest levels of success.
A graduate of Harvard University and Harvard Law School, Koh served in
1981 as a law clerk for Supreme Court Justice Harry A. Blackmun and
was deeply inﬂuenced by the classic liberal legal values of his boss. Justice
Blackmun was perhaps best known as the author of the majority opinion in
Roe v. Wade and a major voice of classic twentieth-century liberal jurisprudence. He had a modest, unassuming style. He drove a Volkswagen to work
and ate breakfast with the law clerks. As Koh wrote:
In law school, we had learned to revere the larger-than-life Justices – Holmes,
Frankfurter, Douglas – brilliant, arrogant men (always men) with slashing
pens, free of indecision and self-doubt. Harry Blackmun hardly ﬁt that mold.
During the Term I clerked, he never gave an order. He worked constantly,
arriving at seven, leaving at seven, and reading at home until midnight. He
never cut corners. He never pretended that decision was effortless. No case
was beneath his dignity, nor any task so trivial that it could be done carelessly.
“This is the end of the line,” he often said, and everything we did mattered.6

Koh went on to explain how seriously Blackmun understood the gravity of his
role and its impact on ordinary people: “In dissents read from the bench, he
would mention litigants’ names and how the cases affected their aspirations,”
Koh wrote. “‘How will this affect real people?’ he would ask, in tiny, perfect
handwriting in the margins of cert pool memos.”7
Koh’s ideas, commitment to the law, and sense of social responsibility were
shaped by both his father’s view of the United States and his own experience as
a clerk for Justice Blackmun, one of the most powerful men in the country
who acted with a sense of humility even as he reviewed cases before the
Supreme Court. His father’s lessons about the positive inﬂuence of US global
power and its role in the world, and Justice Blackmun’s thoughtful approach
to decision making on the Supreme Court, helped deﬁne Koh’s career as a
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law professor and expert in international law. These experiences continued to
guide him during years spent in public service in public service as he faced his
own difﬁcult choices and grappled with the repercussions that government’s
policies would have on individuals in the United States and abroad.
In 1985, Koh started teaching at Yale Law School, following in the footsteps
of his father, who had taught a course called East Asian Law and Society in
the early 1960s. Koh is the author or co-author of eight books, has published
more than 180 articles, and is revered as a brilliant scholar. Yale was
Koh’s home, a place that he would occasionally leave in order to work in
Washington, but where he would always return. (In January 2013, he left the
State Department to go back to Yale Law School, becoming the Sterling
Professor of International Law.)
In the 1990s, President Bill Clinton reached out to liberals and academics
and offered them a chance to shape law and policy, rather than simply write
about the issues from within the academy. Koh was appointed Assistant Secretary of State for Democracy, Human Rights and Labor. He served for three years
and then returned to Yale in 2001. Also, Koh created the Orville H. Schell
Jr. Center for International Human Rights at Yale Law School and was the
driving force behind major lawsuits against the US government when it used
Guantanamo as a holding facility for Haitian immigrants seeking asylum.
After the terrorist attacks in September 2001, Bush White House ofﬁcials
struggled with the challenge of combating al-Qaeda and other terrorist groups
that were operating as rogue agents, unaligned with a particular state or
government. To do this, they formulated a new kind of counterterrorism
strategy for the United States based on a set of creative legal arguments that
ran counter to dominant understandings of international law. White House
ofﬁcials believed that al-Qaeda represented a security risk that was so different
from prior threats that new, more ambitious policies were required. Koh and
other legal scholars, especially those with a strong background in international
law and human rights, were deeply troubled by these policies and their
justiﬁcations. They were particularly worried about how a response to the
legitimate threat of terrorism would be used to expand of the legal authority of
the president to authorize aggressive tactics that violated established principles
of domestic and international law.
As part of the evolving Bush-era US counterterrorism policy, John Yoo,
a lawyer in the Justice Department’s Ofﬁce of Legal Counsel, wrote a number
of inﬂuential legal memos. These opinions reinterpreted the Geneva
Conventions, the core international treaties that deﬁne state responsibilities
and limit state actions during wartime, arguing that the president had a
broad mandate to ﬁght terrorists. Within this new paradigm, Americans were
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allowed to use “enhanced interrogation methods” on detainees, techniques
that were widely recognized as torture and clearly prohibited by international
law. President Bush also authorized a CIA-targeting program to hunt down
and kill suspected terrorists in countries around the world.
Koh told a New York Times reporter in December 2002 that he found
President Bush’s targeted-killing program unsettling and believed that it
violated the government’s long-standing domestic legal ban on assassination.
He wondered aloud how government ofﬁcials would determine which
individuals would be hunted down and killed: “The question is, what factual
showing will demonstrate that they had warlike intentions against us and who
sees that evidence before any action is taken?”8
Koh and other legal scholars were uneasy with the Bush White House
policies because they believed they violated international law. In addition,
they were especially concerned with secret government activities out of
sensitivity to recent American history and the prior activities of the CIA.
In the mid-1970s, after the journalist Seymour Hersh published an exposé
about the CIA abuses in the New York Times, the US Congress created a
special investigative committee to look into the scope of covert intelligence
operations. The committee was led by Senator Frank Church, who reviewed
decades of secret actions by CIA operatives in the United States and
around the world. Members of the Church committee, as it became known,
gained access to a great deal of classiﬁed information and uncovered agency
plots to assassinate Castro, the South Vietnamese president, and a Chilean
general. The revelations of the Church committee helped to convince congressional leaders that independent actions to target and kill enemies on
the part of both the CIA and the executive branch should be ended.
In 1976 President Gerald R. Ford signed Executive Order 11905, a rule that
has the force of law, banning the CIA from carrying out assassinations.
Between 2002 and 2009, Koh was one of the harshest critics of the Bush
administration. He joined other academics and international legal scholars,
including some who had previously worked in government, to criticize Bush
White House policies, expressing their views in op-eds, journal articles, and
interviews with journalists. Martin S. Lederman, who served in the Justice
Department’s Ofﬁce of Legal Counsel (OLC), told a Time magazine reporter
that he believed Yoo’s work would “be seen as one of the most extreme
deviations from the rule of law and from the President’s obligation to take
care that the law is faithfully executed.”9 Lederman and David J. Barron
criticized the writings of Bush administration ofﬁcials in a 2008 article
published in Harvard Law Review, stating that their “bold claims of preclusive
war powers are clearly rooted in an overarching view of executive authority.”10
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Koh echoed these ideas in his writings and public lectures. For example,
in testimony presented to members of the Senate Judiciary Committee’s
Subcommittee on the Constitution on Restoring the Rule of Law in
2008 he wrote, “The Bush Administration has consistently asserted a constitutional theory of unfettered executive power.”11
Koh continued stating that ofﬁcials in the Bush White House had rejected
the universalism of human rights in favor of executive efforts to create law-free
zones, such as Guantanamo; executive courts, such as military commissions;
extralegal persons, who are labeled enemy combatants; and law-free practices,
such as extraordinary rendition, all of which it claimed were exempt from
judicial review.12
In his testimony, Koh also expressed the belief that the United States
embodied the highest standards in human rights and international law:
From World War II until September 11, ours was universally regarded as a
nation that valued human rights and the rule of law, that spoke out against
injustice and dictatorship in other countries, and that tried to practice
what we preached. Of course, we were never perfect, but we were usually
thought to be sincere . . . Other countries would listen to what Americans had
to say because we were powerful, but they thought us powerful in part
because they thought us principled.13

For his long-standing commitment to international law and his efforts over the
years to promote liberal values, journalist and author Paul Starobin heralded
Koh: “[He is] the inspiration for a generation of human rights activists and
lawyers passionately committed to a vision of a post-imperial America as a
model of constitutional restraint.” He went on to state, “[H]is colleagues
viewed him as not only a brilliant scholar but a ‘liberal icon.’”14
Koh was not the only one who opposed President Bush’s counterterrorism strategy. For example, William H. Taft, IV, who had previously served
as Deputy Secretary of Defense in the Reagan administration and served
as Legal Advisor for the US State Department under George W. Bush,
opposed the president’s efforts to expand the authority of the executive
branch.
Years later, Taft recalled how he felt when he saw one of John Yoo’s memos
in early January 2002 and realized that Yoo and other lawyers in the Justice
Department did not believe the president had to respect or abide by the
Geneva Conventions. “I was surprised,” Taft said. “Actually, I have to say
maybe it sounds a little silly, but I thought they were wrong and didn’t think
we would have too much trouble persuading them they were wrong. It turned
out we could not persuade them.”15
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Two days after he read Yoo’s memo, Taft sent a response: “In previous
conﬂicts, the United States has dealt with tens of thousands of detainees
without repudiating its obligations under the Conventions. I have no doubt
we can do so here, where a relative handful of persons are involved.”16
His memo came to light sometime after it was written. In fact, Koh
referenced the document, which represented a signiﬁcant effort to convince
Yoo and other Justice Department lawyers that they should reconsider
their position. In a speech in Washington, Koh stated, “Taft ended on this
memorable and poignant note,”17 which he then quoted from the memo’s
closing paragraph: “Your draft acknowledges that several of its conclusions are
close questions. The attached draft comments will, I expect, show you that
they are actually incorrect as well as incomplete. We should talk.”18

3. speaking law to power
After Barack Obama was sworn in as president, liberal scholars and academics
such as Koh and Lederman were offered positions in the government,
mirroring Clinton’s nominations a decade earlier. Writing an article for Slate,
“And then they came for Koh,” legal correspondent Dahlia Lithwick said that
President Obama could have chosen “mild-mannered tax attorneys to these
high government positions.” Instead, she explained, “he opted to pick precisely the sorts of people we most need there: ﬁerce advocates who care deeply
about these agencies and the law as it applies to them.”19
As the State Department’s Legal Adviser, Koh was given a chance to correct
the course that Bush White House ofﬁcials had embarked on during their
years in Washington and to re-establish the moral ground that the United
States had once claimed. Koh understood the limits of the position of legal
adviser in a bureaucracy such as the State Department, but he embraced the
chance to oversee an ofﬁce of international lawyers and to help shape the
thinking of the secretary of state and the president as they forged a new path
for the nation.
In a speech at Georgetown University in March 2011, he said:
Ideally, the legal adviser should act as an independent, nonpartisan expert
on and scholar of international law, with a wide-ranging remit across the
department’s entire workload, always giving legal advice that is sensitive to
the clients’ policy objectives, takes the long view, and seeks to advance the
best long-term interests of the State Department as an institution rather
than the interests of any particular individual or administration. These
competing commitments require the legal adviser to balance the concerns
of politics and the law, to report directly to the secretary (with career lawyers
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in turn reporting directly to the legal adviser), and to run an ofﬁce of
professional international lawyers that is kept in the loop with regard to all
departmental matters.20

At the 2010 Annual Meeting of the American Society for International Law
(ASIL) he said: “We also serve as a conscience for the U.S. government
with regard to international law. The Legal Advisor, along with many others
in policy as well as legal positions, offers opinions on both the wisdom and
morality of proposed international actions.”21
He went on to quote the legal scholar Richard B. Bilder, who co-authored
a 2004 paper that was subtitled “Lawyers and Torture,” which described the
role of the State Department Legal Adviser as one who engaged in “speaking
law to power.”22 Koh said, “In this role, the Legal Advisor must serve not only
as a source of black-letter advice to his clients, but more fundamentally as
a source of good judgment. That means that one of the most important roles
of the legal advisor is to advise the secretary when a policy option being
proposed is ‘lawful but awful.’”23
Koh’s day as the State Department’s Legal Adviser started with an 8:45 a.m.
meeting with Secretary Hillary Rodham Clinton and other high-level ofﬁcials.
When he walked into the room, he carried an ASIL coffee mug. He was
proud of his three-decade-long afﬁliation with ASIL and wanted to stay
close to the organization and its principles during his tenure at the State
Department. ASIL was founded in 1906 and is the premier US organization
that promotes international relations based on a respect for the norms
and principles of international law. He began attending the annual ASIL
conferences in the late 1970s and later recalled what it was like to see
prominent experts and scholars at the conference: “For international lawyers,
that is as close as we get to watching the Hollywood stars stroll the red carpet
at the Oscars.”24
However, by many accounts, from both inside and outside the government,
his allegiances to ASIL were tested by what happened while he was working in
the Obama administration.
The State Department’s Ofﬁce of the Legal Adviser has a staff of roughly
180 lawyers, all of whom, explained Koh, have “a ﬁnely tuned sense of humor
and irony.” Having a sense of humor was helpful in a place where debates
about Libya, drone strikes, and other issues of global importance were
discussed often under tight deadlines and within a tense political climate.
The work was difﬁcult and they often faced mundane obstacles and challenges; the printing machine reserved for classiﬁed documents was frequently
on the blink and Koh recounted how he and his staff often found themselves
“eating out of vending machines.”25
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Many of the issues they faced were complex and multilayered, and Ofﬁce of
the Legal Advisor staff commonly worked with lawyers and others from
multiple federal agencies. At times, State Department lawyers were at odds
with OLC lawyers, precisely the sort of conﬂict that former Legal Adviser
William Taft experienced under the Bush administration. The OLC remains
the primary ofﬁce for government legal opinions and its lawyers often see
themselves as the ultimate arbiters of the most authoritative and correct
interpretations of domestic and international law. Nevertheless, State
Department lawyers believe that they had the ﬁnal word on international
law issues within the executive branch. According to John Bellinger, another
former Legal Advisor, which agency’s positions are authoritative is “an issue
that has still not been sorted out.”26 Presidents theoretically can ignore legal
opinions written by lawyers in the OLC, but in practice that almost
never happens.

4. from an “in-house scold” to key supporter
of expanded drone strikes
Koh initially had trouble with Obama White House ofﬁcials, who rejected the
harsh interrogation methods that were sanctioned under the Bush administration, but otherwise adopted most of the counterterrorism policies that were
formulated in President Bush’s second term. “He was so far out there, and so
convinced that everything the previous administration had done was wrong,”
General Cartwright said.27 In addition, some things seemed to bother Koh
more. He was “a little queasier about the whole killing enterprise” than others
who worked for the government, explained journalist Daniel Klaidman in his
book, Kill or Capture: The War on Terror and the Soul of the Obama
Presidency.28 A Wall Street Journal editorial described Koh as an “in-house
scold.”29
Koh modeled his actions with the care and commitment of his mentor
Justice Blackmun, who cautiously considered abstract notions of justice as
well as the practical impact of his judgments. Koh faced his own tough
decisions and approached each matter in a personal manner, with sensitivity
toward those individuals affected by his actions. While he was the dean at
Yale, Koh spent hours poring over ﬁles of law school applicants. As Legal
Advisor, he spent roughly the same number of hours examining the ﬁles of
young people who were also at a pivotal moment in their lives, though the
outcome was more signiﬁcant: they might be killed by American forces.
“Often I know their backgrounds as intimately as I know those students,”
Koh explained.30
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Nevertheless, Koh was savagely critical during policy debates about drones
in the early days of the Obama White House. “Everybody hated him,” said
General James Cartwright, the former vice chairman of the Joint Chiefs of
Staff. He described how Koh would rip into him and others. “He would say,
‘Oh, you military guys, you’re just so stupid.’”31 Koh got so worked up during
the meetings in which he failed to win people over that he would often rant
about his colleagues. At the time Koh described drone strikes as “extrajudicial
killings,” referencing a major violation of international law.
Even the most diplomatic interlocutors, such as a former UN legal counsel
who tussled with Koh recently when he was on a panel in Washington, said
that he could be “a little bit impolite.” Cartwright is less diplomatic: “Just as a
personality – he’s annoying.”32
During this time, the administration was committed to a substantial
increase in drone operations. In fact, from Obama’s inauguration in 2009 to
the end of 2013, American forces carried out more than 370 drone strikes in
Pakistan, according to the Washington-based think tank New America. This is
roughly six times more drone attacks than were conducted during eight years
of President George W. Bush’s administration.
These strikes have killed fearsome enemies, such as Taliban leader
Baitullah Mehsud, who was hit by a CIA-directed drone strike in Pakistan in
August 2009; radical cleric and US citizen Anwar al-Awlaki, who was killed in
Yemen in September 2011; and scores of other al-Qaeda and Taliban
commanders in multiple sites around the world. The strikes also have killed
people who got in the way, including women and children. The expansion of
the targeted killing program has been fueled by a complicated set of factors
ranging from national security concerns, to economic savings, to political
efﬁcacy.
When Obama entered the White House in January 2009, the outlook for
the country was dire. Unemployment was alarmingly high at 7.5 percent, up
from 5 percent during the previous spring; the real estate market was in steep
decline; and the gross domestic product was sinking. President Obama and his
advisers were deeply concerned about the faltering economy and were trying
to wind down the wars in Iraq and Afghanistan as a way to spare American
lives, address declining public support, and save money. Within this context,
administration ofﬁcials saw the political advantages in the drone program:
“A UAV doesn’t have a mom,” a retired military ofﬁcer explained, using
an acronym for an unmanned aerial vehicle. “If a UAV is destroyed,
no one cares.”33
Some Washington ofﬁcials questioned the wisdom of the strategy. For
example, Mike McConnell, the director of National Intelligence, worried
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that the allure of covert action would be too strong for the president to stop
once he began. Moreover, he believed that the battle against al-Qaeda was
best addressed by requiring not a strategy of targeted strikes but a nuanced
approach that linked military action with political and economic support for
counterterrorism. In the end, however, McConnell had less inﬂuence than
key advisers who were more familiar with domestic politics, such as Chief of
Staff Rahm Emanuel; Vice President Joe Biden; and White House National
Security Advisor Tom Donilon (who had previously worked as a lobbyist for
mortgage giant Fannie Mae and was a key ﬁgure in Biden’s 2008 presidential
campaign). Emanuel was especially keen on the drone program and he would
call CIA Director Leon Panetta, who was in charge of drone strikes in
Pakistan, and ask: “Who did we get today?”34
Other critics, including many academics and legal experts, echoed Koh’s
criticisms of Bush administration policy, suggesting that the US drone
program violated international law and the sovereignty of other nations. They
also claimed that these policies ran counter to core liberal and democratic
principles, the very ideas that Koh used to deﬁne his personal and professional
identity.
Nevertheless, over time, the drone program gained support among the US
public. By February 2012, 83 percent of Americans said they were in favor of
using drones against al-Qaeda and other terrorists.35 Meanwhile, the program
was reviled in Pakistan and other countries where the strikes were carried out,
deﬁning targeted killing by drones as a key subject for growing tensions
and demonstrations. In this way, the drone program came to deﬁne Obama
administration foreign policy in a way that was perceived internationally
as heavy-handed, disrespectful of national sovereignty, and in clear violation
of international law.
It was within this context that Harold Koh, as Legal Advisor to the Department of State, was charged with developing legal arguments to support
government policies that appeared much like those he had previously
criticized.
One of the most important cases arose in spring 2010, less than a year after
Koh started his job. At the time, lawyers in OLC were examining the question
of whether or not the CIA could kill an American citizen. President Obama’s
advisers and CIA analysts believed that a cleric named Anwar al-Awlaki,
who was originally from New Mexico, was a threat to national security.
An eloquent speaker, al-Awlaki wrote for a slickly designed al-Qaeda
magazine, Inspire. In one piece, they published a close-up of a black handgun
with a photo caption about a military ofﬁcer, Major Nidal Malik Hasan,
who had shot and killed thirteen people in Fort Hood, Texas, with text by
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al-Awlaki, “How can there be any dispute about the virtue of what he has
done?”36 In fact, al-Awlaki had corresponded with Major Hasan before the
Fort Hood shootings, and since 2007, was linked by email correspondence,
either directly or indirectly, to instigators of many other terrorist plots in the
United States. However, because he was an American citizen, marking him
for targeting raised complex legal and constitutional questions.
Aside from the legal issues, Koh was not sure that al-Awlaki was as bad as
others said. Koh knew that al-Awlaki would not have a chance to appear in
court and defend himself against charges of terrorism, so he wanted to make
sure the case was as solid as possible. Koh retreated to a “crappy little room” at
the State Department where ofﬁcials with high-level security clearances could
read classiﬁed documents. He spent ﬁve hours in the small room and reviewed
the material that had been compiled about al-Awlaki’s life and activities as a
member of al-Qaeda. “There were plans to poison Western water and food
supplies with botulinum tox, as well as attack Americans with ricin and
cyanide,” Klaidman wrote. “Koh was shaken when he left the room. Awlaki
was not just evil, he was satanic.”37
For many, that was beside the point. Jameel Jaffer, the deputy legal director
of the American Civil Liberties Union, an organization that ﬁled a lawsuit
against the Obama administration on behalf of the father of the cleric
explained, “The government’s power to use lethal force against its own
citizens should be strictly limited to circumstances where the threat of life is
concrete and speciﬁc, and also imminent.”38
“It’s an important question,” said former Legal Adviser William Taft. “And
I think a fairly close one.”39
A federal statute, the Foreign Murder of United States Nationals,40 states
that an American who “kills or attempts to kill a national of the United
States while such national is outside the United States” may be prosecuted.
In addition, the Fourth Amendment provides protections against forcible
state seizure, stating that the government cannot detain a person without
justiﬁcation, and the Fifth Amendment states that citizens shall not be
“deprived of life, liberty, or property, without due process of law.”
In fact, Georgetown University’s Gary Solis, a former military prosecutor
and judge who was involved in more than 700 courts martial, argued in an
op-ed for the Washington Post that as civilians were running the CIA’s lethal
operations, they could be classiﬁed as unlawful combatants. This meant
that they would not be protected by key provisions within the law of armed
conﬂict that prevented military personnel from being prosecuted for legitimate wartime activity. So, if civilian CIA ofﬁcers or contractors killed al-Awlaki,
they could be potentially charged with murder.41
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Nevertheless, government lawyers stated that al-Awlaki was an enemy
combatant and that his current home, Yemen, was a battleground in the
global war against al-Qaeda and allied groups. Therefore, the lethal operation
could be justiﬁed an act of self-defense for the United States, a means
of protecting Americans from harm. The argument was based on the Authorization for the Use of Military Force, which was adopted by Congress shortly
after the 2001 terrorist attacks, which allowed the president to use force against
“those nations, organizations or persons he determines planned, authorized,
committed or aided” the 9/11 attacks.42 For Obama administration lawyers, this
provided a key justiﬁcation for determining that killing al-Awlaki was legal
and therefore could not be considered murder. On September 30, 2011, a
missile attack from a drone killed al-Awlaki in Yemen. Some of the most
vocal supporters of this lethal operation were lawyers who served in the Bush
White House, who had previously defended the use of harsh interrogations,
arguably acts that constituted torture, against detainees. For example, in a
piece for the Wall Street Journal, John Yoo applauded the way that
Obama White House ofﬁcials “embraced the legal theories of the Bush
administration.”43
Critics of the Obama administration accused Koh of overseeing a program
of “extrajudicial killing.” He believed that these critics were misguided. The
clearest public expression of this position came in March 2012 at the Fairmont
Hotel in Washington when Koh presented a major address at the ASIL annual
meeting. It was 8:45 in the morning and Koh already had a ﬁve o’clock
shadow. His dark jacket was wrinkled in the back. Working for the government is hell on your looks, and he looked even more rumpled and jowly
than usual.
Like Supreme Court Justice Harry A. Blackmun, Koh has a simple,
unassuming style. He carries his belongings in a worn tote bag from Labyrinth
Books, an independent bookseller, and usually has a can of Diet Coke near
him. Even with a disheveled appearance, or perhaps because of it, Koh
inspired deep affection among people in Washington, judging by the number
of women who approached him that morning at the hotel, patting his arms
and shoulders and whispering to him. Women – and men, too – were drawn
to him because of his brilliance and also because he wore his scholarship
lightly, making allusions to UN Security Council resolutions and Star Trek
with equal ease. (“Thank you, Captain Kirk,” said the moderator of a State
Department panel on Libya in 2012 “Sulu, please,” Koh replied dryly.44)
Speaking before many of his academic colleagues at one of the country’s
most important international law gatherings, he described the legal justiﬁcation for the Obama administration’s drone program: “The principles of
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distinction and proportionality that the United States applies are not just
recited at meetings. This administration is committed to ensuring that the
targeting practices that I have described are lawful.”45
In other words, one of the world’s foremost authorities on international
law and human rights, and the top State Department legal ofﬁcial, explained
that the US government’s expanded use of drones for targeted killing was
completely lawful.
In this and other public forums, Koh clariﬁed the position that individuals
can be slated for death if they are senior members of al-Qaeda and are
planning to attack Americans, regardless of whether they are ﬁghting
in Afghanistan, a country where the United States is ofﬁcially at war and
therefore allowed to kill its enemies, or on a desert road in Yemen, a sovereign
country where the United States is not at war.
General Cartwright said that Koh had undergone a difﬁcult process while
he was wrestling with the legal and ethical questions of the targeted killing
program, one that had encompassed many of meetings and discussions.
“It’s like going through these ﬁve stages of grief,” Cartwright explained, joking
about how Koh experienced the policy debate within the government.
Afterwards, Cartwright said, he reassured Koh that the process, however
arduous, had been valuable. “I told him, ‘Now you have conviction,’”
Cartwright said.46
“If you had told anybody who knew Harold Koh that he would someday be
making this argument, they would have snickered at you,” said Benjamin
Wittes, a senior fellow at the Brookings Institution and author of Law and the
Long War: The Future of Justice in the Age of Terror. Wittes supports the
targeted killing program, but he believes that Koh and others have not gone
far enough in outlining the legal framework for these operations. “The answer
can’t be, ‘It’s okay if Obama does it,’” he said. “That’s not the position of
a morally serious person.”47
Koh’s friends and colleagues have theories about why he changed his views
about targeted warfare since coming to Washington. W. Michael Reisman,
a Yale professor of international law, and the author of a 1995 paper,
“Covert action,” said, tartly, “I guess he understood it better.”48
Many, like Reisman, were not surprised by Koh’s arguments in support of
targeted killing by drones. “I think when you join the government, you
get access to other kinds of information and also hear the opinions of other
professional staff,” said Charles J. Dunlap Jr. a retired Air Force general who is
now executive director of Duke University’s Center on Law, Ethics, and
National Security. He said that he generally agreed with Koh’s position,
though he would like to know more about its legal basis.49
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To gain access to information about the drone program, lawyers at media
organizations and civil liberties groups have ﬁled Freedom of Information Act
requests and lawsuits. In 2011, the New York Times went to court claiming that
government ofﬁcials have refused to release information about the program.
These actions have stalled in the courts or been thrown out and ofﬁcials have
yet to release additional information.

5. statesman for the obama administration’s
drone program
Less than a month after Anwar al-Awlaki was killed, Abdulrahman al-Awlaki,
the 16-year-old Denver native and the son of Anwar, was also killed in a drone
strike in Yemen. American ofﬁcials said later that Abdulrahman died because
of a targeting mistake. “Not even the White House knows who it’s killing
with drone strikes – civilian or militant,” said Naureen Shah, the lead author
of a September 2012 report about the drone program from Columbia Law
School.50
Philip Alston, the former United Nations Special Rapporteur on extrajudicial, summary, or arbitrary executions wrote: “Assertions by Obama administration ofﬁcials, as well as by many scholars, that these operations comply with
international standards are undermined by the total absence of any forms of
credibly transparency or veriﬁable accountability.”51
Reviewing the government’s own systems for ensuring compliance with the
law, he continued:
The CIA’s internal control mechanism, including its Inspector General, have
had no discernible impact; executive control mechanisms have either not
been activated at all or have ignored the issue; congressional oversight has
given a “free pass” to the CIA in this area; judicial review has been effectively
precluded; and external oversight has been reduced to media coverage which
is all too often dependent on information leaked by the CIA itself. As a result,
there is no meaningful domestic accountability for a burgeoning program of
international killing.52

For many in the international law community, Koh’s arguments in favor
of Obama administration policies were especially disturbing, particularly
following two terms of the Bush administration’s legal claims. As Harvard
Law School Professor Noah Feldman explained:
People were not angry at the Bush policies because the Bush administration
offered a mediocre legal justiﬁcation, but because the policies were wrong.
It was not, “We should be mad at John Yoo because he was bad at his job.”
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We should be mad at Yoo because he said torture is okay . . . Most of
the world understands that laws are tools that we use to try and get the
government to do the right thing. The idea that the government can do
the wrong thing but it can be legally justiﬁed makes it OK – that is a very, very
confused position.53

Yet as Feldman wrote in Bloomberg News, “Killing terrorists with drones is
great politics.”54 It means that Obama White House ofﬁcials can avoid legal
questions of detention and interrogation.
Moreover, as American University’s Kenneth Anderson explained in an essay
widely read in Washington, unmanned aircraft provide a politically compelling
policy because “if one intends to kill, the incentive is to do so from a standoff
position, because it removes potentially messy questions of surrender.”55
Nevertheless, Koh’s transition from international law scholar to State
Department statesman for the drone program has been a surprise for many.
“In the Bush administration, we had leading academics who fell from grace
after responding to the allure of power,” said Jonathan Turley, a law professor
at George Washington University, “and what has been unnerving to many law
professors is that Obama seems to have the same corrupting inﬂuence on
lawyers that Bush had.”56
Bruce Ackerman, a professor at Yale Law School said: “Why did he get
involved? It’s quite inconsistent with his general work before. Koh’s claim to
fame as a law professor has to do with the notion that the way international law
and human rights become effective is through internalization in people like
the Legal Advisor at the State Department.”
He continued, “To put it gently, targeted killings are not acceptable under
international law.”57
Nevertheless, Koh says that he has felt little tension between his previous
life in the academy and the position that he held in the State Department. He
explained:
[B]ecause my job is simply to provide the President and the Secretary of State
with the very best legal advice that I can give them, I have felt little conﬂict
with my past roles as a law professor, dean, and human rights lawyer because
as my old professor, former Legal Advisor Abram Chayes, once put it, “There’s
nothing wrong with a lawyer holding the United States to its own best
standards and principles.”58

He believes that he and other ofﬁcials have addressed legal issues appropriately within the framework of domestic and international law:
If it ever came to the point where I thought those rules were being violated,
I would resign. Frankly, I’m someone who has both served in Democratic
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and Republic administrations, and I have sued both Democratic and
Republican administrations for violations of the rules of war. To me,
obedience with the law is why I’m here, and if I ever believed that this
administration was not obeying the law, I would leave. So since I’m still here
you can draw your own conclusions.59

One of Koh’s favorite jokes is about a man who is traveling near Galway,
Ireland. He gets lost and implores someone for directions: “So how do you get
to Dublin?” he asks. The other person says, “I wouldn’t start from here.” After
becoming the State Department’s Legal Adviser, Koh told the joke frequently
in Washington as a way to illustrate the challenges that he and other ofﬁcials
were facing in the government, though the story might also be used to
describe his own journey.
At the 2012 annual meeting of ASIL, a journalist asked Koh why he had
seemed conﬂicted – and eventually changed his mind – about the legality of
drone strikes, referring to the way that General Cartwright described his change
of heart. Standing near a coffee table, Koh was quiet for a moment. “If that’s
what Cartwright remembers, he’s wrong. I never used that phrase. If you look at
the speech I gave at the ASIL conference,” he said, referring to a prior meeting
in March 2010, “you’ll see that I said they were not ‘extrajudicial killings.’”60
Koh brushed off a question about the 2002 New York Times interview in
which he criticized targeted killings and claimed his views on the subject have
remained the same, “I have never changed my mind,” he says. “Not from
before I was in the government – or after.”61
When a journalist asked former Legal Advisor William Taft why the law
matters when everyone thinks something is okay, Taft took a moment to
respond. “That is actually a deep question. When a human life is at stake,
there needs to be a process for determining that a person can be executed or
shot in an armed conﬂict,” he says. “Otherwise, we will have an individual just
deciding that he wants to kill someone.”
“What if it’s the president?” someone asked.
“Especially,” said Taft. “He’s the main person who might possibly have
this authority, and you’ve got to watch it.”62
Koh has not publicly expressed doubts about the drone program.
However, some former ofﬁcials, even the program’s strongest supporters, have
done so. For example General James Cartwright, now retired, sitting in his
ofﬁce at the Center for Strategic and International Studies said: “To me, the
weakness in the drone activity is that if there’s no one on the ground, and
the person puts his hands out – he can’t surrender. I have to have the authority
to go after you – or not. I can’t be an assassin. What makes it worse with a
Predator is you’re actually watching it. You know when he puts his hands up.”63
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Koh speaks with conviction about the drone program, just as Cartwright
once said he would. At a 2012 panel at the US Holocaust Memorial
Museum, “In Search of Accountability: Justice After Nuremberg,” Koh
asked, “How do we deliver justice to the enemy?” He answered, “I think
there are different ways. It can be delivered through trials. Drones also
deliver.”64 He spoke in measured tones, with a mastery of complex legal
and ethical issues, an ideal spokesman for one of the administration’s most
controversial policies.
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“Bring on the Magic”
Using Drones in Afghanistan

michael waltz*

As a Special Forces commander in Afghanistan, I used drones in a variety of
ways – from the Raven, literally a small device you throw in the air and use to view
the surrounding area, to the ubiquitous Predator and the intelligence and
the imagery that comes from the strategic-level UAVs (unmanned aerial
vehicles). In my time in Afghanistan, I saw drone use progress from the early part
of the decade when there was very limited reliance on drones at the tactical
operational level to now when almost every squad leader demands to have one.
In 2005, drones were a rare commodity, particularly in Afghanistan. This
is because they were being ﬁelded in Iraq as fast as they could be deployed.
Back then, the only time we had drones was for what we call a TIC, a “troops
in contact” situation. There was only a small Coalition (Forces) presence in
the south then and we were very isolated, far from any type of support. We
were using drones as kind of a force protection, a mode of survival.
It was not until 2009 and 2010 that we had enough assets to use drones for
what we call “pattern of life” operations, continuously watching certain areas
day and night until a certain event led to night raids to capture insurgent
leaders. Even then there was a constant competition between military headquarters for who was able to use those assets. If we were lucky we would
get drone coverage for a day or a day and a half at most. It was only JSOC
[Joint Special Operations Command] that had dedicated assets that could
watch areas literally for days. The rest of us – the Green Berets, SEALs, and
conventional forces – we were all scrambling to gain access to drones.
Drones enable great precision, especially if one compares current capabilities to the Vietnam-era arc-like bombings or World War II with the massive
B-17 and B-24 strikes. The precision targeting of drones and other technologies

* This interview was conducted, edited, and prepared for publication by Daniel Rothenberg.
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provide a tremendous advantage on the battleﬁeld, especially to a commander
in a counterinsurgency environment where the careful and proportionate use
of force to avoid civilian casualties is particularly important.
I remember a conversation with an elder in Eastern Afghanistan who was
amazed by the precision of our strikes. He had seen numerous cases where
we were able to hit different commanders – whether they were Haqqani,
Taliban, or HIG (Hezb-e-Islami Gulbuddin) – who would come across
the border from Pakistan. The attacks would strike exactly where the
insurgents were sleeping. People would see a room literally explode
and then those individuals would no longer be there.
That elder, as well as others, called these strikes “the magic.”
He much preferred drone attacks to the impact of platoons of armored
coalition vehicles that would engage in ﬁre ﬁghts and possibly catch his village
in the cross ﬁre. Culverts would be blown up, roads destroyed, and ﬁelds
damaged. And there were often civilian casualties when Coalition Forces
responded to a Taliban ambush.
A group of Haqqani Network ﬁghters had come into his area and they were
truly bad actors. One of them had machine-gunned a girls’ school with
the girls in it. Another one hung a seven-year-old boy that had American
dollars in his pocket. The atrocities went on and on. The people wanted to get
rid of these commanders and their ﬁghters, but they were afraid. They asked
for the precision of drones.
I remember him telling me, “Bring on the magic.”
Of course, because of their scarcity back then, we could not always get
a drone when we wanted one. So, if you were in a unit deemed to be a lower
priority, then you would not get access to a drone and you might not be able to
conduct the mission.
There were times when elders facing insurgent abuses and intimidation
would ask me, “Why can’t you give us the magic?”
Those situations were really hard.
There was one particular village on the border that became a way station for
insurgent commanders coming into the Khost Province from their sanctuaries
in Pakistan and then going up to training camps in the mountains or on into
the villages. We received a call from an elder with whom we had been
working. He was an inﬂuential leader of his tribe. Several of his sons worked
on our base. Members of his extended family were well educated and
worked as interpreters for NGOs and the Coalition.
He told us that two Haqqani commanders were coming through his village
that evening, and sure enough they did. They gathered the village together
and said, “You’re going to give us ﬁve of your sons or we’ll kill one. And you’re
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also going to give us the money you received from the Nation Solidarity
Program for development projects.”
They gave up the money and then the village held a jirga to try to decide
which of the sons they would provide to become Haqqani ﬁghters. They
called us. The elder was a proud Afghan man who was almost in tears begging
us to come help.
“Don’t come capture them,” he said. “Come kill them. Because if you
capture them, they’ll eventually be released and come back after us.”
All that afternoon and evening we were trying desperately to put together
a mission to kill or capture these men. At the end of the day, we were
not allowed to go because we did not have access to a Predator drone.
The helicopter unit transporting us insisted on having a Predator clear the
landing zone of potential attackers before conducting the mission. But, at
the time, all the drone assets were supporting another attack and so none
were available to us.
So the village gave up their ﬁve sons.
However, they did not only provide the young men to the insurgency, the
tribe also told all of the men working with the Coalition to come home. They
said that they were no longer going to work with us. The elders cut off contact
completely.
That had a serious impact on our counterinsurgency campaign. We basically lost the cooperation of an important tribe and all of our links with this
signiﬁcant village along the Pakistani border. And all of this happened just
because on that one day we were unable to access a drone and were told
that we could not conduct the mission without one.
Still, when we did get a drone, it was a fantastic asset.
You could be in the ﬁeld, facing a series of compounds, which are complex
mazes of homes and additions behind ﬁve-foot thick mud walls that have been
built up over literally hundreds of years. With a drone overhead we would
have an aerial view of these compounds. We could see who was coming and
going. We knew where the women and children tended to congregate. This
real-time information allowed us to better understand our environment right
up to the point where we were entering an Afghan home. We knew exactly
where the civilians would be moving within the compound so that when we
went in we were better able to avoid civilian casualties.
Drones brought a tremendous capability for us to see things and make
decisions that were impossible only a few years ago. In 2005, if I called in
an airstrike as a response to someone ﬁring at me from a compound, they
would probably have destroyed the entire compound. Now, if I have access to
a drone I can see that, even though we’re being attacked from that compound,
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there are also seven women inside. That information allows for a different
decision and a different way of managing the threat.
Drones also help protect our troops. I remember a time when my team was
in a three-sided ambush. As the ground force commander, I was determined to
press on to the objective. At this point we had lost guys and we thought that we
had fought through the worst of it. But my decision was overridden by the
command at Bagram, who were watching images of the ground from drones.
They saw that there were several hundred more armed ﬁghters waiting for us.
So, that time, drones saved my life.
Still, we have to be careful as a military force of taking drone use too far and
becoming overly dependent on them. Over the past decade, the increasing use
of drones has been a signiﬁcant factor contributing to risk aversion in tactical
operations and counterinsurgency strategy.
I remember one day when a PRT (Provincial Reconstruction Team) was
not allowed to go through a narrow pass in order to get to a valley and visit a
series of villages controlled by an inﬂuential tribe that we wanted to access.
I talked to the lieutenant in charge of the mission and he said, “I have been
told by headquarters that I am not allowed to go through this pass until a drone
comes overhead and checks it out for us.”
In the meantime, I asked my interpreter to call down to one of the villages
on the other side of the pass where I knew he had a cousin. The cousin rode
his motorcycle up into the pass, looked around and said that there were no
problems. So our team went through.
When we got to the main village, I saw that there were kids everywhere. That is
a key indicator that things are safe. We know that every time we had a problem
here in this area, there would be no kids outside. I contacted the lieutenant and
told him this. He called headquarters and told them that our team went through
the pass with no problem and that we were in the village. But they still were not
allowed to proceed. Those were their orders. Drones enable that type of mentality.
I spoke with the elders who had been sitting there waiting for the PRT. They
were insulted and said, “Don’t they know that we invited them here? Don’t
they trust us? Don’t they understand that we want to work with them?”
The PRT was charged with bringing development aid and projects to
various communities. But the elders saw that there was not a level of trust.
Under their code, pashtunwali, an invitation by the elders, meant that the
PRT would be protected. They understood the failure of the PRT to arrive
as an insult. That day an overdependence on drones stood in the way of a
commonsense approach and prevented the PRT from accomplishing its
mission and assisting the Afghan people.
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Drones have also changed the management of missions. Now, literally,
anyone up the chain of command can watch a mission as it occurs. From
literally thousands of miles away, you can see individual soldiers making
decisions regarding speciﬁc objectives. Once I ran into a general in the
White House and we were talking about our time overseas. For some reason
we began talking about Helmand Province in Southern Afghanistan. Then we
progressed to talking about a pretty signiﬁcant battle that happened outside a
town called Musa Qala.
He asked, “Was that you?”
I told him yes and described what happened.
Then he said, “I remember. I watched the whole thing from beginning to
end in Tampa, Florida, in the conference room.” And he described how
everybody was talking about what should be done and asking questions about
why certain decisions were being made.
I told him, “While you guys were talking among yourselves, I had four
chains of command on the radio also watching what was going on and asking
me personally about speciﬁc issues.” Drones and related technology enable a
type of micromanagement that was never possible in the past.
What is odd about this is that there are many people who describe the use of
unmanned systems as extrajudicial or outside of the laws of land warfare. Let
me assure you that there are multiple layers of checks and balances on how
and when they are used. First, there is someone like myself on the ground.
And I have my bosses looking over my shoulder. In addition, I am talking
to the pilot of the UAV, wherever he may be, who also has his bosses
looking over his shoulder. And these bosses have their lawyers standing
next to them reviewing everything before an action is taken. They are
constantly considering the rules of engagement and risk mitigation for civilian
casualties.
Why is this a potential problem? Well, it stiﬂes initiative on the battleﬁeld.
It stiﬂes the ingenuity of junior commanders that are out there and are most in
touch with the human dynamic. Drones have helped support an “era of
investigations” because now every move you make, for better or for worse,
whether you make mistakes or not, is watched, recorded, and often times
investigated. I do not think that this is necessarily a good use of the system or a
positive step forward for our military culture.
Drones can encourage a negative cycle where the default reaction is
inaction. After all, if you have a bad outcome – a base overrun or heavy
casualties – that has tremendous ramiﬁcations for one’s career. Deciding not
to conduct a raid and not to take a risk is safer.
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Also an overreliance on unmanned or robotic systems may remove the
personal touch of dealing ﬁrsthand with the population on their terms. That
is something we need to be concerned about. In this way, drones have
redeﬁned the way we do things in the ﬁeld. There’s an element of
my profession in Special Forces that involves building relationships, developing cultural understanding, being a teacher, and training others to be a force
enabler. Those needs will never go away, especially in a counterinsurgency
environment. Unmanned technology cannot replace those very human skills.
There is now an expectation that we will not conduct missions
unless we have drones. This trend is likely to increase as drones redeﬁne
warfare.
I think I am among the last of the pre-drone combat generation.
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The Five Deadly Flaws of Talking About Emerging
Military Technologies and the Need for New Approaches
to Law, Ethics, and War
p. w. singer
1. we live in a world of “killer applications”
It used to be that every so often a new technology would come along and
change the rules of the game. These were technologies like the printing press,
gunpowder, the steam engine, or the atomic bomb. Such technological
innovations were rare in history and occurred over the course of generations.
What is different today, and so challenging to policy, law, and ethics, is the
incredible pace of the emergence of new technologies. It was once commonplace for entire generations to pass without a single technological breakthrough that signiﬁcantly altered the way people worked, communicated,
fought, or played. By the so-called “age of invention” in the late 1800s,
transformative innovations were appearing around once every decade or so.
Today, with the ever-accelerating pace of technological development (best
illustrated by Moore’s Law, the ﬁnding that, over the last forty years, microchips – and related developments in computers – double their power and
capability every eighteen months), wave after wave of new inventions and
technologies that are literally rewriting the rules of the game are bursting onto
the scene with an ever-increasing pace. From robotic planes that strike targets
7,000 miles away to man-made cells assembled from DNA created out of
chemicals in a laboratory, the types of technologies that are being developed
now are astounding, yet they are appearing with such regularity that we are
almost numb to their historic importance.
Looking ahead, the range of military technologies that are currently at the
prototype stage – not off in the ﬁctional distance but already being researched
and developed – cover everything from: directed energy weapons, also
known as lasers; precision-guided munitions, also known as smart improvised
explosive devices (IED); nanotechnology and microrobotics; bioagents and
genetic weaponry, also known as DNA bombs; space weaponry; and human
215
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performance modiﬁcations, chemical and hardware enhancements to the
human body, basically the real-world version of the science ﬁction narratives,
a situation in which Iron Man meets Captain America. These advances
include taking a present game-changer – unmanned systems – a great leap
forward. While increasingly autonomous armed robotics may cause deep
concern for international humanitarian law and the weapons clearance
process (indeed, sparking the so-called “Stop Killer Robots” campaign), they
are currently in development in a number of countries and many are already
at the prototype stage.
The point is that there are all sorts of very real technological innovations
today that appear straight from science ﬁction, even as they are on track to
being deployable before many of us pay off our mortgages. Such advances
are often misunderstood, especially because they are frequently presented
as “silver bullet” solutions.
These technologies can be viewed as a type of “killer application,” or “killer
app,” that is, a “revolutionary” or “disruptive” technology that rocks an existing
understanding back on its fundamentals. A prototypical example from a
non-military domain is what the iPod has done to the music industry. While
iPods have not ended the commercial production, sale, and enjoyment of
music, they have changed these activities forever.
It is not just the capabilities that these innovations offer that matter. It is also
the tough questions they force us to ask. Questions about things that are now
possible that were never possible before; questions about what is proper that
we never had to wrestle with before.
These issues are not just intellectually fascinating as regards their proper use
and in terms of ethical and legal discussions. The challenges and disputes that
arise in addressing emerging military technologies have immense consequences in terms of international security. In fact, they can start wars.
For example, the science ﬁction image of a boat that can go under the sea –
what we now call a submarine – and attack civilian shipping on the surface
was ﬁrst conceptualized by the writer Jules Verne. Once submarines were
created some years later, it was a political and legal dispute over when and
how they could operate that was partly responsible for the decision by the
United States to enter World War I. Basically, the American position view was
that the new technology should operate under the old mores, which would
ban attacks on shipping without having the submarine ﬁrst reveal itself
and board its targets. The Germans held a different position, feeling that old
mores defeated the very value of the new technology.
Another example of how ideas that ﬁrst appeared in science ﬁction
inﬂuenced actual practice is seen in H. G. Wells’s concept of what he called
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“the atomic bomb.” His ideas inspired the real-world scientists of the
Manhattan Project. Nuclear war technology kept the Cold War cold, but
continues to haunt the world today through its own set of complex legal and
ethical questions.
Why are these questions of ethics and technology so difﬁcult, especially in
the realm of war? At the dawn of the nuclear era, in a speech on the eve of
Armistice Day in November 1948, General Omar Bradley said: “The world has
achieved brilliance without wisdom, power without conscience. Ours is a
world of nuclear giants and ethical infants. We know more about war than we
know about peace, more about killing than we know about living.”1
Why is it that we are “giants” when it comes to the technology of battle, yet
at the same time “ethical infants”? Answering this question requires engaging
effectively with the ﬁve deadly ﬂaws of thinking and talking about new
killer applications.2

2. first deadly flaw – disconnected fields
The ﬁrst ﬂaw involves a disconnect between different professional and
technical ﬁelds. When issues cross from one ﬁeld into another, it is often like
crossing from one’s own nation into a foreign country. The paths and even key
norms of behavior may be familiar but the language and terms are foreign.
For example, consider cyber security, which is literally a world in which the
operative language is composed of zeroes and ones. Recently a virtual world
company discovered that somebody was carrying out an act of cybercrime
within its system. They were stealing virtual currency that they were then able
to convert into actual currency. The company discovered what was going on
and contacted the FBI. After an hour of discussion, the FBI agent responded,
“So, um, this is on the Internet, right?”3 That is, you have a law enforcement
agent who is being asked to investigate a crime in a technologic realm but
who barely understands the very basics of the technology on which the crime
took place.
This situation is particularly difﬁcult for those wrestling with the law, ethics,
and the science of war. As daunting as it is for someone who is trained in
the ﬁelds of law, politics, or philosophy to talk about the design parameters of
the MQ-9 Reaper, it is equally difﬁcult for the scientists and engineers who
are conversant with technical issues to enter into discussions about ethical
dilemmas.
As one robotics expert told me, “Having a discussion about ethics is very
difﬁcult because it requires me to put on a philosopher’s hat, which I don’t
own.” The result is that we usually engage with the ﬁelds within which we

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

218

Drone Wars

work and do not speak with those working in other areas. This is true even
when it is precisely this sort of dialogue that is required for understanding
the problems we face.
The Association of Unmanned Vehicles and Systems International, the
industry trade group dealing with drones, conducted a survey of some of the
most inﬂuential twenty-ﬁve technologists and experts in the ﬁeld. They asked
them if they found “social, ethical or moral problems with the continued
development of unmanned systems” – any problems at all. Sixty percent
answered with the simple response of, “no.”4 So, while philosophers and
academics of various types almost always see problems with emerging technologies (although they may disagree as to the core issues), those working on
these questions are often profoundly disengaged from these issues and this way
of thinking.
The result is that we have a rather ostrich-like approach when we come to
these discussions of law, morality, and technology. Those who carry out the
policy and ethical discussions, especially on the topic of unmanned systems,
are often uninformed or, even worse, guided by those who do not have
scientiﬁc facts on their side. In turn, scientists and engineers who have actual
ethical and legal dilemmas to resolve are left outside of these discussions,
creating a situation that makes developing real solutions almost impossible.
Today a young robotics graduate student working on the next generation of
these systems might ask himself or herself such questions as: From what
individual or organization can I ethically accept research and development
money? What type of autonomy can my system have and still meet basic legal
and moral standards? Who should be allowed to buy the systems I am
developing? Who should be allowed to use these systems? Who should have
access to the information that my system is constantly gathering about the
world around us?
However, a young researcher asking such questions would currently have
no focused, coherent ethical code to use for guidance. Nor is there a formal
institution to consult for reasonable answers to these questions. This presents a
situation quite distinct from a young student in medicine, law, or most other
professional ﬁelds. At present, those developing drones, military robots, and
other emerging technologies lack agreed-upon standards to guide them,
and they have no professional body to approach for assistance when facing
some of the most important questions associated with their work.
The key is not simply recognizing a gap between practice and established
legal and ethical norms, which is to be expected in any cutting-edge ﬁeld,
but rather engaging what is and is not being done to address these issues.
For example, the scientists working in the Human Genome Project set aside
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5 percent of their annual budget to engage in discussions on the “ethical,
legal, and social implications” of their work.5 While this has not resolved the
tough issues related to the ﬁeld of genetics, the effort signals an engagement
with the necessity of linking the technological innovations of genetic research
with a consideration of core social questions. This has helped create awareness
among scientists and the broader public about the important implications
and challenges of advances in genetics, helping us manage these debates in
a more nuanced and useful manner.
However, this is the exception that proves the rule. The prevalent attitude we
ﬁnd in the ﬁeld of emerging military technologies is perhaps best encapsulated
by a response from a professor after I presented a speech about the future of
robotics at an engineering school. His department receives most of its research
funding from the Department of Defense, and he wrote to chastise me for
“troubling his students by asking them to think about the ethics of their work.”
Isaac Asimov and perhaps even Socrates may well be laughing at us right now.

3. second deadly flaw – applied ethics and
the revenge of the real world
New technologies in war are often described as a way to reduce the cost of war,
mitigate its passions, and limit the possibility of excessive acts or crimes. This is
nothing new. For example, in 1621, the poet John Donne foretold how the
invention of better cannons would mean that wars would come to “quicker
ends heretofore and the great expense of blood be avoided.”6 Yet this is clearly
not what occurred; as we know, more powerful cannons have created more
devastating conﬂicts.
Four hundred years later we are having similar discussions when it comes to
the current generation of remotely piloted vehicles, as well as future versions
that will be autonomous. The media has frequently published discussions
about Pentagon-funded projects on “ethical governors,” the supposed software
packages that would be applied to unmanned systems to ensure that the use of
weapons would automatically adhere to the laws of war. The argument in
favor of these mechanisms is that, because the machines are programmed and
therefore unable to deviate from rule-based commands, they will always follow
the law as compared to humans, who are inherently unreliable. Ron Arkin, a
professor of computer science at Georgia Tech who is working on these issues
explained: “Ultimately these systems could have more information to make
wiser decisions than a human could make. Some robots are already stronger,
faster and smarter than humans. We want to do better than people, to
ultimately save more lives.”7
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That is a noble sentiment and it echoes the vision expressed by Donne so
long ago. However, an easy conﬁdence in ethical governors ignores the seamy
underside of war and the multiple ways in which a technology that promises a
more humane outcome may, in fact, lead to just the opposite result.
Too frequently innovative technologies and discussions about them are
presented (particularly by the technophile thinkers who once surrounded
former Secretary of Defense Donald Rumsfeld) as mechanisms through
which “the fog of war can be lifted.”8 They imply that either the perfection
of our technology or the perfection of our souls, or some combination of the
two, will prove to be a “silver bullet” solution to the problems of war.
However, the reality is that war in the twenty-ﬁrst century has many of the
exact same characteristics as war in prior centuries. It is a terrible, awful mess,
although maybe now it has become an even more complicated mess. When
people assert that a new military technology will reduce bloodshed or improve
compliance with established moral principles, they may want to consider
these issues through the dirty lens of modern warfare. This might encourage
a reﬂection on the growing role of global private military industries and the
inﬂuence of money and greed in war. Or, they might consider the sad reality
of child soldiers and the fact that in contemporary conﬂicts, one of every ten
combatants is a child.9
When we own up to the reality of contemporary war, rather than how
we wish it would operate, we see the double-edged sword of technology. We
see that, for example, while human enhancement research takes us beyond
the existing limitations of the human body, these improvements do not take us
past our all too human limitations and inherent ﬂaws such as our capacity for
arrogance, greed, and hate. Similarly, just as a fork can be a tool for eating as
well as plucking out eyeballs, a “non-lethal weapon” can chase away Somali
pirates, be used by Japanese ﬁsherman to repel environmentalists protesting
the illegal slaughter of endangered whales, or be deployed by an autocratic
regime to torture prisoners.
Beyond this, there are two additional problems. First, the promises of
morally perfected technology and ethical governors are usually false because
the technology is actually what we call “vaporware,” that is, it does not yet exist
and is largely imagined. Second, an enduring part of war is that no matter how
novel the technology, the enemy is unlikely to act as predicted and will almost
certainly present new challenges that will prove such promises to be empty.
For instance, many wars now involve adversaries that know about the laws of
war and then violate those laws as an element of their military strategy. This is
what Charles Dunlap, former US Air Force general and now a law professor
at Duke University has termed “lawfare.”10 For example, in Somalia, a US
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Ranger described how he was shot at by a gunman using an AK-47 propped up
between the knees of two women kneeling front of him while four children
lay across his back.11 The shooter had literally created a suit of non-combatant
armor around him. When I worked for the Ofﬁce of the Secretary of Defense
during the Kosovo conﬂict, one of the challenges we faced in selecting
targets was a case where there was a tank parked in a schoolyard. In another
case, a tank that was carrying out an ethnic cleansing mission had children
riding on top. In the recent Lebanon war, there were instances of civilians
forced to launch rockets from their farms, while in Syria at a time of possible
US air strikes, the regime openly moved civilians into military facilities and
placed soldiers in civilian areas.
There are thousands of such cases, each of which challenge the careful
calculation of acceptable targeting under the laws of war. Well-intentioned
experts, lawyers, and military ofﬁcers often ﬁnd themselves discussing these
cases, which are difﬁcult to resolve and require a degree of sensitivity and
contextual grounding that far exceeds the domain of ethical governors.
So, imagining that a computer that speaks in the language of ones and zeroes
will be capable of addressing these types of issues is not realistic now or any
time soon.

4. third deadly flaw – divergent ideas, or “your ethics
are not my ethics”
It is our luck that we live in a diverse world. As Gene Roddenberry, futurist
and creator of Star Trek once said: “If man is to survive he will have to learn to
take delight in the simple differences between cultures. He will learn that
differences in ideas and attitudes are a delight, part of life’s exciting variety, not
something to fear.”12
While we may delight in our different cultures and beliefs, they have a real
impact on how we look at technology, as well as the ways we understand the
need to regulate new and emerging weapons systems.
Take the example of autonomous drones and other robots. In Western
culture, going back to the ﬁrst use of the world “robot” in a 1920s play titled
RUR, autonomous machines have consistently been portrayed as mechanical
servants that wise up and then rise up against human society. Whether inspired
by early science ﬁction movies or more recent evocations, such as the Terminator or RoboCop movies, there is something in Western culture that views
robots as dangerous tools destined to grow intelligent and come after us.
However, this is not a universal view. “The machine is a friend of humans
in Japan. A robot is a friend, basically,” says Shuji Hasimoto, a robotics
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professor at Waseda University in Tokyo.13 In Asian cultures, robots are
commonly understood in a different manner arising from different contexts.
The robot ﬁrst appears in Asian science ﬁction after World War II in a positive
light. Perhaps this is because in the wake of Hiroshima, it is humans who are
seen as the ultimate villains. In Asia, robots are not necessarily bad, as in
Western ﬁction, but often appear as heroes, such as Astro Boy. While our
moral understandings of technology are not driven solely by popular culture,
this domain illustrates how our engagement with emerging technologies
represents a complex reﬂection and expression of social reality.
Indeed, the divide on robotics may also draw from religion and different
conceptions of the division between the living and the dead. While Christianity sees a strict divide between what is alive and what is not, within Shintoism,
for example, both animate and inanimate objects can be endowed with
a spirit. A stream has a spirit, a rock has a spirit, and a robot also may have a
spirit. In fact, there are robots in Toyota factories that receive Shinto rites.
The point here is that there are fundamentally different perceptions of what
is acceptable when it comes to technology. In Asia, companion robots for
the elderly and babysitter robots for children are marketed with very little
controversy. By contrast, Rodney Brooks, an MIT professor and the chief
technical ofﬁcer of the iRobot company, explains that these types of machines
would not be accepted in the United States for the simple reason that
Americans ﬁnd them “too artiﬁcial and icky.”14
“Icky” is an interesting term because it matters in both law and ethics.
In international relations, we felt the need to develop a response for weapons
systems that may appear to be technically legal, but their possible use is
troubling to the “public conscience” in some other way. Within international
law this is seen in the Martens clause from the original 1899 Hague Conventions.15 Interestingly, there are multiple examples involving new technologies
that raise these issues in different contexts and cultures. For example, while
heart transplants are completely acceptable in the West, in Japan the ﬁrst
surgeon to carry out the operation was prosecuted for murder.
Arming autonomous weapons systems is currently hugely controversial
and plays off of these differences of social understanding. In the West it is a
matter of deep concern, but Korea deployed two robotic snipers to Iraq
in 2004 with little public debate. Indeed, Samsung manufactures the
autonomous sentry gun, which is a 5.5 millimeter machine with two
cameras, infrared and zooming capabilities, and pattern recognition software
processors that allow it to identify, classify, and destroy moving human
targets from one and a quarter miles away. Not only does the company
produce these weapons, but it also markets and sells them and has a
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promotional video that one can watch online.16 The images, set to rousing
jazzy music, celebrate the invention and its technological possibilities.
Another related issue is designer hubris: the assumption that just because
one party is the ﬁrst to develop a new technology that means that they will
always be in control of the innovation, and their views and mores will be used
to manage and guide its use forever. The hubris of the United States after
developing the atomic bomb applied not only to the government at the time
but also to the designers. Members of the Manhattan Project honestly thought
that they would have control over targeting decisions. They expressed frustration and anger that they were not allowed into the White House during
the decisions to bomb Japan, leading to the strikes on Hiroshima or Nagasaki,
and that these actions were out of their hands.
In 2013, the US State Department organized a meeting on how long
the country should expect to maintain a monopoly over emerging military
technologies and how it could prevent their proliferation. Simply put, no such
monopoly exists. Right now there are at least eighty-seven other nations
building, buying, and using military robotics.17 This group represents a diverse
collection of nations, from US allies like Great Britain, Israel, France, and
Germany, to others countries such as Pakistan, China, Russia, and Iran.
Of course, there are also multiple non-state actors gaining access to innovative
military technologies.
One of the key differences with new generations of military technologies as
compared with prior revolutionary military advances is that they often rely on
open-source innovations. My own unintentional role in the defense industrial
complex presents an illustration of this issue. Working as a consultant for the
Call of Duty video game, I was part of a team that conceived of what the next
generation of soldiers might want in a tactical-level drone. We took our
inspiration from the strengths and weaknesses of the current generation of
military systems and what was becoming available on the civilian side of the
market. The concept melded a nimble “quadrotor” that could move rapidly
but also perch and stare into urban canyons, be armed with a machine gun
and explosives, and take on roles that ranged from scout to overhead watch to
sniper. It had to not only be easily controlled by a single soldier with minimal
training, but also be able to take on certain roles autonomously. And it had
to be cheap enough to be purchased in sufﬁcient numbers such that they
could conceivably be deployed at the squad or platoon level to be distributed
across the battleﬁeld.
The concept itself is appealing, but what happened next is fascinating.
For a commercial for the video game release in 2012, Activision built
“Charlene.” It was a kind of prototype – not the ﬁnal version but a working
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version of the system with the various key attributes. It cost less than $5,000.
Notably, when the video of Charlene went viral on YouTube (showing a
quadrotor, controlled by a tablet computer, shooting up various targets with an
Uzi equivalent and then taking out a car in a ﬁery explosion), ofﬁces in the
Pentagon began to wonder why some crazy Russian (actually an actor) had a
better drone today than the US military.18 At the 2013 weapons trade shows,
various defense contractors began to display their early knockoffs of Charlene
(but always at a much higher price). This illustrates profound social, legal, and
ethical changes. To make a World War II parallel, Hitler’s Luftwaffe was
unable to strike the United States. It simply could not ﬂy aircraft across
the Atlantic, yet a 77-year-old blind man built his own drone and ﬂew it
across the Atlantic using GPS guidance.19
Complications also occur as one moves outside the context of conﬂict. The
US Department of Homeland Security uses Predator-class drones for border
security. Meanwhile, a private militia on the Arizona border has used
unmanned drones, including ones it purchased for $25,000 each, which is a
fraction of the cost of the military-grade drones used by the federal
government. There are multiple domestic and legal issues that arise from
using emerging military technologies for law enforcement purposes, and there
is the general question: What does it mean to have an all-seeing eye in the sky?
And speciﬁcally, how does the deployment of this technology affect constitutional rights? What limitations should be placed on private use and how will
these be managed and enforced? This is not a theoretical issue, but represents
the opening of a huge area of public debate and law as civilian airspace opens
up to the use of unmanned systems in roles that range from policing to
journalism to crop-dusting.20
What we are seeing is the beginning of a mass proliferation of new
technologies, and with this change come many policy questions that will
notably play out in very different contexts. As these machines are developed
and deployed in multiple social and cultural environments, different understandings of their proper use will hinder efforts to control their availability
on a global scale.

5. fourth deadly flaw – suspicion of ethics and law
In the spring of 2010, I had the honor of sharing a panel with two US military
JAG ofﬁcers at a session hosted by the Institute for Ethics and Public Affairs at
Old Dominion University. The session’s focus was on the ethical questions of
using new robotic technologies in war. A member of the audience stood up
and asked a question more fundamental than what any of us on the panel had
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discussed: “What would you tell a mother who has lost her son to one of these
terrorists in Iraq as to why we should even care about something like ethics or
the laws of war? Why should we even bother?”
That question cuts to the heart of the complex nature of wrestling with the
nuances of right and wrong when people – our sons, daughters, parents,
spouses – are risking their lives in complex and difﬁcult contexts. That is,
why should we even care about right or wrong and technical legal issues in a
realm of unconventional war where there is already so much wrong, harm,
and illegality? Why should we care about ethics and morality in war?
For me there are two answers to this issue that are relevant for a discussion
of emerging technologies. First, the son who was killed was a serviceman.
That service distinguishes him and deﬁnes what, how, and why he and his
comrades are ﬁghting. That is, they did not ﬁght out of anger or hate. They
served something beyond themselves. They took an oath of service.
They served the US Constitution. And that is a distinguishing factor because
not only do they believe that they are on the right side in these wars (which
every side believes itself to be), but also that they are committed to adhering to
a set of rules and values. The sense of service is not just why we ﬁght, but it
is why our way of ﬁghting is bound by laws and therefore made just.
The second factor is something that we do not like to talk about in ethics,
but matters a great deal: raw self-interest (a motivating force that we may
sometimes sugarcoat by terming it “pragmatism”). In fact, the facts show that
violating the laws of war does not provide a strategic advantage. In the history
of war, the side that has fought with a sense of ethics, respected the laws, and
operated as “professionals” has tended to win more often than not. That is,
over thousands of years of warfare, professionals almost always triumph over
barbarians.
Indeed, this distinction was found to be essential in Iraq, where the
woman’s son was killed. Even though the US forces in Al Anbar Province
were unfamiliar with local society in comparison with members of al-Qaeda
and others ﬁghting there, and many in the media complained that our forces
were stymied by an intricate web of laws and lawyers, US forces ultimately
won and they did so because of, not in spite of, an adherence to the laws of
war. Al-Qaeda extremists and the twenty-ﬁrst-century version of barbarians
carry the seeds of their own downfall as a result of their wanton use of
violence, including purposefully targeting civilians. Eventually, it was these
factors that persuaded local Sunni tribes to turn on them, which was a key
factor in the success of the “surge.”
Nevertheless, while the facts may not support the position, the
narrative that ethics is a hindrance to success in war remains powerful
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and popular. Those who care about morality and norms must acknowledge
that they face a basic problem of convincing people both inside and
outside the military that ethics in warfare is essential, not because the
position is morally praiseworthy but because we are self-interested and
want to win.

6. fifth deadly flaw – magic, or we fear
what we do not understand
When the warriors of the Hehe tribe in Tanzania surrounded a single German
colonist in 1891, they seemingly had little to worry about. But he had strong
magic, a box that spat out bullets (what we call a machine gun). Armed with
such seemingly mystical power, he killed almost a thousand warriors carrying
spears.21
As English physicist and science ﬁction author Arthur C. Clarke famously
put it, “Any sufﬁciently advanced technology is indistinguishable from
magic.”22 And there is no realm where this is truer than in war, where we
not only view advanced technology as magical but we fear it for that very
reason. We fear what we do not understand.
Some people would say that in the twenty-ﬁrst century we have put such
ideas behind us, that we no longer suffer the confusions of magic. However,
that is not true; we are actually facing the challenge of magic in all sorts
of ways.
For example, the discussion over the impact of unmanned systems strikes in
Pakistan is not just a narrative of the relative value of targeted killings and the
numbers of civilian casualties. It is also a debate regarding technologies that
appear magical and inspire fear. A member of the US Joint Special Operations
Command told me about a meeting that he had with a set of elders in the
Federally Administered Tribal Authority region in Pakistan. He described that
they served tea and cookies. One of the elders was enamored with the sweet
bread-like food that he had never tasted before. That same elder went on say
that he believed that the Americans had to be working with the forces of evil
because of the way that their enemies’ homes were blowing up even though
US forces were not present.
He did not talk about the issue of civilian casualties, but instead illustrated a
gap in understanding as to the mechanisms of modern war. The elder went on
to acknowledge that the United States might be targeting bad guys, but that
they “must have the power of the devil” behind them. The ofﬁcer said, “You
have a guy who has never eaten a cookie before. Of course he is going to see a
drone as like the devil, as like black magic.”
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The point is that the elder thought that the United States was doing
something very bad – evil – not because of the actions but because of the
way of acting, a reliance on magical forces that he did not understand and
feared. As Marian Anderson once put it, “Fear is a disease that eats away at
logic.”23
But this suspicion of advanced technologies is not limited to distant tribal
regions. It is something that increasingly plays out here in the United States,
and harming our ability to have effective discussions on policy and ethics in
the twenty-ﬁrst century. We are seeing what CNN has characterized as a
growing American “fear of science,” or what writer Michael Specter explored
in his book, Denialism. As Specter puts it, the problem now when it comes to
discussions that involve the intersection of science and public policy is that
“when people don’t like facts, they ignore them.”24
We see this in all sorts of areas, from the widespread fear of vaccines, to the
useless trust placed in the multibillion-dollar industry of dietary supplements,
to the climate change debate. Indeed, a major political party nominated a
candidate for US vice president who described the scientiﬁc method as “snake
oil.”25 However, we should not use such facts to disparage a particular political
campaign because this is simply a reﬂection of the opinions and attitudes of the
American people, of whom 11 percent believe that Elvis is still alive and nearly
one in ﬁve think that the sun revolves around the earth.26 Applied to the realm
of war, we see how Hollywood notions of the “Terminator” have clouded the
reality of what is and is not possible with drones and other advanced military
technologies, indeed fueling a very debate over the term itself.27
This is the context in which our society engages with transformative
technologies. Our challenge, then, is to make sure that policymakers and
the larger public not only understand the ethical issues of emerging technologies, but that they also accept the scientiﬁc principles and related limitations
underlying these technologies.

7. confronting difficult questions
These challenges are certainly daunting, but by no means do they imply that
discussions of morality and technology are hopeless. In fact, the difﬁculties of
managing these issues highlight the importance of thinking, speaking, and
acting ethically when it comes to emerging military technologies. The complex nature of this process makes it all the more important and efforts to solve
these issues all the more worthy.
Our success or failure in navigating the moral dilemmas of a world of
killer apps will depend on recognizing that these very problems are part
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and parcel of the discussion. We must own up to the challenges presented
by these ﬁve deadly ﬂaws. We must face them head on and learn to
overcome them. Otherwise we will spin in circles and fail to face important
social issues, and this may have disastrous consequences. And we had
better act soon. What unites the complex moral and policy issues
associated with transformative military technologies and killer applications
is how the rapid rate of innovation makes it difﬁcult for our all too-human
institutions, including those involved in managing ethics and law, to
keep pace.
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Drones and Cognitive Dissonance
rosa brooks

1. what is it about drones?
There is something about drones that makes sane people crazy. Is it those
lean, futurist proﬁles? The activities drone technologies enable? Or perhaps, it
is just the word itself – drone – a mindless, unpleasant, dissonant thrum.
Whatever the cause, drones seem to produce an unusual kind of cognitive
dissonance in many people.
Some demonize drones, denouncing them for causing civilian deaths or
enabling long-distance killing, even as they ignore the fact that the same (or
worse) could be said of many other weapons delivery systems. Others glorify
them as a low-cost way to “take out terrorists,” despite the strategic vacuum in
which most drone strikes occur. Still others insist that US drone policy is just
“business as usual,” despite the fact that these attacks may undermine US
foreign policy goals while creating an array of new problems.
It is worth taking a closer look at what is and is not new and noteworthy
about drone technologies and the activities they enable. Ultimately, “drones,”
as such, present few new issues – but the manner in which the United States
has been using them raises grave questions about their strategic efﬁcacy and
unintended consequences. In fact, the legal theories used to justify many US
drone strikes risk dangerously hollowing out the rule of law itself.

2. demonizing drones
For many on the political Left (and more than a few in the middle), drone
strikes are the paradigmatic example of US militarism run amok. But many of
the most common objections to drones do not hold up well under serious
scrutiny – or, at any rate, there is nothing uniquely different or worse about
drones, as compared to other military technologies.
230
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Consider the most common anti-drone argument: drone strikes kill innocent
civilians. This is undoubtedly true, but it is not an argument against drone
strikes, as such. After all, war kills innocent civilians. And there are some
means and methods of warfare that tend to cause more unintended civilian
deaths than others.
The website for CodePink, a women’s peace group, states: “Drones scout
over [Afghanistan and Pakistan] launching Hellﬁre missiles into the region
missing their intended targets, resulting in the deaths of many innocent people.”1
Similarly, the Anti-War Committee asserts “the physical distance between
the drone and its shooter makes lack of precision unavoidable.”2
But to paraphrase the National Riﬂe Association, “Drones don’t kill people,
people kill people.” At any rate, drone strikes kill civilians at no higher a rate,
and almost certainly at a lower rate, than most other common means of
warfare. In fact, drones actually permit far greater precision in targeting.
Today’s unmanned aerial vehicles (UAVs) carry highly accurate ordinance
that generally produce far less widespread damage that other munitions.
UAVs’ low proﬁle and relative fuel efﬁciency permit them to spend more
“time on target” than any manned aircraft. And unlike pilots of manned
aircraft, pilots of unmanned vehicles can regularly be replaced while on a
mission both to avoid fatigue and ensure greater accuracy.
Drones can engage in “persistent surveillance.” That means they do not just
swoop in, ﬁre missiles, and ﬂy off. Instead, they can spend hours, days, weeks,
or even months monitoring a potential target. Equipped with imaging
technologies that enable operators who may be thousands of miles away to
see details as ﬁne as individual faces, modern drone technologies allow their
operators to distinguish between civilians and combatants far more effectively
than most other weapons systems.
That does not mean that civilians are not killed in drone strikes. They are.
But how many civilians are killed in these actions, and are these casualties
greater than if other weapons systems had been used? The numbers are not
completely clear. The British Bureau of Investigative Journalism (BIJ) analyzed reports by “government, military, and intelligence ofﬁcials, and by
credible media, academic, and other sources.”3 The BIJ determined that of
the 383 known drone strikes in Pakistan from 2004 to 2012, between 2,296 and
3,718 people were killed, of whom they estimated between 416 and 960 were
civilians (the numbers for Yemen and Somalia are less accurate).4 New
America came up with slightly lower numbers, estimating that in roughly
the same time period, between 2,080 to 3,428 people were killed in Pakistan,
of whom between 258 and 307 were reported to be civilians (and an additional
199 to 334 were difﬁcult to categorize as either civilians or militants).5
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Behind the numbers, regardless of which data set is right, lie the mangled
bodies of human beings. And whether drones strikes cause “a lot” or “only a
few” civilian casualties depends on what we regard as the right point of
comparison. Compared to the mass bombing campaigns of the Vietnam era
or the Second World War (to say nothing of the use of atomic weapons),
drone strikes involve relatively few civilian casualties. Yet these comparisons
may not tell us anything useful.
Should we compare the civilian deaths caused by drone strikes to
the civilian deaths caused by large-scale armed conﬂicts? One study by the
International Committee for the Red Cross found that on average, ten
civilians died for every combatant killed during the armed conﬂicts of
the twentieth century.6 For the Iraq War, estimates vary widely; different
studies place the ratio of civilian deaths to combatant deaths anywhere
between 10 to 1 and 2 to 1.7
The most meaningful point of comparison for drones is probably manned
aircraft. It is difﬁcult to get solid numbers here, but one analysis published in
the Small Wars Journal suggested that in 2007 the ratio of civilian deaths
due to Coalition air attacks in Afghanistan may have been as high as 15 to 1.8
More recent UN ﬁgures suggest a far lower rate, with as few as 1 civilian killed
for every 10 airstrikes in Afghanistan.9
It is also important to note that drone strikes have become far less lethal for
civilians in the last few years. New America concludes that between 89 to 102
civilians or “unknowns” were killed by 73 US drone strikes in 2011, for
instance.10 Reductions in civilian casualties are due to technological advances
in drones, surveillance and targeting systems, and far more stringent rules
for when drones can release weapons.
Paciﬁsts that condemn all forms of armed conﬂict can condemn drone
strikes without a trace of cognitive dissonance. However, for non-paciﬁsts, a
per se condemnation of drone strikes makes little sense. While it is reasonable
to condemn a particular war or particular policy, why ﬁxate on a speciﬁc
method of ordinance delivery? Why focus special attention on drone strikes,
which cause relatively low numbers of civilian deaths, and largely ignore the
many civilian deaths that occur during raids by ground troops, at vehicle
checkpoints, or as a result of close air support?
Drones strikes are bad because killing at a distance is unsavory – If killing
from a safe distance is somehow “wrong,” what should be our preferred
alternative? Should we set aside the technological advantages that
protect soldiers, stripping troops of body armor, taking away guns that allow
attacks from far away, and requiring troops to engage in hand-to-hand
combat?
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Here again, it requires more than a little cognitive dissonance to condemn
drone strikes for allowing us to kill from a safe distance. If drone strikes enable
us to kill enemies without exposing our own personnel, this presumably
should be considered a good thing, not a bad thing. Maybe no one should
be killed, or maybe we are killing the wrong people, but these are assertions
about ethics, intelligence, and strategy, not about drones.
And drones are hardly the only technology that has facilitated killing from a
distance. Drones do not present any “new” issues not already presented
by aerial bombing, or by guns or bows and arrows, for that matter. In the
early 1600s, Cervantes called artillery a “devilish invention” allowing “a base
cowardly hand to take the life of the bravest gentleman,” with bullets “coming
nobody knows how or from whence.”11 Much like drones, the longbow and
crossbow were also once considered immoral, or at any rate distinctly
unchivalrous. In 1139, the Second Lateran Council of Pope Innocent II is
said to have “prohibit[ed] under anathema that murderous art of crossbowmen
and archers, which is hateful to God” – at least when used against Christians.12
Historically, virtually every signiﬁcant advance in distance killing has
caused anxiety, but there is no reason to regard drones as presenting
fundamentally new issues.
Drones turn killing into a video game – Writing in the Guardian, Phillip
Alston, the United Nations Special Rapporteur on extrajudicial, summary, or
arbitrary executions, and Hina Shamsi, of the American Civil Liberties Union,
criticized “the PlayStation mentality” created by drone technologies: “Young
military personnel raised on a diet of video games now kill real people
remotely using joysticks. Far removed from the human consequences of
their actions, how will this generation of ﬁghters value the right to life?”13
But are drones any more “video game-like” than other modern military
technologies, such as laser-guided munitions, remote sensing, satellite
imaging, or placing cameras in the noses of cruise missiles? Those old enough
to remember the First Gulf War will recall the once-shocking novelty of
images taken by cameras inside Tomahawk missiles, the jolting, grainy images
in the crosshairs before everything went ominously black.
Regardless, there is little evidence that drone technologies “reduce” their
operators’ awareness of human suffering. If anything, drone operators may
have a far greater sense of the harm they help inﬂict than snipers or bomber
pilots, precisely because the technology enables such clear and long-term
visual monitoring.
Journalist Daniel Klaidman reports the words of one CIA drone operator,
a former air force pilot: “I used to ﬂy my own air missions . . . I dropped
bombs, hit my target load, but had no idea who I hit.” With drones, it was
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a different story: “I can look at their faces . . . see these guys playing with
their kids and wives . . . After the strike, I see the bodies being carried out of
the house. I see the women weeping and in positions of mourning. That’s not
PlayStation; that’s real.”14
Increasingly, there is evidence that drone pilots, just like combat troops, can
suffer from post-traumatic stress disorder. They watch a man play with his
children and live his life, sometimes for extended periods of time. And then
they drop ordinance on the man and see his mangled body. Surely this takes
a psychological toll. A recent air force study found that 29 percent of drone
pilots suffered from “burnout,” with 17 percent “clinically distressed.”15
Targeted killings are creepy – Many critics of drone strikes also express
discomfort with “targeted killings,” viewing them as little more than assassinations or simple murder. In targeted killings, lethal force is aimed at speciﬁc,
named individuals. Note, not all targeted killings involve drone strikes – some
may involve bombs dropped from manned aircraft, or missiles ﬁred from an
aircraft carrier, or a boots-on-the-ground raid – just as not all drone strikes
are targeted killings.
But assuming the law of war applies, or that the right to national self-defense
has legitimately been triggered, it is hard to see any inherent problem with
targeted killing. Should we prefer untargeted killing? Is it not better to strike
only those named individuals about whom we have speciﬁc evidence of
terrorist activities than target unnamed individuals about whom we know far
less?

3. glorifying drones
For every critic who demonizes drones while ignoring their similarities to
other less-demonized technologies, there are twice as many people who seem
to regard drones as a near-panacea – an almost magical new technology that
will allow us to economically stave off foreign threats from the safety of home.
The notion that we can kill bad guys with a cheap, replaceable, unmanned
vehicle in a manner that allows us to minimize unintended casualties, without
risking American lives, is appealing. Indeed, this is vastly more appealing than,
say, sending scores of thousands of troops off to war. Had it not been for the
availability of drone technologies, it is not clear that the United States would
have intervened in Libya. In fact, once Libya’s air defenses had been
eliminated by US missiles (many launched by old-fashioned manned aircraft),
the intervention in Libya became, to a great extent, a drone war. In that case,
the United States was able to reduce the risk to human pilots by sending in
drones to attack targets on the ground.
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However, the advantages of drones are often as overstated and misunderstood as the problems they pose. In some ways, the perceived advantages of
drones cause new problems, which are generally ignored by their proponents.
In particular, drone technologies temptingly lower or disguise the costs of
lethal force. In this way, their apparent beneﬁts may mask their potentially
dangerous, longer-term impact and the broader strategic consequences of an
increasing reliance on drones.
Armed drones lower the perceived costs of using lethal force in at least three
ways. First, drones reduce the ﬁnancial cost of projecting force in foreign
countries. Most drones are substantially less expensive than the available
alternatives. For example, manned aircraft are quite costly: Lockheed Martin’s
F-22 ﬁghter jets cost around $400 million each,16 F-35s are $130 million,17 and
F-16s are $47 million.18 But the 2011 price of a Reaper drone was $28 million,19
while Predator drones cost only about $4.5 million.20
Some assert that the true costs of drones are (or will soon be) far higher, both
because the United States is in the process of developing more sophisticated
and expensive drones and because production costs do not reﬂect the expenses
of the underlying research and development. As with so many things, putting
a dollar ﬁgure on drones is difﬁcult, as it depends on what costs are counted
and what time frame is used. However, the issue here is not only whether
drones are truly less expensive than alternative technologies, but also the degree
to which they are perceived as cheaper by government decision makers.
Second, relying on drone attacks unquestionably reduces the domestic
political costs of using lethal force. Sending Special Operations Forces after
a suspected terrorist places the lives of US personnel at risk, and full-scale
invasions and occupations endanger even more American lives. In contrast,
using armed drones eliminates all short-term risks to the lives of US personnel
involved in the operations. Because drone attacks do not involve “sustained
ﬁghting . . . active exchanges of ﬁre . . . [or] US ground troops,”21 any need for
congressional notiﬁcation and approval under the War Powers Resolution can
conveniently be avoided.22 It is no coincidence that while Americans generally
view the Iraq and Afghanistan wars as costly mistakes, substantial majorities
approve of President Obama’s drone policies.
Third, by reducing accidental civilian casualties, precision drone technologies reduce the perceived moral and reputational costs of using lethal force.23
Most US ofﬁcials care greatly about avoiding civilian casualties, and even
those who might be willing to discount the moral cost of civilian deaths
understand the reputational costs. Dead civilians upset local populations
and host-country governments, alienate the international community, and
sometimes even disturb the sleep of American voters.24
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Government ofﬁcials are extremely sensitive to ﬁnancial, political, and
reputational costs. Thus, when new technologies appear to reduce the costs
of using lethal force, their threshold for deciding to use lethal force correspondingly drops. If killing a suspected terrorist based in Yemen or Somalia will
endanger expensive manned aircraft, the lives of US troops, or the lives of
many innocent civilians, US ofﬁcials will reserve such killings for situations
of extreme urgency and gravity (for example, stopping another 9/11 or targeting
a signiﬁcant enemy such as Osama bin Laden). However, if all that appears to
be at risk is an easily replaceable drone, ofﬁcials will be tempted to use lethal
force more often and more casually.
The trouble with drones is that they make it a little too tempting and
perhaps too easy to use force.25 If a government has a tool that allows it to
target potential bad guys with very little risk, it makes sense that it would use it
ever more frequently. Thus, we have seen drone strikes evolve in the last
decade from a technology with limited deployment used to target speciﬁcally
identiﬁed high-ranking al-Qaeda ofﬁcials to a tool used in an increasing
number of countries to attack an apparently endlessly lengthening list
of supposed bad guys, some identiﬁed by name, others targeted on the basis
of suspicious behavior patterns, with an increasingly tenuous link to grave or
imminent threats to the United States.
As their use has grown, drones strikes have targeted militants who appear to
be lower and lower down the terrorist hierarchy,26 so that rather than a focus
on terrorist masterminds, attacks now focus on low-level insurgents.27
Although drone strikes are believed to have killed more than 3,300 people
since 2004,28 by most accounts only a small fraction of those successfully
targeted have been so-called “high-value targets.”29 In addition, drone strikes
have spread ever further away from “hot” battleﬁelds such as Afghanistan and
northern Pakistan, to Yemen, to Somalia (and perhaps to Mali30 and the
Philippines31 as well).
While drone technologies enable the United States to reduce some of
the costs of using lethal force inside the borders of other states, an increasing
reliance on drones, justiﬁed partly on their “reduced costs,” may have
potentially devastating consequences.
For one thing, drones encourage a “short-term ﬁx” approach to counterterrorism that relies excessively on eliminating speciﬁc individuals deemed to
be a threat, with limited discussion of whether this strategy is likely to produce
long-term security gains. Most counterterrorism experts agree that in the
long-term, terrorist organizations are rarely defeated through military action.
After all, terrorists hold no territory and often lack centralized command
structures; you cannot “invade” al-Qaeda or force its parliament to accept
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a peace treaty. Instead, terrorist groups tend to fade away when they lose the
support of the populations where they operate. They die out when their
ideological underpinnings come undone: when new recruits stop appearing,
when local communities stop providing active or passive assistance, when
respected leaders speak out against them, and residents report their activities
and identities to the authorities.
For these reasons an effective, comprehensive counterterrorist strategy
requires activities that undermine terrorist credibility within populations,
as well as on activities designed to disrupt terrorist communications and
ﬁnancing. This is not to deny the role for military actions such as targeted
killings, but rather to emphasize the fact that a strategy that emphasizes kinetic
force is unlikely to dismantle these types of organizations. As we have already
seen, killing “al-Qaeda’s #3” does not do much good when a #4 stands ready to
take his place (after all, as several political commentators have claimed, the
United States has supposedly killed al-Qaeda’s “#3 ofﬁcial” dozens of times).32
Meanwhile, drone strikes – lawful or not, justiﬁable or not – may well
increase both regional instability and anti-American sentiment. Drone strikes
sow fear among the “guilty” and the innocent alike, and the use of drones
in Pakistan and Yemen has increasingly been met with popular resentment
and – in Pakistan at least – diplomatic and political protests.33 As the Obama
administration increases its reliance on drone strikes as the counterterrorism
tool of choice, it is quite possible that we are trading short-term tactical gains
for long-term strategic losses.
What impact will US drone strikes ultimately have on the stability of
Pakistan, Yemen, or Somalia?34 To what degree are we actually creating
new grievances within the local population, especially as we reach further
and further down the terrorist command structure, killing lower-level
operatives who may be motivated less by ideology than economic need?35
As Defense Secretary Donald Rumsfeld asked during the Iraq War, are we
creating terrorists faster than we kill them?36
It is not hard to imagine hypothetical situations in which drone strikes
would be both lawful and strategically effective. Yet even if these conditions
are met, many drone strike supporters seem unable to acknowledge that there
is little persuasive evidence that current US drone policy will beneﬁt us in
the long term.

4. legalizing drones
There is nothing mystical about drones. They are neither inherently “evil” nor
the answer to US national security concerns. Drone strikes are just another
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tactic in America’s lethal toolkit, simply another means of delivering death,
not inherently any worse or any better than any other way of killing people.
From a narrow legal perspective, drones are also “business as usual.” Both
the United States and the international community have long had rules
governing armed conﬂicts and the use of force in national self-defense. These
rules apply whether the lethal force involves knives, assault weapons, grenades,
tank-mounted machine guns, or weaponized drones. When drone technologies are used in traditional armed conﬂicts – on “hot battleﬁelds” such as
those in Afghanistan, Iraq, or Libya, for instance – they pose no new legal
challenges, and can and should be regulated using the existing laws of war.
But if drones used in traditional armed conﬂicts present no “new” legal
issues, some of the activities and policies enabled and facilitated by drones
pose enormous challenges to existing legal frameworks. For example, as
discussed above, the availability of drone technologies makes it far easier for
the United States to “expand the battleﬁeld,” striking targets in places where
it would be too dangerous or too politically controversial to send troops.
Often this expansion challenges existing legal frameworks.
For example, drones enable the United States to strike targets inside foreign
states, and to do so quickly, efﬁciently, and deniably.37 As a result, drones have
become the tool of choice for so-called “targeted killing” – the deliberate
targeting of an individual or group of individuals, whether known by name
or targeted based on patterns of activity, inside the borders of a foreign country.
It is when drones are used in targeted killings outside of recognized armed
conﬂicts that their use challenges existing legal frameworks.
Law is almost always out of date: We make legal rules based on existing
conditions and technologies, perhaps with a small nod in the direction
of predicted future changes. As societies and technologies change, law
increasingly becomes an exercise of jamming square pegs into round holes.
Eventually, that process begins to do damage to existing law: it gets stretched
out of shape, or broken. Ideally, we update the laws before too much damage
is done. Right now, US drone policy is on the verge of doing irreparable
damage to the rule of law – and it is not clear that either the president,
Congress, or the public cares enough to address the issue.
Understanding how US drone policy challenges existing legal ideas,
systems, and norms requires a consideration of the concept of “rule of law,”
as well as a review of the relationship between the laws of war and “ordinary”
law.
The rule of law – A lot of ink has been spilled deﬁning the rule of law.
At root, the concept is fairly simple. The rule of law requires that governments
follow transparent, universally applicable, and clearly deﬁned laws and
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procedures. The goals of the rule of law are to ensure predictability and
stability and to prevent the arbitrary exercise of power. When you have the
rule of law, a government cannot ﬁne you, lock you up, or kill you on a whim;
it can only exercise its authority in accordance with pre-established rules that
reﬂect basic notions of humanity and fairness through fair processes.
Precisely what constitutes a fair process is open to debate. Nevertheless,
most would agree that, at a minimum, fairness requires that individuals have
reasonable notice of what the law is, reasonable notice that they are suspected
of violating the law, reasonable opportunity to respond to allegations against
them, and reasonable opportunity to have the outcome of any procedures be
reviewed by an objective individual or body.
In the domestic US context, for instance, respect for the rule of law means
that the government cannot detain people on a mere hunch or harm or kill
citizens solely based on a suspicion of wrongdoing. For the police to arrest and
detain someone, they must demonstrate that “probable cause” exists to suspect
someone of a crime, and conviction and punishment (whether imprisonment
or death) requires the state to prove – in court – guilt “beyond a reasonable
doubt.” The accused is entitled to legal representation, to confront the
evidence against him or her, and to appeal an adverse ruling to a higher court.
International law recognizes the same core rights recognized within the US
constitutional system. These rights are enshrined in the Universal Declaration
of Human Rights, the International Covenant on Civil and Political Rights,
and other treaties and declarations endorsed by the United States and vast
majority of states around the globe.
Normally, these universally acknowledged rights (together with international law principles of sovereignty) make it clearly unlawful for one state
to target and kill an individual inside the borders of another state. In 1976, for
instance, when the Pinochet regime in Chile killed Chilean dissident
Orlando Letelier in Washington, DC, using a car bomb, it was understood
as an unlawful political assassination; a case of murder.38
The laws of war – However, during times of war, the “ordinary” legal rules
do not apply. Certain state-sponsored actions that are considered illegal
(as well as immoral) under “ordinary” circumstances are legally permissible
in the context of an armed conﬂict. To start with the obvious, in war, the
willful killing of human beings is permitted, regardless of whether the act is
committed with a gun, a bomb, or a long-distance drone strike.
The same is true for a wide range of other acts. In war, it is legal for a
combatant to knowingly inﬂict injury and death on others as long as they are
enemy combatants or otherwise participating in hostilities. In fact, it is lawful
for such acts to be committed against ordinary civilians as long as the actions
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are consistent with core principles of international humanitarian law, such as
proportionality, necessity,39 and distinction.40 It is also legal to destroy property
and engage in various restrictions on individual liberties provided that these
acts are conducted in accordance with the law. For example, in war, enemy
combatants can be detained with little or no due process for the duration of
the conﬂict, not because they have committed crimes but to keep them from
returning to the battleﬁeld (although they must be treated humanely as
deﬁned by a detailed set of rules). In addition, civilians may also be detained
if they pose speciﬁc threats.
While this is a radical oversimpliﬁcation of a very complex body of law,41
as with the rule of law, the basic idea is relatively simple. When there is no
war – when ordinary, peacetime law applies – agents of the state are not
supposed to lock you up, take your things, or kill you unless they have ﬁrst
engaged in multiple formal legal processes. In other words, under ordinary
circumstances you are protected both by domestic law and (in theory) by
international human rights law.42
However, when there is a war, everything changes. While war, as managed
by law, is not a free-for-all – actions such as torture, rape, and killing that is
willful, wanton, and “not justiﬁed by military necessity”43 remain crimes44
under the law of war – there are far fewer constraints on state behavior.
Technically, the law of war is referred to using the Latin term lex specialis,
special law. It is applicable in and only in special circumstances, and in
those cases it supersedes lex generalis, general law, that prevails in peacetime.
We have one set of laws for “normal” situations and another more ﬂexible
set of laws for “extraordinary” situations, such as armed conﬂicts.
Of course, the lex specialis of the law of war does not pose any inherent
problem for the rule of law. The rule of law is as much a set of moral
commitments as a speciﬁc body of rules, and it is that bundle of rules,
institutions, and norms that we rely on to ensure fairness and predictability
and prevent the abuse of power. Having one body of rules that tightly restricts
the use of force and another body of rules that is far more permissive does not
fundamentally undermine these commitments, as long as we have a reasonable degree of consensus on what circumstances trigger this “special” law.
In other words, the different rules of war do not challenge ordinary law as
long as war is the exception and not the norm. In addition, it is essential that
there is general agreement as to what constitutes war, clarity as to when war
begins and ends, and rules that discriminate between combatants and civilians
and between those places where there is war and places where there is peace.
Now, how does this discussion relate to drones and targeted killings? Where
these distinctions are clear, the use of drones for targeted killings does not
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necessarily present a legal or policy problem. For example, in Libya, a state of
armed conﬂict clearly existed inside the borders of the country and between
Libyan government and NATO states. In that context, the use of drones
to strike Libyan military targets was no more controversial than the use of
manned aircraft for similar attacks.
This is because our core rule of law concerns have generally been satisﬁed.
We know that there is an armed conﬂict because all parties to it agree that this
is the case; because we can objectively verify the presence of uniformed
military personnel engaged in using force; because the violence is, from an
objective perspective, widespread and sustained – it is not a mere skirmish or
riot or criminal law enforcement situation that got out of control. We know
who the “enemy” is: Libyan government forces. We know where the conﬂict
is and is not: It is in Libya, but not in neighboring Algeria or Egypt. We
know when the conﬂict began. We know who authorized the use of force
(the Security Council, which is legally empowered under the UN Charter
to authorize such actions) and we know whom to hold accountable in the
event of error or abuse (the various governments involved).
Another recent example is Afghanistan. Here, the enemy is not another
state’s organized, uniformed armed services, but rather a loosely knit network
of allied insurgent forces. Nevertheless, the existence of an armed conﬂict in
Afghanistan is not disputed and can be objectively veriﬁed by journalists,
observers, or international monitors. Large numbers of US, NATO nation,
and Afghan troops are visibly engaged in an armed conﬂict. Taliban and other
armed groups are organized, can be identiﬁed by local informants, and are
openly engaged in an armed conﬂict. Afghans understand that there is a war in
their country. When large-scale violence occurs, it does not come as a surprise
and almost all groups involved in the country have a reasonably clear understanding of what does and does not constitute “participating in hostilities.”
To be sure, there are mistakes and abuses and cases in which civilians are
killed. However, it is appropriate to call these situations what they are:
mistakes and abuses within an armed conﬂict that are deﬁned and regulated
by the laws of war. Where there are speciﬁc violations of the laws of war, these
are war crimes and can and should be prosecuted using existing legal
mechanisms.
War causes terrible suffering, but as long as war is the exception and not the
norm, it does not fundamentally challenge the lex generalis or the rule of law.
In fact, it is partly the lex specialis of the laws of war that allows a law-abiding
society the capacity to engage in the devastating practice of armed conﬂict in a
manner that creates a set of clear and enforceable limits on possible actions,
thereby respecting both the spirit and principles of the rule of law.
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Targeted killings and the laws of war – Once one takes targeted killings
outside of formal battleﬁelds, the story changes. The Obama administration
is using drones to strike terror suspects in Pakistan, Somalia, Yemen,
and perhaps Mali and the Philippines. Defenders of the administration’s
increasing reliance on drone strikes in such places assert that the United
States is in an armed conﬂict with “al-Qaeda and its associates,” and on that
basis they claim that the laws of war are applicable – in any place and at any
time – as regards whomever the government deems a combatant.
The trouble is that no one outside a small group within the US executive
branch has the ability to evaluate who is and who is not a combatant. The
campaign against al-Qaeda and its associates is not like World War II or even
the wars in Libya or Afghanistan: It is an open-ended conﬂict with
an inchoate, ill-deﬁned adversary. After all, what does it mean to be one of
al-Qaeda’s “associates”?
What’s more, targeting decisions within this nebulous “war” are based
largely on classiﬁed intelligence. As a result, the administration’s assertions
about who is a combatant and what constitutes a threat are entirely nonfalsiﬁable because they are based on secret and undisclosed evidence. Added
to this complex situation is still another problem, which is that most of these
strikes are considered covert actions. Although the United States sometimes
takes public credit for the deaths of alleged terrorist leaders, most of the time
the administration will not ofﬁcially acknowledge the targeted killings that
are part of this expansive vision of armed conﬂict.
The US government has not yet offered clear, full, and consistent answers
to any of the key rule of law questions related to the ongoing war against
al-Qaeda and its “associates.”45 If this is an armed conﬂict, what changes will
indicate that the war is over? Is there a future point at which the war will end,
thereby allowing those detained to be released, fulﬁlling a key criteria of
the laws of war? Based on what measure might someone be considered a
combatant or someone “directly participating in hostilities”? Is serving as
Osama bin Laden’s cook enough evidence to be designated for a targeted
killing? What about an elderly Somali woman in Detroit who unwittingly
gives money to an Islamic charity that serves as a front, or even a partial front,
for a terrorist organization? Can she be targeted? What constitutes “hostilities”
and what does it mean to participate in them?
It is also unclear just where this war is located. Does the war (and thus the
relevant application of the laws of war) somehow travel with combatants as
they move from one place to another? That is, if a suspected al-Qaeda
operative goes to Pakistan, Yemen, or Somalia, do the laws of war apply to
all US actions in those countries? Or does this body of law only apply to some
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actions in some situations? Does the United States have a “right” to target
enemy combatants anywhere on earth, or do such actions require the consent
of the state where the attack occurs?
These questions matter. What if, for example, the CIA uses an unmanned
aerial vehicle to kill a US citizen whom it suspects is a member of Mali’s Ansar
Dine, a militant Islamist group alleged to be allied with al-Qaeda?46 If being
a suspected member of Ansar Dine makes someone a combatant in a war on
al-Qaeda, and the laws of war apply with regard to combatants regardless of the
sovereign state within which they operate, then the hypothetical drone strike
is perfectly lawful, US citizenship notwithstanding. Where there is a war,
the laws of war apply; enemy combatants can be targeted and killed, and such
actions are legal and above board.
But if there is no war, or if the suspected Ansar Dine member is neither a
combatant nor a civilian engaged in hostilities, or if there is a war, somewhere,
but not in Mali, then the hypothetical drone strike would be state-sanctioned
murder (of a US citizen, no less).47
The rule of law problem here should be obvious: We have no principled
basis for deciding how to categorize such targeted killings. Are these actions, as
the US government argues, legal under the laws of war? Or, are they cases of
unlawful murder?
The laws of war were developed in a different era, with a different set of
realities in mind. The world has changed since these principles were
developed and codiﬁed. When it comes to terrorism, we are stuck today trying
to make legal arguments based on once-clear categories that no longer have
much value. The result? Neither law nor political institutions now offer any
limiting principles on state use of coercion and force.
This murky context requires a substantial capacity for cognitive dissonance
to assert that US drone strikes are “obviously” legal under the laws of war and
to leave it at that. Every individual detained, targeted, and killed by the US
government may well deserve his or her fate. However, when a government
claims for itself the unreviewable power to kill anyone, anywhere on earth, at
any time based on secret criteria and secret information discussed in a secret
process by largely unnamed individuals, it has blown a gaping hole in the rule
of law.
Self-defense – When faced with criticisms of the laws of war framework as a
justiﬁcation for targeted killing, the US administration and its supporters
often shift their position, arguing that international law rules on national
self-defense provide an additional or alternative legal justiﬁcation for targeted
killing. Here, their argument is that if a person located in a foreign state poses
an “imminent threat of violent attack” against the United States, then it can
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lawfully use force in self-defense, provided that the defensive force used
is otherwise consistent with core principles of the laws of war.
In fact, this general principle is uncontroversial. For example, if an
individual overseas is about to launch a nuclear weapon at New York City,
the United States has the right – and the president has a constitutional duty –
to use force to prevent the attack, regardless of the attacker’s nationality,
location, or other similar factor.
But once again, the devil is in the details. First of all, what action or actions
constitute an “imminent” threat? Traditionally, both international law and
domestic criminal law understand that concept quite narrowly: for a threat to
be “imminent” it cannot be distant or speculative.48 However, for the Obama
administration, “distant and speculative” are apparently perfectly consistent
with “imminent.” According to a 2011 Justice Department White Paper, the
most detailed legal justiﬁcation that is publicly available, the principle of
imminence “does not require the United States to have clear evidence that
a speciﬁc attack on US persons and interests will take place in the immediate
future.”49 In other words, “imminence” as deﬁned by the administration does
not require actual imminence.
On the contrary, the United States can, in effect, target anyone deemed to
be an operational leader of al-Qaeda or its “associated forces” because “certain
members of al Qaeda are continually plotting attacks . . . and would engage in
such attacks regularly [if] they were able to do so, [and] the US government
may not be aware of all . . . plots as they are developing and thus cannot
be conﬁdent that none is about to occur.”50
In effect, the concept of “imminent threat” becomes conﬂated with status
or identity. Under this deﬁnition, any “operational leader” of al-Qaeda or its
“associates” is, by deﬁnition, always presenting an imminent threat and can,
under this argument, be subjected to a targeted killing by a drone or other
military action.
This concept of imminence is as loose, ill deﬁned, and self-serving as might
be imagined. Although the Justice Department White Paper notes that the use
of force to prevent imminent threats of violent attacks must comply with
general principles of the laws of war, including proportionality and discrimination, it offers no guidance on how these principles might, in practice, guide
decisions on whether a particular proposed strike would be permissible.
From a traditional international law perspective, necessity relates to the
imminence and gravity of a threat itself. In the example of a terrorist group
about to launch a nuclear weapon aimed at the United States, few would
question the “necessity” of a drone strike to prevent such an act. However,
there are many examples of potential acts by individual terrorists and their
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afﬁliates that might meet the general deﬁnition of imminence as outlined by
the Justice Department, but would hardly seem legitimate, legal, or necessary.
For example, how would the administration view a highly successful fundraising effort for an armed group, an angry mob of youths throwing rocks at a US
embassy, or a vitriolic lecture on the evils of American society by someone
ideologically supportive of a terrorist group?
Here again, the Justice Department document leaves many of the most
important questions unanswered: Is any threat of “violent attack” sufﬁcient to
justify killing someone in a foreign country? What if the individual is a US
citizen? Is every potential suicide bomber a legitimate target? At what point
would he or she be a legitimate target? Are we justiﬁed in drone strikes against
targets who might, if given a chance at some unspeciﬁed future point, place
an IED that could, if successful, kill one person? Two people? Twenty? Two
thousand? How grave a threat must there be to justify the use of lethal force
against an individual abroad?
Defenders of the administration’s policies acknowledge that the criteria for
determining how to answer these questions have not been made public.
However, they insist that this should not cause concern. Insiders51 consistently
reassure critics and the public in general that executive branch ofﬁcials go
through an elaborate process in which they carefully consider every possible
issue before determining that a drone strike is lawful.52 While this may be true,
formal processes tend to further normalize once-exceptional activities – and
the claim to “trust us” is a shaky foundation for the rule of law.
After raising and quickly rejecting potential constitutional arguments
against the targeting of US citizens overseas, the Justice Department White
Paper concludes that the determination of whether an American citizen
overseas can be killed can be made by “an informed, high-level ofﬁcial of
the US government,”53 and that neither Congress nor any court can countermand or question this decision. The document explains that this is because
“matters intimately related to foreign policy are rarely proper subjects for
judicial interventions,” and such matters “frequently turn on standards that
defy judicial application.”54
This restates the problem nicely: Generally speaking, standards that would
“defy judicial application” are effectively no standards at all. They consist of
sweeping generalizations about legality, but offer no criteria for actually
determining legality (or necessity, or strategic wisdom). This is not a reason
to reject any notion of judicial review. Rather this is the very reason one might
consider a review outside the executive branch as essential.
As with law of war arguments, stating that US targeted killings are obviously
legal under traditional self-defense principles requires more than a little
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cognitive dissonance. Law exists to restrain untrammeled power. Certainly,
it is possible to make a plausible legal argument justifying each and every
US drone strike, but this merely suggests that we are working with a legal
framework that has begun to outlive its usefulness.
The real question is not whether US drone strikes are “legal.” The real
question is: Do we really want to live in a world in which the US government’s
justiﬁcation for killing is so malleable?
The example we set – Another reason to worry about the US government’s
overreliance on drone strikes is that if other states were to follow America’s
example, the results might be quite disturbing. Consider the Letelier murder
previously referenced. In 1976, this was an international scandal; it signiﬁcantly delegitimized the Chilean government (and later led to a number of
civil and criminal legal cases). If the Letelier assassination took place today,
you can imagine that Chilean authorities would insist on their national right
to engage in “targeted killings” of individuals deemed to pose imminent
threats to Chilean national security. They would justify such killings based
on the same legal theories that the United States currently uses to support
targeted killings in Yemen or Somalia.
Right now, the United States has a decided technological advantage when it
comes to armed drones. However, this situation will not last long. Rather than
continue on the present path, our government should use this window to
advance a robust legal and normative framework that will help protect against
abuses by those states whose leaders can rarely be trusted.
Unfortunately, we are doing exactly the opposite. Instead of articulating
norms based on transparency and accountability, the United States is effectively legitimizing the sorts of policies that have traditionally been used by
authoritarian regimes, handing other countries – perhaps China, Russia, Iran,
or North Korea – a playbook for how to use legal arguments to foment
instability and get away with murder.
Take the issue of sovereignty. Sovereignty has long been a core concept of
the Westphalian international legal order.55 The basic idea is that within the
international arena, all states are formally considered equal and possessed
of the right to control their own internal affairs free from the interference of
other states. One expression of this idea is the principle of non-intervention,
which means, among other things, it is generally a fundamental violation
of international law for one sovereign state to use force inside the borders
of another sovereign state.56
There are some well-established exceptions to this principle, but these
are few in number. For example, a state can lawfully use force inside
another sovereign state with that state’s invitation or consent, in self-defense

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

Drones and Cognitive Dissonance

247

“in the event of an armed attack,”57 or when force is authorized by
the Security Council, pursuant to the UN Charter.58
The principle of sovereignty might appear to pose substantial problems for
current drone policy. After all, how can the United States lawfully use force to
kill suspected terrorists inside Pakistan, Somalia, or Yemen, or in other states
in the future? The United States does not have Security Council authorization for drone strikes in those states, so the justiﬁcation has to rest either on
consent or on some theory of self-defense. Thus, the Justice Department
White Paper blithely asserts that targeted killings carried out by the United
States do not violate another state’s sovereignty, provided that state either
consents or is “unwilling or unable to suppress the threat posed by the
individual being targeted.”
Superﬁcially, this position appears plausible. However, woven into this
argument is an idea of American exceptionalism, in which the United States
views itself as the sole arbiter of whether a state is “unwilling or unable” to
suppress a threat. This presents a circular logic: the United States, using its
own inﬁnitely malleable deﬁnition of “imminent,” decides that a person
residing in a sovereign state poses a threat to the United States such that
removing this threat requires that he or she must be killed. Once the
United States decides that this person must be killed, the principle of
sovereignty presents no barriers, because either: the state will consent to
the US use of force inside its borders, or the state will not consent to the
US use of force inside its borders, in which case the United States will
deem the state to be “unwilling or unable to suppress the threat” posed by
this person. That is, regardless of the position taken by the sovereign state,
the use of force by the US government will be interpreted as lawful, at
least by the United States.
To the degree that this is the logic of US drone activity, it more or
less eviscerates traditional notions of sovereignty and has the potential to
signiﬁcantly destabilize the already shaky collective security regime created
by the UN Charter. If the United States declares itself the sole arbiter of
whether and when force can lawfully be used inside the borders of another
state, why should other strong states not make similar claims?
Of course, if the US executive branch is the sole arbiter of what constitutes
an imminent threat and who constitutes a targetable enemy combatant in an
ill-deﬁned war, what prevents other states from making identical arguments
and then using them to justify the killing of dissidents, rivals, or unwanted
minorities?
Consider Russia, in which dissidents, investigative journalists, and
unwanted political rivals are commonly arrested, jailed, and sometimes
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killed.59 At the moment, the Russian government disclaims responsibility
when a troublesome citizen is conveniently murdered in a foreign country.
But with the United States presenting a highly ﬂexible interpretation of the
laws of war and the scope of self-defense, why should Russia bother to deny
targeted killings of its enemies in the future?
Perhaps soon, the Russian government will explain the next dissident’s
death (whether by drone strike in Belarus or radioactive sushi in London)60
with a digniﬁed news release. The murdered “dissident”: a combatant
in Russia’s war with terrorists and an imminent threat to Russian national
security. The evidence: classiﬁed, but all actions taken have been
lawful and subject to a rigorous internal Kremlin review process. If US
ofﬁcials are skeptical, Russian ofﬁcials can always approvingly quote
President Obama: “There are classiﬁed issues, and a lot of what you read
in the press . . . isn’t always accurate . . . My most sacred duty . . . is to keep
the . . . people safe.”61

5. dealing openly with drones
We need to stop relying on a questionable, often ad-hoc defense of US drone
policy and start talking honestly about the use of these emerging technologies,
the activities they enable, and the strategic and legal frameworks in which
these activities take place. Those who criticize the deployment of drones
should end their irrational insistence on viewing drones as somehow inherently more “immoral” than other military technologies. But drone strike
boosters also need to engage in a more honest conversation, and grapple with
the argument that although drone strikes appear to offer a cheap, low-risk,
“quick-ﬁx” approach to counterterrorism, they may well be doing the United
States as much harm as good.
By far the most egregious form of cognitive dissonance afﬂicts those
who deny that the US policy of targeted killings presents rule of law
problems. Is it possible to argue that current US drone policy is entirely
lawful? Certainly, if you are willing to accept virtually everything that the
government says about the strikes on faith and you do not mind jamming
square pegs into round holes. But “legality” is not the same as morality or
common sense. Current US drone policy is largely secret, offers no safeguards against abuse or error, and sets a dangerous precedent that other
states are sure to exploit.
There is nothing pre-ordained about how we deploy new technologies.
However, by lowering the perceived costs of using lethal force, drone
technologies enable a particularly invidious sort of mission creep. When
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covert killings are the rare exception, they do not pose a fundamental
challenge to the legal, moral, and political framework in which we live. But
when covert killings become a routine and ubiquitous tool of US foreign
policy, we cannot afford to let them remain in the legal and moral shadows.
Our nation, and the world, needs an honest conversation about how to bring
targeted killings under a rule of law umbrella by creating more transparent
rules and more robust checks and balances.
“Tell me how this ends,” said General David Petraeus in 2003.62 He was
speaking of the war in Iraq, which was born out of faulty intelligence and
faultier strategic logic, leading the mission to spiral rapidly out of control.
Today we know the answer to Petraeus’s question: The war ended with
tenuous stability for Iraq won at the price of some 4,500 dead Americans,63
hundreds of thousands of dead Iraqis,64 millions of displaced people, and
roughly a trillion dollars in direct costs,65 as well as incalculable damage to
the United States’ global reputation. By 2012, two-thirds of Americans were
convinced the war in Iraq had not been worth it.66
Petraeus’s famous question about Iraq might equally be asked of America’s
covert drone war. In this shadowy domain, we know the US government
claims the legal right to kill any person, anywhere on earth, at any time based
on secret evidence collected and reviewed by unnamed ofﬁcials, without any
form of prior or subsequent external review or investigation. And though most
covert drone strikes are not ofﬁcially acknowledged, we know from media
and NGO reporting that between 3,000 and 5,000 people have been killed
by US drone strikes in Pakistan and Yemen.
There is still a great deal that we do not know about US drone policy.
We do not know if this shadow war has any limits, what these limits may be, or
how they are reviewed and enforced. We do not know if there are any
meaningful mechanisms to prevent mistakes and abuses, and we do not know
how many of the deaths so far were the result of such errors or abuses. We do
not know if we will be expanding our shadow war into additional foreign
states; and if we do, what those states might be. We do not know if our
government believes there are any limits on whom we can target, when they
can be targeted, or where such targeting may occur. We do not know the
objectives of this shadowy war. Is the goal to end the operational effectiveness
of al-Qaeda and its afﬁliates? To end global terrorism? To reduce
anti-American violence? We have no clear idea as to how or when we will
know if our policies are effective and enable us to achieve our objectives.
Above all, we do not know if our shadow war is making us safer, or simply
making our world less stable.
How does this end?
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Predator Effect
A Phenomenon Unique to the War on Terror

megan braun

1. drones and the cia: a model for future wars?
The widespread deployment of robotic systems in combat is one of the most
signiﬁcant technical advancements of the post-9/11 era. The technology that
has attracted by far the most attention is the Predator, an armed drone used
by the United States for reconnaissance and to conduct precision missile
strikes on targets in many parts of the world.1 The US military has used
Predators in the wars in Afghanistan and Iraq, as part of NATO operations in
Libya, and for more than 400 air strikes on terrorist targets in Yemen,
Pakistan, Somalia, and the Philippines. The Predator has become a posterchild for the war on terror and some government ofﬁcials have lauded it
as the “the only game in town” for disrupting al-Qaeda. In light of the
Predator’s widespread deployment and signiﬁcant impact, it has become
fairly common to hear that drones represent a revolutionary technology
and herald a new era of warfare. Michael O’Hanlon, a defense policy expert
at the Brookings Institution, has gone so far as to declare that “the era of
manned airplanes should be seen as over.”2
Despite the obvious novelty of drone use, these claims are both overly broad
and excessively narrow. Arguments predicting a drone revolution are too
broad, in part because commentators refer to drones as a single class of
technology when in fact that there are many types of drones that are used in
a variety of ways. While the US military has dozens of different types of drones
(and other militaries have many additional versions), a signiﬁcant amount of
commentary focuses on armed Predator drones. Yet even discussions on the
Predator are often too narrow because they focus on the transformative impact
of the technology without considering the impact of the organizations and
policies controlling drone operations, which may represent the predominant
drivers of change.
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Labeling drones “revolutionary” is a bold claim. Revolutionary military
technologies are those that represent a technical breakthrough and lead to a
transformation in military doctrine, fundamentally altering the conduct of
warfare.3 In this sense, nuclear weapons qualify as a revolutionary technology.
One bomb, dropped from a single airplane, can unleash more destruction in
an instant than waves of conventional bombers operating for a week.
At its core, the Predator is an airplane capable of launching a precision
missile. This is something that countries around the world have been capable
of doing for decades. The Predator’s unique features are that it erases the risk
borne by pilots, can loiter in one place for hours on end, and offers real-time
surveillance with the capability for immediate surgical strikes. But on most
battleﬁelds these are only incremental improvements over existing military
aircraft. What makes the Predator revolutionary, then, is not what it can do,
but how it has been used. The war on terror and the vision of the CIA created
a unique set of circumstances in which the niche capabilities of the Predator
could be optimized. It is this process that has led drones to become so
signiﬁcant within current conﬂicts.
More so than prior military engagements, the war on terror is intelligence
driven and oriented toward individual targets. This stems from the unorthodox
nature of the adversary. The United States is ﬁghting diffuse sub-state organizations whose membership is bound together by a common ideology and
scattered across more than a dozen countries. Al-Qaeda does not have a
centralized command center or military fortiﬁcations, so there are few conventional military targets. And the real threat posed by the group stems from
individuals plotting attacks on US interests. As a result, the war effort has relied
heavily on intelligence agencies, particularly the CIA. Despite ongoing counterinsurgency operations in Afghanistan, the heart of the war effort is found in
the anarchic tribal regions in Pakistan and Yemen.
In response to these circumstances, the US government, in large part as a
result of CIA initiatives, has developed a national security strategy focused on
the targeted killing of al-Qaeda operatives. In this sense, the transformative
agents for the shifts in warfare that deﬁne the current conﬂict are al-Qaeda and
its afﬁliates, and the CIA and its partners. Al-Qaeda initiated the conﬂict
that heightened the signiﬁcance of targeting individuals and elevated the
importance of intelligence. In response, the CIA outlined a vision for addressing the global war against terrorism and pioneered the policy of targeted
killing. While the Predator has been indispensable to the CIA’s efforts, it is a
technical enabler, not a revolutionary weapons system.
To understand this issue, it is necessary to situate the Predator’s development and use within its historical context. The CIA’s unique vision for a
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global war on terror was a response to the speciﬁc threats posed by al-Qaeda. It
is within this strategy that the particular capabilities of the Predator have
proved to be especially useful. Two themes emerge when tracing the history
of the CIA’s Predator drone operations from initial reconnaissance ﬂights in
the 1990s, through the development of the armed Predator in 2001, to its
current use in various parts of the world. The ﬁrst is the extent to which the
CIA has been the driving force behind the development and implementation
of the targeted killing program. The second is the degree to which the
widespread use of armed drones by the United States is related to a particular
historic, strategic, and political context. This suggests that the current Predator
program is unlikely to be replicated in the near future and does not represent a
general, transformative shift in national security strategy.

2. proof of concept
One clue that the Predator’s transformative impact may be unique to the war
on terror comes from the contentious debates regarding the development of
unmanned armed vehicles. The concept of an armed drone was initially met
with skepticism, and neither the US military nor the intelligence community
was willing to deploy the technology. Even the CIA, a major champion of
surveillance drones, was reluctant to take command of the armed Predator.
In fact, it was not until after 9/11, when facing the speciﬁc threat presented
by al-Qaeda, that missile-equipped surveillance drones were gradually
understood to be indispensable tools for protecting national security. It was
only then that the weaponized Predator took ﬂight.
Much of the credit for the technology’s development belongs to the CIA.
While unmanned aircraft have existed since the 1960s, current surveillance
and weaponized drones are a relatively new creation. During the 1980s, the
Pentagon experimented with various types of unmanned reconnaissance
vehicles, but it was the CIA that ﬁrst deployed a long-range surveillance drone.
The aircraft, known as the Gnat-750, was capable of loitering mid-air for
hours on end while relaying real-time, high-resolution video back to intelligence analysts watching from thousands of miles away. It was purchased in
1993 by the CIA under Director James Woolsey, who was looking for a longrange surveillance system for reconnaissance operations in Bosnia, where
dense cloud cover obstructed satellite and U-2 imagery.4 After the CIA successfully deployed the Gnat-750, the military realized the value of the technology and commissioned an improved version for battleﬁeld surveillance.5
The result was the Predator, which debuted in 1995 and was quickly deployed
on reconnaissance missions in the Balkans, Kosovo, and Iraq.6
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Just as the Predator came into existence, terrorism was becoming an
increasingly signiﬁcant security threat for the United States. In 1993, Islamic
extremists bombed the World Trade Center, and in 1998 al-Qaeda attacked
the US embassies in Kenya and Tanzania. By 2000, the Clinton administration
was looking for innovative ways to combat this new enemy.
In March 2000, Richard Clarke, the National Security Council (NSC)
counterterrorism adviser, prepared a memo for President Clinton outlining
US covert action efforts to locate Osama bin Laden. Clinton was unimpressed.
He sent the memo back with a note scrawled in the corner saying, “This is
disappointing. Need to do better.”7 Clarke responded by asking Vice Admiral
Scott Frye, the Joint Chief of Staff’s director of operations, to work with
Charles Allen, the CIA’s assistant director for collection, to develop a joint
effort between the Pentagon and the CIA. One proposal was using the
Predator to conduct real-time aerial surveillance over Afghanistan to locate
bin Laden.8
While Clarke was supportive of the idea, many at the Pentagon were
opposed to using battleﬁeld surveillance technology to support an intelligence
operation.9 CIA managers were similarly reluctant, arguing that the project
was a “distraction” that would divert personnel and resources away from other
more important global operations.10 Unenthusiastic about the new program,
the CIA and Pentagon fought for several months about who would pay for it,
with the CIA ultimately agreeing to spend $2 million in operation costs for
two months of trial ﬂights, while the Pentagon funded the initial $2.4 million
to jump start the program.11
In fall 2000, President Clinton approved their proposal for a sixty-day “proof
of concept” mission called Operation Afghan Eyes to determine whether the
Predator could produce actionable intelligence about bin Laden’s location.12
After the ﬁrst test ﬂight on September 7, Clarke described the imagery as “truly
astonishing.”13 Ten out of the Predator’s ﬁfteen trial missions were rated a
success. On one ﬂight, the video of Tarnak Farms, a known bin Laden
hideout near Kandahar, showed a tall man in ﬂowing white robes surrounded
by a security detail. CIA analysts could not guarantee that this was bin Laden,
but they concluded that he was the “highest probability person.”14 The CIA
notiﬁed the Pentagon, but it would have taken at least six hours for cruise
missiles from US Navy ships in the Indian Ocean to reach the target. It was
determined that the risk of bin Laden moving in the intervening period
was too high and the strike was called off.15
By early October, high winds and freezing temperatures proved too much
for the fragile Predator airframe and Operation Afghan Eyes was called to a
close.16 The bin Laden sighting had indicated the potential for an armed
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Predator and Air Force developers set to work.17 However, by the time spring
brought improved weather, the newly inaugurated George W. Bush administration had tabled discussions about drone operations while they conducted a
comprehensive review of Middle East policy. At the time, the CIA and the
Pentagon were embroiled in an ongoing debate about which agency would
bear the costs of the program, whether the missile system would work, and
whether the CIA should operate an armed Predator.18
Money for the project was a major obstacle. The air force was willing to
loan its Predators to the CIA, but their policy was, “You break it, you buy it.”
The CIA disagreed. A Predator cost about $3 million, small change for the
Department of Defense, but a hefty price for the ﬂedgling Counter Terrorism
Center (CTC), the CIA agency tasked with funding and operating the new
program. While the senior management saw costs as a signiﬁcant hurdle,
Allen considered the “quibbling” over ﬁnancing “ridiculous.”19 Roger Cressey, a member of the NSC staff, was more cynical. He told his colleagues that
“it was going to take body bags” before the administration got serious about
countering al-Qaeda.20
While the deputies debated the costs, George Tenet, then-director of
the CIA, questioned whether the agency should operate an armed Predator.
He raised a series of thorny questions: What would be the chain of command?
Who would actually ﬁre the shot? Would American leaders be comfortable
with the CIA performing this task outside of normal military command and
control? While some at the CIA, such as Allen, said they would have no
problem with agency responsibility for armed attacks, Tenet was appalled and
declared that neither they nor he had any such authority.21 The CIA had been
strongly censured by Congress for its role in political assassinations in Cuba
and South America during the 1960s, and had since become wary of covert
targeting operations.22 Tenet accepted the established convention that the CIA
should not exercise lethal force and was reticent to become embroiled in what
might become another public scandal.
Amid this strife, the military had yet to certify the armed Predator as ready
for operations. The Air Force had, to its credit, expedited the development of
the drone, taking a project that ordinarily would have required three years and
completing it in a matter of months.23 While the Hellﬁre anti-tank missile
system they afﬁxed to the Predator performed well in initial tests, it needed to
be redesigned to hit smaller, more mobile human targets. By mid-2001, the
military was insisting on additional testing, arguing that the ﬁrst shot at bin
Laden would likely be the best one they would ever get.24
On September 4, 2001, the Principals Committee, the senior interagency
forum for national security issues, gathered for their ﬁrst meeting on al-Qaeda.
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When it came time to discuss the armed Predator, opinion was mixed. The
Defense Department argued for attacking bin Laden as part of a much larger
air strike using conventional weapons that would cripple al-Qaeda’s training
infrastructure.25 General Myers, the vice chairman of the Joint Chiefs of Staff,
indicated that if the military was tasked with the mission, they would use
cruise missiles; and if the operation needed to be covert, then it should be run
by the intelligence community. However, Tenet remained adamantly
opposed to CIA drone strikes, arguing that it would be a terrible mistake for
the CIA to ﬁre such a weapon.26 Ostensibly, he believed that the CIA lacked
the appropriate legal authority, but it is also likely Tenet sensed that the
political fallout from a failed strike would seriously damage the reputation of
the agency.
When the meeting concluded, the summary compiled by National Security
Advisor Condoleezza Rice reﬂected a series of intermediate operational
guidelines rather than an action plan. The committee agreed that the Predator
was a promising tool but felt it was not yet ready for deployment.27 Without a
consensus on which agency would operate the armed Predator, it remained
unclear what drones would be used for. They were viewed as a potential
option for the military in the future that could be considered alongside other
operation proposals. Meanwhile, the CIA considered ﬂying drones on
reconnaissance-only missions to gather actionable intelligence on bin Laden’s
whereabouts.28
One week later, on September 11, 2001, 19 men armed with box cutters
hijacked four commercial airliners and killed 2,973 people.29 It was the single
largest loss of life from an enemy attack on American soil. The United States,
a country that spends $354 billion a year on defense, homeland security,
and international affairs, was caught totally unaware.30 Overnight the political
context was completely transformed, and US national security entered a new era.

3. the opening shot
Following 9/11, the security context was completely transformed. The United
States was under attack, but from a wholly different sort of enemy – a diffuse
organization bound by ideological fervor with members operating in multiple
countries. The United States possessed the world’s most formidable military,
yet there were no conventional al-Qaeda targets against which the United
States could direct its extraordinary arsenal. This unique adversary required an
innovative response based on extensive intelligence gathering and focused on
attacks that targeted individuals rather than armies, two functions for which
Predator drones were ideally suited.
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On September 15, President Bush and his War Cabinet met at Camp David
to develop a response plan. Tenet proposed offering full US ﬁnancial
and military support to the Northern Alliance, which had been waging an
insurgency against the Taliban regime for years. CIA paramilitary teams and
US Special Forces would work alongside the Northern Alliance to topple the
Taliban and kill or capture the al-Qaeda leadership. At the same time, the
United States would engage Afghanistan’s neighbors to seal off the borders,
and develop a coalition of countries to freeze al-Qaeda’s ﬁnancial assets and
pursue their afﬁliates in sites around the globe. The armed Predator was to be
a key component of Tenet’s plan to locate and kill bin Laden and his top
lieutenants.31
This was an abrupt about-face on his stance from barely a week earlier.
Tenet later explained: “Now that we had been thrown onto a war footing,
issues that had seemed intractable just days earlier suddenly seemed far less set
in concrete.”32
Prior to 9/11, the political blowback from a drone crashing or being shot
down over Afghanistan in the midst of a lethal operation would have been
signiﬁcant.33 However, as Richard Clarke noted: “There was no reputational
risk to the Agency of acting in Afghanistan after the al Qaeda attacks in
America. The only risk to the U.S. intelligence institution after September
11 was if it did not act.”34
The CIA was also newly empowered by an expansive set of legal authorities.
The Authorization for the Use of Military Force, approved by Congress on
September 14, empowered the president to use “all necessary and appropriate
force” against the perpetrators of the attacks.35 Three days later President Bush
signed a secret Memorandum of Notiﬁcation authorizing the CIA to use
lethal covert action against al-Qaeda operatives around the world.36 That
week, Tenet sent a memo titled “We’re at War” to top ofﬁcials at the CIA,
exhorting them to take initiative. He wrote, “There can be no bureaucratic
impediments to success. All the rules have changed.”37
While the CIA’s initial legal and political concerns about the use of
the armed Predator had been mitigated by the transformative effect of 9/11,
the military leadership still preferred conventional weapons and there is no
evidence that they made a bid for operational control of the Predator in
September or October 2001.38 As General Myers comments at the September 4
NSC meeting indicated, if the military was tasked with destroying a target,
they preferred to use cruise missiles or heavy bombers rather than the diminutive and unproven Predator. In the early months of Operation Enduring
Freedom, the military continued to rely primarily on conventional weapons
to topple the Taliban government. As the military sought to secure control

C

25 5 7
9CC B
2 3 :58
8
B 7 DB 2 2: 23 2C 9CC B
2 3 :58

,2 3 :58 1 : B:C .2:
8
C
B 9CC B 5 : 8

/

, 0

2C

BD3

C C C9 ,2 3 :58 ,

260

Drone Wars

over the country of Afghanistan, the CIA pursued a separate but parallel
mission that focused on killing or capturing high-value al-Qaeda targets.
The Predator proved to be the ideal tool for the job.39
After the War Cabinet approved Tenet’s plans, Cofer Black, the prickly and
profane chief of the CIA’s CTC, tapped Hank Crumpton, a twenty-year
veteran of the Clandestine Service, to lead the Afghanistan campaign. Under
Crumpton’s direction, the CTC/Special Operations command created a
designated targeting division and assumed control of the CIA’s ﬁfty-ofﬁcer
drone unit.40
The Predator quickly proved to be a low-cost, low-risk, high-performance
asset that could be used to provide sustained surveillance of suspected terrorists, battleﬁeld reconnaissance, close scouting for ground patrols, combat air
support, and precision strikes. And at a cost of around $3 million apiece,
politicians loved the drones. At one point, while the CIA was brieﬁng the
president on an operation, complete with vivid video imagery provided by
the Predator, Bush exclaimed, “We ought to have 50 of these things.”41
The persistent stare of the Predator loitering overhead gave ground forces
unprecedented battleﬁeld awareness and real-time feedback, which proved
indispensable to a campaign that was often identifying targets on the ﬂy.
One of the major advantages of the Predator was its ability to take risks that
would have been inconceivable for a manned aircraft. In early October, just
days before the air assault began, a reconnaissance ﬂight brought one of the
CIA’s two Predators within range of a Soviet-era radar system. Crumpton and
his team watched as the radar antennae slowly swiveled toward the drone.
When the team leader instructed the pilot to evade, Crumpton countermanded and ordered the pilot to keep going.
As a MiG recently launched from a nearby airﬁeld quickly began to
intercept the oncoming Predator, someone asked, “What if they shoot us
down?” “The value of the intelligence is greater than the cost of our UAV,”
Crumpton instructed “Fly it right at them.” Moments later the MiG zipped
by. The Taliban pilot’s approach was too fast. He turned around for another
pass, followed by another. But he could not intercept the slow-ﬂying Predator.
The video from the engagement was quickly passed to the military for
analysis.42
The Predator also endeared itself to soldiers by providing critical combat
air-support. On October 20, the CIA’s sole-armed Predator assisted in a
Joint Special Operations Command (JSOC) attack on the compound of
Mullah Omar, the most senior Taliban leader. The Predator provided
aerial surveillance as 200 Army Rangers parachuted in and secured the
area deep in the heart of Taliban territory. As they did so, a Chinook
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helicopter launched from a carrier in the Indian Ocean ﬂew in a
JSOC commando team to seize control of the compound.
As the drone monitored the area, an analyst spotted an anti-aircraft gun
in the ﬂight path of the oncoming helicopter. The CIA relayed the information to JSOC command, who replied, “Take it out.” The team at CTC
headquarters watched as one of the Predator’s two Hellﬁre missiles ﬂew
wide of the mark. The helicopter was just minutes away as the Predator
operator carefully took aim. A burst of smoke ﬁlled the video screen as the
second missile scored a direct hit. This was the ﬁrst time the Predator had
provided air-to-ground ﬁre support for a combat operation. Minutes later,
JSOC forces swooped into the compound and video of US forces easily
penetrating the Taliban’s safe haven was quickly broadcast around the
world.43
Crumpton insists the Predator was so precise it could shoot a Hellﬁre
missile straight through a window or take out a lone enemy combatant from
miles away.44 Throughout the fall it successfully targeted a number of bin
Laden’s top subordinates. In November 2001, a CIA drone strike killed
Mohammed Atef, al-Qaeda’s military chief and third in command, along
with seven other al-Qaeda members.45 Then in mid-December a Taliban
prisoner revealed the location of several al-Qaeda and Taliban command
posts along the Pakistan border. As US military aircraft leveled the enemy
sites, the Predator identiﬁed one individual ﬂeeing on foot. He leapt on a
motorbike and took off down the road, only to be incinerated moments later
by a Hellﬁre missile. The man was Qari Amadullah, chief of Taliban
Intelligence.46
By spring 2002, the CIA-operated drones had proven the immense military
value of the Predator. As the CTC/Special Operations division’s role at the
front lines drew to a close, the Pentagon assumed primary control of combat
drone operations. Under the military, drone operations were conﬁned to
combat zones in Afghanistan, Iraq, and later Libya, where they targeted
suspected terrorists and provided combat air support to ground units in
full compliance with the Law of Armed Conﬂict (LOAC) and pursuant to
rigorous oversight from military lawyers.
Meanwhile, without clear guidance from policymakers, the CIA became
increasingly unsure of its future mission, and by extension the future of its
drone program.47 The Predator had proven itself as a useful addition to the
war-ﬁghting capabilities of the United States and had enabled the CIA to have
unique access to the battleﬁeld. However, in the context of the ensuing
ground war in Afghanistan, drones became one of many surveillance and air
assault systems available to the US military.
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4. the birth of targeted killing
It was not until a year after the war on terror had begun that the unique
strategic value of the Predator was fully appreciated. By 2002 hostilities in
Afghanistan had achieved a level of stasis, as it became increasingly clear that
the ﬁght against al-Qaeda would lack the decisive and cathartic conclusion
that America desired. Toppling the Taliban was just the beginning. Like the
opening shot in a game of billiards, the US invasion had sent bin Laden and
his afﬁliates ricocheting throughout the region while their radical ideology
echoed around the world.
With no major military targets left for the United States to attack, the war
against al-Qaeda became ﬁrst and foremost an intelligence operation. It fell to
the CIA to identify and track the dozens of top al-Qaeda leaders who had
escaped across the borders of Afghanistan and to expose their subordinate
networks around the world.
In the face of a diffuse al-Qaeda network, the CIA began to view the
Predator as key for an offensive campaign against their global infrastructure.48
The new war would not just have different battleﬁelds; it would require
radically different tactics. Drones would prove an indispensable tool for
managing threats in countries where governments were unable or unwilling
to deal with the presence of terrorists and their threats. One such country was
Yemen, which had repeatedly failed to capture some of the highest priority
targets from a US-generated list of wanted al-Qaeda associates. So, the United
States took matters into its own hands.
On November 4, 2002, the New York Times reported: “The Central Intelligence Agency, using a missile ﬁred by an unmanned Predator aircraft, killed a
senior leader of Al Qaeda and ﬁve low-level associates traveling by car in
Yemen on Sunday.”49
The attack targeted Qaed Salim Sinan al-Harethi, also known as Abu Ali,
who was initially described as “the senior Qaeda operative in Yemen and
perhaps one of the top dozen or so Qaeda ﬁgures in the world.”50
The manhunt that led to the drone strike was a massive inter-agency affair
that involved FBI agents, the US Army’s covert “Gray Fox” surveillance unit, a
Special Operations team from CENTCOM, the NSA, the CIA, and State
Department diplomats. The Gray Fox team specialized in using advanced
equipment to intercept communications. When al-Harethi activated one of
his cell phones, the NSA notiﬁed the Gray Fox team on the ground, which
tracked the call and fed the coordinates to a CIA-operated Predator.
The drone was deployed to al-Harethi’s location in Marib and monitored
the location as he and his group prepared to leave.51
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After the Predators were deployed to Marib, Tenet called his counterpart
at CENTCOM, Lieutenant General Michael DeLong, and informed him
that al-Harethi had been located. The Predator continued to watch as the cars
sped off down an empty road in a desolate area, minimizing the chance for
collateral damage.52 DeLong was coordinating the operation. DeLong
recalled: “[Tenet] goes, ‘You going to make the call?’ And I said, “I’ll make
the call.” He says, ‘This SUV over here is the one that has Ali in it.’ I said,
“OK, ﬁne.” You know, “Shoot him.”53
The drone pilot lined it up and took the shot. At the time, the identities of
the other victims were unknown. Later reports indicated that four other
Yemenis, as well as US citizen and alleged terrorist Kamal Derwish, also died
in the blast.54
Al-Harethi’s death, which came in the ﬁrst direct strike on an al-Qaeda
target outside of Afghanistan since September 11, marked the culmination of a
protracted debate about the legality of targeted killing. As one former agency
ofﬁcial noted, “There was discussion about this for years in the CIA. The
discussion is now over, and the operations have begun.”55 In the weeks
following the strike it was reported that President Bush had approved a list
of about two dozen suspected terrorist leaders that the CIA was authorized
to kill. According to sources, Bush was not required to approve additions to the
list, and the CIA did need to seek approval prior to carrying out speciﬁc
strikes.56
The Senate Intelligence Committee, which is responsible for overseeing
covert operations conducted by the CIA, defended the policy. The committee
chairman, Senator Robert Graham, argued: “Having deﬁned this as an act
against a military adversary and applying the standards of international law,
this was within the legal rights of a nation at war.”57
This opinion was echoed by others in the administration. “I can assure you
that no constitutional questions are raised here,” stated Rice, in an interview
shortly after the incident. “[The President is] well within the bounds of
accepted practice and the letter of his constitutional authority.”58
However, the unilateral announcement of the attack on the eve of the US
elections severely damaged the relationship the United States had with
Yemen. Although CIA and Pentagon ofﬁcials refused to comment on the
incident, within forty-eight hours, Deputy Secretary of Defense Paul
Wolfowitz appeared on CNN and seemed to conﬁrm US involvement.59
When asked about the CIA strike in Yemen, Wolfowitz characterized it as
“a very successful tactical operation” and noted the effective cooperation
of the Yemeni government.60 Ofﬁcial reports in Yemen claimed that the
explosion had been caused by a car bomb, so the CIA was reportedly furious
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with the Department of Defense for leaking the story.61 Yemen’s Deputy
Secretary General, General Yahya M. Al Mutawakel, broke the government’s
ofﬁcial silence, complaining: “This is why it is so difﬁcult to make deals with
the United States. This is why we are reluctant to work closely with them.
They don’t consider the internal circumstances in Yemen. In security matters,
you don’t want to alert the enemy.”62
The United States had lost the trust of President Saleh and learned a tough
lesson about the importance of maintaining plausible deniability. It would be
eight years before Yemen would allow another drone strike on its soil.
Despite the loss of Yemen’s good graces, the attack on al-Harethi was a
major coup for the CIA. It demonstrated the viability of using drones to locate,
track, and kill terrorist leaders abroad. Over the next several years, the CIA
would gradually build up a network of informants throughout the Middle
East and Southeast Asia, as well as information-sharing arrangements with
intelligence agencies around the world – sources that would later provide the
basis for the development of a massive targeted killing operation heavily reliant
on drones.

5. the third front
The 2002 strike on al-Harethi was a watershed moment in US targeted killing
operations, but the policy implications were slow to emerge. Over the next two
years, drones continued to make headlines as the Air Force announced plans
to develop ﬁfteen new squadrons and used the Predator with great effectiveness in Iraq. Nevertheless, at this time, the CIA’s drone operations went
quiet.63 Much of the reduced activity may be attributable to a general reduction in the level of intelligence resources dedicated to al-Qaeda. “In March
2002, John McLaughlin”, deputy director of the CIA, announced that the
agency was scaling back operations in Afghanistan. Over the next year
the intelligence community’s center of gravity would shift from bin Laden
and his afﬁliates to Iraq.64
The next drone attack came on June 18, 2004, in Pakistan. In early 2004,
after months of pressure from the CIA, the Pakistani intelligence service had
accepted a deal. The CIA offered to kill Nek Muhammad, a tribal militant
who had recently humiliated the government by killing sixty soldiers and then
reneging on a negotiated peace, if Pakistan would agree to allow the CIA to
conduct regular drone ﬂights over the Federally Administered Tribal Areas.65
Pakistan agreed. Muhammad was killed while eating dinner with four other
men and speaking on a satellite phone.66 Two young boys, aged sixteen and
ten, the sons of Muhammad’s host, were also killed.67
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In many respects, public engagement with this operation played out in a
very different manner than the al-Harethi attack. The strike generated little
media attention and no US ofﬁcials spoke about it on the record. Dawn, a
local Pakistani paper, reported that Muhammad was killed in a missile strike
launched by Pakistani security forces and a military spokesman publically
accepted responsibility.68 CNN and the Washington Post published similar
stories.69 Only the New York Times, which included quotes from local
residents claiming the attack was carried out by an American drone, noted
any US participation. But Pakistani General Shaukat Sultan denounced
reports of American involvement as “absolutely absurd.”70 The following
day, US military spokesman Lieutenant Colonel Tucker Mansager told a
news conference in Kabul, “The coalition . . . congratulates Pakistan for their
success in eliminating the former Taliban ﬁghter Nek Muhammad.”71
After another hiatus, the next strike occurred in May 2005, when a CIA
drone took out senior al-Qaeda operative Haitham al-Yemeni and his driver
in Northern Waziristan. The US media reported that the CIA had kept
al-Yemeni under surveillance for weeks with the hope that he would lead
them to bin Laden. However, after capturing another high-level al-Qaeda
leader in Pakistan, they began to fear that al-Yemeni would go into hiding and
decided to kill him instead. Following the attack, the Pakistani military
denied reports of a drone strike and one of the local papers indicated that
two people had been killed by a car bomb.72
Subsequent attacks continued to be shrouded in ambiguity, with persistent
silence from the CIA and ongoing government denials in Pakistan. On
November 5, 2005, articles by the Associated Press and the Daily Times,
citing Pakistani army ofﬁcials, reported that eight people, including a woman
and three children, were killed while suspected militants were making
explosives.73 Later reports conﬁrmed that a US Predator had in fact killed
the wife and daughter of Hamza Rabia, al-Qaeda’s third in command, along
with six others, while a wounded Rabia escaped, only to be killed a month
later in another drone strike on December 1.74 Residents who witnessed the
December explosion said they saw a drone ﬁre a missile on the house.
Pakistani ofﬁcials vehemently denied this and Pakistani Information Minister
Sheikh Rashid Ahmed claimed that Rabia died while working with
explosives.75
Throughout 2007 and 2008 Pakistani authorities continued to claim that
many of the attacks were results of explosive mishaps by bomb makers, a cover
story that quickly wore thin.76 In fact, it was widely believed that these
incidents were US drone strikes carried out with the secret consent of the
Pakistani government.
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On October 31, 2006, the Pakistani government initially took responsibility
for a missile strike that they claimed killed eighty militants hiding in a
madrassa. However, locals said that US drones were on scene at the time of
the strike and Pakistani helicopters arrived only later. Media reports quickly
conﬁrmed that the dead were mostly children. The News, a prominent
Pakistani paper, listed the names of seventy-nine victims, and only three were
over the age of twenty.77 The Pakistani government quickly amended its story
and blamed the CIA. An aide to President Pervez Musharraf told the Sunday
Times: “We thought it would be less damaging if we said we did it rather
than the US. But there was a lot of collateral damage and we’ve requested
the Americans not to do it again.”78
However, rather than scaling back, the CTC urged stepping up the drone
strikes, insisting that attacks against al-Qaeda needed to occur “at a pace they
could not absorb.”79
By spring 2008, after ﬁve long years in Iraq, the Bush administration began
shifting resources back to Afghanistan. Steve Kappes, the deputy director of
the CIA, and Michael Leiter, the head of the National Counterterrorism
Center, formed a task force to begin reorienting the intelligence community’s
attention toward bin Laden. The result was an increase in the number of
drones over the tribal areas, more case ofﬁcers, and more frequent cross border
raids.80 After averaging less than three drone attacks per year, the rate of strikes
increased to almost one per month from January through July 2008.81
The Bush administration had consistently maintained close ties with
President Musharraf. However, by early 2008, in the wake of a series of
foiled terrorist plots with ties to Pakistan, there was a growing recognition
that the situation in the country’s tribal areas was untenable. Despite
ongoing wars in Iraq and Afghanistan, the most immediate threat to the
United States came from Pakistan, where al-Qaeda and other extremist
groups had established 150 training camps. While the Inter-Service Intelligence (ISI), the Pakistani spy agency, accepted payments from the United
States in exchange for intelligence cooperation, they also secretly funneled
money to extremist groups.82 By 2008 President Bush explained that he had
enough. “We’re going to stop playing the game,” he said. “These sons of
bitches are killing Americans.”83
When Musharraf was forced to resign in mid-August, the Bush administration took the political transition as an opportunity to revise its drone policy
and abandoned the practice of seeking permission from the Pakistanis prior to
launching individual strikes. As a result, the period from when a target was
identiﬁed until it was attacked dropped from many hours to forty-ﬁve minutes
and the CIA carried out nine strikes in under a month.84
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Bush’s national security team had long believed that the al-Qaeda leadership was the organization’s keystone, and if they could decimate the senior
ranks the entire organization would collapse. The CTC maintained a list of
the two dozen or so leaders at the top of the organization and focused their
attention tracking these so-called “high-value targets.” In October 2004, the
Washington Post acquired a list of twenty-eight of these named individuals. By
their tally, eight had been killed or captured by the end of 2002, ﬁve more in
2003, and one in 2004. Notably, bin Laden and his top deputy, Ayman
Zawahiri, remained at large.85 Around the time of that publication, drones
became a key component in the hunt for terrorist leaders. From June 2004 to
July 2008, the Bush administration conducted sixteen drone strikes in Pakistan
that killed eight high-ranking al-Qaeda and Taliban commanders.86
Despite these successes, in summer 2008, senior ofﬁcials at the CTC told
President Bush that “personality strikes” against high-value targets were not
doing enough to erode al-Qaeda’s capabilities. They persuaded the president
to authorize a major expansion that would allow the CIA to target groups of
suspected militants believed to be associated with terrorism without necessarily knowing their identity. These “signature strikes” were based on monitoring
patterns of activity to identify signatures, such as possession of explosives, travel
to al-Qaeda compounds, or association with known militants.87 In the words of
one former intelligence ofﬁcial, “It’s always more dramatic to take the bishop,
and, if you can ﬁnd them, the king and queen,” but “pawns matter.”88
Then-CIA Director Michael Hayden justiﬁed the policy in November
2008, saying that the CIA was depriving terrorists of a safe haven, making
them “doubt their allies; question their methods, their plans, even their
priorities.”89 During the last ﬁve months of Bush’s term, there were thirty
drone strikes in Pakistan. The CIA had quietly opened up a third front in the
war on terror. Although public attention remained focused on the ongoing
wars in Iraq and Afghanistan, drone strikes were becoming the central means
for degrading the al-Qaeda network.

6. obama’s weapon of choice
In 2009 the CIA braced for major policy shifts associated with the ﬁrst new
president since the start of America’s war on terror. However, Barack Obama
surprised critics and supporters alike with his enthusiastic embrace of clandestine operations and the use of limited deadly force, leading one commentator
to label him “the covert commander in chief.”90
Although the subsequent proliferation of drone strikes has been widely
attributed to President Obama’s initiative, much of the activity is a result of
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the sustained implementation of policies adopted by the Bush administration
in late 2008. Obama reafﬁrmed the CIA’s authority to operate without seeking
individual approval from the Pakistanis and continued the controversial policy
of signature strikes. However, during 2009, Obama’s ﬁrst year in ofﬁce, the rate
of CIA drone strikes in Pakistan actually fell to 4.5 per month, down from
6 per month during the waning days of the Bush era.91
The Obama administration soon became much more proactive. The
airline-bombing attempt on Christmas Day 2009, the ﬁrst close call of
Obama’s term, demonstrated the severity of the ongoing threat posed by
al-Qaeda. In addition, a December 31, 2009, suicide attack on a CIA base in
Afghanistan reenergized the agency. President Obama expanded the CIA
program to fourteen around-the-clock orbits, each with three drones that
alternated for constant surveillance of Pakistan’s tribal areas.92 By then about
20 percent of the CIA’s analysts worked as “targeters,” whose primary function
was to scan data to identify individuals to be recruited, captured, or killed by
drone strike.93
Meanwhile, over the course of the summer, the security landscape in
Afghanistan changed dramatically as the 30,000 surge troops ordered by
President Obama the previous December began to arrive. In September
2010, the US military launched a major offensive in Kandahar, a southern
province of Afghanistan experiencing a resurgence of Taliban inﬂuence. As
militants ﬂed across the porous border into Pakistan, there was a simultaneous
spike in drone activity with twenty-four strikes in September alone, as compared to ﬁve in August and ﬁfty-four in all of 2009. The intensity continued
throughout the rest of the ﬁghting season, with ﬁfteen strikes in October,
fourteen in November, and twelve in December. By the end of 2010, it had
become the deadliest year on record for drones. Between 611 and 1,028 people
died during 122 attacks, a rate of one strike every three days.94
However, the intensity proved unsustainable. Beginning in January 2011, a
series of diplomatic incidents severely taxed US relations with Pakistan, and
the CIA repeatedly suspended or curtailed drone operations to allow for
political reconciliation. On January 27, Raymond Davis, a CIA contractor,
shot and killed two young men in the middle of Lahore. In the midst of the
ensuing diplomatic furor, drone strikes were suspended for almost four weeks
as the United States sought to negotiate Davis’s release.95 Public outcry further
hampered the CIA’s relations with Pakistan and the agency came under
considerable pressure to reduce the number of operatives working in
Pakistan.96
Barely a month after Davis was returned to the United States, a team of
US Navy SEALs breached Pakistani airspace and swooped into Abbottabad,
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where they shot and killed Osama bin Laden. Pakistan was incensed by the
unauthorized intrusion and became even more outspoken in its condemnation of drone operations, calling them “illegal” and a “violation of national
sovereignty.”97 The most damaging blow came on November 26, 2011, when
twenty-four Pakistani troops were killed in a cross-border raid by NATO
forces.98 An outraged Pakistani government evicted CIA drones from Shamsi
Air Base in the Balochistan Province, closed down NATO supply routes, and
demanded an end to air assaults within Pakistan’s borders.99
Following the closure of Shamsi Air Base, the CIA moved their drone ﬂeet
to Afghanistan and ceded additional control to the US military, which shifted
its drone orbits closer to the Pakistan–Afghan border, to reduce the number of
strikes on Pakistani soil, and so the CIA could hand off targets once they
moved into Afghanistan.100 After a seven-week hiatus following the deadly
cross-border raid, drone strikes resumed in January 2012, but continued to be
sporadic as the United States negotiated for the reopening of NATO supply
routes.
In part due to this string of diplomatic incidents, by the end of 2011 the CIA
had carried out just seventy-two strikes, a 40 percent decrease from the 2010
peak.101 The vicissitudes of US–Pakistani political relations were a critical
factor in the waxing and waning of CIA drone activity, as were a series of
key policy developments that contributed to the reduction in strikes.
As drones became the centerpiece of US counterterrorism efforts, Congress
began to ask questions. In April 2010, the House Committee on Oversight and
Government Reform convened a panel of legal experts for a hearing titled
“Rise of the drones: Unmanned systems and the future of war.” They asked
witnesses to testify regarding the legality of using unmanned weapons to target
individuals. Opinion was mixed. While several lawyers supported the
emerging practice of targeted killing, Mary Ellen O’Connell, of the University
of Notre Dame Law School, argued that drone strikes outside of combat zones
violated international law and CIA drone operators were illegal combatants.102
No policy changes were introduced as a result of the hearing, but it marked
the beginning of a robust public debate regarding drones.
In the midst of this controversy, Senator Dianne Feinstein, who took over as
chair of the Senate Intelligence Committee in January 2009, pushed for closer
scrutiny of CIA drone operations. The CIA had traditionally submitted reports
to the intelligence committees within 24 hours of each strike, detailing the
target, location, and result.103 Feinstein instituted a policy whereby staff
members from the House and Senate Intelligence Committees held meetings
at the CIA once a month to review drone strike records and assess
their legality, precision, and effectiveness. However, when interviewed,
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congressional staffers could not point to any restrictions they had imposed on
the CIA or policy changes that were made as a result of increased oversight.104
The agency continued to operate with near complete autonomy.
The CIA continued to authorize risky operations, and intelligence failures
repeatedly generated signiﬁcant civilian casualties. In spring 2011, the US
Ambassador to Pakistan, Cameron Munter, furious about a March strike that
killed more than thirty-ﬁve people, forced a discussion regarding the drone
program and demanded greater consultation with the State Department.105 At
the June 2011 meeting, Munter requested the authority to veto speciﬁc strikes.
Panetta cut Munter off mid-speech and stated ﬂatly, “I don’t work for you.”106
During the summer, the Obama administration conducted a comprehensive review of drone operations. Although support for the CIA program was
ultimately conﬁrmed, operating standards were tightened. In the words of one
senior ofﬁcial: “The bar has been raised. Inside CIA, there is a recognition you
need to be damn sure it’s worth it.”107 Following the review, Pakistani ofﬁcials
were given advance notice of more strikes, attacks were to be suspended when
Pakistani diplomats visited the United States, and the State Department was
given increased input on targeting decisions.108
Shortly after the review, CIA Director Leon Panetta was tapped to become
the next Secretary of Defense, and General David Petraeus became the
agency’s third director in three years. As the former commander of US forces
and the International Security Assistance Force in Afghanistan, Petraeus was
intimately familiar with the CIA drone program and sought to impose military
discipline on the intelligence agency. According to senior ofﬁcials, Petraeus
immediately voiced “caution against strikes on large groups of ﬁghters” and
urged the CIA to focus on smaller, high-value targets.109 While urging caution
in signature strikes, Petraeus also reoriented the CIA’s focus toward high-value
targets. Successful attacks on leaders accounted for only 8 percent of all 2010
strikes; by 2012 that number had increased twofold to 14 percent. The six top
commanders killed in 2012 included Abu Yahya al-Libi, al-Qaeda’s second-incommand, and Badar Mansoor, al-Qaeda’s most senior leader in Pakistan.110
Meanwhile, in the months leading up to the 2012 presidential election,
the Obama administration began to voice previously unprecedented
acknowledgment of US drone strikes and worked to convince the public
of their legitimacy. In January 2012, Obama made his ﬁrst ofﬁcial acknowledgment of drone operations during an online Google hangout session,
a twenty-ﬁrst-century version of Franklin Roosevelt’s ﬁreside chats.111
In April of that year, John Brennan, Obama’s deputy national security
advisor, delivered a speech on the ethics of counterterrorism, in which he
presented the administration’s case to the public, arguing that drone strikes
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are a legal, ethical, and appropriate policy for minimizing the risk
to civilians and mitigating the threat of terrorism.112
Over the course of Obama’s presidency, Brennan had quietly become the
president’s key advisor on counterterrorism operations. Both men shared an
appreciation for the tactical utility of drones, coupled with a deep-seated
reservation about their potential to facilitate the executive branch’s capacity
to use force unilaterally. Following the rapid expansion of CIA drone operations in 2010, Brennan began to draft a set of standards by which drone strikes
should be approved. He called it the “playbook.” In his words: “What we’re
trying to do right now is to have a set of standards, a set of criteria, and have
a decision-making process that will govern our counterterrorism actions.”113
In short, the playbook would provide a framework to guide the Obama
administration’s expanded use of drones and establish sustainable constraints
on future presidents.
The playbook would formalize the ad hoc process that had evolved over the
course of Obama’s ﬁrst term in ofﬁce. The most important change was
instituting a centralized process to streamline disparate approaches to
targeting. In weekly meetings, almost one hundred ofﬁcials, representing over
a dozen agencies, would meet to review terrorist biographies and determine
who should be nominated for inclusion on the Pentagon target list. These
nominations would then be reviewed and approved by President Obama,
with the help of Brennan.
The target list has since expanded into a broader “disposition matrix.” This
matrix contains the names of terrorist suspects and synthesizes the array of
information and resources being used to ﬁnd them, including indictments,
maps of known sightings, and plans for special operations or drone strikes.114
The CIA maintains a similar, though less inclusive, process for deliberations
and, although Obama is frequently consulted, presidential approval is not
required for each target.115 However, as the administration struggled to restore
their relationship with Pakistan, Obama began to insist that if the agency
could not practically guarantee that there would be no collateral damage,
he wanted to personally approve operations.116
NATO supply routes were eventually reopened in July 2012 and US–
Pakistani relations appeared to normalize as drone activity remained subdued,
with an average of just four drone strikes per month in 2012.117 While drone
strikes in Pakistan are expected to continue to decline, they are unlikely to
cease entirely, as the Pentagon has begun to signal that after more than ten
years of violence, the United States has likely only reached the midpoint in
its war against al-Qaeda.118 Although targeted killings in Pakistan are waning,
lethal operations in Yemen are on the rise.
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7. an emerging threat
While concerted CIA attention from 2008 to 2012 did much to erode
al-Qaeda’s operational ability in Pakistan, by 2010 the United States had
become particularly concerned with threats emanating from Yemen. There
was particular concern related to Anwar al-Awlaki, a US citizen and radical
Muslim cleric who urged his followers to kill Americans. Major Nidal Malik
Hasan, the US Army psychiatrist who killed thirteen people at Fort Hood,
Texas, in November 2009, exchanged ten to twenty emails with al-Awlaki in
the months leading up to his rampage, but the US government initially saw no
cause for alarm.119 When the investigation of Umar Farouk Abdulmutallab,
the Nigerian citizen arrested for trying to blow up an airliner with a bomb
hidden in his underwear on Christmas Day 2009, revealed al-Awlaki’s intensive involvement with the plot, the US government determined that al-Awlaki
had evolved from a propagandist to an operational terrorist.120 He was also
linked to inventive plots to put ink toner cartridges ﬁlled with explosives on
cargo planes headed to the United States and to surgically implant bombs
in people’s bodies.121 In early 2010, the White House added al-Awlaki to its
kill-or-capture list and reoriented its attention toward Yemen.122
Although CIA drone operations in Yemen were suspended after the
2002 strike on al-Harethi, in 2010 President Obama authorized the Pentagon
to expand a clandestine air war over Yemen that allowed American jets and
bombers to enter Yemen for speciﬁc missions. In May 2011, with the election
of a new Yemeni president, JSOC began ﬂying armed drones over Yemeni
airspace.123 The CIA had spent years building up a network of informants in
Yemen, but US drones ﬂew surveillance missions for the better part of the year
without sufﬁcient actionable intelligence to warrant an attack.124
Drone strikes outside of conventional battleﬁelds had largely been under
the exclusive purview of the CIA since the killing of al-Harethi in 2002.
However, in 2011 the traditional boundaries began to blur as the military took
the lead in operations in Yemen. While the military became a proponent of
drone use following the 2002 invasion of Afghanistan, for years they were
content to leave targeted killings to the CIA. Opinions were mixed, but some
ofﬁcers questioned the legality of expansive strikes outside of clearly deﬁned
combat zones and felt that these operations were inconsistent with the military’s mission.125
However, over time Special Forces teams acting under JSOC began to carry
out raids further aﬁeld, and soon were advocating for a drone unit of their own.126
The CIA pioneered the use of armed drones and established a precedent
for targeted killing. JSOC, the intelligence-driven, counterterrorism-focused
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division of the military that most closely mirrors the insular, adaptable CTC,
has been the organization within the armed services that has most closely
emulated the CIA’s approach to drones.
The intensive counterterrorism campaign in Yemen began as part of a
broader military collaboration between the United States and Yemen. JSOC
played an advisory role for Yemeni soldiers and the US-provided munitions,
while conducting cruise missile strikes and air strikes as necessary. The US
military launches many of its operations in Yemen from an overcrowded
airﬁeld in the tiny country of Djibouti.
In September 2011, the CIA opened a new drone base in Saudi Arabia, which
gave it easier access to Yemen.127 JSOC’s array of capabilities and the CIA’s
superior drone access gave rise to a close partnership. By 2012, the CIA routinely
borrowed aircraft from the military’s much larger ﬂeet of Predators, military
pilots ﬂew the agency’s drones and military Special Forces were increasingly
becoming engaged in espionage activities.128 This unprecedented level of
cooperation led one reporter to label Yemen the “crucible of convergence.”129
Ten years after the ﬁrst strike in Yemen, the CIA and the military were pursuing
the same mission, using the same technology, in the same place.
On May 5, 2011, a missile ﬁred from a US military drone killed two al-Qaeda
operatives in Yemen in a strike intended for al-Awlaki.130 Since al-Awlaki was a
US citizen, authorization for the strike was one of the bolder legal decisions of
Obama’s presidency. After extensive interagency deliberation, a secret memo
produced by the Justice Department in summer 2010 determined that killing
al-Awlaki would be legal if it was concluded that capture was impossible.131
Four months after the May attempt, the government had another opportunity. On September 30, al-Awlaki was killed in Yemen, along with a fellow
US citizen, this time in a strike carried out by the CIA.132 While there had
been speculation that the CIA was selected to improve the secrecy of the
mission, insiders reported that it was purely pragmatic. After the CIA opened
its base in Saudi Arabia, the military transferred several drones to the agency so
that they could widen the search.133
Although the initial focus of the drone campaign in Yemen had been
al-Awlaki, throughout 2011 a deteriorating political and security environment
prompted greater US involvement. In the midst of political turmoil, al-Qaeda in
the Arabian Peninsula (AQAP) began seizing control of southern cities such as
Jaar and Zinjibar. The Obama administration responded by strengthening
its partnership with the vulnerable Yemeni government. Working with the
US military, which provided extensive air support delivered by drones, helicopters, and bombers, the Yemenis staged a military offensive to regain control of
southern territory.134
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Although JSOC initially conducted the majority of these strikes, by 2012 the
CIA’s list of high-value targets in Pakistan had fallen from two dozen to fewer
than ten, and they began reorienting their attention and their resources toward
Yemen, where the United States was pursuing about ﬁfteen terrorist leaders at
any given time.135 As a result of combined attacks by the military and the
CIA, the number of drone strikes in Yemen during 2012 soared to thirty-nine,
up from ten in the previous year.136
President Obama acknowledged in an open letter to Congress in June
2012 that the US military conducts operations in Yemen and Somalia against
members of al-Qaeda and al-Shabaab.137 Obama is said to be heavily involved
in the targeting decisions and has resisted mission creep or conﬂict escalation,
keeping the operations on what has been described as a “very tight leash.”138
While operations in Afghanistan and Pakistan are constantly seeking to catch
up with al-Qaeda, Yemen is viewed as a place where the United States has
been able to get ahead of the curve in combating terrorism.139
Nevertheless, the complicated dynamics among Yemen’s political parties
often blur the line between terrorists and political dissidents. Reports indicate
that a growing number of attacks targeting and killing low-level militants
suspected of association with terrorism may in fact be on leaders of factions
within Yemen’s internal political struggle. One former US intelligence ofﬁcial
noted, “There were times when we were intentionally misled, presumably
by [former President] Saleh, to get rid of people he wanted to get rid of.”140
In May 2010, US aircraft took out what was believed to be a high-value target.
The individual, who had been identiﬁed by Yemeni security forces, was
actually a local deputy governor who had been working against AQAP, but
was a political rival of Saleh.141
In stark contrast to degenerating diplomatic relations in Pakistan in 2012,
Yemen’s new president, Abdu Rabbu Mansour Hadi, proved to be an enthusiastic supporter of drone strikes and has repeatedly praised their capacity for
discrimination. “They pinpoint the target and have zero margin of error, if
you know what target you’re aiming at.”142 Perhaps in part because of his
receptiveness to the program, Mr. Hadi is said to personally approve each
strike that is carried out in Yemen.143 Meanwhile, public outrage is growing
and it is unclear how much longer the government will be able to publically
endorse drone use.
Pundits and security scholars have voiced concerns about the blowback
effect, the theory that drone casualties incite more acts of violence against the
United States. Nevertheless, evidence of this phenomenon is sparse and
often contradictory. According to a report by the Washington Post, following
a drone strike in Radda, Yemen, which killed twelve civilians on September 2,
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2012, al-Qaeda ﬁghters used the attack as a recruitment event, setting up a tent
and handing out ﬂyers blaming the United States and urging residents to
take up arms against the government. Many did.144
Since the US bombing campaign began in 2009, AQAP has swelled from
between 200 and 300 ﬁghters to more than a thousand. Gregory Johnsen, a
leading scholar on Yemen, views this as evidence that drones are “exacerbating and expanding the threat” more than “disrupting, dismantling and
defeating it.”145 However, national security expert Christopher Swift disagrees.
Based on interviews conducted in June 2012 with forty tribal leaders,
politicians, and clerics from across Yemen, Swift concluded that drone strikes
were not aiding al-Qaeda recruitment, but rather young men were driven into
the insurgency for economic reasons.146 While the rapid growth of AQAP is
undoubtedly multicausal, the blame attributable to drones is difﬁcult to assess.
The same is true of their value.
Eliminating potential terrorists has obvious advantages for US national
security, and the Obama administration places a premium on the number
of terrorist leaders killed. However, the long-term consequences to US soft
power, while not easily quantiﬁed, may prove equally important. The effects
of drones are not merely the lives they take, but also the conditions they
leave in their wake. An October 2012 report by Stanford University and
New York University law schools documented the social harms of drone
strikes, including elevated rates of post-traumatic stress disorder, lost family
earning power, and community mistrust.147 Recent evidence also points to the
emergence of a “paranoid shadow conﬂict” between al-Qaeda and Taliban
militants and local residents accused of spying for the CIA. Dozens of
suspected spies have been captured, tortured, and executed, fueling distrust
that further destabilizes vulnerable tribal societies.148
According to a June 2012 study by the Pew Research Center, in seventeen
out of twenty countries, more than half of those surveyed opposed drone
strikes, while 94 percent of Pakistanis believed that drone strikes kill too many
innocent people.149 As Peter Bergen, a national security expert and vice
president of New America observed, “If the price of the drone campaign that
increasingly kills only low-level Taliban is alienating 180 million Pakistanis
that is too high a price to pay.”150

8. changing of the guard
In his second term, President Obama is recalibrating his counterterrorism
strategy, and the future of US drone operations appears to be at a crossroads.
There are many signs that the drone program is poised for continued growth.
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While CIA drone strikes have largely been localized to Pakistan and Yemen,
drone bases are proliferating and the reach of the program appears poised to
expand.151 There have been reports of two strikes on leaders of a militant
Somali organization afﬁliated with al-Qaeda.152 The strikes, which occurred in
June 2011 and January 2012, are rare drone attacks in a larger US counterterrorism effort in Somalia that has been going on since 2003, but which
intensiﬁed in 2007 shortly after Ethiopian forces invaded Somalia.153 There is
also evidence that US drones may have been used to provide surveillance for
an airstrike in the Philippines in 2006 that killed ﬁfteen militants associated
with Abu Sayyaf and Jemaah Islamiyah, groups that are suspected to have ties
to al-Qaeda.154
The increasing reach of the program has been matched by a growing
infrastructure. In October 2012, the CIA submitted a request for an additional
ten drones to supplement its existing ﬂeet of approximately thirty to thirty-ﬁve
Predators and Reapers (the larger, faster, more heavily armed version of the
Predator that the CIA began acquiring in 2004).155 The proposed expansion
suggests that armed drones will continue to play a critical role as the war
against al-Qaeda marches into its twelfth year. Meanwhile the military’s
Defense Intelligence Agency has requested funding for hundreds of new spies,
a bold step into the intelligence functions traditionally performed by the CIA.
As the United States braces for another decade of conﬂict, there is a growing
sense that the tactics used against terrorism must become both more sustainable and tightly regulated, and that the strategic priorities of the US intelligence community must be reevaluated. Senator Feinstein stated, “I think this
is the time for transition.” Counterterrorism will remain the CIA’s top priority,
but the agency needs to begin focusing on cyber security and other vulnerabilities. “We have to strengthen human intelligence in key areas,” Feinstein
said, “and transition from the kind of Pakistan–Afghanistan intelligence
gathering” that has overtaken the agency’s agenda in recent years.156
Terrorism is likely to be a security threat for many years to come, but so
are cyber-attacks, nuclear proliferation, and the emergence of China as a
potential rival in the Paciﬁc, and these issues require increased attention.
Brennan, the current CIA director, agrees. In the midst of what could be a
major redistribution of power within the US national security community, he
has argued that the CIA should focus on intelligence collection and that lethal
operations are the proper purview of the military, leading to efforts to transfer
the CIA’s drone responsibilities to the Pentagon.157 Thus, after eleven years
of CIA drone operations, close to four hundred strikes, and thousands of
casualties, it is unclear whether targeted killing will remain a core function
of the CIA.
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9. tomorrow’s drones
The decision about which institution should operate armed drones going
forward raises important questions about the value and efﬁcacy of the Predator
in future conﬂicts. Under the control of the CIA, the Predator performs a
special mission, tracking and killing suspected terrorists linked with al-Qaeda
and other groups in places far removed from the battleﬁelds where American
troops are stationed. The prospective transfer suggests that drone use may soon
be integrated into the military’s larger security mission and operate alongside
other military weapons systems and according to the military’s rules of
engagement.
Perhaps more signiﬁcant than the question of what will happen to the
Predator without the CIA is what will happen to the Predator with al-Qaeda.
When the war on terror eventually draws to a close, will the Predator continue
to play a key role in national security or will it fade away? Has the Predator
ushered in a sustained transformation in warfare or will the United States
return to earlier modes of conﬂict? The answer to both questions likely lies
somewhere in the middle.
The Predator has been transformational in the war on terror, but this is
largely because it was so ideally suited to the post-9/11 vision of the CIA.
In many respects, the Predator is the perfect weapon for targeted killing.
However, it is likely that this tactic will remain largely conﬁned to unconventional wars against non-state enemies like al-Qaeda. America’s war on terror,
a global conﬂict against a sub-state organization, is without precedent in
US history. And it is by no means certain that this type of war will recur
in the future.
Without al-Qaeda, the Predator is likely to become just another aircraft in
the US military’s arsenal. In this context it will remain a prized reconnaissance
asset and at times a very useful form of air support. But its utility is limited by
its extreme vulnerability to air defense systems. It can only be used in what the
military calls “permissive” environments, places where the local government is
incapable of shooting it down or lacks the desire to do so.158 Thus, the
Predator’s transformative effect will likely remain conﬁned to a very narrow
set of circumstances: particular types of conﬂicts (limited wars), speciﬁc
military contexts (permissive environments), and against a unique class of foes
(non-state actors).
Despite the Predator’s limitations, other forms of unmanned aircraft have
immense potential. As Peter Singer, one of the leading experts on evolving
military technology, has argued, this is merely the ﬁrst generation of drones.
The Predator is the drone version of Ford’s Model T.159 Surveillance drones,
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such as the Sentinel, which the CIA used to spy on the bin Laden compound
in Abbottabad and continues to use to monitor Iran’s nuclear program, come
in all shapes and sizes.
Unmanned systems will not simply replace vehicles once controlled by
people: They will perform novel functions that even science ﬁction authors
have yet to imagine. For example, developers are already working on insectsized drones equipped with cameras and microphones that can go places too
dangerous for soldiers or spies.160 One can only speculate on the impact of
these new forms of technology, but these too will need to be considered on
an individual basis and in the particular context in which they are deployed.
The Predator’s transformation of warfare is likely to be localized to its current
context, but future forms of drones may yet qualify as revolutionary.
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Disciplining Drone Strikes
Just War in the Context of Counterterrorism

david true

1. drones, ethics, and just war
During the Obama administration, drones have become a key weapon in the
ﬁght against al-Qaeda and other terrorist groups. Indeed, drones mark
a substantive shift in war ﬁghting. Gone is George W. Bush’s era of talk of a
“global war on terror” and full-scale conventional invasions. In their place,
we now hear references to asymmetrical war, Special Forces, and drones.
Mr. Bush’s “long wars” have become Mr. Obama “drone wars.”
The change in policy is not simply that of one administration versus
another. Rather, it helps explain the recent, brief history of drone strikes.
As early as the 2008 presidential campaign, candidate Obama vowed to step
up the ﬁght against al-Qaeda by making greater use of drones, especially in
Pakistan. True to his word, Obama’s ﬁrst term saw a marked increase in the
deployment of drones, especially in the Pakistani tribal areas.1 The policy, of
course, has proven controversial in Pakistan, with traditional allies, and with
segments of the US population, although sizable majorities of Americans
continue to support Obama’s aggressive use of drones overseas.2 Even as critics
questioned Obama’s reliance on drone strikes, the administration was dramatically reducing the number of strikes, tightening the requirements for a strike
to be authorized, and shifting control from the CIA to the Pentagon.
If the recent past is any indicator, there is good reason to suspect that US
drone use will continue to evolve and expand. To some extent, this is typical of
high-tech warfare, especially when the technology in question is relatively
inexpensive and widely available, as is the case with drones. Drone deployment is also linked to our evolving international political context, for in an
age of global terrorism, we are likely to see continued unconventional and
asymmetrical conﬂicts. While in these situations it is difﬁcult to distinguish
between combatants and non-combatants, drones, it is said, enable us to do
285
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just that. Drones give us new capabilities and powers, so it makes sense that
the demand for drones will increase and widen. However, it is important to
note that we are nearing the end of a period in which drones have been almost
exclusively the weapons of the United States.
Within the next several years, militarized drone use is expected to
proliferate. As more countries gain access to drone technology, it is possible
that we will see emerging international movements to regulate their use. If so,
the United States would be well served to be at the forefront of that effort.
However, managing this evolving technology should not focus solely on an
assessment of past or current drone capacities, but must envision the drone
policies and practices of tomorrow. This is not simply an issue for policy,
but also a matter of morality. Engaging drones in this manner requires
understanding how this powerful new weapon can be used responsibly.
Assuming that ethical drone strikes are possible, what should be the moral
criteria for their use?
To examine these issues, it is useful to draw on what are often considered
conﬂicting perspectives: the just war tradition and the realism of Reinhold
Niebuhr. Just war theory is centuries old and provides a framework of
principles and criteria for evaluating whether or not war and its conduct are
ethically justiﬁed. Niebuhr was a twentieth-century Christian theologian and
public intellectual who articulated a framework he characterized as biblical
or Christian realism.
Niebuhr was suspicious of the just war thinking of his day because it
appeared to him inﬂexible and ahistorical. He was keenly aware that moral
ideals like “just cause” or “probability of success” could mask self-interested
abdications of responsibility, as well as imperialistic ambitions. In place of an
inﬂexible just war theory or a narrowly interested realism, Niebuhr advanced a
critical approach to power that understood war as both the failure of politics
and an instrument of politics. War, for Niebuhr, was always tragic but at times
necessary, in that there are moments in history in which the goods at stake
deﬁne war as a responsible choice.
At the time, others voiced concerns that the just war tradition was overly
permissive. For example, Christian paciﬁsts claimed that categories such as
“just cause” to legitimize some armed conﬂicts and “last resort” suggesting
accepting war after other options have been tried often fail to clarify the actual
nature of war. Such ideas may express a set of concerns that are signiﬁcant yet
seldom judged sufﬁcient to prevent war, and may serve to legitimize armed
conﬂict at the expense of other pressing moral concerns.3
In fact, today’s drone strikes provide a clear example of how the permissiveness of just war thinking impacts policy. It is this very permissiveness that helps
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explain both the dramatic increase in drone strikes under the Obama
administration and why US drone attacks abroad have failed to generate a
signiﬁcant domestic public debate. This presents our nation with a situation
of great peril, especially as drone deployment expands to become ever more
international.
To understand this dynamic, it is necessary to ﬁrst assess a permissive
interpretation of just war and then to consider why questions about the
morality of drone strikes have failed to either generate substantive public
debate in the United States or alter drone policy. One might suspect that
this analysis would lead to an embrace of political realism, but the story is
more complicated, involving as it does constitutional rights and democratic
ideals. To make sense of this tension, it is useful to consider Niebuhr’s critical
appreciation of the power of the nation’s self-interest. In this way, Niebuhr can
be seen as something of a friendly critic of the just war tradition at a time when
this body of critical thought risks being made irrelevant by new technologies.
Just how this works is discussed below, but here it may be helpful to point
out that just war thinking does not operate in a vacuum as its logic and
assessments are informed by social context.
An ethical analysis of drone strikes needs then to take into account
the larger moral landscape. It is precisely in this way that we can chart a more
ethically engaged approach to the use of drones, now and into the future. The
possibility of a moral management of drones requires a form of discipline
and care that we have yet to see in US policy. The costs of this failure,
especially as drones proliferate, are signiﬁcant.

2. drones as a moral model
From the perspective of the just war tradition, the core concern in conducting
war, jus in bello, involves distinguishing between combatants and noncombatants. This principle of distinction lies at the heart of the just war
tradition’s concern with disciplining – but not eliminating – war. So, while
war involves killing, legal war ought not to involve careless or murderous
killing.
Understood in this way, one might think that the principle of distinction
might rule out anything but the most exceptional use of drone strikes.
However, this is not the case, and the principle has not provoked a sustained
public debate over the potential killing of non-combatants. One might
suspect that this has to do with a lack of public awareness, but the many
media reports on non-combatants killed by drones cast doubt on such an
explanation.4
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The lack of public debate has less to do with an uninformed public than
with the ways in which the American people have internalized assumptions
of conventional just war thinking. The ﬁrst of these assumptions is that
non-combatants are inevitably killed in war. Such deaths are part of the tragic
nature of war and morally permitted if the deaths are unintended. Critics may
raise a principled position – the duty to discriminate between combatants and
civilians – but this criticism fails to gain traction. This is because the principle
itself acknowledges that in war civilian deaths are inevitable, even as they are
tragic and to be avoided where possible. Civilians’ deaths, then, do not break
a rule so much as raise a concern and question: Were their deaths the result of
either intentional targeting of civilians or the excessive and disproportional use
of force? If either is true, there has been a violation of the just war principle.
If, however, the civilian deaths are unintended, then the issue becomes
whether they were foreseen. The distinction between intention and foreknowledge is crucial because where non-combatant deaths are unintended but
foreseen, the moral reasoning turns to one of weighing goods lost versus
goods gained.
What started out as a prima facie duty, distinction then evolves into a
process of calculating consequences. The just war tradition refers to this
calculus as the principle of proportionality. What should be clear is that
proportionality is not a moral principle applied in the abstract. Instead, it
relies on human judgments as to the worth of competing goods. There is no
agreed-upon formula that ranks combatants and non-combatants. Because
of this, anyone might calculate how many civilian deaths are acceptable in
relation to the killing of one, two, three, or any number of combatants, or for
that matter, any particular known combatants, say the leader of an opposing
force. In this way, proportionality operates more like a caution or warning
against the casual disregard for taking innocent lives.
The irony is that advocates of targeted drone strikes claim that drones
are justiﬁed precisely because of their capacity to enable particularly accurate
adherence to the principle of distinction. Though drones are not perfect in
discriminating between combatants and non-combatants, they nevertheless
offer greater precision than more conventional weapon systems. They are
capable of providing lengthy surveillance, helping to conﬁrm a target’s
identity, and identifying those in the target’s vicinity. This enhanced accuracy,
coupled with the use of precision armaments, suggests that only the correctly
identiﬁed combatants will be targeted and with a reasonable limitation on
civilian deaths.5
The majority of Americans support drone strikes through what appears
to be a moral calculus that justiﬁes the small number of civilian deaths
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compared with more conventional weapons. This is not surprising as
the public’s appetite for war waxes and wanes. However, in the context of
conducting war, Americans consistently display great interest in potential US
casualties, yet little interest in considering the issue of proportionality with any
sophistication and care. Nevertheless, public support might be altered if the
number of non-combatants killed shocked the conscience, but there is nothing to indicate the likelihood of such a development with expanded drone
operations. In fact, the greater precision of drone attacks compared to other
forms of warfare would seem to support their widespread use.
If proportionality were going to be the subject of a public debate, it would
likely require presidential leadership. Such a move would be a bold and
imaginative act on the part of any president, but especially so considering
the continuing threat of al-Qaeda. As it is, the president himself has shown
a willingness to personally accept responsibility for the killing of noncombatants in return for the tactical gain of disrupting al-Qaeda’s leadership
or command structure.

3. criticism of just war – nationalistic imbalance
Just war as justice in war tends to see the drone as a moral weapon because of
its comparative advantage in distinguishing between combatants and noncombatants and delivering precision attacks. This might be the end of an
ethical assessment, leading to the conclusion that drones are, in fact, a model,
or at least moral, weapon. However, there are signiﬁcant voices that have
continued to speak out against the killing of non-combatants in drone strikes.
In the United States there is strong, but limited, opposition to targeted drone
attacks among human rights groups and others. However, in virtually all other
nations, with the possible exception of the United Kingdom, solid majorities
oppose the American government’s lethal drone policy.6 This discrepancy
warrants further consideration. What accounts for this difference, and to what
degree does it reveal a key moral component of US reliance on drones?
From a Niebuhrian perspective, the difference in support for US drone
activity is one of nationality and the perspective and political positioning
associated with citizenship.7 Americans tend to view drones strikes as
defending their nation’s right of self-defense, a relatively straightforward
exercise of national sovereignty. Other nations, even allies, see that the strikes
occur within the territory of another sovereign state with which the United
States is not at war.
In this light, it is easy to understand why Pakistanis protest strikes on their
soil. They have heard repeated protests from some of their political and
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military leaders condemning strikes, mild admissions of acceptance from
others, and live in a state of general uncertainty as to the legal status of US
attacks within their country. The statements of Pakistani leaders may be
political cover to ease criticisms of those in the United States, yet this is of
little help to the people of Pakistan. They have understandably become
suspicious of their political leaders who have secretly supported these acts,
seeing them as duplicitous agents in the service to a foreign power.
Other nations, such as Yemen, may have political leaders who openly
support US drone strikes. While this has legal signiﬁcance for the legitimacy
of such acts, the larger point holds: The attacks are highly unpopular and are
commonly experienced as an affront to national pride and identity. It is not
surprising that citizens of one nation protest another nation’s bombing within
its territory, especially outside of a formal state of war. There are cases, such as
a civil war or foreign attack, in which a government or opposition force has
called for and even welcomed military intervention. Such cases are clearly
the exception. What we see in Pakistan, Yemen, and elsewhere is anger at the
excess and hubris of US drone strikes, a position that echoes with national
pride, as well as a sense of moral outrage.
Opposition to US drone strikes is intensiﬁed by contextual factors, the most
obvious of which is the identiﬁcation of a foreign power with a history of
colonialism. In such cases a people’s opposition often becomes animosity,
which may seek and ﬁnd an outlet in protest or even violent opposition. While
drones may be able to reach areas politically or practically impossible for
ground troops, Special Forces, and manned aircraft, drones are not without
limits and costs. Like other forms of attack, drones tend to intensify nationalistic resentment and generate resistance. Indeed, other nations may see drones
as giving the United States an unfair advantage. Certainly, US drone deployment presents an overall pattern that appears to many as a case in which an
imperial power pursues its own interests with little to no regard for the
sovereign rights of other nations, the well-being of foreign communities, and
the lives of foreign nationals.
If one is tempted to think that nationality is an issue that only resonates
for people in other countries, one might consider the case of Abdulrahman
al-Awlaki, the sixteen-year-old son of Anwar al-Awlaki killed in October 2011 in
Yemen by a US drone in what appears to be an unintended collateral death.8
In every respect, this case appears to be like other civilian casualties, save one –
nationality. Abdulrahman al-Awlaki was a US citizen, and because of this, his
case generated much greater concern both in Washington and in the US
media. To some degree, the same is true of the killing of Anwar al-Awlaki,
except in his case the American government acknowledged targeting him
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because of his leadership role in planning attacks against the United States.
There is much to consider in each case, yet what is clear is that the opposition
to the strikes, or at least the concern they generated in the United States,
conﬁrms the importance of nationality in shaping how Americans view the
value of the lives of potential drone strike victims.
Within the legal community, critics worried that the targeted killing of
an American citizen violated core constitutional rights. Broadly speaking,
concerns over due process are speciﬁed in the context of both domestic and
international law. The latter form intends to stiffen the procedural requirements for identifying both Americans and foreign nationals as legal targets,
treating both equally as people possessing core human rights. This is a
laudable goal, but it has received little attention in US political debate that
has focused, not surprisingly, on domestic law.
Arguments of a domestic nature tend to assume the existence of a radically
expanded battleﬁeld. Their focus is on protecting the citizen’s legal rights
within this expanded war zone.9 One can see why an American politician and
his or her constituents might be attracted to such a view. It holds out the
possibility of a zone of maximum security for citizens, albeit with certain
sacriﬁces demanded of non-citizens. In other words, great care must be taken
with the lives of citizens, but a Pakistani villager may be knowingly sacriﬁced
in order to kill a high-value target. The Pakistani villager, then, is an unfortunate consequence of a “moral” policy that protects our nation and its citizens.
The legal context may shape dramatically different goals and approaches to
ﬁghting terrorism and employing drone strikes. A domestic focus might well
afford signiﬁcant legal protections to US citizens in a context in which drone
strikes and targeted killings become the norm. The focus on international
rights and corresponding state obligations is more ambitious and might
well make targeted killings the exception to the norm.
In legal terms, however, advocates of these positions should not feel
conﬁdent of their standing in US courts. The judicial branch has tended to
give the executive and legislative branches leeway when it comes to declaring
and waging war, whether conventional or unconventional.
In fact, the legislative branch has shown some concern with the al-Awlaki
killings. In spring 2013, concerns over due process led a bipartisan group of
senators to delay and threaten to block Mr. Obama’s nomination of John
Brennan to serve as director of the CIA.10 The senators also claimed that
the administration had operated drones without sufﬁcient transparency and
congressional oversight. Under the pressure of a threatened ﬁlibuster, the
administration made public an internal policy document. Rather than ending
debate, however, the memorandum generated further criticism. Critics
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objected that the “White Paper” failed to describe the process by which a
“kill list” is constructed.11 Then in May 2013, the president gave a speech at
the National Defense University. Occurring as it did three months after the
memorandum was released, it appears to have been another attempt to quiet
opposition.
The president’s speech was billed as a pivot point that would spell out
signiﬁcant changes in US counterterrorism policy, especially regarding
drones. Following the speech there was some debate over the extent of any
such shift. Critics complained that the speech contained little that was new,
especially in terms of drone policy. However, several commentators noted that
the president’s tone was different and that he appeared more open and
interested in dialogue. Also, the president conﬁrmed that drone strikes had
peaked in frequency and that their decline would continue. He closed with an
appeal to public debate about drone policy and counterterrorism more
broadly. There was, in other words, some reason to hope that drones might
now receive sustained public consideration.
Interestingly, soon after, the nation learned of the Snowden leaks and
related concerns about state surveillance. These issues have since come to
dominate domestic reviews of drone actions and capabilities. The media and
public appear largely concerned with reports of the NSA’s collecting and
analyzing phone calls and the ways in which drones might be part of this set
of actions. Here the moral issue is one of privacy and government intrusion:
domestic drone surveillance rather than international drone strikes.
This situation makes clear the strong domestic support the president enjoys
on drone strikes abroad, and also helps explain why this is the case. The
prevalence of privacy concerns suggests a foreign policy failure at least in
terms of our political culture. If President George W. Bush is rightly criticized
for raising expectations with his talk of a “global war on terror,” it appears that
President Obama has failed to offer a compelling vision of the nation’s role in
the world. Instead, his administration is allegedly busy keeping America
safe and secure without recourse to an overarching international justiﬁcation
for these acts.
This practical orientation might be appropriate if it were linked to a larger
vision of the United States’ role within a community of nations. However, the
policies leave open the question: What is the goal of the United States in its
continued policy of drone attacks other than degrading al-Qaeda’s capacity?
This leads to the larger question: Why are we ﬁghting? While this issue
extends beyond their deployment, drones are at the core of these questions
and have come to stand for multiple issues associated with national security,
a domain that seems today to be sadly disengaged from ethics.
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4. drones as an exception to the norm
An assessment of the ethics of drone policy exposes a narrow range of
competing goods. Speciﬁcally, the just war principle of proportionality
requires that if non-combatants’ deaths are foreseen, then those deaths must
be outweighed by other goods. Further comparative analysis reveals that
Americans are almost unique in thinking that the deaths of foreign civilians
are largely insigniﬁcant in relation to national security concerns, such that
this issue, even in the absence of a broad deﬁning justiﬁcation of these
policies, stimulates little to no debate. In comparison to these deaths, due
process and privacy issues, especially as they play out in a domestic context in
relation to US citizens, are widely viewed as much weightier.
The principle of proportionality makes clear that just war thinking is not an
objective or clinical analysis, but is instead a value-laden interpretation.
Niebuhr’s criticism of just war helps us go a step further. If, as he argued, just
war theory is a historically conditioned form of moral reasoning, and thereby
subject to the inﬂuence of national interests, then we should not be surprised
to ﬁnd the goods of due process and privacy being limited by national
boundaries.
This Niebuhrian-informed critique leads to a revised account of just war that
expands the range of goods or valuation. Throughout Niebuhr’s work one sees
a consistent emphasis on an expansive moral vision. For example, Niebuhr
advocated supporting the Allies against Germany at a time when isolationist
voices were winning the public debate. Some claimed that this was another
European war, others that the war was already lost, and still others that war and
violence were simply wrong. However, Niebuhr made the case that the war
involved a conﬂict between civilization and barbarism and that, even though the
outcome was far from clear, the risk must be taken on strategic and ethical terms.12
Niebuhr’s critical approach also meant that he was attentive to new developments, whether “facts on the ground” or power dynamics at play behind the
scenes. For instance, he initially supported the Kennedy administration’s
policies in Vietnam as a necessary limited action. He later criticized the
escalation of the conﬂict because he thought that the Johnson administration’s
ideological framing of it was inconsistent with updates on the ﬁghting and
with the goods actually at stake. He recognized that the Vietnam War was not
principally a war of democracy versus communism, but was instead a civil war
that emerged out of a colonial history. Niebuhr’s realism informed his work as
a persistent critic of narrow self-interest and ideology. In their place, he
advocated a practical wisdom that seeks to reconcile the responsible pursuit
of justice with an enlightened sense of self-interest.13
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Niebuhr confronted American nationalism and its internally focused
parochialism with its tendency toward isolationism, by identifying civilization
as the good at stake in the war against the Nazis. When commenting on the
Vietnam War he remained a realist, but in this case he argued that the war and
its conduct harmed our national interest. The reality that Niebuhr identiﬁed
was that the nation’s interests were part of larger geopolitical struggle with the
Soviet Union, which was in large part an ideological struggle for the hearts
and minds of developing nations. The war, he argued, was a military stalemate
at best and an ideological loser. US participation played into the Marxist
propaganda that capitalist nations were inherently imperialistic.14
Niebuhr’s legacy prods us to identify the broader goods at stake in the
struggle with al-Qaeda and inquire how drone strikes relate to these broader
goals. In the struggle with al-Qaeda, the United States and allied nations
confront an enemy convinced of its moral superiority. Al-Qaeda, associated
groups, and other opponents resent what they believe is the imposition of an
alien and domineering culture that spreads an individualistic ethic and rejects
religion, morality, and community.
The proper response, says al-Qaeda, is a war that will drive the West from
Muslim nations, allowing them to form an Islamic super-state. In the war
against the West, there are no innocents. All are guilty and subject to punishment for the oppression and murder of Muslims. If this is al-Qaeda’s vision of
the West, who do we say we are or aspire to be? A common response from
the West is that the conﬂict is waged in defense of freedom. However, if this
is true, it is important to emphasize that the West understands freedom not
as antagonistic with morality, but rather as bound to fundamental human
rights and the idea that human beings are moral agents.
Freedom of conscience is at the core of our vision; but conscience also
involves expression, association, and equal political participation. Freedom,
understood more fully, deserves legal respect and judicial protection institutionalized in a system of rights. The West is not ﬁghting for a freedom that
makes us free to do whatever individuals please, but that individuals and
families possess a dignity that demands respect for their freedom to follow
their conscience. This view of humans as possessing an inherent dignity
means, at a minimum, a nearly absolute respect for life and, more substantially, an impulse to cultivate a system of social security related to education,
health, housing, and employment.
This set of ideas highlights a moral trajectory. Indeed, it represents a shared
vision of human beings and the good life – one open to a plurality of
interpretations, but still a competing vision to that offered by al-Qaeda and
associated groups. This presents a competing story of the struggle and suggests
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a set of normative expectations. For example, in contrast to al-Qaeda, the West
recognizes the dignity of all human beings, and with this idea comes a
fundamental obligation, both legal and moral, to respect the right to life.
However, these claims are undermined and mocked when a drone attacks a
wedding party or kills innocent civilians.15 This is true as well with the use of
other weapons, but with drones there may well be a deeper insult. That is,
how is it that innocent lives are taken with powerful unmanned machines
when one of their primary and widely celebrated characteristics is their
precision?
Drones allow for choices, but they also enable us to avoid tragic choices.
Our vision or reason for ﬁghting dictates that we avoid the tragic choice.
This suggests a series of basic principles that express core ethical concerns.
The ﬁrst principle is that drone strikes in unconventional conﬂicts should
demonstrate a special respect for non-combatants. This is in keeping with who
we say we are and what we say drones can do. In the case of drones, the just
war principle of discrimination should be revised so that foreseen deaths are
no longer permitted or excused. This change would heighten the military’s
responsibility, but such a change is in keeping with the greater capabilities of
the weapon. Furthermore, this aspect of drone policy should be publicly
presented and clearly enunciated to heighten the degree to which drone
policy is openly presented as being in line with core moral precepts.
The second principle is that drones strikes should only be used in cases of
formal conﬂict or when explicitly recognized by a sovereign state. Drones may
be used in nations with which we are at war or in another form of recognized
conﬂict. Where there is not a state of war, drones strikes should not be
used in a nation unless the host nation explicitly authorizes the strike or
strikes. The principle accords with the shared vision of a community
of nations in which human dignity is respected at both the individual level
and among nations.
At a minimum this means respect for international law, including respect
for democratic processes. Citizens, like those in Pakistan, have a right to
know the military agreements their leaders have made with other nations.
One might also add that it is not in our long-term interest to undermine the
legitimacy of an ally’s political class. This suggests that our integrity and
national self-interests may at times overlap, especially in the long-term.
The same point is at work in terms of competing ideologies.
Clearly the struggle against al-Qaeda is in no small part an ideological
battle. Drones are powerful weapons, but for all their technological capacities,
they are not capable of winning a competition among ideologies. They can,
however, severely damage US interests and seriously hinder efforts in this area.
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If the ideological battle is lost, the United States and its allies will likely end up
losing the war or possibly being drawn into actions that profoundly damage
our society, as well as the places where we deploy our military. That is, if we
lose the ideological struggle, it is likely that we will have become the tyrannical power our enemies claim we are. At the heart of tyranny is the arbitrary
use of power. The danger of drones is that they will carry this symbolic
message – that the United States possesses god-like power that it unleashes
as it pleases with little regard for the humanity of those living in the places
where it deploys its military might.
To his credit, President Obama seems to recognize the extraordinary
responsibility that comes with targeted drone strikes. This is in keeping with
the president’s understanding of the burden and power of his ofﬁce. When
one considers his early morning trips to Andrews Air Force Base to honor
soldiers killed in action or his detailed orders for the troop surge in Afghanistan, then his personal review of drone strike “kill lists” does not appear out of
character. His overriding sense of responsibility was on full display in
his speech at the Defense University. Speaking of the killing of al-Awlaki,
President Obama conveys the weight of such decisions: “Alongside the decision to put our men and women in uniform in harm’s way, the decision to use
force against individuals or groups – even against a sworn enemy of the United
States – is the hardest thing I do as President. But these decisions must be
made, given my responsibility to protect the American people.”16 The president speaks in defense of his own moral seriousness, assuring his audience that
he does not take these matters lightly.
This leads to a third key principle, which is to move these decisions out of
the White House and back into the military chain of command. The irony
here is that President Obama’s reference to his responsibility, admirable as it
may be, should raise concerns. Certainly Niebuhr would warn the president
that none of us are capable of bearing the power of making life and death
decisions alone.
Drone strikes should not be made independently. This is important not
only to protect non-combatants but also to address the needs of those within
the military who operate the drones. There are increasing reports that drone
pilots and others are prone to psychological trauma because they have
trouble coping with the power of killing from a distance while witnessing
the impact of their actions. From their position thousands of miles away,
they are able to observe a target for hours on end, perhaps watching a target
interact with family members. Here again we ﬁnd drones appearing to be
make modern warfare more humane, but in reality generating new forms of
violence and trauma.17
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5. the niebuhrian challenge, moral responsibility,
and drone deployment
There is a pressing ethical need to discipline drone strikes and revise just war
thinking. In some sense this call should be expected. We are still coming to
terms with the implications and signiﬁcance of this powerful new weapon.
Perhaps part of the problem is that we have become so accustomed to radical
technological advances that drones and their innovation now appear normal.
Nevertheless, as their presence and power become familiar, we struggle to
appreciate the implications of their capacities. Drones enable an exceptional
ability to accurately identify and attack targets so that a conventional reading
of just war thinking ﬁnds them an exceptionally useful and justiﬁed weapon.
Indeed, drones are thought by many to be the model of a morally justiﬁed
weapon.
Conventional just war theory has come to accept – in fact, to expect – the
inevitability of the tragic, the foreseen but unintended death of innocents.
Yet this is just what drone strikes call into question. At a minimum, the
awesome power of drones raises the question of new responsibilities. If drones
are capable of identifying targets and then avoiding collateral deaths, are we
not then responsible for using these capabilities?
Drones present us with the burden of power – that is, responsibility. The
penetrating critique of Niebuhr’s realism helps expose our self-interested
avoidance of this burden. Rather than discipline this new power and perhaps
modern war ﬁghting and just war theory, America’s political culture appears
ﬁxated on constitutional rights involving due process protections and privacy.
The problem is not with these legal institutions but with the blinding power
of self-interest grounded in the nation. Such pride, Niebuhr warned, is the
undoing of great nations.
The power of self-interest is such that moral progress on drones is likely to
require help. We might expect such help to come from President Obama.
The irony is that Niebuhr is supposedly one of Obama’s favorite thinkers.
Indeed, it may well be that Mr. Obama reads Niebuhr as stressing the need for
individuals to assume responsibility. Such a reading would be consistent with
the President’s taking responsibility for the list of drone targets. However,
while this position is understandable and to some extent commendable, it
also represents a misreading of Niebuhr with signiﬁcant moral consequences.
The Niebuhrian challenge in all cases is to discipline power, to limit power,
and to ﬁnd ways to check and balance power so that it may be used responsibly, and thus avoid the twin evils of tyranny and anarchy. Concentrating
power is the problem, not the solution.
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The president’s well-intentioned assumption of responsibility discourages a
sustained public debate. By concentrating and shuttering drone decisions
within the White House, there is a lack of debate within the larger administration, in Congress, and among the American public. In large part this has to
do with the lack of transparency. Government ofﬁcials are reluctant to raise
critical questions in public, questions that might also help foster debate in civil
society. According to Niebuhr, democratic government is distinguished by its
ability to balance and check power. One of the key forms of such balancing,
he argued, is the critical spirit of democratic civil society.
Toward the end of his career, Niebuhr worried that democratic debate
might itself fail, that the divisive nature of our culture was undermining the
democratic process. However, the irony within the lack of a domestic drone
debate regarding foreign targeting is not its divisiveness, but rather a type of
unexplored consensus. Indeed, one might be tempted to call it a moral
consensus, based on a conventional just war theory reading of drones as a
model of morality in conducting war. The consensus is strengthened by the
indiscriminate violence of al-Qaeda and legitimate concerns for US national
security. In this context drones represent a moral hazard, tempting us to moral
callousness even as we feel self-righteous pride in comparison with terrorist
organizations. However, to give over to such a dynamic would be truly
perilous not only in terms of the struggle against al-Qaeda but also in terms
of our self-understanding. In this context, with these moral dilemmas, it is
time to rethink just war theory. Perhaps we should be glad that the proliferation of drones is likely to push us to do just that.
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World of Drones
The Global Proliferation of Drone Technology

peter l. bergen and jennifer rowland

At the beginning of the “Global War on Terror,” launched by President
George W. Bush in 2001 following the attacks of 9/11, the United States had
a virtual monopoly on drones. According to data compiled by New America,
as of December 2013, 82 countries owned some type of drone, although only a
small number of those nations possessed armed drone aircraft. The United
States, United Kingdom, and Israel are the only nations that are conﬁrmed to
have used armed drones against their adversaries, although other members of
NATO’s International Security Assistance Force, such as Australia, have
“borrowed” drones from Israel for use in Afghanistan.1
When the United States ﬁrst invaded Afghanistan in October 2001, the
Pentagon had fewer than 50 drones, and had never used armed drones in
combat. By late 2012 it had around 7,500, and was launching regular drone
strikes against suspected al-Qaeda militants in Afghanistan and Yemen.
The ﬁrst US armed drone attack, which appears to be the ﬁrst such
strike ever, took place in Afghanistan in mid-November 2001, which killed
Mohammed Atef, the military commander of al-Qaeda. Since then, the CIA
has used drones equipped with bombs and missiles hundreds of times to target
suspected militants in Pakistan and Yemen.
And drone technology is proliferating rapidly.2 Building drones, particularly
armed drones, takes sophisticated technology and access to the speciﬁc weaponry
that can be launched from an unmanned vehicle. Governments are increasingly
willing to invest the necessary time and money either to buy or develop them
because armed drones are increasingly seen as an integral part of modern warfare.
The Teal Group, a defense consulting ﬁrm in Virginia, estimated in 2012 that the
global market for the research, development, and procurement of armed drones
will nearly double in the next decade, from $6.6 billion to $11.4 billion, and that the
United States will account for 62 percent of drone research and development, and
55 percent of drone procurement.3 A 2011 study estimated that there were around
300
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680 active drone development programs run by governments, companies, and
research institutes around the world, compared with just 195 in 2005.
Israel is the world’s largest exporter of drones and drone technology, and the
state-owned Israeli Aerospace Industries (IAI) has sold to countries as varied as
Nigeria, Russia, and Mexico. IAI has also reportedly sold a “loitering weapon”
called the Harop to India, Turkey, France, and Germany. The Harop can circle
over a target for hours before it is activated and sent to the ground as a single-use
missile. Israel itself has used armed drones in the Palestinian territories.4
The United States trails Israel in the drone export race, but US-based drone
development companies are rapidly expanding. In 2010 US-based General Atomics received export licenses to sell unarmed versions of the Predator drone to Saudi
Arabia, Egypt, Morocco, and the United Arab Emirates.5 In March 2012, the US
government agreed to arm Italy’s six Reaper drones but rejected a request from
Turkey to purchase armed Predator drones.6 (An ofﬁcial in Turkey’s Defense
Ministry then said in July 2012 that Turkey planned to arm its own domestically
produced drone, the Anka,7 anticipated to be ready for test ﬂights by 2016.8) And in
May 2012 NATO ﬁnalized a $1.7 billion contract with Northrup Grumman
for ﬁve Global Hawk drones that will be based at a NATO airﬁeld in Sicily.9
Sweden, Greece, Switzerland, Spain, Italy, and France are working on a joint
project through state-owned aeronautical companies and are in the ﬁnal stages
of developing an advanced armed drone prototype called the Dassault
nEUROn. France plans to manufacture armed drones for its air force using this
technology.10 And in February 2013, a regional Russian government posted
online and then quickly removed photographs of two Russian-made armed
drones. The two systems were reportedly scheduled to begin test ﬂights in 2014.11
Pakistani authorities have long tried to persuade the United States to give
them armed Predator drones, and though they continue to fail to acquire
missile-equipped UAVs (unarmed aerial vehicles), they deployed their ﬁrst
domestically produced unarmed drone at the end of 2013. Neighbor and rival
India owns an armed Israeli drone designed to detect and destroy enemy radar,
and in August 2013 the scientiﬁc advisor to India’s Defense Minister
announced that a state military research ﬁrm would begin test-ﬁring precision
missiles from drones “in a couple months.”12
In September 2012 China announced that it would use surveillance drones
to monitor a group of uninhabited islands in the South China Sea that are
controlled by Japan but claimed by China and Taiwan.13 China had taken the
United States by surprise in November 2010 at the Zhuhai Air Show, where it
unveiled twenty-ﬁve drone models, some of which were outﬁtted with the
capability to ﬁre missiles.14 Two years later, at the November 2012 Zhuhai
Air Show, Chinese companies displayed full-size armed drones, the CH-4
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and Li Yong.15 Meanwhile, Taiwan has also been building indigenous drone
capabilities, and Taiwanese authorities announced in December 2013 that
they are developing an armed drone.16
In February 2013 a state-run newspaper reported that Chinese authorities
had considered using armed drones to kill Naw Kham, a drug lord in
Myanmar who was accused of murdering thirteen Chinese sailors. In the
end, China decided to capture Naw Kham instead of launching a drone strike,
but the report showed China’s capacity to carry out armed drone attacks.17
In August 2010 Iran unveiled what it claimed was its ﬁrst armed drone,
the “Ambassador of Death.”18 This aircraft would essentially function as a
kamikaze drone, crashing into its target and detonating its explosives upon
impact, and did not appear to be much of a step up from the single-use drones
Iran had years earlier. As early as 2006 during the Israeli–Lebanese War, the
Lebanon-based militant group Hezbollah launched three Iranian-supplied
Ababil drones, each carrying an 88-pound warhead, into Israeli airspace. The
drones were easily shot down. However, during fall 2012 Iran’s military chief,
General Amir Ali Hajizadeh, disclosed details of a new long-range drone that he
said could ﬂy 2,000 kilometers (1,250 miles), which puts Tel Aviv easily in range.19
A year later, Hajizadeh announced that Iran would begin mass-producing and
exporting the drone, which he said is capable of carrying up to eight missiles.20
States are not alone in their quest for drones. Insurgent groups, too,
are moving to acquire this technology. Libyan opposition forces trying to
overthrow the dictator Moammar Gadhaﬁ in 2011 bought a sophisticated
surveillance drone from a Canadian company, for which they paid in the
low six ﬁgures.21 As drone technology becomes more widely accessible, it is
only a matter of time before well-ﬁnanced drug cartels acquire them.
Given the relatively low costs of drones – already far less expensive than the
costs of a ﬁghter jet and of training a ﬁghter jet pilot22 – armed drones will likely
play a key role in future conﬂicts. In addition, there may be a lower threshold
for the use of force when armed drones are an option, because they allow for
combat in which personnel are not placed at risk. Still, it will be many years
before other countries are able to build up the capacity that the United States
has to carry out lethal drone strikes almost anywhere in the world. As of 2013, US
drone bases are in at least eleven countries: Afghanistan, Djibouti, Ethiopia,
Niger, Qatar, the Philippines, Saudi Arabia, the Seychelles, Turkey, the United
Arab Emirates, and Yemen. And the drone base in Balochistan, Pakistan, from
which many of the hundreds of CIA strikes were launched, was only shuttered
in November 2011 after an errant NATO helicopter strike hit two Pakistani
Army posts near the Afghan border, killing twenty-four Pakistani soldiers.
The United States has been able to improve the accuracy of its strikes by
using high-tech, laser-guided missiles, something not all countries have been
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able to develop or obtain. And the many targets on the US government’s
kill lists are identiﬁed through extensive intelligence networks on the ground
in multiple countries, in tandem with advanced geospatial intelligence
equipment. It is hard to imagine that another country will catch up to the
United States on either of these criteria anytime soon.
At the same time, the capacity of US companies to export the latest drone
technology to other nations is limited by the country’s membership in
the 1987 Missile Technology Control Regime (MTCR), an international
agreement designed to restrict the proliferation of ballistic missiles. The
MTCR strongly urges that members should not transfer drones with a range
greater than 300 kilometers and a capacity to carry 500 kilograms or larger
payload, ruling out most long-range armed drones.23
And it is not as easy as some might believe for other nations to arm unarmed
drones. Such weapons systems require speciﬁc electrical engineering; the wings
must be reinforced in order for the aircraft to sustain the force of launching
a missile; the drone must be equipped with ﬁre control systems; and built-in
mounting brackets are needed to attach munitions to the vehicle.
But even with these inherent limitations, the drone industry thrives and
more companies, research institutes, and nations continue to jump on board
the drone bandwagon. And the aggressive and secretive US drone campaign
against al-Qaeda and its afﬁliates is setting a powerful international norm
about the use of armed drones, which it uses for pre-emptive attacks against
presumed terrorists in Pakistan and Yemen. These kinds of drone strikes are
especially controversial because the use of drones in a conventional war is not
much different, legally or morally, than the use of manned aircraft that drops
bombs, uses cannons, or ﬁres missiles.
There has been virtually no substantive public discussion about drone
attacks among policymakers at the international level. Just as the US government justiﬁes its drone strikes with the argument that it is at war with al-Qaeda
and its afﬁliates, one could imagine that India in the not-too-distant future
might launch such attacks against suspected terrorists in Kashmir, or China
might strike Uighur separatists in western China, or Iran might attack Baluchi
nationalists along its border with Pakistan.
Table 1 summarizes which countries currently possess drones and how they
have come to acquire the drones, based on an analysis of thousands of news
reports and government documents.
Table 1 classiﬁes drones according to the US Air Force tier system. Tier I
includes low-altitude, long-endurance drones like the Hermes 450; Tier II is
comprised of medium-altitude, long-endurance (MALE) drones like the Predator; and Tier IIþ applies to high-altitude, long-endurance (HALE) drones, like
the Global Hawk. Mini- and micro-drones are not classiﬁed in the tier system.24

C

25 5 7
9CC B
2 3 :58
8
B 7 DB 2 2: 23 2C 9CC B
2 3 :58

,2 3 :58 1 : B:C .2:
8
C
B 9CC B 5 : 8

/

, 0

2C

BD3

C C C9 ,2 3 :58 ,

C
25 5 7
9CC B
2 3 :58
8
B 7 DB 2 2: 23 2C 9CC B
2 3 :58

TABLE

Countries with
Drones Used in
Combat

304

,2 3 :58 1 : B:C .2:
8
C
B 9CC B 5 : 8

1

Israel
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United Kingdom
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United States

1. Drone Classiﬁcation

Source of Technology
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Israel has domestic production of drones25 and imports drone engines
from the United Kingdom. Israel refuses to release the full list of countries
to which it has sold military arms, totaling nearly $7 billion.26 Israel is the
largest exporter of drones in the world, responsible for 41 percent of all
drones exported between 2001 and 2011, according to a database compiled
by the Stockholm International Peace Research Institute.27 Israel
continues to lead the world in drone exports, exporting nearly $4.6 billion
worth of systems between 2005 and 2012, as reported by US consulting
ﬁrm Frost & Sullivan.28
The United Kingdom has domestic production of drones, imports
drones from United States, and has very limited imports (one drone)
from Israel.29
The United States has domestic production of drones and imports
drones from Israel. The Pentagon asked Congress for nearly
$5 billion for drones in 2012.30

Tier I
(Low altitude,
long endurance)

Tier II
MALE

Tier
II1
HALE

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

2C
BD3

Countries with
Armed Drones

C C C9 ,2 3 :58 ,

4

China

Source of Technology
China has domestic production31 of drones and limited imports from
Israel.32 There are also limited imports from Japan, and some reports
indicate that Germany has provided the engines used in Chinese

Tier I
(Low altitude,
long endurance)

Tier II
MALE

Tier II1
HALE
endurance)

Yes

Yes

Yes

C
25 5 7
9CC B
2 3 :58
8
B 7 DB 2 2: 23 2C 9CC B
2 3 :58

TABLE

Countries with
Armed Drones

1. (continued)

Source of Technology

/
, 0
2C

Tier II
MALE

Tier II1
HALE
endurance)

Yes

Yes

Yes

33

305

,2 3 :58 1 : B:C .2:
8
C
B 9CC B 5 : 8

Tier I
(Low altitude,
long endurance)

5

France

BD3
C C C9 ,2 3 :58 ,

drones. In August 2006 Japan’s Yamaha Motor Company was
accused of selling the RMAX helicopter drones to Beijing
Technology Company, China, which has ties to the Chinese
People’s Liberation Army (PLA), in violation of Japan’s Foreign
Exchange and Foreign Trade Control Law.34 Chinese authorities
said in February 2013 that they had considered using a drone to kill a
drug dealer in Myanmar responsible for the deaths of thirteen
Chinese soldiers.35 China recorded the successful ﬂight of ﬁrst stealth
combat drones, the “Sharp Sword.”36 China also unveiled the CH-4
and Yilong drones equipped with Blue Arrow-7 anti-tank missiles,
which have designs similar to that of the US Predator drones
equipped with Hellﬁre missiles.37 China’s drone arsenal has grown
large enough to compete with the United States.38 Reports accuse
China of hacking into US drone companies and accessing
information needed to ramp up their drone technologies.39
France has domestic production40 of drones, and also imports from
Israel41 and Canada.42 Collaboration with Britain,43 Sweden, Spain,
Greece, Germany, and Canada in producing drones. Imports from
the United States include Reaper drones.44 France deployed two of
the recently purchased unarmed Reaper drones to Niger to support
the mission in Mali.45 France has joined with Germany, Greece,
Italy, Netherlands, Poland, and Spain to create a “drone users club”
intended to compete with Israeli and US drones markets.46 Morocco
is considering purchasing France’s surplus Israeli drones.47
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Algeria

1. (continued)

Source of Technology
Iran has domestic production of drones.48 In August 2010 Iran unveiled
the “Karar” drone, which President Mahmoud Ahmadinejad called an
“ambassador of death,” and which reportedly can carry up to four cruise
missiles with a range of more than 600 miles. Hezbollah has used
Iranian-made Ababil drones, which function more as cruise missiles.
There is also domestic production of drones of short-range
reconnaissance, such as the Yasseer drone49 and Shahad-129 drone,
capable of 1,700-km range carrying up to eight missiles.50 In
November 2013 they released Fotros drones with a 2,000-km range.51
Ofﬁcials claimed to have reproduced a US drone that was downed
in Iran.52
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Algeria has domestic drone production,53 and
imported the medium-range Seeker II tactical
drones from South Africa in 1998.54 Reports
suggest Algeria operates Denel Dynamecs
Seeker drones and is interested in obtaining
Adcom Systems Yabhon United 40 Block 5
drones.55 Algeria has possibly purchased

Tier I
(Low altitude,
long endurance)
Yes

Tier I
(Low altitude,
long endurance)

Tier II
MALE

Tier II1
HALE
endurance)

Yes

Yes

?

Tier II
MALE
No, however they are
interested in the Yabhon
drones with MALE
capabilities.

Tier II1
HALE
No

C
25 5 7
9CC B
2 3 :58
8
B 7 DB 2 2: 23 2C 9CC B
2 3 :58

TABLE

Countries
with
Drones

Angola

9

Argentina

10

Armenia

11

Australia

307

,2 3 :58 1 : B:C .2:
8
C
B 9CC B 5 : 8

8

1. (continued)

Source of Technology

/
, 0
2C
BD3
C C C9 ,2 3 :58 ,

military drones equipment from Israel,
although what exactly was purchased is
unknown. In 2009 Israel requested exportprocessing permits to Algeria to supply
components for drones.56 Algeria is reportedly
in discussions with China to purchase the
Xianglong HALE unmanned aerial vehicle.57
Reports indicate that Angola imported Heron
drones from Israel.58 The company
Aeronautics reports selling its Aerostar Tactical
Unmanned Air Vehicle System to Angola.59
Argentina has domestic drone production.60 It
is possible that there is cooperation between
Israel and Argentina but reports are
unconﬁrmed.61
Armenia has domestic production of their
Krunk drones, which is a close reconnaissance
drone.62 Armenia has also agreed to export
their Krunk drones to Denmark.63
Australia has domestic drone production and
has also imported drones from the United States
and Israel.64 Plans moving forward include
purchasing the Northrop Grumman MQ-4C
Triton drones.65
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Austria has domestic drone production.66
Reported plans include importing more drones,
though it is unclear form where,67 and there are
recent purchases of Cassidian Tracker minidrones from a UK-based company.68
Azerbaijan has imported drones from Israel70
and begun domestic production in partnership
with Israeli ﬁrms.71 Shipments of drones from
Israel continued through 2013.72
Belarus has imported drones from Russia.73
Belarus President Alexander Lukashenko
announced plans to begin production of drones
in Turkmenistan,74 and plans to export drones to
Vietnam.75
Belgium has domestic production of
drones,76 and is cooperating with a
British company, an Israeli company, and a
French company for production.
There are reports of domestic production, but
Botswana has also imported drones from
Israel.77 There are reports of requests from
Botswana to purchase drones from the United
States.78
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Brazil has domestic production of drones but has
also imported from Israel.79 Their production is
in cooperation with Argentina80 (both countries
importing from Israel), with the possibility for a
joint production venture with Turkey in the
future.81
Bulgaria has domestic production of drones.83
Bulgaria has signed on to be a member of
NATO’s Airborne Ground Surveillance
Program.84 Bulgaria is supposed to have HALE
drones by 2017, to be a part of the Alliance
Ground Surveillance.85
Burundi has drones in the form of military aid
from the United States.86
Canada produces drones domestically and in
cooperation with the United States. They
have also leased drones from Israel to use in
Afghanistan, and imported drones from
Israel. It is possible that they have imports
from France and are considering imports
from the United States.87 Reports
indicate Canada also plans to acquire
lethal drones.88
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Chile has domestic production of drones and
has imported drones from Israel.89 There are
reports of drone purchases from Iran90 and
reports of Hermes 900 medium-sized drones
purchased from Israel by the navy.91 The air
force is already operating Hermes 900
drones.92
Colombia announced the launch of domestic
production of a drone program meant to combat
drug trafﬁcking.93 There are also imports from
the United States.94 The Washington Post
reported that it was not clear from WikiLeaks
documents whether the drones were ﬂown by
US military forces in Colombia or given to the
Colombian armed forces as part of a
multibillion-dollar military aid program.95 There
have been imports from Israel,96 and Colombia
is considering purchasing another Hermes 900
drones.97 The country’s ﬁrst drone ﬂight
simulator for training operators of drones was
successfully produced in 2013.98
Croatia has domestic production of drones and
has imported from Israel.99
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The Czech Republic has domestic production
of drones. In February 2012 several European
countries – Bulgaria, the Czech Republic,
Estonia, Germany, Italy, Latvia, Lithuania,
Luxembourg, Norway, Romania, Slovakia, and
Slovenia – were considering purchasing drones
from the United States.100
Denmark has imported from France and
possibly from the United States.101 There is also
domestic production of drones in cooperation
with the Netherlands (which loaned out two sets
of Raven drone systems)102 and Sweden (which
loaned the Puma AE for Tactical Unmanned
Aerial System, known as Tac-UAS).103 Small
commercial UAS drones are imported from
Armenia104 and produced domestically.105
Armenia also was exporting Krunk drones
capable of close reconnaissance, transmission of
real-time video data, and taking high-resolution
still images (Armenia deploys Krunk drones for
military purpose, but Denmark intends to use
the drones for commercial agriculture
purposes).106 Military reconnaissance drones are
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produced domestically with no payload capacity,
but the Huggin X1 drones can be linked with a
Canadian-built (Colt Canada) network platformmounted to a soldier’s weapon and is designed to
provide surveillance based on the direction and
angle of the soldier’s weapon.107
Ecuador has imported drones from Israel (IAI
Heron Machatz-1)108 and has domestically
produced some (UAV-2 Gavilan, or
“Hawk”).109
General Atomics received export licenses to
sell an unarmed export version of the Predator
to Saudi Arabia, Egypt, United Arab Emirates,
and Morocco in 2010.110 They have
domestically produced ASN-209 drones in
cooperation with China.111 There are also
reports that Egypt is planning on importing
Turkey’s ANKA drones.112
Estonia has drones in the form of military
aid from the United States for use in
Afghanistan.113 There are reports that Estonia
plans to purchase surveillance drones, such
as the RQ-4 Global Hawk UAV, within the
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next few years.114 They have domestically
produced UAS Swan III by ELI Military
Simulations, which are also exported to
Georgia.115
Ethiopia has domestically developed and
produced drones but has also imported drones
from Israel.116 The United States is operating
drones bases out of Ethiopia.117
Finland has domestic production of drones but
has also imported from Israel.118
Georgia has domestic production of drones,119
and imported drones from Israel120 and
Estonia.121
Germany has domestic production122 of
drones but has also leased drones from Israel
for use in Afghanistan,123 and has imported
from the United States.124 They recently
cancelled a $1.3 billion purchase from the
United States.125 Germany has joined with
France, Greece, Italy, the Netherlands,
Poland, and Spain to create a “drones users
club” intended to compete with Israeli and
US drones markets.126
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Greece has domestic production of drones,
and some reports indicate they import from
France.127 Greece is a member of the drones
“club” with France, Germany, Italy, the
Netherlands, Poland, and Spain for the joint
production of MALE drones.128
Hungary has domestic production of drones.129
There are reports that Hungary has also
imported drones from Israel (Elbit Skylark).130
India has domestic production of drones,131 but
has also imported drones from Israel (Searcher,
Heron, and Harpy Killer UCAV),132 and is
working with Israel to import and develop the
Rustom-1 and -2 MALE, Pawan, and Gagan.133
The Defence Research and Development
Organization, an agency of the Republic of
India, is continuing development on the
AURA drones, a combat designed drones set
for release as late as 2020.134 Ofﬁcials
announced that they would soon be equipping
drones with precision-guided munitions.135
There was a recent request for forty-nine handheld mini-drones for troops.136
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Indonesia has imported drones from Israel.137
Ofﬁcials announced that the domestically
produced Wulung drones will be massproduced.138
Iraq has imported from the US Navy, and the
Iraq Navy has purchased US drones to protect
the country’s oil platforms in the south, from
where most of Iraq’s oil is shipped.139 Iraq
imported ScanEagle drones from the United
States for surveillance against terror ﬁght.140
Italy has domestic production of drones141
(Hammerhead drones produced by Piaggio
Aero Company and Selex ES);142 and imports
from the United States, including the RQ-1B
Reaper drones.143 Reports indicate that the
United States plans to arm Italy’s drones;144
however, this request from Rome has gone
unfulﬁlled for nearly three years, leading Italy
to proceed unilaterally with Black MALE
drones production.145 Italy has joined with
France, Germany, the Netherlands, Poland,
and Spain to create a “drone users club”

Tier I
(Low altitude,
long endurance)

Tier II
MALE

Tier II1
HALE

Yes

No

No

Yes

?

?

Yes

Yes

No

C
25 5 7
9CC B
2 3 :58
8
B 7 DB 2 2: 23 2C 9CC B
2 3 :58

TABLE

Countries
with
Drones

Ivory Coast

40

Japan

41

Jordan

316

,2 3 :58 1 : B:C .2:
8
C
B 9CC B 5 : 8

39

1. (continued)

Source of Technology

/
, 0
2C
BD3
C C C9 ,2 3 :58 ,

intended to compete with the Israeli and US
drone markets.146
The Ivory Coast has imported drones from
Israel.147 They have also sent a request to the
United Nations for drones to monitor their
border with Liberia.148
Japan has domestic production of drones.149
Negotiations are underway to allow for the
relocation of US Global Spy Hawk drones to
territories within Japan, enabling Japan to
share information with the United States.150
The prime minister’s Cabinet has approved the
purchase of three drones in a push to build up
the nation’s defense.151 Japan’s Defense
Ministry plans to deploy its ﬁrst Global Hawk
in 2015, which will be co-maintained with the
US Air Force.152
Jordan has domestic production of drones
and co-production of drones with an Italian
company.153 The Jordan Falcon drone,
produced as a result of a joint venture between
the King Abdullah II Design and Development
Bureau and Jordan Aerospace Industries, is an
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unarmed drone capable of reconnaissance,
surveillance, and target designation and
tracking.
Kazakhstan imported Orbiter drones from
Israel in 2008,154 and has also reportedly
imported drone technology from Russia.155
Kazakhstan is in talks with the Israeli
companies Elbit and IAI to establish a tactical
drones manufacturing facility in the country in
2013.156 Kazakhstan also signed a deal with
Sagem in 2010 to jointly produce drones within
Kazakhstan; however, this agreement has yet to
manifest.157 The Kazakhstan Ministry of
Defense purchased ten Irkut-10 unmanned
reconnaissance aircraft systems from the
Russian Irkut Corporation, and has plans to
possibly purchase Irkut-3 drones.158
Latvia has domestic production of drones.159 The
Drones Factory is a company within Latvia that is
manufacturing drones capable of capturing
real-time intelligence data.160 Latvia’s
production comes from the Drones Factory,
which produces the Penguin C, BE, and
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B drones.161 The Penguin B is touted as the
current world record endurance holder,
operating for a continuous 54.5 hours.162
Lebanon’s drones were provided by the
United States as part of a military aid
package.163
Libya is implementing surveillance and
reconnaissance drones to carry out operations
and inspections within the Libyan Air Force.164
Lithuania contributed more than $6.5
million to NATO’s Alliance Ground
Surveillance (AGS) division developed by
NATO, scheduled be put in place by 2015.165
The NATO AGS is an alliance between
fourteen nations, who will share ﬁve Global
Hawk RQ-4B drones for high-altitude
reconnaissance and surveillance over large
areas of land.166
Malaysia has domestic production of drones in
co-operation with US companies.167 Three
companies, Composites Technology Research
Malaysia (CTRM), Systems Consultancy Sdn
Bhd (SCS), and Ikramatic Sdn Bhn combined
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and formed the Unmanned Systems
Technology Sdn Bhd (UST) to manufacture
Malaysian drones.168 The Malaysian ﬁrm
Unmanned Systems Technology began
producing low-altitude, long-endurance, and
MALE unmanned aerial vehicles in 2010. The
drones are a joint venture with Adcom
Systems, a United Arab Emirates company.169
Mexico has domestic production of drones
(Hydra Technologies, Mexican Navy Institute
for Technology Innovation) and also has
imported drones from Israel (Elbit Systems
Hermes 450).
The status of drones in Morocco is uncertain.
General Atomics received an export license to
sell unarmed Predator drones to Morocco, but
it is unclear whether that deal has been
completed.171 The Royal Moroccan Armed
Forces announced its pre-production search
and development phase of drones for
2014–2015.172 Reports from French sources
indicate that Morocco has purchased at least
three Israeli Harfang MALE drones.173
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The Netherlands has domestic production of
drones and possible imports of drones from
France.174 They have acquired four MQ-9
Reaper MALE drones under the United States
Foreign Military Sales Program. The drones
are expected to have full operational capability
at the end of 2017.175
New Zealand has domestic production of
drones (Hawkeye, by Skycam UAV NZ Ltd),176
and imports drones from the United States
(from General Atomics).
A status of force agreement was signed with the
United States that allows US troops to be in the
country and use drones in the area.177
Nigeria has imported drones from Israel.178
Domestic production of drones began at the
end of 2013.179 The Nigerian Air Force
Institute of Technology (AFIT) produces
Gulma drones, which barely meet the Tier II
classiﬁcation, ﬂying at a maximum altitude
of 10,000 feet, reaching a top speed of
86 knots and possessing an endurance
of 5.8 hours.180
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Norway has domestic production of drones (by
Prox Dynamics).181
Pakistan has domestic production of drones
and has imported drones from China182 and
the United States.183 There has been
reported co-production of drones with
Italian manufacturers184 and reported
collaboration with China on armed
drones.185 The Pakistani military deployed its
ﬁrst domestically developed drones at the
end of 2013. It is unclear whether or not the
drones were armed.186 Military ofﬁcials
claim that the drones are for surveillance
only.187
Panama imported at least four drones from the
United States.188
Peru has domestic production of drones.189
The Peruvian Army implements drones for
surveillance purposes and the air force (Fuerza
Aérea del Peru).190
The Philippines have domestic production of
drones and have imported drones from Israel.191
The Philippine Army acknowledged in
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December 2013 that they were using drones to
conduct reconnaissance missions.192 The
Department of National Defense (DND)
announced in December 2013 that they
acquired drones for the Marines. The DND
invited companies from around the world to bid
on the project.193
Poland has domestic production of drones
and imports drones from United States, and
collaborates with Israel.194 In August 2012 the
Polish government announced that it would
replace its aging ﬁghter jets with thirty
armed drones, which should be in use
by 2018.
Portugal has domestic production of drones.195
Romania joined a group of fourteen NATO
members that will buy ﬁve drones to be used for
ground surveillance and intelligence
missions.196
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co-produced drones with Vietnam.199 Russia is
developing its ﬁrst long-range drones that will be
capable of conducting ground attack
missions; the drone is scheduled for
deployment by 2016.200 NBC News reported
that Russia is developing a 20-ton attack drone
whose prototype could be ready by 2020.201
Russia plans to conduct test ﬂights of a drone
aircraft from the United Arab Emirates at some
point in the future. The drones will be capable
of carrying Namrod air-to-surface guided
missiles.202
Serbia has domestic production of drones.203
Singapore has domestic production of drones
and imports from Israel.204
Slovakia has domestic production of drones205
and is believed to have imports from Israel.206
Slovenia has domestic production of drones.207
South Africa has domestic production of
drones and exports to Algeria and United Arab
Emirates.208 In April 2013 South Africa
reportedly agreed to help Saudi Arabia develop
armed drones.209
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South Korea has domestic production of
drones210 and imports from Israel.211 They have
imported drones and drone technology directly
from the United States.212 With a delivery date
of between 2017 and 2019, Northrop Grumman
plans to export four RQ-4 Block 30 Global
Hawk surveillance drones to South Korea.213
Spain has domestic production of drones and
uses Israeli drones in Afghanistan.214 Spain
joined with France, Germany, Greece, Italy,
the Netherlands, and Poland to create a
“drones users club” intended to compete with
Israeli and US drones markets.215
Sri Lanka has imports from Israel.216
Sweden has domestic production of drones in
cooperation with companies in Australia,
United States, United Arab Emirates, and
others.217 Sweden participates in the
development of the nEUROn with France,
Spain, Italy, Greece, and Switzerland.
Sweden entered into an agreement with
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Vietnam to provide drone technology and
help in producing drones.218
Switzerland has domestic production of
drones.219 Switzerland also produces drones
domestically in cooperation with a German
company, and with other European nations
developing the nEUROn.220 Switzerland is
contemplating importing drones from
Israel.221
Taiwan has domestic production of drones.222
They are reportedly developing drones similar
to the Predator MQ-9, as well armed drones.223
Taiwan conﬁrmed in December 2013 that they
are developing an armed drone at a militaryrun research center.224
Thailand imports drones from Germany and
Israel.225 Thailand’s Royal Thai Air Force
commander in chief announced plans to
request funds to continue development of a
drone developed domestically.226
Reports indicate that Trinidad and Tobago are
trying to acquire drones, primarily for
surveillance purposes.227
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Tunisia has domestic production of drones
(Tunisia Aero Technologies Industries S.A.).228
Turkey has domestic production of drones
(Turkish Aerospace Industries, Inc.) and has
imported drones from Israel.229 The Turkish
government signed a contract to acquire ten
drones from Turkish Aerospace Industries that
were domestically designed and produced.
The contract calls for delivery in 2016 of
MALE drones capable of being armed.230
The United Arab Emirates (UAE) has
domestic production of drones and imports
drones from the United States.231 UAE is
reportedly in talks to export Adcom Systems
Yabhon United 40 Block 5 drones to Algeria
and Russia.232
Uganda has drones as part of military aid
package from the United States to combat
al-Shabaab in Somalia.233 Uganda also imports
Orbiter 2 drones from Israel (Aeronautics
Defense Systems).234
Ukraine has left-over Soviet-made drones still
being used for surveillance.235
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Uruguay has domestic production of drones.236
Reported has domestic production of drones
with the help of Iran, along with direct imports
from Iran.237 Venezuela also reportedly
received help with its drones program from
Russia and China, and plans to export drones
in the near future.238
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There are reports of mini-drones be constructed with the help of Russia,239
and separately with Sweden.240 Vietnam domestically built and tested six
drones that were approved for civilian and military use, and has plans to
purchase drones from Belarus.241 Drone engines and propellers are
imported from France and Japan.
European and US security ofﬁcials say Iran provided surveillance drones to
the Assad regime in Syria to control protestors.242 There has also been
speculation that the drones were domestically produced.243 Syrian rebels
claimed to have captured government surveillance drones.244
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Rebels claim that the Sudanese government has imported drones from
Iran,245 which Sudanese ofﬁcials deny. The UN said in 2009 that video
surveillance equipment used in Sudanese drones was sold to Sudan by
Iranian businessmen in violation of a UN arms embargo.246 The UN
Special Envoy to South Sudan has urged the UN to consider deploying
surveillance drones in the region.247
In 2010 General Atomics received export licenses to sell an unarmed
export version of the Predator to Saudi Arabia, Egypt, the United Arab
Emirates, and Morocco.248 South Africa has also reportedly agreed to
help Saudi Arabia develop armed drones.249
Hezbollah acquired Iranian-built Ababil unmanned aerial vehicles
(drones), capable of carrying an 88-pound warhead for up to 150
miles.250 Israel says Hezbollah received at least twelve Drones from
Iran.251 Hezbollah claims it manufactured the drones domestically.
Israeli and US intelligence sources told NBC News that Hezbollah
obtained the drones from Iran and that Iranian soldiers are stationed just
across the border to help operate them.252
From a Canadian company, Libyan rebels bought a surveillance
aircraft – essentially a tiny quadrotor with a dangling pod carrying a
stabilized-image day- and night-vision camera.253
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No One Feels Safe
“adam khan”*

I am thirty-seven. I run a medical supply store in the Miran Shah bazaar in
North Waziristan. I have been going to this bazaar almost all my adult life.
From my village, Datta Khel, west of the capital, I often travel by pickup truck
to the bazaar, sometimes hanging on with dozens of others.
Along with the noise of daily life in the bazaar, I have now grown accustomed to another sound.
A steady humming. This is the sound of CIA drones.
The drones have been hovering above the skies of Waziristan for several
years. Their presence is a constant element of our lives. And everyone knows
that they frequently ﬁre missiles.
Personally I am not afraid of the drones.
I am neither a Taliban nor an al-Qaeda.
But, I fear becoming part of the “collateral damage” when missiles from the
drones hit a car in the bazaar, a mosque, or a school.
I don’t want to be at the wrong place, at the wrong time, or ﬁnd myself with
the wrong people.
What if I am standing near a car with tinted glass in the bazaar on my
way to the shop and a missile hits the occupants of the car with some
target inside?
That is my worst fear.
In 2006, I was a government contractor building a small road in my village.
I remember that was when the United States had increased their ﬂights over
Waziristan and we started to see and hear the drones.
In the last few years the number of drones in the air and the number of
attacks on the ground seem to be increasing. Many of the attacks focus on the

* This interview was conducted, edited, and prepared for publication by Pir Zubair Shah.
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tribal area of North Waziristan in the area of Datta Khel, which is where my
village is located.
This is the home of the Waziri tribes of Waziristan.
There, the most powerful political leader is Haﬁz Gul Bahadur, a Taliban
commander. You could even say that he rules the area.
After the fall of the Taliban regime in Afghanistan in 2001, many of the
al-Qaeda and Afghan Taliban commanders moved to the region where I live.
Some like the Haqqanis were already here. They had a house on the outskirts
of Miran Shah, the capital of North Waziristan, and ran a religious school
and a training center in the middle of town.
The drones have killed a lot of high-value al-Qaeda and Haqqani Network
commanders. And they say the drones have also killed most of the top
Pakistani Taliban leadership.
I don’t object to this program.
I like the technology. It is precise and effective. There are many people that
support drones because of their precision.
Also, what is the alternative? Military operations? They are bad too. How
many people would be killed then?
Some say that control over drones should be handed to the Pakistani
government. I am not sure. Then, Pakistan would kill only its enemies, and
not necessarily the enemies of the Americans. But then again, Pakistan has
been complaining that this is what the Americans are doing now. However,
just because the drones are effective in killing targets doesn’t mean that there
are not real problems with these strikes.
One of the biggest issues with drones in North Waziristan is when innocent
people are killed.
When this happens their families do not get any compensation from
anybody. At least with other types of attacks that kill civilians, the families
receive some compensation from the government.
So why is that not the case with the victims of drone strikes?
What if the sole breadwinner of the family is among those killed? Then it is
difﬁcult for the family to live without any type of support. They suffer for no
fault of their own.
Another problem is the retaliation from militants who are attacked by
drones. They often accuse locals of spying against them. They have abducted
and killed many people. Many of those killed include prominent tribal elders
and their deaths have a deep impact on the families and tribes.
In many cases, individuals accused of spying for a drone target are picked
up a few days after an attack. And sometimes the militants kill someone for a
different reason and then use a drone attack as an excuse.
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But drones are not the only problem. There are many other
problems that affect our lives. For example, the Pakistani military imposes
a curfew in our area every Saturday and Sunday. And there are speciﬁc
curfews that are sometimes imposed during the week. When this happens,
the roads are closed to any type of movement.
Then, from dusk until dawn you can’t even drive a pregnant woman to the
hospital. The curfews affect local businesses and schools. They increase
unemployment.
Perhaps the biggest difﬁculty of all is that we live in an environment of
constant fear.
No one feels safe, whether he is a driver, a student, or a shopkeeper like me.
That is why people have been leaving the region.
There is so much uncertainty.
The only certain thing is death.
And, here, death comes in so many different ways.
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“Drones” Now and What to Expect Over the Next
Ten Years
werner j. a. dahm

1. remotely piloted aircraft and the changing
nature of warfare
There is a great deal of discussion these days about the use of remotely piloted
aircraft (RPAs) and how they are changing the nature of warfare. However,
much of the public debate on these issues reﬂects a lack of awareness about
how the systems are actually operated, as well as how they will become more
transformative over the next decade and beyond. This is partly a reﬂection of a
larger problem encountered with the introduction of new technologies;
namely, that the rates of innovation and implementation often outpace the
general public’s understanding of what is being developed and for what
purposes these technologies may be used.
Many current concerns regarding what are often colloquially referred to as
“drones” involve the idea that these vehicles are “unmanned,” though this is,
in fact, inaccurate. While it is true that these systems do not have pilots in
the vehicle, most of these systems today are anything but unmanned. In fact,
the manpower burdens that they have created, albeit with tremendous
improvements in capabilities, are quite substantial.1 This is true with regard
to the ground-based pilots that ﬂy these aircraft, as well as for the associated
sensor operators, ground crews, and maintenance staff. This is especially true
for those involved in the processing, exploration, and dissemination (PED)
functions of managing the tremendous amounts of intelligence, surveillance,
and reconnaissance (ISR) data that are produced by these systems. Altogether
this produces a manpower footprint per system that is actually much larger
than what it takes to keep an F-15 up in the air.2
So, the way that RPAs are staffed reﬂects substantive changes in military
technology. In fact, the current platforms – such as the MQ-1 and the MQ-9 –
are only the beginning of a future of innovation and technological
348
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advancement that will enable the United States to signiﬁcantly expand its
capabilities in the very near-term and, more importantly, over the next
ten years.

2. humans and the f2t2ea kill chain
The role of humans in what is called the “kill chain” is one of the most
relevant issues in the development of emerging military technologies. Some
descriptions of these systems suggest that drones are robots that can operate
autonomously and kill without direct human interaction. This is not accurate;
RPAs do not kill autonomously.
From my position as the former chief scientist of the US Air Force (USAF),
there is nothing in our roadmap – and this plan extends twenty years into the
future – that involves autonomous strikes. A human being will be in the kill
chain for as far as we are looking into the future.3
That said, one might be concerned about potential adversaries that may not
place the same cultural or legal burdens on themselves. Certainly, RPA
development is well underway in many countries that have signiﬁcant militaries. For instance, China has ramped up development of its own ﬂeet of RPAs
and there are indications that these may be deployed in foreign criminal
operations.4 Perhaps even more worrying is RPA use by non-state actors.
For example, Hezbollah has already employed crude drone technology.5
It is certain that in the coming years RPAs will become a ubiquitous presence
in military arsenals across the globe, and it remains to be seen how they will be
employed operationally.6
While other forces may explore autonomous RPAs that remove humans
from the kill chain, nothing in the US military’s plans suggest that we are
taking the cultural step toward “full autonomy.” More importantly, it is not
only cultural resistance to fully autonomous lethal strikes that has led to
this policy position; there are also purely technical reasons to avoid fully
autonomous lethal strikes.
Understanding why this is so requires an engagement with what is known as
the F2T2EA kill chain, which stands for “ﬁnd, ﬁx, track, target, engage, and
assess.” General Ronald R. Fogleman, USAF Chief of Staff, ﬁrst coined this
term in a 1996 speech before an Air Force Association symposium.7 For some
time it served only as an unofﬁcial concept, until it was adopted as part of
ofﬁcial USAF targeting policy in 2006.8 The F2T2EA chain describes
a sequential process that is followed when engaging potential targets and
helps outline the current and potential roles of human operators, as well as
autonomous capabilities in each step of the process.
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The ﬁrst step in this chain is the “ﬁnd” phase, which entails using ISR to
detect an entity of interest. Commanders may immediately identify some
entities as targets because they have already been deﬁned in the targeting
process, while others may be clearly identiﬁed as not being targets and may be
put on a “no strike” list. The remaining entities are deemed “emerging
targets,” which require additional ISR and analysis to determine whether or
not they can be listed as targets. This review process continues until the entity
is either cleared as not a target; designated a probable target but not one
requiring dynamic targeting; or is designated a probable target that is also a
“time-sensitive target” (TST), which necessitates continuing the F2T2EA
process. This review process can occur in the span of a few minutes.9
The “ﬁx” phase conﬁrms an emerging target as worthy of potential engagement and establishes the location of the target. Fixing the potential target in
this sense can often pose signiﬁcant challenges. It requires ISR sufﬁcient to
identify the positions of either stationary or mobile targets at any time, under
any weather conditions, and in any terrain to a degree of accuracy necessary to
engage weapon systems. Additionally, a target may be identiﬁed as a TST
during this stage, requiring a determination of the target’s window of
vulnerability. Under the most favorable circumstances, ﬁxing a target can
occur nearly simultaneously with ﬁnding it, particularly where detection of
the target is achieved by the same system that will engage it.10 Next, the target
is “tracked” and its activity is observed until an engagement decision is
ﬁnalized.11
As the target is “tracked,” the “targeting” step ﬁnalizes the desired effect
against the target. This last step is highly time consuming,12 as it requires
operations personnel to ensure an attack on the target complies with target
restrictions (including collateral damage), military guidance, the laws of
war, and the rules of engagement. Additionally, it matches available assets
against the desired effect, a process involving assessment of the operational
status of strike assets, support asset availability, weather conditions, target
range, available fuel and munitions, target range, the accuracy of available
targeting data, and risk. Once all this is accomplished, an appropriate
weapon system is selected for engagement and engagement requirements
are submitted.13
These requirements are relayed to those “engaging” the target, who must
conﬁrm receipt of the requirements and comprehension of their contents. Only
then can the target be engaged, which refers to the actual delivery of the
speciﬁed weapon on the speciﬁed target in the speciﬁed manner.14 Afterward,
the engagement is “assessed,” which includes collecting information regarding
the results of the attack and any potential need for a second engagement.15
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This F2T2EA chain is followed regardless of whether there are RPAs
involved in any of these steps. As we move toward RPAs with increasingly
autonomous functions, it is worth asking if we may ever enable this chain to
allow for fully autonomous lethal strikes. While there are legal and policy
elements involved in this question, there are equally important technical
reasons that, at a minimum, would greatly reduce whatever appeal there
might seem to be for fully autonomous lethal strike capabilities.
To understand this, it is essential to note the time that is typically
involved in completing each of the sequential steps in the F2T2EA chain.
The ﬁnd, track, and target steps generally take the longest time, followed by
the assess and ﬁx steps. By comparison, the “engage” piece of the chain –
namely the decision that involves actually committing the weapon onto the
target – is generally the simplest and least time-consuming step. As a
consequence, in terms of the overall time required to strike a target,
automating the engagement step provides little beneﬁt from an operational
point of view. There is simply very little to be gained by enabling that step
in the chain to become autonomous. In other words, removing humans
from the engage part of the F2T2EA process provides essentially no
strategic gain.16
So it is not only that the USAF has a cultural resistance to fully autonomous
strikes and that it lacks the legal and policy underpinnings to authorize
such actions. The resistance to autonomous weapons that remove humans
completely from the F2T2EA chain offers little in the way of operational
beneﬁt. Indeed, the technology for such fully autonomous strikes largely
already exists, but operators are not asking for such strike capabilities because
there is no sense that such a change would improve the strategic deployment
of force.17 The United States beneﬁts enormously from the existing
RPA-enabled strike capabilities, which are revolutionary in terms of their
war-ﬁghting impact, and these beneﬁts are gained without having to engage
in fully autonomous strikes.18 In this sense, keeping humans in the loop is not
holding us back at all. This is a very important point and an area where there is
often signiﬁcant misunderstanding of the nature of emerging military
technologies.
During the time I was assigned to the Pentagon, I worked closely with the
Chief of Staff. When we would meet to discuss the state of maturity of various
technologies, his biggest concern was often whether the USAF would have the
legal and policy underpinnings to be able to use those technologies in
sufﬁciently unfettered ways to justify the investments being made to develop
them. It is a fact that law and policy issues signiﬁcantly impact real
war-ﬁghting capabilities. In the case of RPAs, it will likely soon be the case,
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if it is not already, that the legal, policy, and cultural aspects of such systems
will prove more constraining than technological limitations.
For instance, several states and cities have already passed laws constraining
the domestic use of drones.19 Many others are considering such legislation,
often in haste.20 More relevantly, Congress has been considering new
regulations on RPAs, both before21 and in wake of the Senator Paul’s highly
publicized ﬁlibuster.22 The United States is also presently engaging the
international community in order to create global rules on the use of RPAs.23
Such efforts could prove useful for placing new technologies on a ﬁrm legal
footing, but they might also prove overly constraining if not appropriately
coordinated with the reality of RPA technology and use. For instance, a
proposed “drone court” could dramatically limit the USAF’s ability to engage
TSTs or other emerging targets.24 Any efforts to update existing laws to deal
with RPAs or to create new legal regimes to regulate them must be carried
out responsibly.

3. the future of remotely piloted aircraft
There are enormous and rapid changes underway in the world of RPAs, and
their capabilities are growing to enable a far greater range of missions than
how they are used today. The combined ISR-strike missions that are the focus
of current deployments will continue, but there will be a variety of new
platforms with much greater capabilities for performing those missions. For
example, the Navy has been working on carrier-based RPAs, and there are
various “sensorcraft” concepts that have been under substantive exploration
for some time.
Many of these new RPAs are going to have far greater ISR capabilities,
because of the clear value of these abilities in terms of warﬁghting impact.
There will be long-endurance RPA systems that will be able to stay aloft
for long periods of time. These will provide a continuous view of what is
occurring on the ground that will be far more valuable than the relatively
intermittent reviews using current systems. There is now tremendous
emphasis on developing RPAs that can stay up in the air for weeks, months,
or even years at a time.
There will also be entirely new roles for autonomous systems, including
as airborne communication relays and airborne gateways, which are very
important functions. Currently there are a tremendous number of disparate
communications systems in theater. Many of them cannot talk to one another
because they were developed in different times and use different technologies.
As a consequence, a continual aerial communications relay that allows them
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to interact is critical. Also, ISR systems are increasingly extending beyond
the current electro-optic and infrared video capabilities.
Low-observable traits are going to become very important, because the
Unites States has been operating these remotely piloted systems in what is
essentially fully permissive airspace. Many potential future conﬂicts are likely
to occur in highly contested and even highly denied environments, so adding
low-observable characteristics to these systems is critical. In addition,
electronic warfare functions are going to have to be added to RPAs. These
aircraft, especially if they are going to have low-observable capabilities, must
be able to perform jamming and other types of electronic attacks or electronic
support functions, which are not possible in today’s RPAs.
The coupling of directed energy systems with RPAs is another area that will
likely emerge over time. This includes high-powered laser strikes for near-zero
collateral damage, as well as high-powered microwave strikes to enable defeat
of an adversary’s electronic systems with reasonably focused effects.
There are also likely to be signiﬁcant advances in autonomous aerial refueling.25 This is a very near-term technology that many people know little about.
If these remote-piloted systems are going to stay aloft in theater for long periods
of time, they need to be able to be refueled in the air. This will require
adjustments to our existing airborne tanker ﬂeet so they can refuel RPAs,
together with manned systems. There are some challenging technical issues
involved in this.
Aerial refueling of RPAs would require relative navigation based on GPS
signals that can operate even when a tanker may obscure parts of the GPS
constellation. The USAF has developed the software and the control laws to
be able to do this even under conditions where there are wind gusts, where the
tanker wake may interact with the trailing aircraft, and where both aircraft
are going through steep banking maneuvers. For this to work, the RPA must
be able to autonomously follow the tanker and remain in tanker contact
position under such conditions.
Not only has the software for this been developed, but it has also been
successfully tested and demonstrated on an autonomous Learjet platform as
part of the development effort. This is a piloted test aircraft that is ﬂown to
about a mile behind a tanker in the air. At that point the pilot takes his hands
off the controls and switches over to the software noted above, which then ﬂies
the RPA into the hold position off the tanker wingtip. From there the software
autonomously brings the RPA into the contact position behind the tanker, and
it stays in this contact position through a variety of complicated maneuvers.26
The Air Force has collected an enormous amount of data from such ﬂight
tests; it turns out that the autonomous system’s ability to stay in the contact
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position behind the tanker is better than that of piloted systems. That is just
one instance where properly developed autonomous control technologies
perform complex tasks better than humans.
There are also ultra-long-endurance RPAs in various stages of development
and testing that can stay aloft for long periods of time, as compared to the tens
of hours for today’s systems. Most of these are still in the exploratory phase, but
the technologies are moving along quite quickly. There are demonstration
systems in the DARPA Vulture program in a USAF research laboratory
program called MAGIC (which stands for medium-altitude global intelligence and communications platform), as well as systems being developed
in other programs. Some of these systems are large enough to carry a useful
communications and ISR payload.27
Large unmanned airships that can stay aloft for months or even years at a
time and can carry potentially enormous payloads may also be developed.28
There will be tremendous technical challenges to get them to work. They
will require lightweight structures with the ability to generate and store
energy and capacity to remain aloft in very harsh environments. Some of
these systems will operate at altitudes around 60,000 feet, where the solar
radiative environment is harsh and can cause materials, such as airship
skins and photovoltaic arrays, to fail. However, many of these technologies
have been advanced far enough that the USAF is seriously exploring such
systems.
In fact, there are airship ISR systems going into theater. The army has its
LEM-V, which is in testing, and depending on the outcome may be the ﬁrst of
these large unmanned airship systems to be deployed. An even larger DARPA
system, called ISIS, is under development to further advance the needed
technologies. These are enormous systems that have literally football
ﬁeld-sized radars in them that can provide substantial resolution and sensitivity
for both airborne and ground target identiﬁcation and tracking. Such systems
could potentially be game changing for addressing the challenges the United
States is likely to face over the next several decades.
Electro-optical infrared (EO/IR) camera systems, such as Gorgon Stare29
and ARGUS-IS, also represent dramatic advances. Gorgon Stare, which is
now ﬁelded in theater, provides nearly full-motion video from twelve
independently steered spots. ARGUS-IS is a 65-spot system that will be able
to transmit individually steerable beams directly down to the warﬁghters on
the ground, because they have a signiﬁcant need to see what is going
on around them, especially in complex environments.
These systems are being developed very rapidly and put into theater
using a different and much faster acquisition process than what is
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traditionally used. In effect, these are demonstration systems that can
provide such a dramatic increase in capability that the USAF cannot wait
for them to be “perfected” and introduced through the normal acquisition
process. This is somewhat controversial because these systems do not always
perform exactly as the warﬁghter wants them to. However, rather than
waiting years to perfect these systems, it makes more sense to bring their
capabilities into theater quickly and then improve them based on how they
perform. In fact, the Predator and Reaper RPAs were put through similar
rapid development and ﬁelding processes. Such rapid ﬁelding and improvement is becoming increasingly important, because the technologies that
both the United States and its potential adversaries have access to are
advancing on a time scale far faster than the traditional acquisition process
can accommodate.
Another sensor ﬁeld that is advancing rapidly is wide-area airborne
surveillance (WAAS). These systems use multiple cameras to provide a
high-resolution view across a very large area. The resulting stitched video
stream is saved, so that if an event such as an improvised explosive device
strike occurs within the ﬁeld of view, it is possible to zoom in at high
resolution and play back the video to see what led up to the event. Such a
TiVo-like capability allows us to understand how our adversaries operate and
then take appropriate follow-up actions. Additionally, RPAs will increasingly
make use of sensor modalities beyond EO/IR cameras, including LIDAR,
which has been in use elsewhere for some time. LIDAR is somewhat similar to
radar but uses the extremely short wavelengths of laser light to achieve
tremendous depth resolution. It allows 3-dimensional terrain mapping with
enormous accuracy, even in a complex urban environment. This can produce
a picture of the terrain in which every pixel has target-quality 3D mensurated
coordinates associated with it.

4. understanding the value of emerging technologies
RPAs, with their sensors and other capabilities, are among the most publicly
debated examples of emerging military technologies that are transforming
warfare. To ensure that these systems can be developed and deployed in the
most effective ways possible, it is essential for the public to have an appropriate
understanding of what these technologies can do and what capabilities they
can provide. The beneﬁts derived from them typically appear ﬁrst in the
military domain, but in many cases there are enormously useful applications
in broader civil society. Emergency response, civilian law enforcement,
and natural resource management are a few of the areas where RPAs and
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their sensor technologies are already ﬁnding signiﬁcant public-sector
applications. As future RPAs will draw on entirely new types of platforms,
sensors, and missions, it is expected that their potential military and
civilian applications will continue to rapidly expand.
At the same time, military-derived technologies often reﬂexively instill fears
regarding their potential misuse in the public domain. In many cases these
fears are grounded in fundamental misconceptions about the technologies
themselves. For example, there are widespread public misconceptions
about autonomous lethal strikes by the military. As noted, the military does
not conduct fully autonomous lethal strikes with RPAs because there is no
operational beneﬁt to removing human operators from the F2T2EA kill
chain. Although it may be technically possible to do this, there is no demand
from within the military for doing so.
Future platforms, sensors, and mission payloads are likely to represent
increasingly important capabilities for meeting the nation’s military and
civilian sector needs. However, as other nations also develop similar
technologies, the United States must be mindful of the precedents it is
setting.30 Appropriate laws and policies to govern RPA use will become
increasingly important as the underlying technologies lead to the advance of
evermore capable systems. Meanwhile, the United States cannot allow the
current novelty of RPAs to lead it to set up inappropriate rules and restrictions
that respond more to public misconceptions about these platforms than to
realities.31
In the military domain, the coupling of ISR and strike capabilities on
current-generation RPAs has enabled substantial shortening of the F2T2EA
chain and allowed targeting with signiﬁcantly reduced collateral damage.32
Such systems have been especially well suited to recent decentralized
conﬂicts.33 Future potential conﬂicts involving more capable adversaries are
likely to require RPAs with substantially different attributes. In the civilian
sector, other types of RPAs are likely to evolve that will meet the needs of other
applications.
In both domains, ensuring that society gains beneﬁts from these systems
will require an appropriate framework of supporting laws, policies, and
regulations. Achieving such an effective framework will demand greater
attention to education and debate in the public sector as to the true
capabilities and potential uses of these systems. As impressive as current
RPAs may seem today, within a relatively short time frame, probably
within the coming decade, we will witness substantial innovations of a
transformative nature in these systems and in the beneﬁts that they can
bring to society.
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September 10, 2012.
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UAV progress,” Army Times, June 19, 2010.
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swarm,” Foreign Policy, March 11, 2013.
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12 Ibid.
13 Department of the Army, “The targeting process 97–98,” p. 100.
14 Ibid.
15 Ibid.
16 I have previously explained that there is no operational gain from removing
humans from the engagement element of the targeting process. See Dahm,
Werner J. A., “Killer drones are science ﬁction,” Wall Street Journal, February 15, 2012.
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whether to engage or not. Cheater, Julian C., “Accelerating the kill chain via
future unmanned aircraft,” Center for Strategy and Technology, Air War College
(April 2007): 1–81, pp. 6–7.
19 For instance, Charlottesville, Virginia, was the ﬁrst city to pass a moratorium
on the use of unmanned aircraft in the city. Hennigan, W. J., “City in Virginia passes
anti-drone resolution,” Los Angeles Times, February 6, 2013. Similarly, Virginia,
among other states, has passed drone regulations. Koebler, Jason, “Virginia becomes
ﬁrst state to pass drone regulations,” U.S. News, February 5, 2013.
20 McNeal, Gregory S., “North Carolina’s poorly worded drone killing privacy bill,”
Forbes, March 31, 2013.
21 Jakes, Lara, “Congress considers putting limits on drone strikes,” Associated Press,
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22 Rogin, Josh, “Corker calls for more congressional oversight of drone strikes,”
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March 17, 2013.
24 Wittes, Benjamin, “Jeh Johnson speech on a ‘drone court’: Some pros and cons,”
Lawfare, March 18, 2013.
25 Skillings, Jonathan, “Global Hawk closer to autonomous aerial refuelling,” CBS
News, March 10, 2011.
26 Reed, John, “Navy getting very close to UAV aerial refueling,” Defense Tech,
January 26, 2012.
27 Mortimer, Gary, “Orion selected by AFRL for the ﬁrst stage of medium-altitude
global ISR and communications,” sUAS News, September 30, 2010.
28 Boyle, Alan, “Airship groomed for ﬂight to edge of space,” Today, May 21, 2004.
29 Gray, Mel, Gorgon Stare will deploy in March, USAF general says, Defense News,
February 17, 2011.
30 Conan, Neal, John Brennan delivers speech on drone ethics, NPR, May 1, 2012:
CIA Director John Brennan observed that RPAs will be soon be widespread
technologies and that the United States must be aware of the precedent it sets.
31 Bell, David, “In defense of drones: A historical argument,” New Republic,
January 27, 2012: David Bell contends that the futuristic nature of drones provokes
undeserved criticism of the systems. He emphasizes that drones are simply another
technological step forward in the longstanding race for technological advantage.
32 Under even the least favorable estimations, RPAs have a far lower rate of
collateral damage than other systems. Shane, Scott, “The moral case for drones,”
New York Times, July 14, 2012. Saletan, William, “In defense of drones,” Slate,
February 19, 2013.
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2013.
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From Orville Wright to September 11
What the History of Drone Technology Says About Its Future

konstantin kakaes

1. reflecting on the past to understand the future
Even before they worked well, drones changed the course of American
history. On the evening of August 12, 1944, Colonel Elliot Roosevelt, FDR’s
son, was ﬂying high above the English countryside, just south of
Halesworth, a few miles from the coast where Suffolk meets the North
Sea.1 Roosevelt was part of a large delegation of high-ranking ofﬁcers,
including General Jimmy Doolittle, the commander of the 8th Air Force,
who had come to watch the ﬁrst mission of Operation Anvil,2 a US Navy
effort to use drones to attack German targets that had proven tough to
destroy by dropping bombs.
Anvil relied on B-24 Liberator bombers that had been converted to ﬂy by
remote control. Although the planes could be ﬂown remotely, the Anvil
drones needed pilots to get them off the ground. Joseph Kennedy Jr., brother
to the future president, had just taken off and was sitting in the cockpit at
the pilot’s controls of the ﬁrst Anvil drone. A related Army Air Force program
called Aphrodite used converted B-17s. Aphrodite’s ﬁrst three missions,
which had taken place over the previous week, had not gone well. But the
Navy had a more sophisticated control system than the Army – an early
version of the television camera in the B-24 drone sent pictures to the mother
ship control planes, which could be as far as ﬁfty miles away.
Flying below Roosevelt in the fading light, Kennedy’s plane, Zootsuit Black,
was loaded with 24,240 pounds of Torpex, a new high-powered explosive.
This was three times more explosives than B-24s normally carried, and the idea
was that, unlike bombs at the time that lacked precision, Zootsuit Black
could be guided directly at its target – a Nazi super gun dug into a chalk
hill on the French coast. (It would be a few months until the Japanese
kamikazes would adopt a similar technique with manned craft.)
359
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Kennedy and his engineer, Wilford Willy, were supposed to jump out of the
plane while it was still over England. But just before they could jump to safety,
the plane exploded, incinerating both Kennedy and Willy. Kennedy’s father,
Joseph Kennedy Sr., had considered running for president himself, and was
widely thought to be grooming his eldest son to run. That mantle now passed
to the next oldest: John.
By the time of Joseph Kennedy Jr.’s death, the American military already
had nearly thirty years of experience with unmanned aircraft. They were
called robot planes and pilotless planes, and, at least since the mid-1930s,
drones. They had been used as weapons, as targets, and for reconnaissance.
They had not, for the most part, worked well. Guidance and communications
were difﬁcult problems that would take decades to solve. In general, ﬁguring
out how to use drones effectively was a challenge.
There are many strands of technological development that have gone into
the development of drones – ﬂight control surfaces, imaging sensors, propeller
engines and jet engines, navigation and stability, communications and radar.
They are all efforts to accomplish the same goal: trying to make the aircraft as
independent as possible from the men who made it. As early as 1922, the New
York Times proclaimed, “Automatic control device called more dependable
than human aviator.”3 In fact, the technological history of drones is littered
with similar predictions by military leaders, the heads of the aviation industries, and journalists, all promising that revolutionary change was just around
the corner.
Reality has been slower than these predictions. The world is big, windy, and
uncertain. Robots do best in controlled environments. The airspace relevant
to military conﬂict is ﬁlled with dangers and difﬁculties. Each incremental
step in the march toward autonomy has been hard won through the labor of
thousands of engineers working for thousands of hours.
Every success was preceded by many costly failures, and followed by more.
The heavy veil of secrecy that hung over drone development for much of the
Cold War served – and continues to serve – as a protective blanket for
industry, allowing it to fail and to learn. It also has been a license for private
industry to proﬁt from public subsidies given without sufﬁcient scrutiny and to
overextend ambitions beyond what the technology of the time could support,
resulting in the delayed production of multiple costly and ineffective systems.
During wartime, the pressing needs of the moment repeatedly broke
through this aspirational logjam and led to widespread deployment of the best
technologies of the day. By the end of the Vietnam War, drones ﬂew 12 percent
of America’s reconnaissance ﬂights.4 Further improvement came in Israel’s
wars – in the 1973 Yom Kippur War and in Lebanon in the 1980s. The United
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States honed its drone tactics in the 1991 Gulf War and over the Balkans
in the 1990s, many years before drone use began its rapid growth following
the 2001 terrorist attacks.
This chapter could not possibly describe every American drone made
between 1915 and 2001. There are simply too many. An incomplete list
includes: the Kettering Bug and Bull Goose, the McDonnell Quail and Buck
Duck, the Martin Matador and Marin Mace, the Falconer, Overseer, Sky Spy,
Swallow and Osprey, the Kaman Drone and Gyrodyne DASH, the Snark, the
Firebee, the Lightning Bug, Tagboard, Compass Cope, Compass Arrow and
Compass Dwell, Amber, Gnat and Condor, DarkStar, Pointer, Pioneer,
Chukar, Aquila, SkyEye, Shadow, Hunter, and, of course, the widely known
Predator and Reaper.
The history of drone research, invention, testing, and deployment illustrates
just how rocky the path has been to get to a present where drones have
become a key component of military strategy. A reﬂection on this past suggests
that substantive advances will continue to be difﬁcult and will likely be less
grand or rapid than drone proponents believe.
Neither the inﬂated hopes of the unmanned aircraft industry nor the aggrandized fears of civil libertarians and privacy advocates regarding the might of drones
will come to pass imminently. The lessons of the long history of drone development suggest that there are multiple engineering challenges that stand in the
way of revolutionary change. The endurance, acuity, reliability, and capacity
for violence of today’s drones have allowed them to change the world in ways
that were not fully anticipated by anyone until the capabilities were already well
in hand. While further technical improvements will no doubt bring about
similarly unforeseen changes in the nature of what drones can do in the world,
how this will come to pass is impossible to predict with any conﬁdence.
Still, a reﬂection on the past may shed light on the future. Some technical
challenges remain as conceptually difﬁcult today as they did generations ago.
Managing the ﬂow of information in a chaotic environment has always been
difﬁcult and, as the volume of data has increased by a factor of millions, this issue
remains a serious impediment to many promised advances. While taking off and
landing an airplane is easier and safer today than it was in the mid-1940s, it is
far more challenging than ﬂying in middle altitudes, just as it was at the time
of Joseph Kennedy Jr.’s death and in the days of Wilbur and Orville Wright.

2. world war i
From the very beginning, the American military’s development of drones was
characterized by inter-service rivalry. Elmer Sperry, a proliﬁc inventor working
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with his son Lawrence, approached the Army in the summer of 1916. World
War I was well underway in Europe, but the United States had not yet entered
the war. Sperry proposed an unmanned “ﬂying bomb” or “aerial torpedo.”5
When Sperry did not hear back, he went to the Navy.
Over the next several years, Sperry performed more than one hundred
ﬂight tests on Curtiss seaplanes, which ﬂew with a safety pilot and automatic
controls. Sperry stabilized the seaplanes with a gyroscope he designed.
He had ﬁrst demonstrated this in 1914, when he took his hands off the
controls of an airplane at an airshow.6 Though his 1917 tests were somewhat
successful, pilots had trouble getting the plane off the ground. Sperry tried
different contraptions for getting the airplane into the air without a pilot
aboard before settling on a ﬂywheel catapult. Sperry would test the
aerodynamics of his “ﬂying bomb” by driving down the Long Island Motor
Parkway in a car with the drone fastened to the roof, in effect a “moving,
open-air wind tunnel.”7
Sperry guided his ﬂying bombs by using the gyroscope to steady the
direction (subject to being blown off course by winds) and then counting
the number of spins of the propeller to estimate the distance (which also
varied with the wind). The plane would dive on its target after a preset number
of propeller revolutions. Sperry’s longest test ﬂight, in October 1918, was a
failure in that the N-9 drone did not dive after 14,000 yards, but kept on ﬂying
“straight and level eastward over the ocean.”8
In the meantime, Charles Kettering, a rival and sometime-collaborator of
Sperry’s, convinced the Army to develop its own unmanned system. Kettering
had invented the automobile starter (obviating the need to crank a car by hand
to get it going) and would go on to become vice president of General Motors.
Kettering’s and Sperry’s machines were broadly similar, though Kettering’s
plane was smaller. While its ofﬁcial name was the Liberty Eagle, it was usually
called the Bug. The Bug’s airframe was designed and built by Orville Wright
and its control system was built by a player piano company.
Army ofﬁcials talked about ordering between 10,000 and 100,000 of the
unmanned craft, but only twenty of the Bugs were built. As historian Kenneth
Werrell writes: “[A] few mechanically gifted visionaries, equipped with limited
knowledge and resources, were unable to transform the ‘ﬂying bomb’ idea into
reality. Despite their best efforts and a few successes, the theory remained
more advanced than the technology of the day.”9
Werrell points out that limited knowledge of aerodynamics made it hard for
the designers to build stable craft and guidance systems failed to perform as
designed, so many aircraft were destroyed in tests. In this way, its development
was essentially a process of trial and error, which made progress difﬁcult.
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Test failures in the closing days of World War I ended both the Army’s and
Navy’s programs. Nevertheless, some aviators remained enthusiastic. Major
General Mason Patrick, the head of the Army Air Forces, told an audience in
Boston in January 1923: “[E]ven now it would be possible to send a pilotless
plane with a cargo of bombs from Boston to New York at a given altitude
and on a set course at a prearranged speed.”10 This was wildly overstating
the technological capabilities of the day.
Experiments continued in the 1920s. The Army started to build pilotless
planes that could be controlled by radio, rather than simply ﬂying on their
own in a straight line.11 Still, there were many questions regarding what to do
with unmanned planes. One New York Times article suggested that they
might be used to disperse sleeping gas.12 While in retrospect it is easy to view
this idea more like a silly thriller plot than a serious military use, but at the
time this appeared as reasonable a use for unmanned aircraft as taking
pictures.
It took some time for the idea of unmanned reconnaissance to take hold.
Hugo Gernsback, a science ﬁction pioneer, had mentioned the idea in 1924.13
At the time, even manned aircraft were not widely used for photographic
reconnaissance. In 1940, the New York Times reported: “[T]he bridges across
the East River were particularly sharp as televiewed from the air . . . it was such
‘shots’ that lead observers to discuss the military value of the winged ‘eye’ . . .
There could be no doubt that a teleplane would be of inestimable value in
surveys and aerial photography in map making, bombing and in sighting
targets.”14
The New York Times described the airplane’s transmitter as “vest-pocket”
sized – it weighed sixty-ﬁve pounds. “The winged cyclops pulled back the
curtain that opens the way to new vistas,” the New York Times concluded.15
In fact, it took years for photographic reconnaissance capabilities to be
integrated into air operations. The United States entered World War
I without a signiﬁcant Air Force, but by the end of the war, the country had
deployed 8,000 observation aircraft.16 However, at the time, the emphasis
was on direct visual observation by pilots who then reported what they saw.

3. world war ii
As World War II unfolded, pilotless aircraft came to play a major role. Though
their utility for reconnaissance was still a couple of decades away, Sperry’s and
Kettering’s visions of aerial torpedoes had become a reality.
In June 1944, the New York Times reported: “For the last twenty-four hours
parts of England south of a line drawn from Bristol to The Wash have been
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bombarded intermittently by robots.”17 Over the next several weeks, reports of
the V-1 strikes would dominate the news. In response to the V-1 attacks, Harry
Truman, then a senator, would hold hearings on American development of
pilotless planes.18
However, the V-1 episode was a curious piece of history. By all accounts,
even reports at the time, it was clear that if one side in a conﬂict wanted to
inﬂict widespread damage on the enemy with any degree of accuracy, the V-1
was poorly suited for the task. The Nazis launched 10,492 V-1s against Britain
and a comparable number against targets on the continent after the Allied
invasion.19 Of those aimed across the English Channel, about one-ﬁfth of the
V-1s crashed shortly after taking off, about three-ﬁfths were intercepted by
defenses in ﬂight, and only about one-ﬁfth reached London. The V-1s that
landed killed 6,184 civilians, which was far fewer than the 51,509 killed by
German bombing from manned aircraft.20 The V-1’s ineffectiveness as a
weapon of war showed the limitations of a guidance system that relied on
pointing a pilotless plane in a straight line and programming it to travel a
preset distance – the same basic mechanism that Kettering and Sperry had
created thirty years earlier.
Indeed, as Werrell writes, the improvement in performance from World
War I to World War II was marginal. The main technological improvement
was a shift from “pre-set guidance to radio-control.”21 Nevertheless, Werrell
continues: “[W]hile radio-control efforts worked in theory and in tests, they
did not work well in combat. Mechanical problems with missile, explosive,
and guidance systems precluded adequate testing of both the equipment and
the concept.”22
In the early 1940s, both the US Army and Navy experimented with drones
that were basically similar to the V-1. However, they made incremental
improvements, such as the Navy’s early testing of a radar altimeter on a drone
in 1941.23 Some in the Naval Bureau of Aeronautics wanted to ramp up
production, but John Towers, the bureau’s head, resisted the move until
drones could prove superior to conventional aircraft.24 Even though the V-1
was a tactical failure, it led the Allies to divert thousands of bombers to
attacking V-1 launch sites instead of striking other targets. As such, it was an
illustration of the fact that a new technology, even an immature one, can
divert the course of a war effort.
The Allies also spent considerable resources on anti-V-1 efforts. The V-1 was
vulnerable in ﬂight. As one American pilot said, using one of its many
nicknames: “[D]oodle-bug hunting is fun; they cannot shoot back.”25 This
remains true of drones today and for the immediate future – and it represents a
key weakness.
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Aphrodite and Anvil – the ill-fated efforts that led to the death of Joseph
Kennedy Jr. – were but one example of the Allies’ focus on countering the V-1
and the V-2. Although, as a rocket the V-2 now seems to represent a fundamentally different category, at the time the two seemed more alike than
different: they were both robots that differed in their propulsion mechanisms.
Though Aphrodite was a failure – none of the nineteen raids with pilotless
B-17s and B-24s succeeded in destroying their targets – American unmanned
efforts were about to turn the corner.
The next stage of drone advances was marked by a growing distinction
between cruise missiles that are destroyed when they attack a target and drones
that can be recovered or returned following a mission. The technological
commonalities meant that there would continue to be cross-fertilization in
navigation and propulsion technologies, but the early years in which there was
“no distinction between UAVs and missiles”26 were coming to a close. Military
planners saw the limitations of pilotless planes in World War II as temporary.
The V-1 and Aphrodite were premature deployments of technology whose
moment, they thought, was about to arrive.
By the time the United States entered World War II observation capabilities
had actually atrophied. The Air Force had focused on building faster airplanes
that would, in theory, be better able to evade the enemy, but which in practice
ﬂew too fast for useful observation.27 During the course of the war, the
Army Air Force rebuilt its capacity for tactical observation with light Piper
Grasshoppers that could take off and land on roads next to troops. Their
primary mission was to act as spotters for artillery, although they took on other
tasks as well, such as using “smoke grenades to mark targets for heavy
bombers.”28 By the end of the war, there were 1,380 American light reconnaissance planes in the European theater.
Even though unmanned reconnaissance was not a factor to speak of in
World War II, this represented the ﬁrst time in history that manned
reconnaissance ﬂights were a major component of military strategy. Despite
their signiﬁcance, these systems were limited by their own success in
gathering data. “One of the major obstacles in regard to aerial photography
was not ﬂying the missions, but processing and distributing the results.”29
Immediately after the war, the Army worried that doctrine required an
18-foot high stack of photographs every day to cover sixty miles of front.30
Getting enough developing chemicals alone represented a logistical
challenge, to say nothing of the time required to review and evaluate
the photos. While advances in technology can solve some problems –
developing chemicals are no longer an issue – the larger question of
efﬁciently and effectively evaluating imagery has become an even greater
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problem as both manned and unmanned aircraft produce ever-greater
quantities of images, video, and other forms of data.

4. the cold war
After the bombing of Nagasaki on August 9, 1945 (following the bombing of
Hiroshima three days earlier), it was almost a full year until another atomic
bomb would explode. On July 1, 1946, the fourth atomic bomb in history was
detonated 520 feet above Bikini atoll, in the middle of the Paciﬁc Ocean.
While drone planes had been ineffective in the war, here was a mission for
which they were particularly suited – sampling the radioactive cloud that
posed health risks to human pilots. Hanson Baldwin of the New York Times
explained:
The extensive use of drone planes in the two tests – pilotless planes equipped
with television equipment in the nose as well as in the instrument panels and
controlled by radio from mother planes – gave the Air Force’s extensive
experience with this new and developing tactic of war. The drones were far
more successfully controlled than those actually used during the past war.31

The B-17s were ﬂown from mother planes that were twenty-ﬁve miles away,
but Baldwin said that a range of seventy-ﬁve to one hundred miles was
possible. Operators even managed to hand off control from a mother plane
with failing instruments to a “replacement mother ship.”32
Communications were still difﬁcult because “the radio and television
transmitting and receiving apparatus is heavy and fairly bulky.”33 Launching
was also complicated as the Navy experimented in Maryland with a new
catapult called Zebra.34 Still, these deployments revealed that the moment
of reconnaissance drones had arrived. In fact, Baldwin speculated about
“infra-red ‘eyes’”35 to see in the dark, and high- and low-level photoreconnaissance ﬂights.
Doctrine was also still evolving. Speculation continued about the use of
swarms of drones to overcome enemy air defenses36 – though the United
States would not launch such swarms until the cruise missile strikes at the start
of the ﬁrst Gulf War. Other ideas have yet to come to pass. Drone planes were
to be used as mail carriers,37 to replace test pilots,38 and to play propaganda to
enemy troops over a loudspeaker.39
Target drones developed rapidly in the late 1940s. Truman, now president,
watched them in action on board the USS Missouri in September 1947.40
By 1954, the weak link in the chain that had killed Joseph Kennedy Jr. had
been strengthened. The problem of explosives had been “virtually resolved.”41
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In the late 1940s, chemists working at America’s Los Alamos nuclear laboratory
in New Mexico had developed so-called “plastic-bonded explosives” (PBX),
which were both powerful and stable, unlike the Torpex that killed Kennedy
by exploding prematurely.42 Navy chemists at the Naval Ordnance Test
Station in China Lake, California, further developed PBX in the 1950s, testing
various PBXs on rockets and aircraft.43
The chief remaining challenge was guidance: “[P]robably the greatest
problem of them all, perhaps never to be completely solved – of sending
electronic impulses through the air to guide the missile in ﬂight . . . of
constructing robot brains to direct the bird toward the target – the problem
of radar, of radio, of infra-red, of heat-seeking, target-seeking, celestial
navigation.”44
In March 1948, Goodyear began developing a system that would use radar
to match terrain.45 The Air Force began experimenting with using the stars for
guidance in the late 1940s.46 The cruise missile programs of the time (the Air
Force Matador, Mace, and Snark, and Navy programs such as Gorgon,
Regulus, Rigel, and Triton) were all beset by navigational errors. The Navy
launched six F6F-5K assault drones off the deck of the USS Boxer in August
1952, but only one hit its target.47
The Air Force cruise missiles of the 1950s and 1960s were costly failures.
Some in the Air Force had great strategic ambitions for cruise missiles, which
they saw as capable of changing the balance of power with the Soviet Union.
Ballistic missiles, however, proved far more important strategically. The Army,
on the other hand, only sought some small tactical advantage – the ability to
scout out enemy positions.
As the Air Force and Navy focused on developing cruise missiles, the Army
began developing a reconnaissance drone called the RP-71, at Fort Huachuca
in Arizona.48 The RP-71 Falconer was ﬁrst tested in 1955 and its descendants –
Overseer, Sky Spy, Swallow, and Osprey – were never used in combat.
All of these programs were eventually cancelled because of cost before they
matured to the point where they led to a usable combat system, though some
were provisionally deployed to Germany.
In 1957 the New York Times reported: “New Army camera ﬂies alone at
night for low-level glimpse of foe ‘over hill.’”49 The Army drone system
resembled, in clunky fashion, that of modern-day drones. An operator sat
in a mobile “radar and tracking cabin”50 during the mission, triggering the
camera when the drone was over its target. He would then ﬂy the drone back
over friendly lines and order it to pull a parachute for recovery. By 1964, the
Army even had a system for real-time transmission of images from a drone,
although it weighed 125 pounds.51

/
4787 9C
BD,
8C D 9 D8 4 4 45 8 4

BD,

64 5C 7:8 C: 6 C8 .4 5C 7:8 3
64 5C 7:8 C: 6 C8 8C D

8CD 04
BD, 7
C:

1

. 2

4

,

,

D 5 86

8 .4 5C 7:8 . C8

Drone Wars

368

The Army cancelled its program in 1970, having decided it was too
expensive. The Marines also had a short-lived ﬂirtation with drones in the
1960s, commissioning a 60-pound drone called the Bikini, which could be
launched from the back of a jeep using compressed air from the same type of
unit already used for ﬂame-throwers. This program was cancelled in 1967.52
The technical challenge of drones lay as much with integrating them into
the force structure as with the devices themselves. However, the Air Force
would have greater success with linking these innovative technologies with
their service.

5. the vietnam war
By the end of the Vietnam War, US Air Force drones had ﬂown more than
3,400 reconnaissance missions.53 While the early versions of these drones were
built in the late 1940s, it took more than a decade, until 1959, for Ryan
Aeronautical to bring its XQ-2 target drone into full-scale production.54
In 1962, two of the Firebees, as the XQ-2 came to be called, were converted
into use as photo-reconnaissance drones.55 The Q-2C, the ﬁrst reconnaissance
model, could ﬂy just slower than the speed of sound and as high as 60,000
feet, and had an 800-mile range.56 The early ﬂights of the Q-2C convinced the
Air Force of the value of reconnaissance drones, and it ordered more and
larger models from Ryan. The Q-2C and its descendants solved the takeoff
problem by being dropped off the wings of a C-130 in ﬂight. In July 1963 the
4080th Strategic Reconnaissance Wing would become the ﬁrst operational Air
Force unit dedicated to drones.57
In October 1962, at the height of the Cuban missile crisis, Joseph Charyk,
the undersecretary of the Air Force, planned a mission in which Teledyne–
Ryan Fire Fly drones would ﬂy over Cuba. The C-130 carrying the drones was
taxiing to the end of the runway at Tyndall Air Force base, getting ready to
launch the drones, when the mission was dramatically aborted by Air
Force Chief of Staff Curtis LeMay, who did not want to risk revealing the
secretive drones to the Soviet Union. At the time, the Air Force had only
two reconnaissance drones.58
Almost two years later, on August 4, 1964, Lyndon Johnson claimed that
North Korean boats ﬁred on the USS Maddox in international waters in
what came to be known as the Gulf of Tonkin incident. The Strategic Air
Command Lighting Bug unit (the Fire Fly’s successor) deployed to Kadena
Air Force Base in Japan that same day.59
The Lighting Bugs ﬂew their ﬁrst mission two weeks later. They were sent
over China rather than Vietnam. Ryan employees were forward-deployed to
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run the drones, which used ﬂight plans developed weeks in advance and were
based on estimations of conditions, such as wind.60 The Lighting Bugs did not
work very well, as Army analyst John David Blom explained: “[S]ome crashed,
some made mysterious turns while in ﬂight and never returned, one failed to
switch to remote control for landing . . . and even when everything did go right
the Lightning Bugs often sustained considerable damage on the landings.”61
The damage on landings led the Air Force to switch to mid-air recovery by
helicopter. The helicopter recovery system had already been used to gather
ﬁlm from Corona spy satellites.62 However, this approach did not work much
better and half the drones were lost.63 By the late 1960s, the Air Force
improved its ability to recover drones in the air, and by 1973 they had more
than a 90 percent success rate.64
Still, while many fewer drones were lost to accidents, they still were not very
good at ﬁnding their targets. Leading up to the 1973 ceaseﬁre in Vietnam, less
than half of the ﬂights overﬂew the planned reconnaissance targets.65 The
Lighting Bugs used a Doppler navigation system that depended on knowing
the location of the C-130 control plane from which they were launched.66
At ﬁrst, the drones were ﬂown at 50,000 feet, which meant that if they were six
to nine miles off course – the typical drift – they could still recover usable
images.67 However, as the program advanced, they were ﬂying at lower
altitudes to gain tactical information, which made drift a big problem.68
By 1969, the Air Force was spending at least $1.34 billion (in 2010 dollars)
annually on Lightning Bug operations.69 Part of the reason they were so
expensive was the overhead of the mid-air recovery system, which depended
on having many helicopters available to recover the drones. By the end of
1972 the Air Force used drones almost exclusively during bad weather to
examine the effects of bombings.70 At the time, drones ﬂew 12 percent of
all reconnaissance missions. As Thomas Ehrhard writes, the drones were
sent on the hardest missions: “The reality is that manned reconnaissance
aircraft simply would not have been sent into the areas (like Hanoi during
Linebacker II) covered by the drones . . . the payback was reconnaissance
effectiveness, not lives saved.”71
John Dale, an engineer who worked on Vietnam-era drones, explained:
“The only pictures briefed to Congress on how we didn’t hit any bad targets
during Linebacker II came from drones.”72 Of the 1,000 drones involved in
Buffalo Hunter, as the Vietnamese reconnaissance effort was called, 200 were
lost, with a total cost of nearly $6 billion in 2010 dollars.73
By the end of the war some Lightning Bugs were equipped with Maverick
missiles, presaging the Predator–Hellﬁre combination that was to rise to
prominence thirty years later.74 During the war drones had been improved
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in many small ways through better cameras, better controls, better data links,
and, eventually, improvements in navigation using Loran, a precursor to
GPS.75 By June 1972 the newest Lighting Bugs had working video data links
that allowed a controller, sitting in the belly of a C-130, to see what the drone
was seeing.76
Throughout the Vietnam War, drones were still not as capable as manned
aircraft for most missions. As the American military shifted its attention to the
European theater, drones failed to make the transition because they “simply
cost too much for the limited capability they provided in that environment.”77
The convoluted launch and recovery operations meant they could not ﬂy as
often as manned aircraft.78 It took twenty-four hours to turn a drone around
versus three hours for a manned airplane. The C-130 control ships were
vulnerable to Russian anti-aircraft systems, and the uncertain, cold weather
in Europe presented other challenges to their deployment.79 The Strategic
Arms Limitations Talks also limited drones, like the Lightning Bug–Maverick
combination, which carried weapons, because, in the legal language of the
treaty, they were indistinguishable from the cruise missiles that had been
evolving in parallel.
During and after the Vietnam War, the US government spent billions on a
nearly totally separate track of drone development for strategic reconnaissance
over China. From the early 1960s through the present, efforts to develop
highly sophisticated drones for these purposes was constantly plagued by
technological challenges leading to cost overruns. Eager intelligence and
Air Force personnel, egged on by the contractors building the drones, would
chase after gold-plated systems that inevitably failed to perform as advertised.
For much of the 1960s and 1970s it was unclear that drones were technically
capable of accomplishing strategic reconnaissance in a way superior to
satellites. Furthermore, in the 1970s the main advances in reconnaissance
involved satellites. However, this did not stop the US government from
continuing to spend billions of dollars on secret drone development.
One failed program, the D-21 Tagboard, looked like a mini-SR-71 spy plane.
Eventually the Air Force built thirty-three of them at a cost of about $1.7 billion
(in 2010 dollars).80 They were built at Lockheed’s “Skunk Works” facility, but
kept secret even from the engineers working on the secret SR-71 in the same
building. Kelly Johnson, who ran Skunk Works, tried to cancel Tagboard after a
drone crashed into its SR-71 mother ship on the fourth test, killing one of
the two-person SR-71 crew.81 The National Reconnaissance Ofﬁce (NRO),
however, wanted to have the capacity to ﬂy over China, particularly to monitor
a nuclear test site at Lop Nor near the Mongolian border. To do this, it had
Lockheed modify the D-21 to be launched by a rocket dropped from a B-52
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bomber. The modiﬁcations meant that launching a D-21 cost a “bloody fortune,” according to one of its builders.82 In March 1971 Senior Bowl, the code
name for D-21 missions over China, ended. This decision came after four
operational failures: a guidance failure on the ﬁrst mission, a failed parachute
on the second, a frigate running over the drone instead of picking it up on the
third, and a loss over a “heavily defended area” in China on the fourth.83
Tagboard was not the only failure. Other early attempts at “High Altitude
Long Endurance” (HALE) UAVs ended badly, including Compass Arrow, a
stealth design from Ryan, and other efforts by LTV Electrosystems and Martin
Marietta. However, some of these efforts yielded technological advances.
For example, in July 1972 the XWM-93, a Martin Marietta drone, ﬂew for
twenty-seven hours and ﬁfty-ﬁve minutes.84 This set a record and proved
extended drone ﬂight was possible. However, it was very expensive and
eventually the Air Force cancelled the program.85 There were twenty Compass Arrows built (about the same size as the Tagboard program) at a cost of
$1.7 billion.86 As Ehrhard explained: “It was built to do the job right, but the
price was too high, even for the NRO . . . [it] proved that the most advanced
aerospace nation in the world was not up to the engineering challenge of long
distance, high altitude, unmanned operation within feasible limits of time and
money.”87

6. israel’s drone use
In 1971 Israel bought a number of Lighting Bugs. The Israeli military used
drones in combat in the 1970s and 1980s and in so doing developed tactics for
their use that the United States would later adopt. The technical question
of how to build drones was still overshadowed by the equally tough question of
what to do with them. In 1973 E. J. Kellerstrass, an Air Force Lieutenant
Colonel in charge of planning for a special drone program ofﬁce explained:
“How RPVs [remotely piloted vehicles] are used and the methods employed
will be as important to achieving operational success as the capability that is
built into the vehicle.”88
He knew what he did not know, yet he believed that a primary use
for drones would be as agile dogﬁghters in the air, a task for which even
present-day technology is poorly suited.
Kellerstrass thought “the unmanned craft complements manned aircraft
by providing relatively low-cost systems to be deployed in large numbers.”89
But as he was writing, the NRO and Air Force were developing precisely the
opposite: high-cost systems to be deployed in small numbers. They were, by
and large, failures.
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In mid-1973 the Israeli military tried to gain access to some of the capable
but pricey Compass Arrow drones. However, rather than export the sensitive
technology, Richard Nixon ordered the drones destroyed.90 Nevertheless,
Israel would later manage to successfully use domestically produced drones
that were simpler than those developed by the United States.
Cruise missiles – essentially drones that exploded – had been used in World
War II by the Germans. In the decades that followed, the Soviet Union put
more effort into cruise missile development than the United States.91 Nevertheless, the Air Force spent many millions on cruise missile design and
development from the 1950s on, with little success. For example, the Snark
cruise missile was a complete failure: “The average miss distance was over
1,000 miles. At least one came down in the wrong hemisphere, disappearing
somewhere in the interior of Brazil.”92
However, the skeptical attitude of the American military toward cruise
missiles changed on October 22, 1967, when the Egyptian Navy sank the
Israeli destroyer Eilat with a volley of four Soviet-made Styx cruise missiles.93
From then on, military strategists, especially those in the Navy, realized that
the various technologies needed for cruise missiles had matured and that this
technology had come of age, as they had “small efﬁcient turbofan engines,
microminiaturized electronics, high-energy propellants, small high-yield
nuclear and conventional warheads, more accurate mapping data, and less
radar-reﬂective airframes.”94
Over time, the terrain-matching and inertial guidance systems that had
been under development since the 1950s95 were beginning to actually be
accurate enough to be useful. One of the ﬁrst effective terrain-matching
systems, TERCOM, worked by assigning average elevations to each cell in a
grid, a radar altimeter in the missile then estimated the elevations, and “voted”
on how well the measured map correlated with the stored map.96
In the 1960s, engineers tried to put the system into Hound Dog missiles,
which did not work. By the 1970s, electronics had gotten small enough to make
such a system effective when combined with TAINS, an inertial guidance
system that kept track of how far the cruise missile thought it had travelled.97
The turbofan engines used for the ﬁrst successful cruise missiles in the
1970s had, in fact, ﬁrst been developed for target drones.98 As usual, though,
the missile’s proponents were overly enthusiastic about their capabilities.
In 1977 two foreign policy analysts argued that “as few as four cruise missiles
could search out and destroy up to 200 enemy tanks.”99 While in principle it
might be technically possible to fashion a sophisticated cruise missile that
could destroy ﬁfty tanks, such a large and complicated missile would not be
cost effective, reliable, or robust as compared to simpler, less capable missiles.
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The idea that four missiles might be used to destroy 200 tanks exempliﬁes the
type of ﬂawed analysis common in considering the capabilities of an emerging
military technology. In fact, these sorts of claims tend to obscure the more
relevant questions of how well innovations function in comparison with
existing alternatives.
In the Cold War era, much of the research and development on cruise
missiles occurred, logically enough, within in the context of the US–Soviet
military conﬂict. In this way, cruise missiles were compared to ballistic
missiles and strategic bombers. However, a cruise missile is essentially a small
airplane with some degree of autonomy that carries a warhead. Typically it is
propelled by a jet engine, not a rocket. This means that cruise missiles travel
more slowly than ballistic missiles, which are boosted by rockets to high
altitudes before descending. The comparative efﬁciency of jet power gives
cruise missiles a greater range than non-ballistic rocket-powered missiles,
which travel with great speed but can only cover limited distances.
Translating these distinct capabilities into a tactical and strategic calculus is
not straightforward. Nuclear-armed cruise missiles never proved as important
as nuclear ballistic missiles for a variety of reasons, including the fact that
cruise missiles are easier to shoot down. However, the fact that cruise missiles
look and act somewhat like airplanes meant that they were useful in contexts
when other missiles could not be deployed. For example, they could be used
against targets – as in the 1998 bombing of Sudan – where there were
signiﬁcant political costs associated with using either manned aircraft or
ballistic missiles.
Technological evolution, then as now, was constrained by politics. The
Navy and Air Force were skeptical of cruise missiles because “more capable
missiles limited importance of platforms and they wanted new platforms
which were sexy.”100 In other words, the military was less interested in an
effective missile that could be launched from an old-fashioned airplane like
a B-52. For the leadership, what was more appealing were arms whose
development could be used to justify the purchase of new, more glamorous
airplanes.
The desire for new and more advanced airplanes was greater among
Navy and Air Force ofﬁcers than among the civilian brass at the Pentagon.
As a result, the Department of Defense “took an opposite view to that of
the military [services]. It saw cruise missiles as cost-effective and ﬂexible
weapons with great promise.”101 These debates went on interminably in
times of relative peace. Ultimately, the tradeoffs were complicated and
could not be resolved without being subject to the harsh reality of use
within actual conﬂicts.
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Israel was the ﬁrst nation to prove the utility of unmanned aircraft. In the
1973 Yom Kippur War, US-made Chukar target drones led the successful
Israeli counterattack to the Egyptian invasion. The Israeli Air Force launched
the Chukars as decoys to provoke Egyptian radars into giving away their
positions, allowing the Israelis to ﬁnd the sites and bomb them.102 Israel had
also been ﬂying US drones made by Ryan over Cairo to take surveillance
photographs prior to the war.103
In the 1982 invasion of Lebanon, the Israeli Air Force revisited these tactics
using domestically produced drones. The Stealthy Scout and Mastiff drones
were sent to loiter over the Bekaa Valley104 and then Sampson decoy
drones were sent in. The reﬁnement of adding the loitering spotter drones
enabled the Israelis to destroy Syrian air defenses.105 It is important to note
that for more than a year prior to the invasion, Israel had been ﬂying
reconnaissance drones over Lebanon and Syria.106
Two days after the 1983 bombing of the US Marine Corps barracks in
Beirut, which killed 241 (several thousand American servicemen had been
deployed in Lebanon for about 18 months), Paul Kelley, the head of the
Marine Corps, secretly ﬂew to Beirut to see the carnage ﬁrsthand. As
recounted in a Popular Science article: “Across the border, Israeli intelligence
ofﬁcers watched live television images of Kelley arriving and inspecting the
barracks. They even zoomed the picture in tight, placing cross hairs directly
on his head.”107
The Israelis showed Kelley the footage hours later in Tel Aviv. Within
months, Kelley persuaded the Pentagon to buy an Israeli Mastiff for testing.108
The United States then bought several of a newer Israeli system, the Pioneer.

7. drones come into their own
Technology evolves incrementally. Over the decades, from Wright brothers to
Sperry’s and Kettering’s ﬁrst drones to the present, a great deal has changed.
Improvements in aerodynamics resulted in more efﬁcient and stable wings.
Improvements in chemistry made explosives more reliable. Range and
duration improved. Guidance became more precise. As these technologies
matured, drones became steadily more capable and useful for actual
deployment.
However, whether drones were taking pictures as in Vietnam, or dropping
explosives as with the V-1, up until the early 1980s their targets had always been
either infrastructure or masses of people, but never speciﬁc individuals. It was
with Israel’s deployment of drones in Lebanon that the various constituent
technologies of drones had matured to the point that it became possible to
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watch a particular person from the sky, and then to target and kill that
person. This capability was not an evolution of previous capabilities but, in
fact, something fundamentally new. This capability made drones more akin
to a preternaturally capable sniper than to any previous airplane, manned or
unmanned.
This is the moment when drones came into their own. This is when the
machines that what we understand today as “drones” became a transformative
military technology.
It was the Israelis who ﬁrst realized this change, at a time when the United
States was spending hundreds of millions of dollars annually on drone
research while struggling for results. While the NRO worked on top-secret
drones that competed with satellites for strategic intelligence collection, work
on smaller drones for battleﬁeld intelligence proceeded quite openly. In the
mid-1970s the Army’s focus was on a project known as SkyEye, built by
Developmental Sciences Incorporated (DSI).
By the mid-1970s the second version of SkyEye could stay aloft for up to
nine hours, ﬂying 150 miles per hour. It was controlled by a crew of six:
a commander, planner, pilot, payload operator, electronics technician,
and mechanic.109 It could ﬂy on autopilot on a pre-planned course or be
piloted remotely. Operators could swap out sensor payloads – video feeds,
infrared sensors, or still cameras. DSI built a model that could ﬁre rockets,
though the US Army chose not to buy the weaponized version. However,
in 1982 the Thai Air Force purchased a squadron of weaponized SkyEye
drones.110
The United States eventually bought two squadrons of SkyEyes. One
squadron was sent to El Salvador in 1985 with a secret US Army unit that
was supporting the authoritarian government in its ﬁght against a leftist
insurgency. Salvadoran rebels made fun of the Americans for ﬂying “toy
airplanes”111 after a SkyEye crashed in the mountains (it may or may not have
been shot down). By the mid-1980s the Soviets were equipping the Syrian
Army with drones. In 1985 a US engineer expressed his fears to Newsweek: “In
two to three years [the Soviets will] ﬂood the Warsaw Pact with mini-RPVs.”112
Throughout the 1970s and 1980s, the same technological competition with
the Soviets – both real and imagined – that drove runaway spending on
manned aircraft and Star Wars – type space systems also drove up the costs
of drone research and development. The US Army was not satisﬁed with
SkyEye’s capabilities: they wanted more. In 1975, they began a dozen-year
long debacle known as Aquila.113 Initially, it was meant to be a more capable
rival to SkyEye that could both take pictures and shine lasers at targets to guide
artillery rounds. However, engineers had trouble ﬁtting both the
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communications link and payload onto Aquila:114 “[Its] complexity
grew steadily from the beginning as it took on requirements for laser target
illumination, for secure data links so the enemy could not jam or take over
control, for the ability to return home automatically if communications were
lost, and for evasive-maneuver capabilities to avoid anti-aircraft ﬁre.”115
Aquila was ﬁnally cancelled in 1987, after the Army had spent more than
$750 million (about $2 billion in 2013 dollars).116 Aquila accomplished its
mission on only 7 out of 105 test ﬂights.117 According to a Government
Accountability Ofﬁce (GAO) report chronicling Aquila’s demise, its major
problems resulted from the fact that the Army had not adequately accounted
for survivability in its testing, as well as “launch, detection, recognition, and
location of enemy targets, reliability and maintenance, and human
engineering.”118
As the Army ran into problems with Aquila, the Navy had troubles of its
own. The Navy had ﬁgured that it would be fairly easy to adapt the Pioneers it
had bought from Israel – and which had been designed to be based on land –
to operate from ships. But when they deployed Pioneers to the Persian Gulf
aboard the USS Iowa, the drones kept crashing – three had engine failures,
one was lost during a storm,119 and three more crashed into the ship when
trying to land.120 Then, as now, the United States wanted to be able to spy on
Iran. As John Cushman of the New York Times wrote in 1987: “Military
leaders, in planning how American forces in the Persian Gulf region might
be used, have been concerned about the possibility of a pilot falling into
Iranian hands. The drone aircraft will help alleviate this concern.”121

8. first gulf war and the balkans
The ﬁrst step of Operation Desert Storm – the 1991 Gulf War – was the
destruction of Iraqi air defenses. The Coalition forces modeled their tactics
on Israeli strategy used between 1973 and 1982, sending Chukar target drones
(the Air Force had renamed the drones “Scathe Mean”) to provoke Iraqi
radar.122 The thirty-eight target drones were ﬂown by a secret unit that “was
kept so small that even medical technicians were pressed into service as
missile mechanics.”123 In addition, the United States ﬁred 288 Tomahawk
missiles, which also played an important role in the war and were the only
weapons to be used against Baghdad during the day.124
The Iraqis had been testing drones of their own in preparing for the war,
potentially for dispersing anthrax.125 As the bombardment of Iraq continued in
February 1991, the Navy used Pioneers to guide more than one million
pounds of artillery ﬁre from the USS Missouri alone.126 A group of Iraqi
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soldiers waved a white ﬂag to a Pioneer ﬂying over Faylaka Island, marking the
ﬁrst recorded surrender to a drone.127 The Army and Marines also ﬂew the
Pioneer in the Gulf War, although each service used a different video
format,128 making it difﬁcult to share information. Two of the Pioneers were
lost to electromagnetic interference129 and one to enemy action.130
The Marines also ﬂew the 45-pound hand-launched Pointer drone and the
90-pound Exdrone in the Gulf War.131 The Exdrone had originally been
intended to jam enemy communications, but was modiﬁed to transmit live
video. It could loiter for up to two hours, and was ﬂown over Kuwait City,
scouting for the US Marines who were the ﬁrst allied forces to enter the city.132
While drones had limited use in the First Gulf War, their performance
alerted military planners to both their shortcomings and their increasing
utility.
Even as the Navy used the Israeli-made Pioneers in the war, it was also
developing a larger, secret drone of its own. The ﬁrst version of this new drone,
called Amber, was tested in November 1986.133 Amber weighed 750 pounds
fully loaded.134 It was designed to carry the same cameras as the Pioneer, plus
either a sophisticated radio relay system that would extend its effective range
or a system for monitoring enemy communications.135 However, the development of Amber “was cancelled after having demonstrated successful canister
and runway launch and endurance of some 40 hours at 25,000 feet.”136 Even
though it was technically promising, Amber became “yet another example of
how a weak, divided constituency combined with Congressional scrutiny
kept a promising system from reaching the ﬁeld.”137
Even after the Navy withdrew its support and DARPA funding ended,
Amber eventually made it to the ﬁeld. It had been designed to launch with
a rocket booster from a canister. Its designer, Abraham Karem, an Israeli who
had moved to California, also made a smaller version called the Gnat, which
he wanted to sell commercially abroad.138 With the outbreak of hostilities
in the Balkans, another customer came calling: the CIA. In early 1993 the
CIA deployed a Gnat-750 to Bosnia.
The United States learned how to use medium-endurance drones over the
Balkans in the 1990s. The CIA led the way because the Pentagon’s acquisition
bureaucracy was too plodding.139 In late 1993 the CIA was preparing to deploy
two Gnat-750s to an Albanian base from which they were to ﬂy over Bosnia.
One of them crashed in California when a software glitch made the drone
think it had landed while it was still in the air, vindicating Air Force critics
who thought the CIA was moving too quickly.140
That ﬁrst CIA deployment was limited. The Gnat “completed only 12 out
of 30 missions attempted because of bad weather and data link problems.”141
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The Gnat drones had to send their data via a manual relay aircraft that
could stay in the air for only two hours, and the infrared sensor they used
was not very effective.142
At the same time, the CIA and Pentagon were both involved in developing
a more advanced version of the drone, the Gnat 750-45, which would later
become better known by another name: Predator. New synthetic aperture
radars under development had better resolution, but the focus was on
“stiff-arming” attempts to “complicate the program with add-on requirements.”143 It was only the pressing need to deploy to Bosnia that prevented
the Predator from going the way of Aquila, to be lost in a death spiral of cost
overruns.
The Predator has a convoluted history. It had been conceived in the
mid-1980s as a DARPA/Navy program, and at one point looked to be going
to the Army until the secretary of defense designated the Air Force as the
lead military service for the Predator in April 1996.144 The new Predator
squadron – the 11th Reconnaissance Squadron – was the ﬁrst Air Force drone
unit since 1979.
The CIA’s Gnats shepherded UN convoys and scouted out Serbian artillery
and anti-aircraft weapons. The Gnats redeployed to Croatia in summer 1994,
but were still limited by their data links.145 In July 1995, Air Force Predators
deployed to Bosnia for the ﬁrst time. The deployment was not without
problems. Two of the three Predators deployed were lost; one was shot down
and the other had an engine malfunction.146 These early Predator drones had
limited satellite connectivity. The next generation, which deployed from
Hungary in March 1996, had better radar, de-icing equipment, and, for the
ﬁrst time, could broadcast video to multiple users.147
The deployment of the Predator in the mid-1990s also marked the ﬁrst
operational use by a drone of the almost brand-new Global Positioning System
(GPS) for navigation.148 With this innovation the problem of navigation was,
for all intents and purposes, solved. However the early satellite control of the
Predator was, in part, improvised – using commercial communications satellites not only to transmit images, but also for control signals.149
The older Israeli Pioneers were also deployed in Bosnia, although “the
systems experienced numerous mechanical failures. Five vehicles crashed as a
result of engine, generator, rocket-assisted takeoff, or computer failure. Additionally, the mountainous terrain proved to be a major hindrance to the
Pioneers [sic] data link.”150
At the time, the Predators were equipped with radios that let their pilots talk
to air trafﬁc controllers; this was a crucial technology for sharing airspace with
manned aircraft.151
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From March 1996 onward, Predators ﬂew constantly over Bosnia, gaining
experience. More than six hundred Predator missions were ﬂown over the
next two years and four months.152 That experience not only tested and
improved their capacity to communicate with air trafﬁc controllers, but also
a revealed a wide-ranging set of lessons in how to use this new tool. Steven
Hampton, the commander of the 11th Reconnaissance Squadron, told Air
Force Magazine:
At ﬁrst, we fell into the trap of “reporting the news” . . . we were on the “scene
of the crime,” showing what was happening. [But] our job is to ignore that,
go over the horizon, and ﬁnd out what’s not happening yet . . . We were
showing the warﬁghters what they wanted to see, rather than what they
needed to see.153

By the time the conﬂict in the Balkans heated up again in Kosovo, drones had
come to play a much larger role. By June 1999 the New York Times reported
that “drones are crisscrossing the skies over Kosovo, acting as electronic scouts,
ﬁnding and ﬁlming elusive targets, especially Serbian troops hidden in
bunkers or woods, and sending those images immediately to ﬁghter jets
overhead.”154
The paper described how at least twenty-one drones were lost over Kosovo
for a variety of reasons, indicating the feverish operational tempo of their
deployment. By June 2001, real-time video from an Army Hunter drone was
able to guide a column of US soldiers out of an ambush.155 (7,000 Americans
and 50,000 NATO troops had deployed to Kosovo.) The Hunter would later
be criticized for its ineffectiveness. Its “limited vision made it difﬁcult to ﬁnd
small groups of enemy forces over large geographical areas.”156 Nevertheless,
it was a start, as American soldiers were soon to ﬁnd themselves in a mission
that, although it resembled peacekeeping in its tactical challenges, was far
different.

9. reflecting on decades of drone development
While whoever is building the latest strategic drone has almost always claimed
that it will be cheaper to operate than what it is replacing, this has seldom,
if ever, been true. The tactical use of drones in wartime has led to advances
in technology because there is more tangible evidence of what drones
can accomplish. Strategic drones, from the 1960s to the present, persistently
overpromise performance and overrun budgets. In 2004, the Air Force said the
Global Hawk would cost $6.3 billion,157 less than half of what it currently
estimates as the cost, and a number that is likely to grow in the future. Much
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of the accounting is done in secrecy and much money is spent on improving
the sensor payloads, which are counted separately. The intelligence product
that is eventually produced is shrouded in secrecy, so it is difﬁcult to evaluate
whether the tens of billions of dollars spent are in any sense “worth it.”
The Predator’s success (as well as the earlier successes of the Gnat and
Amber drones) in the Balkans was paralleled by costly and failed strategic UAV
programs in the 1990s, much as the Lightning Bug’s success in Vietnam was
paralleled by the failures of Tagboard and Compass Arrow in the 1960s
and 1970s.
There were two major strategic UAVs being evaluated in the 1990s. The
more successful version evolved into the Global Hawk, which continues to ﬂy
today. The other, Dark Star, was cancelled after between $250 million and
$300 million was spent.158 This is a useful example of how program secrecy
makes it very difﬁcult to evaluate whether or not the hundreds of millions of
dollars spent were wasted or enabled productive advances that have enabled
present-day UAV capabilities.
Lockheed Martin later built the RQ-170 Sentinel drone, about which little
is known in the public domain. It has been pictured in Kandahar,159 and a
Sentinel either crashed or was brought down over Iran in December 2011.160
The Sentinel and the Dark Star look very similar, and it appears that Lockheed Martin’s work on the earlier drone, and the hundreds of millions spent,
clearly informed the design of the Sentinel.
Similarly, each Global Hawk, manufactured by Northrop Grumman
(which in 1999 acquired Teledyne Ryan, the Lightning Bug maker)161 cost
more than $12 billion to build.162 The Air Force has only twenty Global
Hawks,163 and has been steadily cutting the number planned, from an initial
seventy-seven. The same sort of problems that plagued Tagboard in the 1960s
trouble the Global Hawk today: “Pentagon tests also suggested last fall that the
new Air Force model was not reliable enough to provide sustained surveillance. Parts failed frequently.”164
Takeoff and landing continue to be challenges, just as they were in the days
when Orville Wright was designing the Army’s ﬁrst drone. The Predators,
Reapers, and Global Hawks of today can be operated via satellite once they are
in the air, but must be launched and landed by forward-deployed pilots who
can see the runway. Part of the reason for this is the delay inherent in
bouncing a signal up to a satellite and back. Another factor is the difﬁculty
of “situational awareness.” Even if a drone’s operator can see high-ﬁdelity
images of what is going on below on the ground, that does not mean the
operator has a full 3-dimensional sense of what is going on around the drone,
the way the pilot of a manned aircraft does. These limitations are why drones
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remain vulnerable to a technologically sophisticated enemy who want to shoot
it down. As the World War II pilot said, the doodle-bugs do not shoot back.
On September 11, 2001, a Predator drone was lost ﬂying over Iraq; it remains
unclear if it was shot down or crashed. Another had been lost on August
27 and a third went down on October 10. These three loses represented a third
of the ﬂeet. By October 11, 2001, the Air Force was left with a total of six
Predators. This number would soon grow dramatically. Drones were about to
transcend their status as useful, specialized tools. From that point on, they
became a central part of the US military machine.
Even though they are now crucial to US military operations, drones remain
limited in two key ways. The ﬁrst is their vulnerability. The second is that they
have become too good at gathering information. Drone operators are in
danger of drowning in data, and automated imagery analysis is, for now and
the foreseeable future, limited in what it can do. It is easy to be awed by a new
gadget – a drone with longer endurance, more stealth, or a higher resolution
sensor. But the limitations of drones are the limitations of the system, and for
now these limitations are in the analysis of information, not its collection.
Also, the evolution of drones over the last decade has taken place within the
environments in which they were deployed, which have involved uncontested
US air superiority. It is wrong to assume that the United States will always have
such dominance.
Taking in the full panorama of the technological history of drones – from
Orville Wright’s design of the Kettering bug, to the lives lost in Operations
Anvil and Aphrodite in the 1940s, to the many debacles of Cold War drone
development – shows that change has never come as quickly as drone
proponents claimed it would. There is no good reason to believe today is
different.
Setting aside projections of change, the drones of the present already have a
profound effect on the ability of the United States to gather information and
to deliver lethal force where and when its leaders choose.
It is difﬁcult to understand and evaluate the transformative nature of
the present-day technological capacity of drones. It is neither clear how the
capacity of drones affects US interactions with its allies and adversaries, nor
how the ability to see so much, strike so selectively, and so far away impacts
national sovereignty or core issues of fundamental rights. Throughout the long
history of aircraft – manned and unmanned – it has always been easier to look
to the future than make sense of the present.
Until the change was seen in practice over Bosnia, no one in the US
defense establishment fully appreciated the fundamental change in what
drones could do once they could loiter indeﬁnitely instead of make quick

/
4787 9C
BD,
8C D 9 D8 4 4 45 8 4

BD,

64 5C 7:8 C: 6 C8 .4 5C 7:8 3
64 5C 7:8 C: 6 C8 8C D

8CD 04
BD, 7
C:

1

. 2

4

,

,

D 5 86

8 .4 5C 7:8 . C8

Drone Wars

382

observing passes. There can be no doubt that the same is true of tomorrow’s
drones. If the century-long history of drones shows anything, it is that heralded
revolutions have never come to pass as foretold. Change has snuck up,
escaping notice and understanding until after it has already happened.
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Drones and the Dilemma of Modern Warfare
samuel issacharoff and richard pildes

1. the legal transformation of war
The morality and legitimacy of the practices of war – or, at least, the use of
military force – are undergoing a fundamental transformation. This transformation is not yet directly or fully reﬂected in the formal laws of war, but as these
changes embed themselves in the practices of states, especially dominant
states, in practice they might eventually come to be embodied in the legal
frameworks that regulate the use of force. The fundamental transformation is
this: Whereas the traditional practices and laws of war deﬁned “the enemy” in
terms of categorical, group-based judgments that turned on status – a person
was an enemy not because of any speciﬁc actions he himself engaged in, but
because he was a member of an opposing army – we are now moving toward a
world that implicitly or explicitly requires the individuation of personal responsibility of speciﬁc “enemy” persons before the use of military force is considered justiﬁed, at least as a moral and political matter. This shift applies not
to any one particular type of military force, such as lethal force, but to all
exertions of military power over enemies, including the ways in which they are
captured, detained, incapacitated, or tried.
To a limited but signiﬁcant extent thus far, this transformation is reﬂected
in the domestic law of some countries. Some of these issues have been
addressed, for example, in evolving US constitutional jurisprudence resulting
from recent decisions of the United States Supreme Court, as well in interpretations of international law by different domestic courts, including the
Israeli Supreme Court.1 However, this quiet, subtle, and inadequately appreciated transformation has been taking place far more as a matter of slowly
accepted practices than as settled legal development.2 The process of legal
transformation in turn shapes arguments about the proper uses of military
force in the context of ﬁghting terrorism, yielding a debate that often comes
388
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across as polarized or confused or simply unable to engage with diverse
positions, however reasonable. Precisely because we are in the midst of this
transformation, we do not have clear prior legal frameworks, either domestically or internationally, to draw on to provide determinate legal guidance for
addressing the transformed and transforming nature of modern warfare.

2. individuating enemy responsibility
Three principal sets of factors are driving this transformation in the morality
and practices of modern uses of military force. First, the unique structure of
modern terrorism inherently creates a need for responsive states to be able to
identify correctly the speciﬁc individuals who are, in fact, terrorists. Second,
modern technological developments, which make terrorism more potentially
threatening, also enable dominant states to respond in more discriminating
ways; the capacity to do so is likely to generate pressure toward an obligation
to do so (if “ought” implies “can,” as theorists have long debated, “can”
sometimes implies “ought”). Third, the post–World War II rise of the more
general concern for human rights, as a legal and cultural matter, has created
pressure for dominant states seeking legitimacy for their actions to incorporate
a more general humanitarian concern into their actions, including with
respect to the rights of enemies during wartime.
The key to the traditional, status-based regime of the laws of war was that
conventional soldiers fought openly as members of an organized military
under state control. In particular, they wore uniforms (except for covert
operatives), displayed weapons, and fought under an organized command
structure. As a result, it was accepted, legally and morally, that the opposing
side could treat them on the basis of their status, as simply members of the
opposing ﬁghting force.3 As an initial matter, little dispute typically existed
about their identity as a member of the enemy – the open carrying of weapons
and wearing of uniforms resolved that issue.4
In addition, there was no need to determine whether such a soldier had
committed any speciﬁc identiﬁable act that would legitimately make him a
target for the use of military force. Whether a soldier had ﬁred at the opposing
side, or planted a bomb, or engaged in any speciﬁc act, or even just handled
clerical duties, was irrelevant: group membership in the opposing army was
sufﬁcient.5 Thus on the front end of the use of force – capture, detention, even
uses of lethal force – there was no need to differentiate among soldiers or
attempt to individuate personal responsibility for participation in the enemy’s
war machinery. Only if someone was going to be tried for acts outside the
permissible scope of the laws of war – for war crimes – was there a need to
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determine individual levels of responsibility.6 Finally, the same status-based,
group-membership principles applied on the backend of the use of force; how
long an enemy soldier would be detained was not a function of his own
individual responsibility for speciﬁc acts, but of his membership in the group.
Prisoners of war were released collectively, as part of a group, at the war’s end
or as part of mutually agreed-upon prisoner exchanges.7
Terrorism inherently changes all of this. Among the distinct features of
terrorism are two that remove it clearly from conventional warfare and that
pose signiﬁcant challenges for states forced into combat. Both turn on the
strategic centrality of placing civilian populations at risk, a clear violation of
the evolved laws of war. The ﬁrst factor is that terrorists, as a matter of practice,
target civilians as civilians, and not because of proximity to conventional
military objectives. Targeting civilians breaks down any traditional understanding of the battleﬁeld or even of the potential zone of engagement.
A nightclub in Indonesia is interchangeable with a commuter train in Madrid
or the Boston Marathon. This places great pressure on states responding to
terrorism to become proactive and to respond anticipatorily to perceived
terrorists. In turn, the need to act swiftly outside any conﬁned battleﬁeld leads
to the second complicating feature of terrorism. Because terrorists do not wear
uniforms, attributions of status based on group membership are far more
uncertain and complex. Terrorists (and some guerrilla forces in civil wars)
violate the cardinal principle of “distinction” by which combatants can be
clearly differentiated from the civilian population.
Moreover, even apart from the issue of uniforms, the ability to know that an
individual is part of a terrorist organization, based on anything other than his
own individual acts of terrorism, is also difﬁcult. Terrorists typically do not
“join” the organization in some formally visible way equivalent to the wearing
of uniforms.8 While some terrorists do swear oaths of afﬁliation to signify their
membership in an organization, many do not; in addition, even if such an
oath has been taken, obtaining proof of it is far more difﬁcult than proof that a
solider was wearing a uniform. Indeed, it might be easier to prove that an
individual committed a speciﬁc act of terrorism than it is to prove that he or
she took an oath of afﬁliation.9 Attributions of status through group membership alone are therefore extremely difﬁcult to establish. Most terrorists against
whom military force is used, therefore, are not identiﬁed on the basis of
membership, per se, but because of the speciﬁc acts in which they have
engaged. Perversely, the act deﬁnes their status.
As a result of the nature of modern terrorism, therefore, these structural
features inevitably and unavoidably propel the use of military force to be
directed against speciﬁc individuals based on the speciﬁc acts those
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individuals are believed to have committed, as opposed to their status. That is
why the use of military force against terrorists necessarily must shift, and has
shifted, away from the traditional group-based membership attributions of
responsibility and toward individuated judgments of responsibility.10 And
this individuation – or the pressure to maintain this individuation – applies
to every stage of the use of military force.
First, the initial threshold issue of identiﬁcation becomes far more complex
and consequential: Is this actually the speciﬁc person believed to have
committed speciﬁc acts? A whole new regime (whatever its precise contours)
to ensure the accuracy of the initial identiﬁcation question becomes necessary – something virtually irrelevant in the traditional war context. Second, the
degree and type of the appropriate use of military force up front might
suddenly become relevant in a way that they are not in the traditional context.
In traditional war contexts, one did not distinguish among soldiers and ofﬁcers
based on any sense of speciﬁc responsibility; if a barracks could be bombed or
artillery directed at an advancing force, these things were done without any
attempt to differentiate the different levels of responsibility or culpability of
individual soldiers or ofﬁcers. Today, however, it might well be that uses of
lethal force, in the form of targeted killings of speciﬁc individuals through
measure like drone attacks, are more appropriate and justiﬁed against highlevel commanders than low-level foot soldiers.11 Similarly, on the backend of
the use of military force, when it comes to matters like detention of enemy
terrorists, it might also be proper – as a moral and political matter, at least – to
individuate responsibility. We might hold the architects of 9/11 indeﬁnitely,
but it might not be appropriate similarly to hold low-level couriers or others
indeﬁnitely. In traditional wars, of course, these distinctions were mostly
irrelevant; all members of the enemy, based on their status, were released as
part of group-based releases.12
The central focus of this chapter is on the effects of the altered battlefront
on the conduct of war. There is a great, but unrecognized, paradox underlying
the emerging individuation of responsibility. This paradox accounts for a good
deal of the polarized positions that have circulated since 9/11 about the
legitimate uses of military force. As the fundamental transformation in
the practice of the uses of military force moves, even implicitly, toward an
individuated model of responsibility, military force inevitably begins to look
justiﬁed in similar terms to the uses of punishment in the criminal justice
system. That is, to the extent that someone can be targeted for the use of
military force (capture, detention, killing) only because of the precise, speciﬁc
acts in which he or she as an individual participated, military force now begins
to look more and more like an implicit “adjudication” of individual
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responsibility. A tremendous premium immediately comes to be placed on
what we might call “adjudicative facts” – is this the person who did X? – rather
than “legislative facts” – is this person a solider in the opposing army? As soon
as military force must be tied to individuated judgments of responsibility, it
is easy to understand why, for some critics of the use of force, questions
will arise regarding why it is the military and not the judicial system that
is making these individualized, adjudicative judgments. These kind of individuated judgments have not traditionally been the province of the military,
after all. And there is an understandable impulse to conclude that if we are in
the world of individualized, adjudicative-like judgments, the institution most
traditionally designed for that function is the judicial system.13
Thus, as the unavoidable structural forces that drive uses of military force
against modern terrorism come to depend on individuated judgments of
responsibility, it is also inevitable that the boundaries between the military
system and the judicial system will become more permeable than in the past.
The two systems are unlikely to exist in hermetic isolation from each other.
The considerations that have traditionally informed one will spill over into the
other – and vice versa. That is the fundamental reason that the debates over
the appropriate uses of military force have been, or are likely to remain for
some time, unresolved, uncertain, confused, and polarized.
In our view, the principal task of the modern morality and, eventually, the
laws of war – the task this chapter sets for itself – is to come to terms with the
transformed legal and military environments of modern warfare and with
the emerging imperative to individuate responsibility when using lethal force
against terrorism. We believe it is a serious mistake to conclude from this
inevitable individuation that the traditional civil and criminal judicial system
should, as a result, fully supplant and displace the uses of military force
altogether. For this reason, the use of military force must be adapted – as it
already is in the midst of doing under both internal and external pressures – to
embrace and to take fully into account the reality that “enemy” responsibility
in this era must be individuated.
The military, for example, is already in the process of trying to generate
procedural protections, analogous to those used in more traditional adjudicative settings but adapted to the unique context of military force, that provide
sufﬁcient accuracy and legitimacy to ensure that these individuated attributions of responsibility are being made through credible processes and
structures to make them as accurate and fair as possible.14 That is true whether
the military force at issue involves detention or targeted killings. To the extent
the US government as a whole succeeds in generating the novel structures,
institutions, and processes necessary to legitimate the use of military force in

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

Drones and the Dilemma of Modern Warfare

393

an age of individuated enemy responsibility, these uses of force will be more
widely accepted. Our aim is to contribute to that project.
We structure our inquiry around the key issue of the individuation of proper
targets in modern war settings, whether for purposes of long-term detention
or – more dramatically – for purposes of targeted killing. Although our
discussion here is limited to the consequences of the projection of lethal
force, targeted killing shares with the detention of irregular combatants the
critical features of targeted warfare. Both turn on proper and legally justiﬁable
decisions about the nature of the individuals selected for coercive action,
either through capture or physical elimination. To the extent that the objective is not prospective punishment but incapacitation of a military threat, both
detention and targeted killing fall within the historic domain of military
conduct. Yet the requirement of certainty as to individual complicity in
threatening activities lends legalization to the individual-speciﬁc determinations and begins to bleed into the civilian law concepts of criminal proof and
due process. However, even the individual-speciﬁc determinations mask
the fundamentally different objectives of the criminal versus military determinations. In its pure form, the criminal law justiﬁes ongoing detention by
a retrospective examination of the severity of the proven crime. Military
decisions, whether through detention or targeted attack, are prospective
assessments of the future dangerousness of the enemy combatant,15 a decision
for which past conduct may be the most important evidentiary consideration,
yet one that may not be determinative – as we shall set out further.

3. targeted killings and drones
The general legal concerns over lawful and appropriate uses of military force in
today’s circumstances were acutely brought to light when the US government
killed Anwar al-Awlaki, an American-born radical Islamist cleric, on September
30, 2011, while he was traveling between Marib and Jawf Provinces in northern
Yemen.16 The targeted killing was carried out by Joint Special Operations
Command (JSOC) in apparent cooperation with the CIA.17 The mission
involved two Predator drones ﬂown from a secret American base in the Arabian
Peninsula, which ﬁred Hellﬁre missiles at a car that was carrying al-Awlaki and
other alleged operatives from al-Qaeda’s branch in Yemen.18 The Obama
administration explicitly authorized the targeted killing of al-Awlaki early
in 2010, placing him on lists of terrorists approved for capture or killing19 – lists
that are maintained and made operational by the CIA and the military.20
Such targeted killings highlight the reality that the modern practice of
military force in asymmetric conﬂicts cannot be carried forward without a

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

394

Drone Wars

kind of individuation of enemy responsibility that was largely unknown to
the traditional laws of war. As a result, analogous kinds of novel ex ante and
ex post processes and institutional issues inevitably emerge concerning when
speciﬁc individuals can properly be targeted for lethal military force.
Targeting a particular enemy combatant may be viewed as the antithesis to
the general, indiscriminate bombing of civilian centers during World War
II, or the general straﬁng of enemy armies. Indeed, as practiced, the most
sophisticated targeted killing programs make ﬁne-grained distinctions
among and between enemy “soldiers” as only those exceptionally high up
in the command and operational structures singled out for personalized
targeting. Thus, as with detention, there is a tremendous premium on
making sure the initial identiﬁcation decision is accurate, unlike in conventional wars when battleﬁeld armies and uniforms inherently resolve the
identiﬁcation and accuracy issues. What processes should sufﬁce to ensure
sufﬁcient accuracy in the critical initial determination that the speciﬁc acts
of a particular individual rise to the level appropriate to trigger the use
of lethal force? Which institutions in the government, and how many
branches of the government, should be required to participate in that
decision and in what form?
Similarly, ex post process and accountability issues arise concerning how to
assess whether the individuated judgments of enemy responsibility were
indeed accurate and how proportionate the effects of a targeted killing were
to the legitimate military objectives. Retrospective reﬁnement of the criteria
and processes used for decision making emerges as critical to all targeted
warfare decisions. The ex post issues differ between detention and targeted
killings in certain obvious ways. In detention the issue is how to determine
appropriately whether someone represents a continuing threat, while in
targeted killings the issue is retrospective analysis of the initial targeting
judgments. The fact that individualized judgments of responsibility are
involved creates similar pressures for ex post assessment to ensure the justiﬁcation of subsequent military action.
Finally, the recurring paradox associated with individuation arises just as
much with targeted killings as with detention. If the government is making
such adjudicative-like judgments of individual responsibility before using
military force, should it be required to use the more traditional institutions
and processes through which similar ascriptions of individual moral and legal
responsibility are traditionally made – namely, the criminal law?21 The
al-Awlaki case provides a useful introduction: “Unlike detention, for which
litigation has produced detailed public elaboration of the government’s legal
standards, the drone program is shrouded in secrecy, though presumably
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targeting decisions are based on similar law of armed conﬂict standards
in assessing who is or is not an enemy ﬁghter.”22
Targeting critical enemy leaders is a longstanding, if delicate, facet of
warfare. Whether the means involve training the long riﬂes of the post–Civil
War-era on opposing ﬁeld commanders, or deploying snipers, or shooting
down the airplane of Admiral Yamamoto during World War II, warring armies
have always recognized that all soldiers may be soldiers, but some pose a more
lethal threat than others, or at least may be subjected to speciﬁc targeting.
While new forms of targeting allow warfare to be conducted from distances far
removed from the exchanges of ﬁre on the battleﬁeld, it is important to note
that the history of military technology has always focused on the ability to
deliver lethal force from a distance. The current debate over drones and
targeted killings, then, is in one sense a mere technological update of earlier
efforts to degrade the military ability of the enemy.
In an important sense, however, modern targeting and the use of drones is a
more central part of contemporary warfare. What may have originated as a
tactical response now emerges as a central strategy for attacking enemy forces.
The speciﬁc forms of targeting are a reﬂection of the particular geo-political
context in which we live, the military technology now available, and weak or
failed states that cannot or will not control the threat these groups pose to
citizens and residents of other countries.
Military attacks conducted from a distance involve either static or dynamic
targeting. Static targeting, in which the aim is to take out a particular ﬁxed
facility, is essentially no different than the bombing runs of World War II, save
for the technology. By contrast, the new technology, as with cruise missiles,
offers the ability to engage in dynamic targeting that responds to momentary
windows of opportunity against speciﬁc individuals or activities, rather than
the more examined decision to take out ﬁxed structures.23
Drones present the question of dynamic targeting most clearly, but do
so in at least two different contexts, according to public accounts. In the
ﬁrst context, the government might be aware, for example, that a certain
house is used by Taliban-associated forces for bomb making. When drone
surveillance detects a group of militants entering the house carrying
weapons and materials used to make bombs, and the drone operators
launch a missile strike at the house, they might not know the names of
any of the individuals involved. In the second context, intelligence actors
might have been tracking the whereabouts of the Taliban’s chief bombmaking expert, and when he enters the house, the drones are ordered to
strike – in this context, military decision makers know the name of the
ﬁgure involved.
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Traditionally, the laws of war grew out of the intersection between the Law
of Armed Conﬂict (LOAC), developed by militaries to govern the rights of
combatants, and international humanitarian law (IHL), which was largely
developed to govern the treatment of civilian non-combatants and combatants
hors de combat (soldiers who are placed out of combat when they surrender
or are injured, later becoming prisoners of war).24 For soldiers bound to
follow LOAC, the use of lethal force is limited to military objectives, usually
deﬁned territorially by the need to take a particular hill, base, strategic site, or
equivalent objective.
The ﬁrst formal international gathering on war practices, the Saint Petersburg Conference of 1868, issued a series of limitations on the application of
lethal force. For example, the Saint Petersburg Declaration prohibited the use
expanding bullets that would not so much disable enemy forces as guarantee
subsequent death. Similarly, later military conventions banned serrated
bayonets on the grounds that a straightedge bayonet disabled an enemy
combatant, whereas a serrated edge ensured subsequent death from an
infected wound that could not heal. This logic took hold even in the worst
of direct combat, when French troops in World War I had a standing order to
shoot immediately any German prisoner captured with a serrated bayonet – a
consequence that was quickly internalized by the German forces, which
abandoned the prohibited weapon.25 Thus, even in traditional wars against
conventional enemies, the LOAC contained incipient, if not highly
developed, principles against the inﬂiction of gratuitous or excessive violence
against enemy soldiers outside the need to disable the enemy’s military
capacity.
In our view, there are four myths about the modern use of drones to target
speciﬁc, identiﬁable individuals for lethal force. The ﬁrst myth is that targeting
speciﬁc individuals for death is a modern innovation in military practice. In
fact, targeted killings have long been a part of military practice; the invention
of the long riﬂe, for example, gave snipers the ability to pick off opposing ﬁeld
ofﬁcers. The modern practice, however, begins with the discrete act of seeking
out military enemies outside normal wartime engagements based on an
individualized assessment of the threat they present. The use of lethal force
is not incidental to a battleﬁeld objective of capturing a particular piece of
territory, but becomes a distinct response to the generalized threat posed by a
particular individual. Killing is not secondary to a distinct military objective,
but becomes the objective itself because of a speciﬁc determination about
the threat posed by the continued operation of an individual. At a more
fundamental level, as Professor Eyal Benvenisti argues, the laws of war had
two major premises that fail in modern asymmetric conﬂict. First, it was
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possible to distinguish military and civilian objectives; second, battle could be
directed to military objectives, as with the capturing of territory or overtaking
a military installation. Neither premise necessarily characterizes military
engagements in asymmetric war – or put another way, the military objective
becomes killing itself.26
The object of the targeted attack changes as well, in a way that seems
morally defensible. Drones enable military planners to focus on high-level
targets. There is a further morality in that, and we should appreciate a
technology that can discriminate between low-level and high-level combatants
because doing so can minimize the larger loss of life to foot soldiers of the
other side by concentrating ﬁre on selected leaders. Precision-targeted killings
should be seen as a substantial humanitarian advance in warfare, assuming
that use of force is justiﬁed in the ﬁrst place. Whereas traditional LOAC
placed foot soldiers at the greatest risk of being killed in combat, the new
targeted-killing regime initially redirects the focus of lethal force to the
enemy’s command structure.
In our view, it is a mistake to focus exclusively on the level of force being
used without also understanding that the targets (if accurately identiﬁed) bear
a moral culpability for unlawful warfare completely distinct from anything
that could be attributed to conventional soldiers in a state-authorized war,
especially in the case of conscript armies. As the technology has improved,
most notably with drones, targeting can expand from the command structure
to operational centers, as with attacks on remote sites where enemy combatants assemble or are trained.
A second myth concerning targeted killings as a new form of warfare is that
the ability to project force from a distance itself raises new legal issues. But this
view is simply an exercise at drawing a technological line that, in our view, has
little moral or legal force in and of itself. Drones present the same legal issues
as any other weapons system involving the delivery of lethal force. Advances in
military technology have often been about the ability to project force from a
distance. Ancient technological innovations, such as catapults and longbows,
involved the delivery of force from a distance and represented advances over
hand-to-hand personal combat.
Drones are a relatively new military technological development, but this
does not change the core legal issues, under either domestic or international
law, relevant to deciding whether particular uses of force are justiﬁed.
In technologically advanced countries, militaries have long been in the
business of delivering lethal force at great distances from their targets.
The US Navy has engaged enemy personnel by ﬁring cruise missiles from
ships in the Mediterranean into Libya, Iraq, and Sudan. And US Air Force
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pilots frequently take off from bases hundreds and even thousands of miles
from the actual theater of conﬂict and drop their bombs based on computergenerated targeting information from far above the ground. For example, the
bombing campaign over Serbia during the Kosovo War involved pilots taking
off from the Midwest in the United States and returning there.
The US drone operations reportedly follow the same rules of engagement
and use the same procedures as manned aircraft that use weapons to support
ground troops.27 The military’s use of drones operates within the same military
chain of command, subject to civilian oversight, as do all other uses of
military force.28 One can view the technological advances that make drone
warfare possible with horror or with fascination, but the idea of projected force
beyond hand-to-hand warfare does not by itself present radically new legal
issues. As the philosopher David Luban rightly concludes: “[Targeted killings]
are no different in principle from other wartime killings, and they have to be
judged by the same standards of necessity and proportionality applied to
warfare in general: sometimes they are justiﬁed, sometimes not.”29
A third myth, or prevalent misconception, is that drones and targeted killing
pose a major threat to the humanitarian purposes and aims of the laws of war.
The key concepts of the laws of war are the principles of necessity, distinction,
and proportionality – which deﬁne core commitments that force should
intentionally be used only against military targets and that the damage to
civilians and non-military targets should be minimized and proportionate
to legitimate strategic objectives. The technological and informational sophistication of drones, as compared to many other tools of military force, better
realize these principles than any other technology currently available. Indeed,
they allow for the most discriminating uses of force in the history of military
technology and warfare, in contexts in which the use of force is otherwise
justiﬁed. If the alternative is sending US ground forces into Yemen or the
frontier regions of Pakistan, the result would be far greater loss of both civilian
and combatant lives than with the deployment of drones.
A fourth myth arises from a more subtle concern that perhaps underlies the
humanitarian critique of targeted killings: drone warfare might make the use
of force “too easy.” As powerful states do not have to put their own pilots
or soldiers directly at risk, will they resort to force and violence more easily?
This is a serious issue, but some historical perspective might help put this
concern in a broader framework.
Throughout the modern history of warfare, there has been concern that
humanitarian developments in the way war is conducted will, perversely,
make it more likely that states will go to war. The argument is essentially that
there is a Faustian tradeoff between the laws of war and the initial decision to

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

Drones and the Dilemma of Modern Warfare

399

go to war. This is an enduring moral issue that has attended virtually every
effort in the paradoxically sounding project of making warfare more humane;
paciﬁsts in the nineteenth century objected to the formation of the International Committee of the Red Cross and its efforts to mitigate the horrors of
war.30 Moreover, the same paradox surrounds even purely humanitarian aid
during wartime; in some contexts, access to such aid has become a strong
economic incentive to continue the war, for the very purpose of extracting
more of this ﬁnancial assistance.31
A more complicated picture emerges if we shift from the perspective of the
civilian leaders who authorize the use of force to those who actually deliver
that force. One of the consequences created by individuating the responsibility of speciﬁc enemies, combined with drone technology, is the possibility
of a much greater sense of personal responsibility and accountability on the
part of drone operators for lethal uses of force than that exhibited by prior
generations of ﬁghters. At least some drone operators report exactly this kind of
experience of personal responsibility for their actions, including their
mistakes, which were much less likely in earlier generations when “the
enemy” was faceless and undifferentiated in most circumstances.32
Of course, if such a perverse tradeoff does end up driving state practice, the
same concern could be applied to the use of force for humanitarian purposes,
as in Libya. Did the use of drones in the Libya operation make humanitarian
interventions “too easy”? The right question, it seems to us, should focus on
whether the use of force is justiﬁed in the ﬁrst place. Moreover, one should
be careful not to romanticize traditional combat and the pressures toward
excessive violence it nearly always unleashes. To the extent the humanitarian
critique of the use of drones is that sending in ground troops acts as a restraint
on the use of force, compared to the use of force from remote locations, such
as with drones technology, this idea might have matters backward, at least
once the decision to use force at all has been made (and made, hopefully, for
appropriate and lawful reasons).
Dramatic overuse of force is more likely when young soldiers who may be
inexperienced, frightened, and lacking in accurate information come under
attack on an active battleﬁeld and respond with massive uses of force directed
at only vaguely identiﬁed targets. Remoteness from the immediate battleﬁeld –
with operators able to see much more of what is going on – almost surely
enables much more deliberate responses. One Air Force combat ofﬁcer
who became a drone operator supports this conclusion. He commented that
compared to conventional combat, both in the air and on the ground, the
distance involved with drones enable operations to be “deliberate instead of
reactionary – that compared to manned combat ﬂights, he experienced drones
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as affording “the ability to think clearly at zero knots and one G”; and he
observed that other “methods of warfare could be, and often were, much
more destructive.”33 Indeed, he went so far as to comment that when marines
were sent into operations, they “broke things and killed people,” while drones
enabled US military force to be “less brutal.”34
Whether one accepts this particular self-reported drone operator’s experience, a realistic appraisal of all the costs and beneﬁts of the use of drones must
confront the “compared to what?” question. Perhaps in some contexts, if
drones were not available, no force would be used; but in many cases, it
seems likely that much greater force would be used instead. Put another way,
powerful nation-states are unlikely to remain passive in the face of signiﬁcant
risks to the physical security of their citizens and property that emanate from
other nations that are unwilling or unable to control these threats. It is not
clear why states should be understood to have a moral obligation to permit
their citizens and territory to be attacked. If states have the capacity to do so,
they will neutralize these threats through killing or capture; at times, the
humanitarian costs of capture, in terms of harm to and loss of innocent
life will be great, and at other times, capture might not be practicable for
any number of reasons. As a result, any general humanitarian critique of the
targeted killing has a moral obligation to offer a credible, practical alternative
that a state can realistically employ to protect the lives of its citizens and that
better serves the humanitarian aims of the laws of war.

4. legal justifications: the novel role of individuation
The government’s legal justiﬁcations under domestic and international law for
targeted killings, including of American citizens overseas in certain contexts,
has been laid out in broad outline through a series of speeches by key
legal and counterterrorism ofﬁcials, including the Obama administration’s
National Security Advisor John Brennan,35 State Department Legal Advisor
Harold Koh,36 and, in the most important speech, Attorney General Eric
Holder.37 We do not want to tarry long on these already much-discussed
general legal principles, or on the puzzles presented about applying them
properly at the borders (such as whether the same principles appropriate for
the conventional battleﬁeld of Afghanistan can properly be extended to
targeted killings in places like Yemen and Somalia).38 Neither do we want
to spend much time on whether the same principles that justify targeted
killings of al-Qaeda operatives can properly be extended to individuals
working for groups loosely afﬁliated with al-Qaeda or generally aligned
in aim, such as al-Shabaab (which indeed became formally afﬁliated with
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al-Qaeda in 2012). Instead, we want to focus on the ways in which these legal
justiﬁcations reﬂect our central theme, which is the increasing individuation
of enemy responsibility under both the practice of modern military uses of
force against alleged terrorists and the legal understandings (or at least, the
perceived legal understandings of the United States) of what the law permits
and requires with respect to targeted killings. Some aspects of this individuation are well recognized by specialists in this area, while others are subtler.
In the Obama’s administration’s ﬁrst major articulation of its legal justiﬁcation for the targeted-killing program, Legal Adviser Koh concluded that the
United States was engaged in an ongoing armed conﬂict under international
law with al-Qaeda, the Taliban, and associated forces, and that a state that is
“engaged in an armed conﬂict or in legitimate self-defense” has the right to
use lethal force and is not legally required to provide those targets with any
kind of legal process before targeting them.39 This use of lethal force also had
to meet the IHL requirements of distinction and proportionality as well.
In a later and more detailed speech that speciﬁcally addressed the application of these principles to the intentional targeted killing of American citizens
who are overseas and allegedly involved in terrorism (of which there has
been one at the time of this writing), Attorney General Holder asserted that
such targeting was permitted at least when the citizen targeted (1) is located
overseas; (2) has a senior operational role; (3) is with an al-Qaeda or al-Qaeda–
associated force; (4) is involved in plots that aim at harm or death of
Americans; and when (5) the threat is “imminent,” though the precise boundaries of this concept remain to be given more speciﬁc content;40 (6) there is no
feasible option of capture without undue risk; and (7) the attack complies with
IHL principles of necessity, distinction, and proportionality.
And in a more recent, important elaboration of the legal, ethical, and
prudential principles that inform the administration’s targeted killing decisions, National Security Adviser Brennan asserted that lethal force was used
only when capture was “not feasible.” He described this principle as
an “unqualiﬁed preference,” which suggests ambiguity about whether the
administration regards the principle as a legal constraint or an ethical and
prudential one; he also appeared to limit the infeasibility of capture as a
constraint that applied to those targeted away from the “hot battleﬁeld” of
Afghanistan – which suggests this constraint might not apply to targeted
killings on more conventional battleﬁelds.41
What emerges is a new American doctrine governing the use of lethal force
outside the traditional battleﬁeld context. The result does not yet have the
form of hard law, but provides legal-style guidance. Within this general
framework, the emergence of individuated enemy responsibility as an essential
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predicate to the use of military against that individual force – as in
the detention context – arises at two points, at least.
First, all these accounts of the legal framework employed make clear that
lethal force outside the conventional battleﬁeld context is not employed
against any “member” of the enemy. As Brennan put it, “We do not engage
in lethal action in order to eliminate every single member of al-Qaida in the
world.” Targeted killings are limited to those who pose a “signiﬁcant threat” to
US interests. Brennan offered illustrative examples, such as an individual
identiﬁed as an operational leader of al-Qaeda or associated forces; an operative, in the midst of training for or planning to carry out attacks against US
interests; or someone with “unique operational skills that are being leveraged
in a planned attack.”42 In his remarks, Koh used the language of “high-level al
Qaeda leaders who are planning attacks”43 to refer to the individuals who were
being targeted, without any further speciﬁcation of how far the legal or ethical
justiﬁcations for targeted killings extended. And Holder referred to targeting
“senior operation leaders of al Qaeda and associated forces.”44 In addition,
credible journalistic accounts report highly focused internal deliberations and
even debates about whether speciﬁc individuals, based on extremely speciﬁc
facts about their alleged role, can or should be targeted.45
It is important not to lose sight of the profound transformation these
developments reﬂect. The crucial point is that, even as the US government
asserts that it is at war and has the power to use lethal force against its enemies,
it is not adhering to the traditional law of war principle that lethal force can be
directed against any member of the enemy armed forces, whether high-level
commander or low-level foot soldier. Instead, the government is individuating
the responsibility of speciﬁc enemies and targeting only those engaged in
speciﬁc acts or employed in speciﬁc roles.
The government is making what has all the appearance (and reality) of
adjudicative-like judgments based on highly speciﬁc facts about the alleged
actions of particular individuals (and not their membership per se in the
opposing side). And here too, as with detention, this individuation of enemy
responsibility is undoubtedly part of what fuels the demand in some quarters
that the criminal justice system, rather than unilateral executive direction of
military force, should be used instead: If the government is using force only
after such fact-bound determinations of responsibility are made, is not that the
traditional province of the criminal law? Of course, this criticism does not
address the fundamental underlying problem, which is that the government
cannot feasibly capture these individuals in the ﬁrst place.
What motivates this change in practice in the perceived legitimate use of
military force? The short answer is that the lines between law, morality, and
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prudence become blurred here; the categories spill over into each other in the
context of unconventional war and technological change in the conduct of
war. It is not clear whether the Obama administration believes that some or all
of this individuation is already legally required by international law or whether
this individuation is thought necessary as a matter of morality and sound
strategy. Because courts play so little role in adjudicating these questions,
particularly in the targeted killing area, the line between law, morality, and
prudence is likely to remain blurred for some time to come.
Much greater technological capacity at reﬁning the use of force undoubtedly also plays a role in driving the law, morality, and prudence of these uses
of force in a more individuated direction. As Jack Goldsmith nicely notes:
“[T]echnological developments that in once sense enhance the United States’
military authority also end up constraining it because once there is capacity to
be precise in targeting, the moral or political (and, soon, legal) duty to do so
soon follows, regardless of what the law previously required.”46
That dynamic is part of what is fueling the transformation of the law of war
into the more individuated framework of enemy responsibility.
The “preference” for capture over killing is a second, subtler outcropping of
the emerging norm of individuation. Again, the departure from the traditional
laws of war is striking; no such preference, let alone legal requirement, exists
during the traditional laws of war. Enemy soldiers can be killed, even if they
could be captured, except in the limited circumstance in which they have
engaged in extremely clear manifestations of surrender or are considered hors
de combat as a result of wounds. There is no obligation to differentiate
between soldiers whose threat can be neutralized by capture versus those
who can be neutralized only by killing. To be sure, there is ambiguity in
the emerging American practice about whether what we might call the “least
restrictive alternative requirement” of “capture over killing” is a legal requirement necessary to justify targeted killings or merely a policy preference rooted
in strategic calculations (capture enables mining for intelligence) or moral
considerations (killing is gratuitous when capture is possible). John Brennan’s
statement suggests a policy preference, not a legal requirement.
In Israel, the legal understanding of the constraints under which targeted
killings can permissibly take place does appear to make this “least restrictive
alternative” constraint an actual legal requirement.47 Thus, even before the
Israeli High Court adjudicated the legality of these killings, the internal
executive branch guidelines developed between 2000 and 2002 speciﬁed a
set of six requirements, including that “arrest is impossible” and that such
operations were to be limited to areas not under Israeli control (presumably
because in those areas, capture is feasible).48 Moreover, in the most important
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judicial decision thus far on the legality of targeted killing, in 2005 the Israeli
High Court speciﬁcally seemed to hold that Israeli law precludes a targeted
killing “if a less harmful means can be employed.”49 As a matter of Israeli
domestic law, Justice Aharon Barak concluded for the High Court that
Israeli law includes a proportionality requirement, which entails the constraint
that, among available military measures, the military “must choose the means
whose harms to the human rights of the harmed person is smallest.”50
If this principle actually becomes embedded in Israeli law, it would constitute in two respects an even more radical reconceptualization of the legal
constraints on the use of military force during wartime. Moreover, this appears
to be an example in which the emerging legal rules of warfare concerning
terrorism might be spilling over into more conventional war contexts; nothing
in the Israeli High Court decision suggests that this principle of “minimal
force required” is limited to the asymmetric warfare settings as opposed to
being a general legal principle applicable to all war contexts. That would
constitute a remarkable move toward construing law (either domestic or
international) in ways that highly individualize both the nature of the speciﬁc
individual actions involved and the contexts in which force can be applied
against particular persons.
Within American domestic law, the requirement that capture not be
feasible before killing is justiﬁed does appear to be a constitutional requirement with respect to American citizens, at least in the understanding of
Attorney General Holder and the Obama administration. Thus, whether
this “least restrictive alternative” requirement applies to targeted killings
in general, as reﬂected in the uncertainties construed in John Brennan’s
statement, the targeted killing of American citizens overseas does speciﬁcally
require that capture not be feasible.
A host of questions arise, of course, about precisely what it means for
capture not to be “feasible.” It appears that the term feasible in this context
derives from the military risk involved in capture, rather than any sense
of impossibility. What remains most essential to notice about this requirement
is that, at least with respect to American citizens, we are seeing further
recognition within the executive branch, without judicial compulsion, of a
more individuated approach to uses of military force.
As this move toward individuating enemy responsibility continues to
develop, one question it will confront is whether law itself (as opposed
to morality or political prudence) will require or permit different treatment
of a country’s own citizens who pose terrorist threats from that of non-citizens
who pose the identical threat. Currently, American legal understandings are
that there is a signiﬁcant difference, as reﬂected in the differences and
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tensions between the Brennan and Holder speeches. American citizens
overseas who pose identical threats as non-citizen have greater substantive
protection than non-citizens; force must be the only feasible option for the
former but not the latter.
Differentiating the treatment of threats coming from citizens as opposed
to non-citizens is a deeply controversial matter, both in theory and in international law. Particularly when force can be used only once, the enemy
“target” is highly individuated in terms of his speciﬁc actions. It is not at all
clear why, in principle, an American citizen in the same overseas location
who poses the identical threat as a non-American should have greater legal
protection. As a matter of domestic politics, perhaps, one can understand why
political leaders would want to ensure their own citizens that they receive
special protection against the exceptional circumstance of their own government using lethal force against them. But as a matter of law, why should
governments have the power to kill non-citizens who could otherwise be
captured, but not kill citizens in that circumstance? As a matter of morality,
David Luban argues, “the nationality of casualties is irrelevant . . . To focus on
the lives of Americans is parochial in a way that the morality of war is not.”51
Further, as a matter of international law and the domestic law of some
countries, providing greater protections to one’s own citizens in the terrorism
context can be a reason to condemn, not praise, the practices by which a
country metes out its use of military force. Political process theory suggests that
the only protections non-citizens would likely have in these and similar
contexts would arise where the country’s own citizens must live under the
same legal regime. Indeed, United Kingdom’s House of Lords held British
anti-terrorist detention policy illegal precisely because it imposed greater
restrictions on non-nationals than on British citizens.52
And, ﬁnally, despite the apparent distinctions suggested by Attorney General Holder’s speech between targeting citizens and non-citizens, Daniel
Klaidman, in describing President Obama’s decision to authorize the killing
of al-Awlaki, writes that after the president reviewed the intelligence, he was
left with no doubt that al-Awlaki posed a major and imminent threat to
American security. The fact that al-Awlaki was an American, President Obama
believed, “was immaterial.”53 Perhaps there is journalistic license in that
summary statement, but whether the emerging individuation of the laws
of war, both domestic and international, requires or permits the further
individuation and differentiation of citizens and non-citizens remains a
difﬁcult and unresolved question. Indeed, President Obama stated after the
attorney general’s speech that the United States will apply the same substantive principles to the targeting of both citizens and non-citizens.54
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5. procedural safeguards
As with all use of lethal force, there must be procedures in place to maximize
the likelihood of correct identiﬁcation and minimize risk to innocents. In the
absence of formal legal processes, sophisticated institutional entities engaged
in repeated, sensitive actions – including the military – will gravitate toward
their own internal analogues to legal process, even without the compulsion or
shadow of formal judicial review. This is the role of bureaucratic legalism55 in
developing sustained institutional practices, even with the dim shadow of
unclear legal commands.
These forms of self-regulation are generated by programmatic needs to
enable the entity’s own aims to be accomplished effectively; at times, that
necessity will share an overlapping convergence with humanitarian concerns
to generate internal protocols or process-like protections that minimize the use
of force and its collateral consequences, in contexts in which the use of force
itself is otherwise justiﬁed. But because these process-oriented protections are
not codiﬁed in statute or reﬂected in judicial decisions, they typically are too
invisible to draw the eye of constitutional law scholars who survey these issues
from much higher levels of generality.
In theory, such review procedures could be fashioned alternatively as a
matter of judicial review or accountability to legislative oversight (using the
processes of select committee reporting), or the institutionalization of friction
points within the executive branch (as with review by multiple agencies).
Each could serve as a check on the development of unilateral excesses by the
executive branch. And, presumably, each could guarantee that internal processes are adhered to such that mechanisms of accountability could prevent
inappropriate application of force.
The centrality of dynamic targeting in the active theaters of war, such as the
border areas between Afghanistan and Pakistan, make it difﬁcult to integrate
legislative or judicial review mechanisms. Conceivably, the decision to place
an individual on a list for targeting could be a moment for review outside the
boundaries of the executive branch, although even this has its drawback. Any
court engaged in the ex parte review of the decision to execute someone
outside the formal mechanisms of crime and punishment risks appearing as a
modern variant of the Star Chamber. Similarly, there are difﬁculties in forcing
a polarized Congress as a whole to assume collective responsibility for decisions of life and death, and the incentives have not turned out to be well
aligned to get a subset of Congress, such as the intelligence committees, to
play this role effectively.56 Perhaps the executive branch (or Congress, if
capable of acting in this area) could create an independent, after-action review
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process that would be able, credibly, to provide some public assessment of the
accuracy and error-rate of these strikes, without compromising conﬁdential
intelligence.
Under President Obama the choice has been a far more formalized process
of executive oversight, drawing on multiple agencies to cross-check targeting
decisions. The recent work of Professor Gregory McNeal sets out the detailed
formal procedures that exist ex ante, and the mechanisms of accountability
that exist ex post, for evaluating pre-planned targeted strikes by the military,
including targeted killings in Afghanistan by military-controlled drones.
(It is important to keep in mind that this analysis covers only military strikes,
not those that the CIA, for example, might engage in.57) Any evidence on
these questions at this stage of experience must, of course, be viewed as highly
uncertain, given that these attacks take place by deﬁnition in areas in which
it is very difﬁcult to get reliable reports on the numbers and identities of those
killed or wounded. Moreover, we must stress that McNeal’s account involves
only operations the military conducts. There is a fair amount of public
information now available, as in McNeal’s work and that of journalists, about
the extensive interagency processes involved in targeting decisions involving
the military. By contrast, there is at this stage virtually no public-record
information about the ex ante and ex post processes used for targeting operations that the CIA allegedly conducts.58 Thus, there might well be signiﬁcant
differences in many of the key elements – how accurate the identiﬁcations are
or what the ratio of combatant to civilian deaths or injuries are – between
targeted strikes conducted by the military and those conducted by the CIA.
Professor McNeal’s reports present two striking ﬁndings. First, civilian
casualties reportedly occurred in less than 1 percent of pre-planned strikes
(and other strikes, when time and combat circumstances make it possible)59
that followed the protocol the military now employs, called Collateral
Damage Mitigation assessment (CDM). Second, under internally selfgenerated guidelines, a senior commander (typically an ofﬁcer who holds
the rank of general), the president, or the secretary of defense is required to
approve in advance any pre-planned military strike in Afghanistan in which
one or more collateral civilian casualties is projected. To be sure, as the ﬁrst
analysis to open up these issues, McNeal’s work has yet to be tested; the
empirical facts on matters such as these are likely to be much debated.
But as the ﬁrst actual descriptive account of the processes and protocols that
the military uses in pre-planned targeted strikes, McNeal’s work advances
public knowledge considerably.60
As McNeal describes, even before military planners and their lawyers
turn their attention to laws of war and international legal requirements, such

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

408

Drone Wars

as proportionality analysis, they engage in CDM, which is designed to
generate a less than 10 percent probability that a pre-planned strike will
produce any “collateral damage.” In any targeted strike, a ﬁrst and essential
stage is implementing the law of distinction, of course, which means correctly
identifying the person who is properly treated as a legitimate target of lethal
military force. Both legally, with respect to who can be made a lawful target,
and factually, with respect to the accuracy of these initial determinations,
this subject is one of those most often discussed in academic literature and
public debate.
But McNeal describes a far less familiar second ex ante stage, in which
military planners ﬁrst identify the collateral damage concerns, to persons or
the environment, within the radius likely to be affected by the strike. These
planners then implement a series of “mitigation techniques” designed
to minimize the probability and amount of damage or injury to collateral
individuals and property. These techniques, based on empirical data
and computer analyses, involve “progressively reﬁned analysis of available
intelligence, weapon type and effect, the physical environment, target characteristics and delivery scenarios keyed to risk thresholds established by the
Secretary of Defense and the President of the United States.”61
These measures aim to ensure less than a 10 percent probability of serious or
lethal wounds to non-combatants and percentage probability of damage to
collateral structures.62 These techniques precede legal analysis of the proportionality issue.
These protocols also build in heightened procedural mechanisms and
enhanced executive branch accountability when the analysis suggests substantial collateral damage. The rules of engagement contain a non-combatant
casualty cutoff value, established by the president and secretary of defense. For
estimates below this level, a senior commander (such as a major general) may
authorize the operation; for estimates above, the target must be approved by an
entity called the National Command Authority,63 and military commanders
must go through a special “sensitive target approval and review process.”64
According to McNeal, for pre-planned strikes in Afghanistan, the current
cutoff is one, which reﬂects the strategic importance in counterinsurgency
operations of minimizing civilian casualties.
Thus, if a targeted strike operation is expected to result in one civilian
casualty, the National Command Authority must approve it. The reported
results, no doubt still subject to conﬁrmation, reveal low levels of unintended
casualties,65 certainly light years removed from the carpet bombing of the
aerial wars of the twentieth century. Independent of the accuracy of reported
numbers of such casualties,66 though, is the point that the CDM and
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related processes reveal the internal development of “lawlike” institutional
procedures and protocols that the military and executive branch can develop
to discipline their discretion, without the direct intervention of courts
(and where even the shadow of judicial oversight is small).
With respect to alleged CIA targeted killings in Pakistan, one important
source of independent evidence is New America, which uses multiple
Western and Pakistani media sources to compile statistics on remote killings
in Pakistan.67 In several articles, Peter Bergen and Jennifer Rowland, of New
America, have argued that the data suggests that these formal procedures may
well be effective, given the precipitous decline in civilian casualties from
drone strikes, falling from a high of 12 percent of drone strike casualties in
2009 to “at or close to zero percent” by 2012.68 Bergen and Rowland attribute
this rapid improvement to the use of smaller munitions, improved drone ﬂight
technology, increased congressional oversight, and stricter executive branch
guidelines regarding the use of drones.69 Regardless, tallies of civilian deaths
remain an inexact science and Bergen and Rowland’s reports have been met
with some criticism.70 But it is noteworthy that even the London-based
Bureau of Investigative Journalism (BIJ), which is generally more skeptical
of the strikes, in addition to being skeptical of Bergen and Rowland’s
claim that close to zero percent civilians were killed during the ﬁrst seven
months of 2012, recorded a similar dramatic decline by 2012.71
In addition, as of the end of 2013, civilian casualties from drone strikes are at
their lowest level. That is partly the result of a sharply reduced number of
drone strikes in Pakistan and partly the result of more precise targeting.
According to data collected by New America, three to ﬁve civilians and
three to four “unknown” individuals – where it is not clear if the victims
were civilians or militants – were killed in drone strikes in 2013. Two other
organizations that track the CIA drone program in Pakistan, the Bureau of
Investigative Journalism and the Long War Journal, report zero to four civilian
deaths and fourteen civilian deaths, respectively, for the same time period.
Even a procedurally regulated use of targeted weaponry will remain highly
dependent, of course, on military intelligence about the enemy. The fewer
the resources on the ground, the more likely mistakes are going to be made,
including terrible losses of civilian life. To the extent that drones or air
strikes are used as the primary form of engagement, as for example in Yemen,
the greater the risk of error appears to be.72
What emerges overall is the beginning of institutional practices rooted in
the hazy intersection of the laws of war, the moral obligations of democratic
states, and evolving military capabilities. As a substantive matter, there are
many myths, confusions, and misunderstandings in public debates about
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drones and targeted killings. However, the technology and techniques of
drones do not raise exceptional legal issues; the question is whether the use
of force is justiﬁed regardless of whether the delivery of force is through a
drone, manned plane, or cruise missile. As a procedural matter, though, it
is extremely important that ﬁrst, the legal justiﬁcations for this power be
articulated fully, publicly, and as transparently as possible; second, that
the processes and institutional structures for making targeting decisions be as
accurate as possible at the identiﬁcation stage and are designed to minimize
civilian casualties; and third, that there be post-attack reviews and mechanisms
of accountability. That such processes are likely to be internal to the executive
branch does not remove the importance of formalizing legal safeguards.

6. the future of warfare
The United States is at the early stages of a profound but partial transformation
regarding the legitimate use of military force. An emerging imperative increasingly requires adjudicative-like individualized judgments about the particular
responsibility of speciﬁc individual “enemies” before military force can legitimately be used against them. This is a transformation from the traditional
status-based or group-based justiﬁcations for use of force against “the enemy”
to a more act-based or individuated justiﬁcation for when force is legitimate.
This change is being propelled by a combination of the inherent structural
differences between the nature of insurgent, guerrilla, and terrorist groups
today (the principal targets of military force by democratic forces in today’s
world) and the conventional armies of the past; by technological changes that
enable far more discriminating deployments of force; and by the post–World
War II emergence of a more general humanitarian sensibility, at least among
Western democracies.
This change is already beginning to be reﬂected in the evolving military
practices of dominant states. Military practice and moral arguments about this
change will move far quicker than legal change, but to this extent, this
transformation is also beginning to be reﬂected in the domestic laws of some
states and in arguments about obligations under international law. Military
practices, perceptions of morality, and legal obligations will mutually
inﬂuence each other as this transformation unfolds.
The ramiﬁcations of this emerging imperative to individuate enemy
responsibility are wide-ranging. Military forces will inevitably have to develop
analogues appropriate to the military context for the procedural protections
(hearings, evidence-based assessments, and the like) designed to ensure accuracy of adjudicative-like judgments of individual responsibility when coercive
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state power is deployed domestically. The United States military in its evolving
post–9/11 self-understanding has been doing that, and these types of procedural
protections will have to be credible if military force will be sustainable over
the long run in these contexts.
Similarly, it is also probably inevitable that courts will step in to play a
somewhat more signiﬁcant role to assess the use of at least certain exercises of
military force (perhaps more in the context of detention than military
operations themselves) than they have in the past. As the justiﬁcation for force
becomes more closely tied to ascriptions of individualized responsibility, the
courts will instinctively experience certain of these issue as closer to the kinds
of questions with which courts deal traditionally. Once the United States
recognizes that it is moving toward a regime of individuating enemy responsibility, at least to some extent, it is also perhaps inevitable that pressure will
arise from some quarters to insist that only the most traditional model for how
to assign those judgments – the criminal justice system – is ﬁt for this task.
But a central theme of this chapter is that the existing legal frameworks,
both domestic and international, do not provide a direct answer to the critical
legal question this transformed military context spawns. The question is not
whether terrorism is more “like” war or crime. Neither the legal regimes
for regulating war (primarily, international law) nor for regulating crime
(primarily, domestic law) were designed to reﬂect the emerging individuation
of responsibility toward which practice and morality are moving. The question
is how best to adapt either international law or domestic law or both to come
to terms with the perceived imperative to individuate responsibility while also
recognizing the functional and practical constraints under which military
power must inevitably be deployed.
While we seek to capture one important emerging strand in the practice of
warfare in certain modern contexts, we do not suggest that our account offers a
comprehensive descriptive or normative perspective on all forms of modern
military practice. Surely there will continue to be contexts in which traditional
armies of nation-states confront each other on conventional battleﬁelds, as in
the two recent wars the United States fought against Iraq. In addition, even
outside this traditional warring of nation-state armies, there will be many
contexts in non-conventional wars in which military force will continue to
be directed against groups of individuals believed to consist of enemy forces
(or against military objects, such as training camps, where such groups of
individuals are thought to be present). In these contexts, the traditional statusbased distinctions and justiﬁcations for the use of military force will continue
to characterize its use. But how might the emerging individuation of enemy
responsibility affect these more traditional contexts?73
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In one projection of the future path of the morality and law of the
use of military force, we might envision two distinct regimes that co-exist
side-by-side: a regime of status-based uses of force in more “traditional”
contexts alongside the more individuated regime of enemy responsibility we
described here. However, we might also ask whether it is plausible that two
such distinct regimes could be sustained in stark “acoustic separation” from
each other.74
In a different projection of that future, therefore, we might imagine that the
emergence of the more individuated regime will have moral or legal ramiﬁcations that spill back, to some extent, into the more traditional regime.
Professor Gabriella Blum, for example, speaks of the “changing nature of
the battleﬁeld” that is creating a military environment that “is increasingly
dependent on case-by-case judgments.”75 To the extent technologies of intelligence and military force enable more discriminating judgments even in more
traditional contexts between those enemy “soldiers” who pose a serious threat
and those who do not (by virtue of their speciﬁc role, for example, in the
enemy’s army), perhaps pressure will arise to reﬁne traditional status-based
attacks to more individuated, threat-based attacks.
We are not arguing that the use of military force in all contexts is moving
from a status-based to act-based regime; there are and will continue to be
many contexts in which the traditional status-based approach will continue to
be justiﬁed and legitimate, both morally and legally. But we have only dimly
seen that the fundamental imperative driving policy and argument on these
issues is the need to individuate enemy responsibility in a credible and
justiﬁable way. The more we grasp that fundamental transformation, the more
clarity we can bring to the creative act of deciding how to design military and
legal regimes that will appropriately reﬂect this transformed military, moral,
and legal environment.

notes
1 See, e.g., Hamdi v. Rumsfeld 542 US 507 (2004): American citizens held in the
United States as enemy combatants are entitled to habeas petition to challenge
factual basis of detention. Boumediene v. Bush 553 US 723 (2011): held the congressional act suspending habeas review for detainees at Guantanamo unconstitutional,
given the inadequate protections of Combatant Status Review Tribunals as thenconstituted. HCJ 769/02 Pub. Comm. Against Torture in Israel v. Government of
Israel (PCATI) [2005] (Isr.): restricted conditions under which the Israeli military
could select militants for targeted killing and mandated that all such killings be
followed by ex post independent inquiry to determine their appropriateness.
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2 Becker, Jo and Scott Shane, “Secret ‘kill list’ proves a test of Obama’s principles and
will,” New York Times, May 29, 2012: The Obama administration developed a set of
elaborate protocols for making the determination of whether and under what
circumstances to place enemy combatants on the “kill list” used for targeted killing
determinations.
3 The Supreme Court addressed the signiﬁcance of uniforms to military identity in Ex
Parte Quirin 317 U.S. 1 (1942): “The spy who secretly and without uniform passes the
military lines of a belligerent in time of war, seeking to gather military information
and communicate it to the enemy, or an enemy combatant who without uniform
comes secretly through the lines for the purpose of waging war by destruction of
life or property, are familiar examples of belligerents who are generally deemed not to
be entitled to the status of prisoners of war, but to be offenders against the law of war
subject to trial and punishment by military tribunals.” The emphasis on recognized
membership in an armed force was later codiﬁed in the Geneva Conventions.
Geneva Convention Relative to the Treatment of Prisoners of War, art. 4, August
12, 1949, 6 U.S.T. 3316, 75 U.N.T.S. 135 [hereinafter Geneva III]: prisoner of war
protections for militia or volunteer forces is made contingent upon their “carrying
arms openly” and “having a ﬁxed distinctive sign recognizable at a distance.”
4 Geneva III art. 4.
5 For example, in discussing the general power to detain someone in wartime, the
Supreme Court in Hamdi cited authority to the effect that: “The time has long
passed when ‘no quarter’ was the rule on the battleﬁeld . . . It is now recognized that
‘Captivity is neither a punishment nor an act of vengeance,’ but ‘merely a temporary detention which is devoid of all penal character’ . . . ‘A prisoner of war is no
convict; his imprisonment is a simple war measure.’” Hamdi v. Rumsfeld, at 518
(quoting Winthrop, William, Military Law and Precedents, 2nd ed. (Washington,
DC: War Department, 1920), p. 788.
6 Winthrop, Military Law and Precedents: “The capture and detention of
lawful combatants and the capture, detention, and trial of unlawful combatants,
by ‘universal agreement and practice,’ are ‘important incidents of war’” (quoting
Ex Parte Quirin, at 28, 30).
7 Geneva III art. 118: “Prisoners of war shall be released and repatriated without delay
after the cessation of active hostilities.”
8 Waxman, Matthew C., “Detention as targeting: Standards of certainty and detention
of suspected terrorists,” Columbia Law Review 108 (2008): 1365–1430, pp. 1382–1383:
“Al Qaida and other terrorist organizations do not generally identify their membership. They do just the opposite, operating in the shadows, blending in with local
populations . . . In these respects, terrorist networks take the identiﬁcation problems
long posed by guerrilla warfare to new heights.” Bradley, Curtis A., and Jack
L. Goldsmith, “Congressional authorization and the war on terrorism,” Harvard Law
Review 118 (2005): 2047–2133, p. 2113, which explains the difﬁculty of identiﬁcation.
9 Chesney, Robert, and Jack Goldsmith, “Terrorism and the convergence of criminal
and military detention models,” Stanford Law Review 60 (2008): 1079–1134, p. 1099:

.
3676 8B
:DD C
53
D7B C 8 C7 3 3 3 7 3D :DD C

B 697 B9 5 B7 3
B 697 2 7BC D /3
53
B 697 B9 5 B7 D7B C :DD C 6
B9

0

,1

3D

C

75D D D:7 3

B 697

B7

414

10

11

12
13

14

15

Drone Wars

“[A]ssociational status as a detention trigger is difﬁcult to apply to an amorphous
clandestine network such as al Qaeda. Beyond the leadership core, it is difﬁcult to
determine what degree of association with al Qaeda sufﬁces to warrant status-based
detention even if the facts can accurately be determined.”
In the detention context, Afghan detainees now routinely have the appropriateness of their detention evaluated on an individual basis. See generally Lt. Col.
Jeff A. Bovarnick, “Detainee review boards in Afghanistan: From strategic
liability to legitimacy,” Army Lawyer June (2010): 9–49; see pp. 9, 15–20,
and 22, which describe the evolution and structure of detainee review procedures
in Afghanistan. With respect to targeted killings, evaluation of the threat posed
by speciﬁc individuals dictates their inclusion or exclusion from the Obama
administration’s “kill list.” Becker, Jo, and Scott Shane, “Secret ‘kill list’ proves
a test of Obama’s principles and will,” New York Times, May 29, 2012: “Given the
contentious discussions, it can take ﬁve or six sessions for a name to be approved,
and names go off the list if a suspect no longer appears to pose an imminent
threat.”
Ofﬁcials associated with the targeted killing program in the United States have
apparently determined that strikes against individuals are, in fact, most appropriately directed at terrorist leaders rather than foot soldiers. Becker and Shane,
“Secret ‘kill list’ proves a test of Obama’s principles and will”: “William
M. Daley, Mr. Obama’s chief of staff in 2011, said the president and his advisers
understood that they could not keep adding new names to a kill list, from ever
lower on the Qaeda totem pole.”
Geneva III art. 118.
Among the critiques that Daphne Eviatar of the NGO Human Rights First
advances with respect to the current Detention Review Board system for detainees
in Afghanistan, for instance, is the fact that, fundamentally, military tribunals
conduct adjudicative proceedings and without the sufﬁcient trappings of the civilian justice system. Eviatar, Daphne, “Detained and denied in Afghanistan: How to
make U.S. detention comply with the law” (Washington, DC: Human Rights First
2011), which argues for the importance of providing legal counsel to detainees and
claims that the current system of “personal representatives” for detainees (who need
not be lawyers) is insufﬁcient as a substitute.
Bovarnick, “Detainee review boards in Afghanistan,” p. 38: aware of the importance
of perceived legitimacy and credibility, the military in Afghanistan has begun to
allow NGOs to observe the non-classiﬁed portions of proceedings in Detainee
Review Board adjudications.
Becker and Shane, “Secret ‘kill list’ proves a test of Obama’s principles and will,”
which reports that “names go off the list if a suspect no longer appears to pose an
imminent threat.” Bovarnick, “Detainee review boards in Afghanistan,” p. 29: “the
board must determine whether the detainee meets the criteria for internment and, if
so, whether continued internment is necessary to mitigate the threat the
detainee poses.”
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16 Mazzetti, Mark, Eric Schmitt, and Robert F. Worth, “Two-year manhunt led to
killing of Awlaki in Yemen,” New York Times, September 30, 2011. “Awlaki hit
misses al-Qaeda bombmaker, Yemen says,” Washington Post, September 30, 2011.
17 Grifﬁn, Jennifer, and Justin Fishel, Two U.S.-born terrorists killed in CIA-led drone
strike, Fox News, September 30, 2011.
18 Mazzetti et al., “Two-year manhunt led to killing of Awlaki in Yemen.”
19 Shane, Scott, “U.S. approves targeted killing of American cleric,” New York Times,
April 6, 2010. Fox News, “American-born cleric added to capture-or-kill list, called
‘terrorist no. 1,” April 6, 2010,
20 The US Treasury Department also added al-Awlaki to its list of Specially
Designated Global Terrorists on July 16, 2010. This froze any US bank account
he may have possessed, forbade Americans from doing business with him, and
banned him from traveling in the United States. See “U.S.-born radical cleric
added to terror blacklist,” Fox News, July 16, 2010.
21 Others have also explored the potential relationship between detention and targeted
killings. Matthew Waxman, for example, has asserted that the more tolerant standard of “reasonable care” that attaches to targeting decisions should govern, at
least initially, the decision to detain. Waxman, “Detention as targeting,”
pp. 1401–1404. See also Hakimi, Monica, “A functional approach to targeting and
detention,” Michigan Law Review 110 (2012): 1365–1420, p. 1366, which argues
against the utility of the binary combatant/non-combatant and civilian/non-civilian
division and in favor of proportionality test applied in individualized decision
framework.
22 Waxman, Matthew C., “The structure of terrorism threats and the laws of war,”
Duke Journal of Comparative and International Law 20 (2010): 429–455, p. 450.
23 Our thanks to Maj. Andrew Gillman, USAF, for addressing this distinction.
24 The terms “international humanitarian law,” “law of war,” and “law of
armed conﬂict” are all used to describe the legal regime governing the battleﬁeld,
with some disputation about whether they are fully synonymous or evolutions of
one from the other. See Geiss, Robin, European Journal of International Law 24
(2013): 722–729: book review of Claire Finkelstein, Jens David Ohlin, and Andrew
Altman (eds.), Targeted killings: Law and morality in an asymmetrical world (Oxford
University Press, 2012); book review of Roland Otto, Targeted killings and international law (Heidelberg: Springer, 2012); book review of William H. Boothby, The
law of targeting (Oxford University Press, 2012). For our purposes, the terms are used
interchangeably.
25 Gross, Michael L., Moral Dilemmas of Modern War: Torture, Assassination, and
Blackmail in an Age of Asymmetric Conﬂict (Cambridge University Press, 2010).
26 Benvenisti, Eyal, “The Legal battle to deﬁne the law on transnational asymmetric
warfare,” Duke Journal of Comparative & International Law 20 (2010): 339–359,
p. 341.
27 Martin, Matt J., with Charles W. Sasser, Predator: The remote-control air war over
Iraq and Afghanistan: A pilot’s story (Minneapolis, MN: Zenith Press, 2010), p. 104:
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“To us, the Predator is a longer-duration, lightly armed (and much less survivable)
version of an F-16.”
Ibid.
Luban, David, “What would Augustine do: The president, drones, and just war
theory,” Boston Review, June 6, 2012.
Finkelstein, Claire, Jens David Ohlin, and Andrew Altman (eds.), Targeted killings:
Law and morality in an asymmetrical world (Oxford University Press, 2012), p. 389:
for some perspective, this was exactly the argument that led Florence Nightingale
initially to oppose the development of the International Committee of the Red
Cross (ICRC) to monitor treatment of prisoners; as she wrote to the founder of the
ICRC in rejecting the organization: “Such a society would relieve governments of
responsibilities which really belong to them which they only can properly
discharge . . . and being relieved of which would make war more easy.” She
eventually changed her mind, of course. For an excellent account of the moral
ambiguities and complexities of these issues, see Anderson, Kenneth, “First in the
ﬁeld: The unique mission and legitimacy of the Red Cross in a culture of legality,”
New York Times, Literary Supplement, July 31, 1998 (review of Caroline Morehead,
Dunant’s Dream: Switzerland and the History of the Red Cross, [New York, NY:
Carroll & Graf Publishers, 1999]).
Nzelibe, Jide, “Courting genocide: The unintended effects of humanitarian
intervention,” California Law Review 97 (2009): 1171–1218, pp. 1197–1204, which
discusses the factors that led rebel factions in Darfur to behave intransigently at
peace talks in order to exploit the possibility that outside intervention could
force a favorable settlement to the conﬂict. Ryle, John, and Justin Willis,
“Introduction: Many Sudans” in John Ryle, Justin Willis, Suliman Baldo, and Jok
Madut Jok (eds.), The Sudan Handbook (Suffolk, UK: James Currey, 2011), pp. 27,
29, which similarly addresses disequilibrium created by foreign humanitarian
intervention.
Klaidman, Daniel, “Daniel Klaidman on the mind of a drone strike operator,”
Daily Beast, June 8, 2012: as an example, consider the following account of an
exchange between a drone operator and Harold Koh, Legal Adviser to the State
Department, when Koh commented that he had heard drone operators had a
“PlayStation” mentality: “The lead operator lit into Koh. ‘I used to ﬂy my own air
missions,’ he started, defensively. ‘I dropped bombs, hit my target load, but had no
idea who I hit. Here I can look at their faces. I watch them for hours, see these guys
playing with their kids and wives. When I get them alone, I have no compunction
about blowing them to bits, but I wouldn’t touch them with civilians around. After
the strike, I see the bodies being carried out of the house. I see the women weeping
and in positions of mourning. That’s not PlayStation; that’s real. My job is to watch
after the strike too. I count the bodies and watch the funerals. I don’t let others clean
up the mess.’” Martin, Predator, p. 53, where similarly, as Martin puts it: “I doubted
whether B-17 and B-20 pilots and bombardiers of World War II agonized over
dropping bombs over Dresden or Berlin as much as I did over taking out one
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measly perp in a car.” See Klaidman, Daniel, Kill or Capture: The war on terror and
the soul of the Obama presidency (New York, NY: Houghton Mifﬂin Harcourt,
2012).
Martin, Predator, p. 104.
Ibid., p. 108.
John Brennan, “The ethics and efﬁcacy of the president’s counterterrorism strategy,” speech given at the Woodrow Wilson International Center for Scholars,
Washington, DC, April 30, 2012.
Harold Koh, “The Obama administration and international law,” keynote address
at the annual meeting of the American Society of International Law, Washington,
DC, March 25, 2010.
Eric Holder, address at Northwestern University School of Law, Chicago, IL,
March 5, 2012.
For a signiﬁcant article on legal issues concerning the proper geographic scope of
detention and targeted killings outside conventional “hot battleﬁeld” settings, from
a former Human Rights Watch lawyer and national-security lawyer in the Obama
administration, see Daskal, Jennifer C., “The geography of the battleﬁeld:
A framework for detention and targeting outside the ‘hot’ conﬂict zone,” University
of Pennsylvania Law Review 161 (2012): 1165–1234. For a critical response to Daskal’s
attempt to resolve these issues, see Anderson, Kenneth, “Jennifer C. Daskal, The
geography of the battleﬁeld: A framework for detention and targeting outside the
‘hot’ conﬂict zone,” Lawfare, May 5, 2012.
Koh, “The Obama administration and international law”: “[A] state that is engaged
in an armed conﬂict or in legitimate self-defense is not required to provide targets
with legal process before the state may use lethal force. Our procedures and
practices for identifying lawful targets are extremely robust, and advanced technologies have helped to make our targeting even more precise. In my experience, the
principles of distinction and proportionality that the United States applies are not
just recited at meetings. They are implemented rigorously throughout the planning
and execution of lethal operations to ensure that such operations are conducted in
accordance with all applicable law.”
Klaidman, Kill or Capture, p. 220: Harold Koh argued for a legal theory called
“elongated imminence,” which Koh analogized to the battered wife syndrome
defense – if alleged terrorists showed a consistent pattern of violence, that should
be understood to meet the “imminence” standard, even if they were not about to
engage in any speciﬁc strike at the moment at which they were targeted. While this
“elongated imminence” legal theory might be appropriate for the context of
terrorism, whether it is consistent with prior understandings of imminent threat
under international law doctrines might be the subject of continuing debate.
Holder himself appeared to reject strict notions of temporal imminence for what
he instead called the “last window of opportunity” to stop an attack. Consider also
this striking passage on how the administration deﬁnes “imminence” from a speech
by John Brennan: “This Administration’s counterterrorism efforts outside of
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Afghanistan and Iraq are focused on those individuals who are a threat to the
United States, whose removal would cause a signiﬁcant – even if only temporary –
disruption of the plans and capabilities of al-Qaida and its associated forces.
Practically speaking, then, the question turns principally on how you deﬁne
‘imminence.’ We are ﬁnding increasing recognition in the international community that a more ﬂexible understanding of ‘imminence’ may be appropriate when
dealing with terrorist groups, in part because threats posed by non-state actors do
not present themselves in the ways that evidenced imminence in more traditional
conﬂicts.” John Brennan, “Strengthening our security by adhering to our values
and laws,” speech given at the Harvard Law School Program on Law and Security,
Cambridge, MA, September 16, 2011.
Brennan, “Strengthening our security by adhering to our values and laws.”
Ibid.
Koh, “The Obama administration and international law.”
Holder, address at Northwestern University School of Law.
Savage, Charlie, “At White House, weighting limits of terror ﬁght,” New York
Times, September 15, 2011.
Goldsmith, Jack, “Thoughts on the latest round of Johnson v. Koh,” Lawfare,
September 16, 2011. See also Blum, Gabriella, “The dispensable lives of soldiers,”
Journal of Legal Analysis 2 (2010): 69–124, p. 74: changing a form of warfare
“requires states to invest in military technologies that enable them to tell combatants apart from civilians and target the former without harming the latter. To do
this, they must often engage in individual-based determinations of the identity and
role of their target.”
The emerging American doctrine has striking parallels to the decision of the Israeli
Supreme Court on the lawfulness of targeted killing. Israel accepts a much greater
judicial role in overseeing military operations, thus leading to an earlier hardening
of the legal categories. Per the decision by President Aharon Barak, there are four
requirements: (1) “Information which has been most thoroughly veriﬁed is needed
regarding the identity and activity of the civilian who is allegedly taking part in the
hostilities”; (2) “Second, a civilian taking a direct part in hostilities cannot be
attacked at such time as he is doing so, if a less harmful means can be employed”;
(3) “Third, after an attack on a civilian suspected of taking an active part, at such
time, in hostilities, a thorough investigation regarding the precision of the identiﬁcation of the target and the circumstances of the attack upon him is to be performed
(retroactively). That investigation must be independent”; and (4) “Last, if the harm
is not only to a civilian directly participating in the hostilities, rather also to
innocent civilians nearby, the harm to them is collateral damage. That damage
must withstand the proportionality test.” HCJ 769/02 Pub. Comm. Against Torture
in Israel v. Government of Israel (PCATI) [2005], slip op. para. 40.
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How to Manage Drones
Transformative Technologies, the Evolving Nature of Conﬂict,
and the Inadequacy of Current Systems of Law

brad allenby
1. drones, law, and emerging technologies
Drones lie on the difﬁcult border of three different conceptual domains:
emerging technologies, the evolving nature of conﬂict, and the laws of war.
The ﬁrst two are characterized by extraordinary and growing complexity and
the third is a reasonably well-understood and fairly carefully deﬁned policy
and legal framework. Within the domain of the laws of war, also known as
international humanitarian law, drones do not engage issues of complexity
within the system, but rather raise questions as to whether this important
discourse and practice is still viable. That is, to what degree do drones lead
us to a radical reconceptualization of the laws of war given foundational
changes in technology and the nature of conﬂict? Rather than consider drones
as a speciﬁc element of war, which is how they are usually addressed, we
should consider them through a lens through which the future can be
glimpsed, presenting us with ideas and challenges that extend beyond the
demands of a single technology system.
Technological innovation, military operations and practice, and their
broader social and cultural impacts, have been co-evolving throughout history.
This process is often obvious: stirrups and composite bows privileged horse
warriors such as those from the Eurasian steppes; corned gunpowder,
developed by Europeans in the late fourteenth century, offered far better
performance than black powder; cast cannons mounted on ships favored
European navies during their global imperialist expansion; nuclear weapons
made some kinds of war too awful to rationally contemplate but provided
certain strategic advantages to nations that controlled them. However, most
military technologies with transformative power have also had profound
cultural implications. Gunpowder and cannon technology, for example, not
only shifted the power relationship between infantry and heavy cavalry
421
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(knights), but, also, because of the logistic and administrative scale required to
mount a campaign using them, privileged larger political and economic
powers over smaller entities.
In considering military technology, especially in a US context, it is important to walk a ﬁne line between appreciating the potentially revolutionary
impact of some technologies and avoiding the pitfalls of technological
determinism. In this regard, it is important to bear in mind the words of Qiao
Liang and Wang Xiansui of the Chinese People’s Liberation Army, who note
in their 1999 classic strategic analysis of how a country such as China should
compete militarily with the United States: “Observing, considering, and
resolving problems from the point of view of technology is typical American
thinking. Its advantages and disadvantages are both very apparent, just like the
characters of Americans.”1
In short, while it is important to consider the strategic, tactical, and
operational implications of new military technologies such as drones, and
while new technologies are an excellent lens to view a complex and rapidly
changing geopolitical and strategic space, it is also a fundamental mistake to
ﬁxate on any technology as a military and social competence.
Perhaps this point is best made by considering a few of the implications of a
technology system that today appears mundane and even banal: the railroad.
Because in many ways the world as it is now co-evolved with the railroad, it is
difﬁcult for us to understand how profoundly this technology changed life
for those in Western Europe or the United States in the 1840s and 1850s who
directly experienced its rapid expansion.
One might begin with a review of the way modernity has structured the
experience of time. Prior to the introduction of railroad technology, local
times were uncoordinated and varied unpredictably. In the United Kingdom,
London time differed from that in Reading by four minutes, and from that in
Bridgewater by fourteen. The United States, meanwhile, had more than two
hundred local time zones even as late as the 1850s. This situation, however,
was not dysfunctional. Travel between towns was by existing modes of transportation – by horse, walking, or canal – that did not require uniform coordinated time communication. And those activities that required coordination,
such as daily religious observance, were local such that differences of minutes
between communities were not relevant and went largely unnoticed. Indeed,
early railroad routes tended to be simple replacements for roads (from a mine
to a port, for example), and involved very few daily trains traveling long
distances with multiple stops. However, when railroads began to integrate
into regional networks, the lack of a uniform and precise time system became
increasingly problematic.
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If looked at historically, the railroad case study also illustrates the process of
cultural, social, economic, institutional, and cultural adaptations that such
changes require. For example, in the United States, developing uniform time
zones began with the actions of individual ﬁrms, largely because shared track
infrastructure was rare. Thus, time would be uniform for a particular company
but differ between companies.
At one point, for example, Buffalo, New York, was served by three railroad
companies, each running on its own time, while Pittsburgh, Pennsylvania, a
larger station, had six companies on six different running times serving ﬁrms
(and each ﬁrm also had its own station, so in many cases “changing in
Pittsburgh” would mean taking a tram or taxi from one company’s station to
another’s).2 Simply put, no one really knew what a global time system would
look like, so it had to be invented. And that process itself took time. By 1883 US
railroad companies managed to standardize to four time zones, but it was only
in 1918 that the United States created a legally mandated set of standard
regional time zones. Analogously, rapid and increasingly complex transportation networks required similar evolution in communication technology, so
railroads created signiﬁcant incentives for the development of telegraph technology, which in turn stimulated other developments that connected previously disparate communities. Over time, the secondary social, institutional,
and cultural implications of the railroads and telegraph were transformative.
Just as cannon and gunpowder created economies of scale that privileged
the power of the Renaissance princes of Europe and enabled the evolution
of the ﬁnancial and administrative sinews of the nation-state model of
international governance, so too did railroad technology generate its own
institutional changes.3 This was because, as railroads grew into transportation
networks, they became by far and away the most complex structures for the
development of new ﬁnancial and administrative systems that capitalism had
yet produced. Modern managerial capitalism, with the idea of division of labor
extended from the factory ﬂoor to white-collar administrative and managerial
levels, became an operating necessity once the railroads were a core part of the
economy. Capital-intensive physical infrastructure created a huge demand for
liquid ﬁnance, which not only changed ﬁnancial institutions and instruments,
but also led to the development of innovative fraud schemes on the part of
budding magnates. At regional and national levels, railroads created
economies of scale that ushered in an age of monopolies and trusts (and,
eventually, regulatory responses such as anti-trust law).
Because railroads dramatically lowered the price of bulk goods and
increased their speed of transport, prices for commodities ﬁrst converged in
national markets and then internationally. The increase in agricultural
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demand that railroads enabled, combined with the bulk commodity capability
of railroads, helped make industrial agriculture economically feasible. This, in
turn, transformed vast regions of the world, such as the American Midwest,
which went from swamp to breadbasket with all the ecological and social
challenges that this implied.
These changes were not limited to institutional, economic, and physical
realms of society. Railroads were also psychologically disconcerting to many.
Many critics saw them as obliterating the “natural” sense of place and rhythm
that slower and less aggressive transportation technologies represented. In
addition, they were viewed as commodifying people, who complained of
being treated like so many packages rather than as unique individuals. Railroads were the ﬁrst mass transportation technology and, as such, they led to a
set of critiques that have subsequently been applied to many other signiﬁcant
technological innovations.
Railroads had substantial military and security implications as well. Most
people are familiar with the contribution that a strong railroad infrastructure
provided to the war effort of the North in the American Civil War, but an
equally if perhaps less well-known case is provided by the Prussian experience.
When in 1848 unrest broke out across Europe in reaction to the conservative
absolutism that leading states had attempted to reimpose following the trauma
of the Napoleonic Wars, Prussia was able to maintain order in part by using its
railroad network to rush troops to where they were most needed. This gave the
Prussian leadership experience in rail-mediated conﬂict management, as well
as a healthy respect for the military and security advantages a good rail network
could provide. Thus, the Prussians established the Prussian Railway Fund to
support construction of lines that might not be commercially viable but were
militarily valuable, and they designed their commercial railroad cars so that in
times of conﬂict they could easily be repurposed to carry soldiers, horses,
and military equipment. Prussian mobilization plans were based on railroad
technology, with each regiment assigned to a speciﬁc rail station that was
designed to allow for both commercial trafﬁc and the efﬁcient loading of
military trains.
However, powerful technologies are always disruptive. Accordingly, while
Prussia seized a technological opportunity, many regions and countries
explicitly rejected it, with signiﬁcant consequences for their future military
prowess. The French and the US South, for example, were lukewarm on
railroads for fear they might shift power between social classes. In Russia and
Austria, the ruling elites deliberately stiﬂed the spread of railroad technology
because they feared destabilization of their feudal economic and class
structures. However, rejecting a new technology only works where one’s
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cultural and geopolitical competitors do the same. The South lost the
Civil War in part because of its failure to industrialize and adopt modern
technologies, especially the railroad. And the Austrian Empire was stunned
when in 1866 it lost the battle of Koniggratz to Prussia, still a relatively minor
state. In these and other instances (e.g., the Franco–Prussian War of 1870), rail
technology was not the only factor – among other things, the Prussians had the
advanced needle gun, a militarized society, and brilliant military leadership,
exempliﬁed by the Prussian General Staff – but it was certainly a major
element of the outcome of the conﬂict. Still, it is worth noting that the
Prussian mobilization for the Franco–Prussian War was characteristically
ﬂawless, and their railroad-centric plan worked to perfection, while the
French mobilization was confused, chaotic, inefﬁcient, and, in the end,
ineffectual.4
The railroad example illustrates the fundamental point that all but the most
specialized military or security technology systems will impact civil society
and, similarly, virtually any serious technological innovation will have military
and security implications. The categories that we use to think about such
things – bins labeled “military,” “security,” “civilian,” “technology,” and many
others – are both useful and adequate, but they can lead to a failure to
acknowledge underlying connections that are critical for rational strategy
and policy development.
Economic historians have developed the idea of “long waves” of innovation, sometimes called “Kondratiev waves” (after the Russian economic
historian Nikolai Kondratiev) to address the fact that major technology systems
co-evolve with other technologies, institutions, economic trends, and social
and cultural patterns. These waves are characterized by decadal patterns of
economic growth and retrenchment linked with a core transformative technology or set of technologies. Although the existence of such waves is debated
and there is room for differing interpretations as to which changes constitute
long waves, key examples include the textile manufacturing technology cluster initiated the Industrial Revolution around 1750 in the United Kingdom;
the rail and steam innovations created a long wave that extended from around
1840 to 1890; the cluster of new materials and related energy advances,
including the development of steel and harnessing of electricity that ran
from about 1890 to 1930; and the links between petroleum processing, the
automobile and aircraft, and associated mass consumption and mass transportation, which served as catalysts for a wave from around 1930 to 1990.
There are several points about transformative technology systems that are
critical for a reﬂection on drones. First, regardless of how one chooses to
deﬁne and analyze each of these examples, the general idea of technology
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clusters is useful for understanding historical patterns. Second, powerful
technology systems destabilize and restructure human systems and institutions
at multiple scales and are likely to also change natural systems. Railroads, for
example, opened up continental interiors to industrialized agriculture, which
in turn supported a greatly increased global human population. Automobiles
not only enabled a complementary built environment but also profoundly
impacted the atmosphere and the climate. In this way, each modern technology cluster or long wave of innovation has played a role in transforming
people’s connections to the world and even the natural environment.
Third, each of these processes has been accompanied by ever-increasing
levels of complexity; especially as global human-built and natural systems
become more integrated with each other, as well as evermore interdependent,
such that changes in any single system create wider and more profound
changes across other systems. As a result, changes in technologies with
potential military and security implications, such as cyber or geoengineering
(e.g., deliberate manipulation of solar insulation) not only have immediate
implications for operations, tactics, strategy, and policy, but also rapidly and
unpredictably affect civil systems at regional and global scales. This phenomenon is of great signiﬁcance in that it increasingly blurs the boundaries that
have been applied to categories such as “military” or “civilian.”
Such implications are of particular concern given that we now face rapid
and accelerating evolution of not just one but ﬁve powerful foundational
technology systems. These technology systems, sometimes called the “Five
Horsemen,” include nanotechnology, biotechnology, robotics, information
and communication technology, and applied cognitive science. Taken
together, they are generating fundamental and unpredictable shifts in both
single sectors and across the entire technology frontier. They can be understood as the next evolutionary step in an ongoing process through which
humans have sought to gain mastery over the Earth and its natural, human,
and built environments.
Nanotechnology extends human design to the atomic level. Synthetic
biology extends it to the smallest functional elements of life. Information
and communication technology creates social networks of unprecedented
complexity and scale and gives every individual the accumulated memory of
civilization via powerful search engines, thereby enabling evermore-potent
virtual and synthetic realities that encourage the integration of the physical
and informational worlds. Robotics link applied cognitive science and
biotechnology, connecting living and non-living domains in ways that are
obvious (e.g., robots that expand on existing human activities) and less obvious
(e.g., research to enable humans to be directly wired into weapons systems via
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sophisticated computer–brain interfaces). Applied cognitive science informs
the accelerating diffusion of cognition across integrated techno–human networks, and provides the theoretical and experiential support for development
of increasingly autonomous robotic systems. While we may not be able to
know what world these emerging technologies will help create, it is certain
that they will be transformative in ways that will profoundly shift current ideas
of social order, in ways analogous to prior revolutionary technologies, and in
ways that defy current understanding.5

2. the changing context of conflict
No military technology can be understood outside of cultural, social,
economic, and institutional contexts, which impact the nature of conﬂict.
From the perspective of those responsible for military and security domains in
today’s world, the effects of these changes add important additional layers of
uncertainty and complexity to the management of armed conﬂict. To understand these challenges, it is useful to consider four basic observations
with associated strategic implications, which should be recognized for viable
long-term military and security technology policies.
First, developed countries generally, and the United States speciﬁcally, are
becoming less tolerant of combat fatalities and engage in warfare in a manner
that leads to signiﬁcantly lower death rates for members of their armed forces.
In World War I, single battles sometimes killed more than half a million men.
For example, more than 500,000 were killed in the First Battle of the Marne;
800,000 were killed at Verdun; and more than 1.1 million were killed in the
Battle of the Somme. In comparison, around 58,000 US soldiers were killed in
the entire Vietnam conﬂict. And, from the initial invasion of Afghanistan in
2001 and the invasion of Iraq in 2003 through the end of 2013, there have been
less than 6,800 US military deaths. In general, civilian deaths in conﬂict zones
have also been signiﬁcantly reduced and there are increasing pressures to
further reduce what has come to be known as collateral damage.
The strategic implication of drones and related technologies, as well as more
advanced future systems that involve computer–brain interfaces that connect a
remote human to a weapons platform, are critical because they remove humans
from the line of ﬁre. This may reduce military casualties even more while
greater accuracy may potentially limit civilian deaths during conﬂict.
However, a subtler strategic implication of this shift is that the successful
implementation of new technologies that reduce combat deaths may
lower the threshold for initiating conﬂicts. This may lead to more violent
interactions and more warfare, and all of the resulting implications.
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Second, militaries in industrialized nations are faced with unfavorable longterm demographic trends in that as societies age, there are fewer physically
active individuals available for military service. Moreover, as that pool shrinks,
the military will be competing with industry, raising the possibility that
recruitment cohorts will become less educated and less technologically sophisticated over time. Added to this challenge is the fact that in many of the more
chaotic regions of the world, such as sub-Saharan Africa and the Middle East,
there is the opposite problem: very young populations in which growing
numbers of men are entering stressed economies that offer few job prospects
and limited opportunities.
One of the strategic implications of this trend is that autonomous technologies will become far more common. This translates to a military environment
that will mirror a trend that has dominated economic development from the
beginning of the Industrial Revolution in which capital substituted for labor.
The subtler strategic implications of this shift is that non-traditional populations, such as women in some cultures, will be increasingly recruited into full
combat roles, and countries that are culturally able to tolerate high levels of
immigration may link military service with legal immigration and perhaps
citizenship to ensure fully staffed armed forces. More speculatively, identifying
potential military roles for seniors could help allocate younger soldiers to
appropriate positions.
Third, the increasing complexity and information density of the combat
environment itself means that the cognitive function of the warrior will be
extended across technological networks. Furthermore, cognition within the
military will be understood and designed as a network function, rather than as
a collection of isolated individuals operating in tandem. That is, the linkages
between military personnel will evolve in relation to new technologies, and
machines and humans are likely to be intimately connected through modes of
networking that redeﬁne the relationship between individual soldiers, larger
units, and various missions. The strategic implication of these changes is
that far more cognitive processing power must be designed into emerging
military technologies, with the human component of the system performing
those functions that it is best at (e.g., pattern recognition). This will also drive
development and deployment of increased, albeit bounded, autonomy for
technological systems.
The subtler strategic implications of these shifts include vast transformations
of military cultures and the laws of war, which are currently premised on
individual liability and traditional assumptions of human responsibility
leading to accountability. In a sufﬁciently complex augmented cognition
network, such assumptions need to be revisited. While individual responsibility
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may still apply in many circumstances, it would be naive to assume that these
ideas will deﬁne the only modes of human accountability without explicit and
ongoing analysis.
Fourth, militaries are increasingly aware of the high and rapidly accelerating levels of complexity, both technological and geopolitical, within
which they must operate and provide security. The challenges posed by
increasing complexity range from unpredictable technology developments
in domains, such as cyber or biotech, to understanding and managing
the implications of major non-traditional opponents. Different and more
complex practices will be needed if traditional forms of conﬂict are
augmented by non-state, non-geographically situated, amorphous extremist
movements. This is highlighted by particular strategies such as the use of
suicide bombers, who are generally understood as non-combatants and
may become combatants only for short periods of time that can be difﬁcult
or impossible to predict.
The strategic implication of these shifts places increasing pressure on
militaries – especially those active against non-traditional opponents – to
engage in a deep and reﬂective study of the assumptions underlying their
activities. This is important not just to maintain and enhance operational
effectiveness, but also to discuss and negotiate new international agreements
without inappropriately undermining operational effectiveness and security.
As regards the use of drones, for example, is it the technology that so many
critics focus on that represents the main problem, or is it the changing
geopolitical shifts to which the military must respond? If it is the former,
critics and their military targets may be able to achieve some accommodation.
However, if it is the latter, it is likely that the military, because of its operational experience, will perceive and understand the shifts far better than
critics with limited knowledge of managing the actual projection of force
and no responsibility for the civilian and military damage resulting from
breakdowns in security. In this context, a mutually satisfying solution may
not be possible because addressing critics may pose unacceptable costs
regarding mission effectiveness and national security.
Subtler strategic implications include the fact that militaries need
to avoid focusing too much on emerging technologies, because major
elements of their missions, especially those dealing with non-traditional
opponents, cannot be addressed through purely technological responses.
In an era of cyber conﬂict, new versions of asymmetric warfare involving
non-traditional globally organized opponents will force militaries to focus
not only on protecting their states and societies from unrestricted warfare,
but also on complex and integrated visions of long-term security. That is,
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many elements of the larger social structure, such as areas of economic
vulnerability, may pose the greatest risks.6
Consider some of the ways in which conﬂict has become more complex
over the several decades. Most obviously, the sorts of wars that countries
currently ﬁght are not traditional military-to-military conﬂicts in the classic
European sense. That is, conﬂicts in the Afghanistan–Pakistan region (AfPak),
Iraq and the surrounding region, the former Yugoslavia, former French
African colonies, and even Vietnam are very different than state contests that
deﬁned the Napoleonic Wars or the First or Second World Wars. Recent
European and American conﬂicts have not been for the conquest or control of
territory or for the establishment of colonies, but to achieve ideological aims,
defeat disfavored elites, and support greater global integration in line with
national security objectives. This is certainly the case for most Cold War–era
conﬂicts and arguably true for post–Cold War conﬂicts as well.
Armies do not congregate and meet each other on the ﬁeld of battle as used
to be the norm; indeed, one reason drones are being used as they are by the
US troops is that, in the very real conﬂict between established states and
Islamic jihad, there is no geographically deﬁned “ﬁeld of battle.” An even
more abstract battle space is found in cyber conﬂict and in other emerging
threats, especially if cyber conﬂict is understood to include criminal
harassment and hacking or disrupting civilian systems.
These four key points and their strategic implications and impact on the
growing complexity of conﬂict are illustrated in Figure 6. This visual description reinforces an important point: many of the assumptions and conceptual
frameworks that have been stable over the past centuries are increasingly
contingent. Some more obvious examples include a growing acceptance that
some of the internal activities of states, such as institutionalized violence and
discrimination based on race or religion, are unacceptable and even illegal
and, at times, may lead to intervention by the international community.
Similarly signiﬁcant, and widely recognized, is the growing importance and
power of non-state actors. These developments should not be understood
as suggesting, as some simplistic formulations claim, that the nation-state is
obsolete. Rather they undermine the assumption that the nation-state is the
only key relevant actor within modern international law in general and within
the laws of armed conﬂict more speciﬁcally.
Moreover, the moving parts of this complex system are all interconnected.
As the missions and goals of conﬂict change, and the geographic certainty
that used to bound combat becomes increasingly questionable, technologies
such as drones, autonomous robotic systems, and cyber are used in ways not
encompassed by existing norms and legal agreements.
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figure 6. Mission-level and technology level ﬂow chart
Note: CBI: Computer brain interface
WMDs: Weapons of mass destruction
Source: Allenby, Braden R., The theory and practice of sustainable engineering (Upper Saddle
River, NJ: Prentice-Hall, 2012), p. 294. Used by permission

Figure 6 illustrates the four major domains of rapid change that are
affecting military and security operations, tactics, strategy, and policy. These
four domains are described here as “revolutions” to highlight their profoundly
transformative nature. They are: Revolutions in Military Technologies, Revolutions in Nature of Conﬂict, Revolutions in Civilian Systems, and Revolutions in Military Operations and Culture. Note that the ﬁgure suggests that
these domains are independent; however, that is for purposes of exposition
only, because in reality they co-evolve, which is one reason they create so
much unpredictability, uncertainty, and complexity.
The ﬁrst of the four major domains identiﬁed, Revolutions in Military
Technology (RMT), is perhaps the most immediately relevant to drones and
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to the development of increasingly autonomous systems. Perhaps the most
salient observation is that while most attention in this area has been focused
on individual technologies, their cumulative effects across the technological
frontier has tended to be overlooked. This means that inadequate attention is
focused on the larger implications of these changes and the signiﬁcance of
entire suites of inter-related technologies (e.g., the designed warrior or grid
computer linked robotic systems across time and space). This presents some of
the most signiﬁcant real operational, tactical, strategic, and policy challenges.
This is especially true because the complexity of these systems makes them
unpredictable, and their management requires not targeted interventions or
responses, but the development of a core competence of agility and adaptability in the face of fundamental uncertainty.
Revolutions in the Nature of Conﬂict (RNC) have been part of warfare for
thousands of years. Here, as with the transformative technological changes,
substantive shifts in conﬂict are not sudden and discontinuous, but rather are a
conﬂuence of trends that create accelerating and unpredictable evolution.
This destabilizes existing foundations of law, morals, policy, and strategy. One
way this occurs is by dislodging the nation-state (which is premised on respect
for a vision of sovereignty once understood to mean that states had the
absolute right to do what they wanted inside their borders) as the primary or
sole actor within international affairs.
Over the past sixty years, with growing intensity and speciﬁcity, traditional
ideas of sovereignty have been eroded through the creation of a broad human
rights framework. More recently, the transformative nature of this idea is seen
in the “responsibility to protect” (R2P). This principle places an obligation on
countries not directly involved in particular conﬂicts or situations to intervene
in the affairs of other countries under circumstances where the state is responsible for profound human suffering or unable to address the situation. While
the sorts of incidents that have led to the development of this principle are not
new, such as the severe repression directed toward local populations in the
Balkans, Rwanda, and other regions and countries, the 2005 UN initiative to
establish R2P represents an emerging and contentious extension of existing
humanitarian law (and this shift is opposed by many countries, including
China and Russia, which have difﬁcult internal conﬂicts and oppose this idea,
possibly fearing Western intervention). Such shifts in the primacy of the
nation-state and traditional commitments to sovereignty represent profound
challenges to existing worldviews and dominant legal structures and may lead
to a reconceptualization of how legal force is understood.
On a more mundane level, the structure of conﬂict has also become more
complex. Much strategic thinking and an intricate body of humanitarian law
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developed as a result of the traditional battles that characterized European
warfare during the eighteenth, nineteenth, and twentieth centuries. Starting
in the middle of the twentieth century, counterinsurgency (COIN) conﬂicts
have became more common. This challenge is still evolving; and there is still
no adequate consensus regarding the proper way to manage conﬂicts between
nation-states and non-state actors, such as guerrilla organizations operating
within a nation and, more recently, with global terrorism groups spreading
over multiple locations. Such conﬂicts are not as deﬁned by time and space as
more traditional conﬂicts and raise speciﬁc operational, tactical, strategic, and
policy questions.
Perhaps the most interesting recent evolution of these challenges is found
in cyber conﬂict, which raises extremely difﬁcult questions of attribution,
nation-state control over global botnet assets (a “bot net” or “zombie army”
is a large group of computers that have been surreptitiously captured by illegal
software so that they can be used to, for example, launch spam or denial of
service attacks on targeted websites), and, indeed, what constitutes conﬂict to
begin with (at least for purposes of enabling a legal armed response).
From a technological and sociocultural perspective, a signiﬁcant source of
additional complexity is the increasing intermixing of police functions with
traditional military combat operations. This situation, common in places such
as Afghanistan and Iraq, creates substantial stress, as these are very different
activities with very different psychological and legal frameworks. This radically
expanded mission increases complexity and also affects technology choice.
For example, a weapon like an Active Denial System (ADS) that generates
strong but non-lethal pain through microwaves or other means, thereby
dispersing mobs and crowds without causing them permanent damage, is
not particularly effective in a combat situation but could be quite useful in
a policing situation. Equally confusing is that where police and military
missions are intermixed, there may be confusion as to the correct body of
law to be applied. The laws of war forbid targeting non-combatants, so in a
military situation, the ADS could not be used to speciﬁcally target civilians,
whereas in a policing situation, where other laws apply, it could be used,
especially if the alternative were lethal force.
Revolutions in Civilian Systems (RCS) is a large category reﬂecting the
many changes in social and civilian systems that affect technology and
warfare. For example, the continuing rise of what the analyst Samuel
Huntington has called civilizational non-state actors, such as Islamic fundamentalist movements and activist groups such as Aum Shinrikyo, represents
a complex intermingling of civilian and security challenges and cultures.
Equally challenging is the increasingly rapid transfer of technologies designed
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for military and security missions into civilian life, where their impact is much
different. For example, a quadrotor, a pilotless helicopter-like vehicle that is
commercially available, which nicely supports COIN operations, raises
much different implications when used in the domestic environment by a
local police force, a divorce lawyer, or a political party. It does not take much
imagination to see that the set of technologies conceptually linked to drones –
including ground robots, GPS, data mining, and radio frequency identiﬁcation, which are effective in mixed-conﬂict situations – may have complex,
troubling, and possibly illegal results when used in peacetime settings. This
may well be true whether they are deployed by a government seeking to
maintain high security standards or by civilians with various interests.
Finally, there are Revolutions in Military Operations and Culture (RMOC),
which have a broader impact than many people realize. After all, an internal
military culture, backed by substantial training, is a major reason that modern
militaries, from the United States to European states to China, maintain their
norms and compliance standards. In addition, the structure and social norms of
a country’s military is also a major determinant of the potential for coups,
political instability, and military intervention in domestic governance. The
internal military culture is rapidly changing as conditions of conﬂict are transformed. For example, the military model in most developed countries is to
create a volunteer, professional, and highly trained military core force around
which additional forces (e.g., National Guards) can be assembled when necessary. But when part of the core mission is to protect civilians and the built
environment and to minimize violence, as in many of the deployments in AfPak
or Bosnia, these efforts begin to look a lot more like policing, an activity to
which only specialized parts of the military culture are adapted, such as the US
Military Police.
Drones, of course, create and reﬂect similar cultural and institutional issues.
If they are used in a policing environment, lethality is a last resort, and
generally the domestic law of the state where the operation occurs applies.
If drones are used in a war zone by military forces, they are under tight
operational control and must meet the requirements of applicable law (one
may argue about the correct choice of law and interpretation of law, but
not whether US forces are committed to following the law as determined
by the government). However, if drones are used by covert and intelligence
forces the applicable law and restrictions on operations are both less clear
and less transparent.
Technologies often change cultures. One of the major questions posed is to
what extent will the psychology and culture of military organizations like
the US Air Force be changed by drone technology. Many initial critical
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analyses of drone technology have focused on the superﬁcial similarity
between drone operations and gaming, arguing that drones may trivialize
killing by turning war into a video game. However, actual research on drone
operators has shown that the stresses and psychological effects of operating
a drone are far more complex than initially believed.
This conceptual mapping illustrates the complexity of the issues surrounding emerging military/security technology systems such as drones. The scope,
degree, and depth of these transformations require new understandings as
outlined in this typology: RMT, RNC, RCS, and RMOC. What is most
important here as regards the debate over drones is the suggestion that the
usual dialogue around emerging technologies is overly simplistic and superﬁcial. A more substantive and engaged review of drones and their integration
into a rapidly changing environment raises questions as to whether the current
laws of war are adequate to meet the challenges of emerging technologies and
their transformative nature.

3. the laws of war
The laws of war can be deﬁned as:
[T]he customary and written laws and regulations, and associated practices,
that generally govern the initiation of, and conduct during, and after, conﬂict
situations, including but not limited to, LOAC/IHL [Laws of Armed
Conﬂict/International Humanitarian Law].7

Traditionally, the laws of war have covered three separable but inter-related
domains: jus ad bellum, the rules covering the legality of engaging in war; jus
in bello, the rules covering how a war is legally fought and managed; and, less
traditional but increasingly of interest, jus post bellum, or the rules associated
with legal occupation and the management of post-conﬂict societies.
Like all systems that regulate human behavior, the laws of war rely on a
number of basic assumptions, many of which are implicit and exist on an
unconscious level. Technological evolution, especially at current scale and
speed, is highly destabilizing and is augmenting rather than reducing the
complexity of conﬂict and its regulation. As such, current laws of war may
be inadequate in whole or in part for addressing emerging issues regarding
conﬂict.
Consider, for example, how two of the primary assumptions underlying the
laws of war – that nation-states are the primary parties to a conﬂict and that
there exists clarity as to the geographical site of conﬂict and acts of war – are
inapplicable to at least two of the major threats in the world today: the
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challenges posed by a global fundamentalist Islam movement and the
challenges of cyber conﬂict, whether between states or involving states and
non-state actors of various types. A global Islamic jihadist movement is
a powerful ideological and, in places, physical force, and yet it has no
geographic center. When challenged in Asia, the movement may well
reappear in Africa or somewhere else. Dominant methods of physical attack,
such as terrorist bombings, can be deployed virtually anywhere with relatively
limited logistical and bureaucratic structures. Cyber conﬂict poses different
difﬁculties. For example, in cyber conﬂict it may be extremely difﬁcult to
know the identity of what force is behind an attack and whether the force is
that of a state, a non-state actor, or some combination of the two.
Both of these cases also illustrate how the physical nature of warfare is
changing. The laws of war are ill-suited to conﬂict where the same individual
shifts from being a civilian to a combatant and back again, and travels in either
status around the world to launch attacks. The solution within traditional laws
of war is that if a person is in a geographical space deﬁned as a battleﬁeld and
is a combatant, he or she can be attacked; if not a combatant, he or she cannot
be attacked. However, if the person is a criminal, arrest should be made
regardless of location (though he or she may be extradited to where charges
originated) and then processed through the criminal justice system. This
system, however, has become obsolete. In many cases, there are simply no
deﬁnable battleﬁelds. Indeed, the idea that there is still a condition called
“war” that is separable from other conditions of conﬂict and conﬂict management may, in fact, be naive. If the conﬂicts of the future – whether between
nation-states, superpowers, or nation-states and non-state actors – are to involve
unrestricted warfare, such as where the use of ﬁnancial instruments may be
as “weaponized” in their destructive powers as missiles, then the laws of
war have indeed been destabilized.
However, it is also legitimate to note that many of these observations, while
exacerbated by current geopolitical trends, are not new. In fact, what the
future holds may not involve the substitution of “traditional combat”
by unrestricted warfare, cyber conﬂict, and complex non-state actor conﬂicts,
but rather an augmentation of a set of existing issues. In this way, the portfolio
of conﬂict conditions is expanding such that operations, tactics, strategies, and
policies must evolve to cover a broader and more complex set of challenges
that extend beyond traditional understandings. In other words, just as Newtonian physics was augmented, but not replaced, by quantum mechanics and
relativity, so the forms of combat to which the laws of war apply may come to
be understood as a particular element of a larger and more complex and
multidimensional understanding of conﬂict.
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The most important observation to be drawn from this reﬂection is that it is
unlikely that the evolution of military technology, conﬂict, and related social
and political transformations have rendered the laws of war irrelevant. On the
one hand, the pervasive and accelerating change hinted at above is clearly
challenging the doctrines and principles created and reﬁned under different
and signiﬁcantly less complex conditions. On the other hand, it is also
clear that few human systems change completely and discontinuously; even
fundamental changes in economics, institutions, technologies, and geopolitics
have deep roots in past events, and develop gradually, although they sometimes appear to be completely new. Moreover, the laws of war and, more
generally, the study of war have developed over millennia and reﬂect the
wisdom of many cultures. It is worth remembering how many military strategists around the world, not to mention business students, continue to read
Sun Tzu’s The Art of War.8 To assume that such a robust tradition would
become completely irrelevant to current conditions is a strong claim indeed.
The more appropriate questions are ﬁrst, how do we redeﬁne the domains of
the laws of conﬂict and strategy to recognize the challenges raised by new and
emerging technologies, new forms of conﬂict, and a rapidly changing geopolitical context? Second, how do we know when the traditional laws of war apply
and when they require augmentation or replacement? Third, how do we work
out the new operational implications, tactics, strategies, policies, laws, and
norms that are appropriate for current and future challenges?
Answering these questions effectively is neither easy nor trivial for a number
of reasons. To begin, much of the analytical framing of conﬂict, especially
among those who are deeply engaged with immediate challenges of security,
military operations, and associated human rights issues, is imbued with potentially obsolete assumptions and institutional pressures and structures. Because
of this, developing the ability to clearly perceive and analyze new conditions
and non-traditional warfare will be difﬁcult. Additionally, all dimensions of
the relevant space are evolving, usually at rapidly accelerating rates, creating a
difﬁcult analytical challenge, even if perception and awareness were clear.
Moreover, as in AfPak or Iraq, the traditional and non-traditional overlap in
ways that make many analyses overly simplistic: policing, crowd control,
COIN, and combat overlap in confusing ways, sometimes in the same battle
zones, and cyber elements have already become central to many military
operations. The element of complexity and the associated increases in unpredictability and uncertainty have always been troubling to military and security
strategists and policymakers. Today the challenges are truly daunting; nonetheless, there is no choice. It is our world that has forced this enhanced
complexity upon us.
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4. observations about drones
It can now be seen that much of the public discussion concerning drones is
superﬁcial in that it assumes that the existing laws and norms governing
conﬂict are appropriate and adequate. This seems particularly true of some
of the less analytically sophisticated critics of US policy, many of whom fail to
appreciate the differences between the world of traditional combat between
nations and the current environment, which is much more complex. However, those responsible for the military and security activities of the United
States neither have the luxury of clinging to outmoded perspectives on the
world, nor can afford to fail to understand that the nature of national security
challenges have changed and will continue to change in dramatic and
difﬁcult ways.
This is not to suggest that those managing US security interests have done
everything right, or that well-founded criticism is not important and necessary.
After all, understanding and acknowledging fundamental shifts in the operating environment means that the speciﬁc responses selected are more likely to
be correct and responsibly managed. Nevertheless, good analyses, strategies,
and policies require a clear understanding of underlying conditions. Although
we do not have a complete understanding of how conﬂict is changing,
pretending that past assumptions are still fully viable is increasingly
inadequate, and, indeed, dysfunctional.
However, one point is clear: it is not a particular technology system –
drones – that is, itself, a problem. Rather what is at issue is the complex ways
in which drones are currently being used and the implications of these
actions. Thus, for example, a drone deployed by the US military in an attack
within an established war zone operates under existing law of armed conﬂict
and its targeting and attack activities are strictly controlled and monitored to
ensure such compliance. A similar drone operated by an intelligence agency
may use different procedures because the laws of war do not fully govern
espionage activities. If a drone on a targeting mission were to be piloted by
private entities, such as mercenaries, there would be still different laws
governing their use. Moreover, drones used for policing activities would be
used differently and, again, would operate under another set of rules than
those being used in support of combat operations in a deﬁned theater of war.
Increasingly, drones are being used domestically by civilians (there are
already some effective and inexpensive quadrotors with cameras available on
amazon.com), as well as by military and government entities. This raises many
issues of privacy and safety. Nevertheless, to date there has not been a reported
case of a drone or quadrotor being used as an attack platform in the United
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States, although it is probably only a matter of time before such an incident
occurs. When a private individual uses one of these machines in this way
within the United States, it will be a criminal matter. When a government
agency uses drones to project force, the usual legal standards will likely apply.
However, the politics of this issue might become quite complex; it is doubtful
that libertarians will appreciate ﬂeets of domestic surveillance drones, but one
wonders if the National Riﬂe Association would view armed drones as simply
another expression of the US Constitution’s Second Amendment.
Major technological change has always tended to destabilize existing
psychological, institutional, social, cultural, and economic frameworks,
especially institutions such as national and international law that are intended
to support social stability. It is desirable that regulatory systems, such as the
laws of war, are difﬁcult to change because this supports their coherence and
validity. However, when rapid, transformative change occurs, the strengths of
such essentially conservative institutions can rapidly become weaknesses.
Technologies such as drones are often identiﬁed as “the problem” in part
because the underlying complexity is often daunting, and those seeking rigid
and ideologically pure solutions will not ﬁnd them within a shifting state of
messy ambiguity. However, engaging the difﬁcult reality of these changes is far
better that acting as if they did not exist. In fact, we need to understand the
dialogues and disagreements about such technologies as a means of perceiving
when the cycle time of institutional change lags behind, or even decouples
from, the underlying strategic, policy, and geopolitical environments. In this
way, we can help develop more sophisticated and appropriate governance
systems.
Accordingly, the best way to think about drones at this point is not as
a unitary technology, but as a portfolio of potential responses to speciﬁc
conditions and challenges. Using drones in a geographically distinct COIN
environment is different than using drones as part of a global response against
globally diffuse non-traditional, non-state actors. And both are different than
using drones in traditional combat environments. This is true as a matter of
law and policy even if the equipment is exactly the same in all cases. It is
not drones that are an issue, and more arguments about drones themselves will
not compensate for the fundamental weakness in the existing debate.
It is not the technology per se that should be the focus of our attention if we
seek a deeper understanding of the challenges we face and desire a more
rational strategy and set of policy guidelines. What is needed is greater
understanding of the context and the complexity within which the technology
is deployed. If we gain a better understanding of these complexities – of
revolutions in military technologies, revolutions in the nature of conﬂict,
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revolutions in civilian systems, and revolutions in military operations and
culture – and their interactions, and we combine this understanding with
a more sophisticated engagement with how technology interacts with
social, cultural, military, and security institutions, we will begin to be able to
appropriately manage drones.
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Drones and the Emergence of Data-Driven Warfare
daniel rothenberg

1. drones and the promise of legal war
Drones both embody and threaten the promise of legal war. On the one hand,
drones offer the possibility of realizing one of the core objectives of the laws of
war: to direct lethal force only against combatants while, at the same time,
protecting civilians. On the other hand, for those living in areas where drones
are deployed, their use suggests a profound sense of vulnerability; an emerging
reality in which distant powers act with impunity, watching those they choose
and then projecting deadly force against targets selected based on hidden
criteria. This challenges the broad moral and legal vision of the laws of war to
create a mutually reinforcing sense of order among multiple parties to a
conﬂict with the goal of jointly limiting the brutality and destruction
of warfare.
Discussions about the ethics and legality of drone deployment are often
criticisms of larger US policies rather than reﬂections on the particular
challenges raised by this emerging technology. For example, critics commonly focus on the numbers of civilians killed by drones. However, the
serious legal and moral issues of mistaken targeting or collateral damage are
no more signiﬁcant whether attacks are conducted by drones or a manned
aircraft (and there is evidence that drone use minimizes this harm). Others
focus on the illegality of drone deployment outside of clearly deﬁned
war zones, such as in Northern Pakistan, Yemen, and Somalia. Again, this
important legal and strategic question is the same regardless of whether the
attacks are conducted by drones, ﬁghter jets, missiles, bombers, or other
military technologies. Where public discussion fails to engage the unique
challenges posed by drones, it draws attention away from the debates that
we need now, while this emerging military technology is in its early stages of
development and deployment.
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This chapter argues that drones symbolize a shift in the nature of warfare
with signiﬁcant legal and policy implications. Drones gather data through
24-hour surveillance, link this data with multiple forms of coordinated intelligence and direct precision attacks from thousands of miles away. They project
lethal force based on a scope and breadth of information gathering and
analysis never before possible. In this way, drone deployment pre-ﬁgures a
new era of data-driven warfare whose implications are only now emerging.
Supporting the protective vision and moral promise of legal war requires
seriously engaging the ways in which today’s drone wars challenge existing
understandings of the rules regulating conﬂict.
This chapter begins with a discussion of the technological and strategic
innovations of drone technology. It proceeds with a brief review of distinction,
the key principle through which the laws of war regulate targeting. It reviews
the special challenges related to targeting in non-international armed conﬂicts, which represent the majority of contexts where the United States
deploys militarized drones. The chapter then suggests that “signature strikes”
present a useful illustration of the particular innovation of drones and how
they signal signiﬁcant shifts in the practice of war. In these actions, US forces
identify individuals and groups to be killed not based on knowledge of their
identity as speciﬁc insurgent leaders – their clear status as members of
al-Qaeda, the Taliban, or associated groups, or through their direct engagement
with the conﬂict – all modes of targeting that comply with the laws of war –
but instead justify lethal drone strikes based on patterns discerned from the
collection and analysis of multiple data sources.
Even if today’s signature strikes comply with the principles of legal
targeting, they illustrate a newly invasive form of projecting lethal force that
links substantive advances in the coordination of data collection, analysis,
and remote killing. In changing the process of targeting, it is likely that there
will be a steady expansion of the types of individuals that will be subjected
to precision attacks. In this way, drones are the iconic representation of a
transformation in the nature of conﬂict toward data-driven warfare. Facing this
challenge requires rethinking the laws of war and developing, sooner rather
than later, new rules for regulating conﬂict.

2. drone innovation
On their own, drones are not revolutionary. Technically, they are platforms
onto which different technologies are attached, including video and communication systems, targeting mechanisms, and missiles.1 They extend various
known capabilities (long ﬂight times of light vehicles, aerial surveillance
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technologies, the capacity to launch precision missile attacks) and offer
multiple advances (low unit cost, the strategic beneﬁts of unmanned vehicles)
that are, in many ways, similar in nature, or at least closely related to, existing
military technologies.
What makes drones signiﬁcant is not so much what they are as how they
are deployed. Drones gather and analyze information, record activity as it
occurs on the ground, and send this data around the world for immediate
review and permanent storage. This data is integrated with multiple other
forms of information and is used to target and kill opponents with striking
precision. In this way, drones help deﬁne an emerging mode of warfare in
which enormous amounts of information are collected and correlated as an
integral element of a military strategy that is of special relevance when facing
complexly organized, non-state armed groups, such as al-Qaeda or the
Taliban.
Within the military and among technologists, drones are usually referred
to as unmanned aerial vehicles (UAVs). While drones themselves are
unmanned, they are ﬂown by teams comprising a pilot – who controls
the aircraft – and a sensor operator – who manages the cameras, data
collection instruments, lasers, and targeting systems. These teams communicate with commanders, intelligence analysts, and others who may be stationed
in multiple sites around the world. Full drone deployment depends on many
levels of interconnected professionals, including technicians and launch
teams, and multiple levels of command and control. Their operations are
processed through globally transmitted video feeds and communication networks involving multiple intelligence sources, methods, and personnel.
Drone innovation lies in the way they link – in a single platform –
intelligence capabilities and the capacity to deliver precision attacks within
a complex inter-connected system. The intelligence advances of drones
can be understood to involve improvements in the immediacy, constancy,
coordination, scope, and nature of data used to identify opponents.
Drones communicate what is occurring as it happens in the areas where
they are deployed and over which they provide surveillance, enabling a
heightened engagement with an immediacy of information. Drone pilots,
sensor controllers, data analysts, and those managing targeting decisions can
track the movement of potential insurgents, watching in real time what they
do on the ground. By linking these intelligence capacities with the ability
to target and attack opponents, drones enable a contextually sensitive mechanism of targeting. For example, drone surveillance allows those controlling
them to delay attacks until a target distances himself from his family or other
civilians by, for example, walking into a ﬁeld alone or leaving a densely
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populated area to enter an isolated building or vehicle. This capacity is
notably different from other modes of precision killing, such as the use of
cruise missiles, which once launched cannot shift the timing of their impact
in relation to observed changes on the ground. Even ﬁghter jets or other
planes that can adjust their attacks while in the air are nevertheless unable to
ﬂy over targets for long periods of time and cannot be used to carefully watch
those below, waiting to strike in a manner that minimizes civilian casualties.
Drones are outﬁtted with on-board computers that calculate trajectory,
distance, speed, and other variables, and have laser-targeting systems that mark
sites for missile attacks. While these technologies are used by other military
platforms, such as ﬁghter jets, the capacity of drones to stay aloft for many
hours allows these calculations to be adjusted for greater accuracy, potentially
enabling a more discerning process of attack that strikes only those that can be
legally targeted.
Drones also allow for signiﬁcant advances in the constancy of data. A fully
loaded Predator drone can stay in the air for nearly 24 hours. By using a small
group of drones that alternate missions, teams can provide complete surveillance over days, and even weeks. And, in the not-so-distant future, it will be
possible to provide full, live data collection and surveillance over ever-larger
areas for ever-increasing periods of time. In this way, drones are distinct from
other surveillance mechanisms that have limited capacity to provide constant
intelligence. Satellites cannot provide ongoing data collection because their
orbits take them in and out of areas of review. And, their surveillance abilities
are marred by weather conditions and multiple other obstacles. While manned
aircraft can carry much heavier and more sophisticated intelligence equipment, they lack the ﬂexibility of drones and cannot provide continual data
collection. In contrast, not only can drones stay aloft for many hours, they are
outﬁtted with cameras that adjust to shifting conditions, such as infrared for
nighttime surveillance and synthetic aperture radar systems to see through
smoke or clouds.
Woven into drone deployment is an ever-expanding system of data coordination. In this way, the true innovation of drones lies not in what they can do on
their own, but in their operation as part of a networked system that is
complexly and multiply linked to other sources of data collection and analysis.
The coordination of information gathered from drones with multiple other
sources deﬁnes a substantive increase in the scope of data used for targeting
and other military operations. As the quality and depth of this data increases,
information analysis will play an increasingly signiﬁcant role in managing
conﬂict and deﬁning strategy, at least for the empowered and technologically
advanced forces that control drones and related technologies.
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In more traditional understandings of war, the information relevant
to attacks generally related to the location of opponents’ forces and their
movements. While these issues remain salient, drones radically increase the
nature of data collected, allowing this information to be linked with phone
intercepts, human intelligence, and other sources of information that,
taken together, enable ever more complex mapping of the social reality of
opposing forces.
These innovations are linked to a shift in the very nature of the data
collected and analyzed. Drone video feeds, images, and all of the other
interconnected sources of intelligence are digital or are digitized for storage
and review. Records of people’s actions on the ground – visiting families,
attending meetings, moving armaments, driving vehicles, praying – are stores
in ways that can be endlessly reviewed. This data can be linked with human
and signal intelligence of various types and then categorized in multiple ways.
As such, drone deployment is a key element of the creation of permanent
records of adversaries, potential adversaries, and their communities, which can
be repeatedly searched and analyzed for various purposes.
In addition, digital data can be stored indeﬁnitely in a manner that allows
for access, at least in theory, from almost any location. Over time, this means
that data collected by drones on particular places or people become part of a
permanent digital record, which can be multiply referenced for various
purposes. The implications of this form of data collection have yet to fully
emerge, but all the material now gathered by drones – as well as all the other
digital information from the mass biometrical data of detainees, to scanned
documents, and to electronic records of ﬁnancial transactions – represents a
body of information that can be correlated and subjected to coordinated
analysis during current conﬂicts and on into the future.
While these shifts are profound, they are also relatively new, and their
transformative nature remains unknown. At present, drones are plagued
by multiple limitations. They have no defensive capabilities and cannot
maneuver well to avoid attack. They can be severely affected by bad weather.
Their communication systems routinely experience problems, delays, and
difﬁculties. There are limited numbers of drones and limited skilled teams
to manage them. Each new drone requires multiple professionals that need to
be trained, including pilots, sensor analysts, maintenance staff, and others.
Perhaps the most signiﬁcant issue regarding the data-gathering capacity of
drones and related technologies is that the collection of massive amounts
of information creates its own problems. In general, data analysis requires far
more resources than data collection. So, where signiﬁcantly more data is
gathered, more experts and review systems are needed to process the
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information. There is already far more digital information gathered by drones
and other systems than can be fully analyzed, especially where the review must
correlate multiple and distinct sources of data. These problems will only
increase as data collection continues to grow through an expansion in the
number and capacities of drones, as well as the related deployment of new
and emerging technologies. One reason this is signiﬁcant as regards the
implications of the shift toward data-drive warfare is that more information
will require more comprehensive automated systems to render sensible what is
being gathered and stored. This is not to suggest that suddenly war will be
about data alone, but rather that these shifts are transformative and that drones
provide a window into their signiﬁcance.

3. targeting and the laws of war
Within the laws of war, the principle of distinction provides guidance as
to who can be legally targeted. Distinction involves three key obligations
that apply to all parties involved in conﬂicts: they must distinguish
between combatants and civilians, they must direct attacks only against
combatants, and they must take precautions to minimize collateral civilian
casualties.2 In this way, the principle of distinction plays a central role in
minimizing the potentially indiscriminate and broadly destructive nature
of war.
The laws of war involve a balancing process between the strategic demands
of projecting force, known as military necessity, and core legal commitments
to protecting civilians.3 Distinction is essential to the protective vision of
the laws of war in that civilians are never to be purposefully targeted, while
combatants are legitimate targets at all times. That is, any party to a conﬂict
can legally kill opposing combatants whether they are engaged in battle,
advancing toward an attack, or sleeping at a base far from the front line.
Targeting under the laws of war varies based on whether the conﬂict is an
international armed conﬂict involving two or more states; or a noninternational armed conﬂict, in which government forces face non-state
armed groups; or where the struggle is between multiple non-state armed
groups. While the principle of distinction applies to both types of conﬂict, the
justiﬁcation and speciﬁcity of legal obligations differ, with signiﬁcant implications for drone deployment.
International armed conﬂicts are regulated by international treaties –
most notably the four Geneva Conventions of 1949 and Additional
Protocol I – while non-international conﬂicts are regulated by customary
law (and by Additional Protocol II).
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Within international armed conﬂicts, parties engage the principle of
distinction by indicating combatant status through clearly displayed uniforms and insignia. Armies identify members of the military, as well as
military vehicles, planes, ships, and installations, in ways that are readily
discernable. They similarly clearly designate those that cannot be legally
targeted, such as medics and health personnel. This allows all parties in a
conﬂict to know who and what can be legally targeted while also making it
easier to protect civilians. In addition, clear markings of status help civilians
protect themselves by keeping physically apart from combatants, particularly
in the midst of conﬂict.
Combatants are protected from targeting only when they no longer present
a possible threat, known as hors de combat, such as when they are wounded or
surrender.4 In those cases, there are stringent rules regarding how combatants
brought under the control of an opposing force as prisoners of war should
be treated. They must be detained in humane conditions, provided with
appropriate medical care, and safely housed until the end of the conﬂict, at
which time they are repatriated. These rules express a vision of war in which
the legitimate projection of lethal force cannot be used to punish opponents,
but only to achieve set strategic ends.
However, the contexts in which drones are currently deployed are best
understood as non-international rather than international conﬂicts. Within
non-international armed conﬂicts, the principle of distinction remains in
effect, but its application is more complex. Legally, non-state forces cannot
be parties to international treaties and are not bound by the speciﬁc provisions
of the regulations, making the mechanisms and processes of targeting less
clear. In part, this is because in civil wars and armed insurgencies – as well as
the situations in which the United States and its allies face al-Qaeda and
related forces – non-state forces rarely distinguish themselves in a clearly
identiﬁable manner. These groups generally do not wear uniforms or display
insignia and their military strategies often rely on their close links and integration with civilian populations. As such, members of such groups often appear
indistinguishable from civilians. Furthermore, non-state armed groups may
attack from within civilian populations or may hide among civilians following
attacks. This makes it difﬁcult to accurately distinguish members of armed
groups from civilians and heightens the possibility that attacks will kill civilians. In addition, since these groups are not professional state militaries, they
often rely on individuals that participate in conﬂicts on an intermittent basis,
mixing their lives as civilians with their engagement with military activities.
Because non-international armed conﬂicts are less formally regulated, there
exists signiﬁcant debate and discussion regarding the rules that apply.
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Nevertheless, there is widespread agreement that the principle of distinction
operates in these situations. The International Committee of the Red Cross
(ICRC), the global authority on interpreting the laws of war, suggests that in
non-international armed conﬂicts it is essential to differentiate between
individuals that are members of non-state armed groups and civilians who
participate only partially in conﬂicts. Members of armed groups are those
deﬁned by a “continuous combat function” and can be legally targeted at
any time, a situation analogous to that of combatants within conventional
armed forces.5 Those who are occasionally or intermittently involved in the
armed actions6 are generally classiﬁed as civilians and are “entitled to
protection against direct attack unless and for such time as they take direct
part in hostilities.”7
Civilians that participate in these groups can only be targeted when they are
acting in a way that satisﬁes set criteria linking them to military elements of the
conﬂict. That is, the acts must “adversely affect military operations or military
capacity” in a direct, causal manner that supports one party in opposition to
another.8 Some argue that these deﬁnitions are too broad and others suggest
that they are too narrow.9 The key point in this interpretation of the laws of
war is that members of organized armed groups may be targeted at all times
during a conﬂict based on their status, while civilians that support these groups
can be targeted only when they are directly engaged in military actions.
As the ICRC explains, “This illustrates that the notion of direct participation
in hostilities does not refer to a person’s status, function, or afﬁliation, but to
his or her engagement in speciﬁc hostile acts.”10
In this way, civilians are protected, and force cannot be legally used against
the array of individuals, families, and communities that live with and among
members of organized armed groups, even if they provide various types of
non-military support. While these ideas have a technical nature, they support
the overall legal vision of the principle of distinction, namely, to ensure that
lethal force is directed only against those involved in the conﬂict while
civilians are protected from harm.
Non-international conﬂicts present special challenges because of the difﬁculties of identifying members of armed groups. So, within these contexts,
targeting is always a question of gathering intelligence, whether the data comes
from informants on the ground, satellite imagery, or intercepted communications. In theory, the uncertainties of distinction within non-international
conﬂicts could be fully addressed through perfect intelligence. That is, if one
were to gain access to data that allowed members of non-state armed groups to
be located and identiﬁed in a completely accurate manner, then targeting
decisions against these groups would be similar in nature to those against
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formal militaries that publicly indicate their status as described above. And if
this data were coupled with precision strikes, one could imagine a situation in
which the projection of force in non-international conﬂicts would be directed
only against those that can be legally targeted.
Some claim that drones and other emerging military technologies are
moving warfare in precisely this direction, even suggesting that these capabilities create a moral “duty to use drones.”11 To the degree that linking massive
data collection with precision attacks provides greater legal clarity for targeting
in non-international conﬂicts, this may well be true. That is, if the constant
surveillance of drones coupled with multiple forms of other intelligence
leading to precision strikes allows the United States to kill only members of
al-Qaeda and related groups while protecting civilians living in conﬂict
regions from harm, these acts would support the moral vision and key obligations of the laws of war. Even where the process is marred by imperfect data
and related problems, drone strikes may well minimize civilian casualties,
especially as compared to other means of projecting lethal force. In fact, some
researchers suggest that locals living in the parts of northeastern Pakistan
where drones are deployed support these strikes precisely because of the
discriminate nature of their targeting.12
If, in fact, drones enable a level of lethal accuracy directed only against
members of non-state armed groups, they could insert into non-international
conﬂicts an adherence to the principle of distinction never before possible.
That is, the link between broad surveillance and complex, integrated data
analysis might allow far more accurate determinations of who is and is not
a member of a non-state armed group while identifying which civilians
are directly participating in hostilities and at what times. As such, drones
and the future systems they inspire could enable the application of a level of
rigor and certitude analogous to what is found in international armed conﬂicts, where uniforms and other markers of status are required and provide
clarity of distinction. Where such information is linked with precision killing,
one could imagine drone deployment as embodying the promise of legal war,
to direct lethal force only against legitimate targets – combatants and military
installations – while protecting civilians.
This vision assumes that drones’ link of substantially improved intelligence
with precision attacks clearly maps onto accepted legal means of targeting.
Yet, what if the advances in data collection and analysis associated with
current drone deployment do not simply improve the quality of intelligence
available for targeting under existing norms, but rather expand the scope of
those subjected to lethal force? What if the newly invasive nature of data
collection – constant 24-hour digital review, ever-increasing areas of
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surveillance, intercepted communications, Internet data trails, satellite imagery,
electronically tracked movement and transactions – all of which are permanently stored, collated, and cross-referenced – shifts the practice of
targeting beyond what is currently envisioned by the laws of war? In fact,
radically increased capacities of knowing more about those on the ground
than was previously possible has already changed the process of targeting
and may also have expanded who is targeted. To date, this shift in targeting is
most clearly exempliﬁed in the use of drones by US forces to conduct
“signature strikes.”

4. the implication of signature strikes
“Signature strikes” are forms of targeting based on the analysis of data gathered
about individuals and groups that reveal suspicious patterns. They represent
the most useful illustration of how drones’ management of intelligence
gathering, analysis, and precision targeting redeﬁnes how drones project lethal
force. Signature strikes are distinct from the use of drones for “personality
strikes,” where an attack is directed against a particular individual on the basis
of his identity and known role within al-Qaeda, the Taliban, or associated
groups. Signature strikes are also distinct from attacks by drones or other
platforms conducted within international armed conﬂicts, where targeting is
guided by clear indications of combatant status through uniforms, insignia,
and other means. There is evidence that signature strikes have been used often
and are a key element of today’s drone wars.13 In fact, some reports suggest
that most drone strikes in recent years, especially those directed by the CIA,
have been signature strikes.14
Drones play a key role in these strikes by contributing essential data used
in the analysis that enables targeting decisions, while also delivering the
precision attacks and engaging in post-mission review. Drones collect
information in all the ways described above – circling above homes and
villages, following people from place to place – sending this data for
review, collation, and comparison with other forms of intelligence. This
allows analysts and commanders to make determinations regarding who
can be targeted. When the individual or group is at a location set apart
from civilians, or where a decision is made that military necessity allows for
an attack at a site where there are civilians, drone pilots initiate a strike
using precision munitions, a process that is viewed live in multiple
locations.
After the missiles have done their damage, drones continue to ﬂy above the
area, sending video feeds of the aftermath of the attack. Sometimes they
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remain overhead for hours, or the surveillance is continued for even longer
periods of time by newly arriving drones. This allows for an ongoing review of
the impact of an attack, viewing how families and communities react, and
even surveilling the subsequent funerals and mourning rituals. This entire
process is something new within warfare: an intimate link between surveillance, the projection of lethal force, and a vastly increased engagement with
data collection and analysis.
Signature strikes are a response to the particular targeting demands of noninternational armed conﬂicts. That is, in the absence of clearly deﬁned
combatant status – with uniforms, insignia, etc. – targeting has to be based
on information gathered and processed by the applicable laws of war. For
signature strikes to be legal, they must be based on reasonable interpretations
of the principle of distinction, targeting only those that are clearly deﬁned
members of organized armed groups (based on their “continuous combat
function”) or civilians while they are directly engaged in hostilities. The high
bar on targeting civilians cuts to the heart of the moral vision of the laws
of war, which allows lethal force to be directed only against those that
clearly present a strategic threat. Underlying this issue is the question of what
deﬁnes “direct participation” and what information is used to make this
determination.
The US government’s position is that all drone attacks, including signature
strikes, fully comply with the law. These claims tend to be made in general
terms as when President Obama stated, partly responding to concerns about
expanded drone strikes, “America’s actions are legal . . . Under domestic law,
and international law.”15 Similar claims have been made by other highranking US ofﬁcials: “There is no question that we are abiding by
international law and the law of war . . . And anyone who suggests that
somehow we’re employing other tactics that somehow violate international
law are dead wrong.”16
Many critics disagree. Some argue that as a result of the program’s secrecy,
especially with signature strikes, drone attacks cannot be legal, and that
“the total absence of any forms of credible transparency or veriﬁable accountability” means “the United States cannot possibly satisfy its obligations under
international law to ensure accountability for its use of lethal force.”17 Others
situate this lack of transparency within a larger context of military actions that
express limited adherence to international norms, arguing that “the legality of
so-called ‘signature strikes’ is highly suspect.”18
In fact, the administration has revealed very little about the ways in which
signature strikes are authorized. There is not enough publicly available data
to allow for a serious review of whether signature strikes comply with the laws
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of war. Some suggest that legal safeguards are substantial and the problem
lies in the secrecy of the targeting procedures. As a legal expert and former
George W. Bush administration ofﬁcial has written, “The major challenge
to legitimating the shadow war against terrorists is that the Executive branch
is hand-tied by its own rules, and cannot disclose what it is doing to permit
Congress and the American people to judge whether it approves.”19 Others
have used the available information from press reports and ofﬁcial statements
to piece together the criteria used for signature strikes, suggesting that some,
but not all, of these attacks are legal.20 Not surprisingly, many interested
parties – from human rights groups to members of Congress – have asked the
US administration to provide more information about signature strikes so
that the issue of their legality can be discussed with greater rigor and
speciﬁcity.21
Even if all the rules, procedures, and analytic mechanisms used in current
signature strikes were to be made public, and even if all of the drone attacks to
date have complied with the laws of war, signature strikes raise troubling issues
about how today’s drone wars are transforming the process of targeting. This is
because drones enable distinct and particularly intrusive forms of projecting
power that redeﬁne the conditions under which individuals and groups are
identiﬁed and, in some cases, killed.
The newly emerging vision of war identiﬁes individuals and groups not
through speciﬁc hostile acts, but rather through an amalgamation of distinct
data points. An individual might be known based on recorded Internet usage,
cell phone calls, placement in a social network, commercial transactions,
travel records – all of which provide a representation of actions among people
whose identities remain unknown. In fact, the very point of signature strikes
is to gather data about participation in conﬂict in the absence of clear
indications of status.
The increases in data collection, analysis, and information management
that come with today’s drone wars do not simply deﬁne an increase in the
amount of intelligence used to make targeting decisions; rather they signal
a transformation of the role of data in guiding warfare. Drones enable
newly intrusive projections of power such that the lives of those under
review are subjected to 24-hour-a-day video recording that is coupled with
data mining, conversation intercepts, human intelligence, satellite imagery,
and other information collected by a series of rapidly expanding tools and
methods.
It is important to note that the process of data collection is not focused
solely on those that can be targeted – as in battleﬁeld surveillance of combatants or in personality strikes – but is rather a means of determining targets from
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a review of the lives and activities of a designated population. The open-ended
nature and full scope of this analytic process remains unknown. While at
present these capacities are constrained by the technical limitations of drones
and related surveillance systems, the expansion of these capabilities is inevitable and may be extremely rapid. Signature strikes evoke a vision of
data–driven warfare that will expand as technological capabilities increase.
The greater the immediacy, constancy, coordination, scope, and breadth of
information that can be gathered, the more likely these capacities will be
deployed to broadly surveil territory to determine suspicious patterns and
reveal potential targets. The signiﬁcance of this shift is clear if one imagines
a steady advance in the capacities that drones have already brought to those
that manage them.
For example, the most signiﬁcant sign of the constancy of data derived from
drone deployment lies in the ongoing surveillance provided when groups of
drones take turns circling above areas of interest to the United States. This
form of data collection is, in many ways, an early sign of far more advanced
future technologies. Imagine if these capacities were to be expanded ten, a
hundred, or a thousand times through new types of drones, improved sensors,
or still other modes of data collection that might be deployed permanently
or in ways that we have yet to understand.
What we see in current drone deployment is a mode of intelligence
gathering that is not only more signiﬁcant in terms of the quantity of information collected, but also involves a set of capabilities that are far more
invasive than possible in earlier times. Today, people’s ordinary activities –
walking through a village, farming, meeting with neighbors, praying – can
be reviewed and permanently recorded, with ever-expanding capabilities of
coverage. The daily world of those living under the surveillance of a party to a
conﬂict that manages drones becomes a legitimate space for militarized
intrusion. People with no connection to hostilities who are disengaged from
the conﬂict are likely to become subject to a signiﬁcantly intrusive projection
of power.
In many ways this is a rational response to the fact that in non-international
armed conﬂicts, it is often difﬁcult to identify adversaries. They may appear
generally indistinguishable from civilians and may be complexly integrated
into civilian social life. It is in the interest of those projecting force to gather
the maximum amount of information possible about the areas where adversaries operate. They may record conversations, seek to know the identities and
relations of those in a community, and otherwise engage in activities that help
with the development of full proﬁles regarding opponents or whoever might
pose a military threat. The expanding nature of this process is likely as
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emerging capabilities extend the traditional meaning of intelligence used for
targeting and as mass data collection and analysis techniques are directed
toward ever-larger areas and populations. While the initial stated goal may
be to identify members of organized armed groups or civilians directly participating in hostilities in line with the laws of war, the process will inevitably
yield a level of intrusive knowledge of everyone surveilled that will become a
core component of the management of conﬂict.
The use of drones and other intelligence sources is collated to reveal what
are known as “patterns of life” through which repeated observations of suspicious behavior are identiﬁed and used for targeting. Some of these acts, such
as engaging in direct attacks or laying improvised explosive devices along a
road meet accepted legal standards for targeting and show how drone deployment can aid military goals and even increase adherence to the laws of war.
Yet, what of other patterns in people’s lives that might raise suspicion, even as
they have little direct link to accepted understandings of distinction? Given
that many organized armed groups and their civilian supporters are deeply
integrated into local life, it is likely that many patterns of life of legitimate
targets are profoundly entwined with ordinary civilian life such that the
principle of distinction and its core limitations within the laws of war will be
breached in favor of ever-expanding uses of intelligence. Viewed from above,
any meeting of men might appear suspicious, even if it is little more than a
family gathering, a collection of community leaders managing a civil dispute,
or a social or religious ceremony. As individuals visit known combatants who
are relatives, or meet with local leaders or clerics who play a variety of
functions within a community, their activities may be recorded, analyzed,
and potentially used for targeting decisions.
In the not-so-distant future, drones will provide far expanded range of
surveillance such that the patterns of life of many people, perhaps entire
communities, will be permanently recorded and available for review and
possible use for targeting. This will be linked with whatever other data sources
are available from intercepted communications that might pick up on key
words and phrases, or other indications of political association, whether clearly
linked to an organized armed group or not. This data might further be
correlated with social network analyses linking individuals by tribal, neighborhood, familial, and commercial ties. As reviewing traces of actions and
mapping patterns of behavior of as broad a group as possible expands – with
today’s drones only the ﬁrst step – a new vision of targeting will likely emerge
and with it a new understanding of the nature of war.
As mentioned above, accurate analysis is one of the most signiﬁcant
problems of mass data collection. The more information gathered from
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multiple sources, the more inherently complex the challenge of proper
analysis becomes. If there is a steady increase in the number of sources of
data, such as drones, coupled with an increase in the amount that can be
gathered by each source, the scope of what will be gathered even in a single
day will quickly overwhelm the reviewing capacity of human teams.
In fact, to some degree this is already true, as far more data is currently
collected than can be effectively processed. For mass amounts of data to be
rendered sensible, there will be a need for various modes of expanded
automated review. As a result, the patterns drawn from the data gathered will
be determined using algorithms and other tools that can rapidly assess and
review enormous amounts of diverse digital information. A reliance on these
automated methods will provide guidance for attacks, and may even be used
to identify differences between civilians, who must be protected, and those
who can be legally targeted. In this sense, the issue of automation with new
technologies may have less to do with machines that operate on their own and
more to do with analytic frameworks used to process data.
In this way, there are signs that war, or at least some aspects of war, is
shifting to become a process through which individuals are targeted based on
an amalgam of data, multiply collected, and complexly reviewed, possibly by
teams located around the world. Drones and related emerging military systems
may increasingly engage in attacks where targeting is not based on status or
actions “directly related to hostilities” but on intricate automated reviews
of data that reveal patterns understood to be indications of who represents a
threat and can be legitimately targeted. This is what is presaged in today’s
signature strikes.
To the degree the data used for targeting is limited in its focus and serves to
provide greater clarity for the projection of force in a manner that adheres
to the laws of war, drones and related technologies present no signiﬁcant
threat to the principle of distinction. Yet, like so many advanced technologies,
it is likely that newly emerging capabilities and innovations will begin, if this
has not already begun, to drive targeting.
Certainly, the temptations are there, and it is difﬁcult to imagine that
targeting will not expand the understanding of “direct participation in hostilities” to cover an ever-increasing array of actions that support adversaries.
For example, linking drone surveillance with electronic reviews of ﬁnancial
transactions and money transfers may lead to the determination that a banker
who has assisted an organized armed group in moving money is a legitimate
target. The same may occur for an ideological ﬁgure, such as writer or cleric,
whose claims are viewed to be motivating conﬂict, determined perhaps
though cross-referenced data on who listens to his speeches, quotes his
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writings, attends his lectures, etc. Similarly, information gathered on local
leaders, regionally signiﬁcant business professionals, or any number of others
who can be traced in multiple ways and through possible relationships to
organized armed groups might lead to their designation as legitimate targets.
The point is that, at present, there are limited accepted mechanisms, tests,
or clear guidelines to manage the way that data-driven warfare should be
regulated. While the key principles of the laws of war are well established,
how these should be used to guide action within a world deﬁned by ever more
complex and invasive data collection and analysis remains an open question.
What, then, are the rules needed to address the transformation of warfare
evidenced by today’s drone strikes? And who will deﬁne and establish new
understandings of the laws of war?

5. why drones? preparing for data-driven warfare
After nearly a decade and a half of war, drones are the only military technology
that has captured America’s, and possibly the world’s, popular imagination.
Some of this fascination is born of misconceptions about what drones do, yet
the special role played by drones in the world touches on an intuition, largely
correct, that there is something innovative and newly disturbing about these
unmanned military machines.
Drones, as they currently operate and as they will likely develop in the
future, signal a fundamental transformation of warfare. Increasingly, and in
ways we can only begin to understand now, war will be deﬁned by radical
expansions in the gathering and analyzing of information for military purposes. As with signature strikes, this process will reconﬁgure the projection of
force in ways that no longer rest on status but exist as a correlation of data
points drawn from multiple sources and analyzed in ever more complex
ways. In this sense, drones not only represent the enormous asymmetries of
technological capacity between those who control them and those living
where they are deployed, but also involve fundamentally distinct means of
projecting power.
Drones are the iconic representation of an emerging set of new military
technologies with extraordinarily invasive capacities to gather data, enable
complex analyses, and deliver precision attacks. These capabilities allow those
controlling drones to more effectively target speciﬁc individuals and groups
while minimizing harm to civilians. This enables improved adherence to
the principle of distinction in a manner that is technically far more precise
than what was previously possible. Yet a growing reliance on signiﬁcant
increases in the scope and nature of data collected on potential adversaries
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suggests a broadening of those that will be targeted, especially within
non-international armed conﬂicts where status distinctions are unclear and
where conﬂicts are highly asymmetrical.
The challenges posed by today’s drone wars require a reﬂection on the very
purpose and logic of the laws of war. This set of rules has evolved over
centuries in recognition of the constancy (and perhaps inevitability) of war,
as well as the ethical and practical demands of minimizing the potential
devastation of conﬂict. The ﬁeld is deﬁned by the profound and vexing
challenge of creating systems that enable opposing forces to commit the most
violent acts against each other – shooting, bombing, maiming, and killing –
while accepting basic rules limiting their actions. While there are countless
historical cases of its failings, the laws of war have helped restructure conﬂict
to become more orderly and rule-based. Of special signiﬁcance is the way in
which these laws have, with increasing rigor and speciﬁcity, deﬁned the
principle of distinction such that parties to conﬂicts aim to protect civilians.
The laws of war are not simply a set of abstract rules to be mechanistically
applied to conﬂict. Rather, they are a social achievement whose vibrancy and
value is vulnerable to political shifts and repeated challenges by signiﬁcant
technological innovation. Grasping the value of the laws of war requires
understanding that the rules regulating conﬂict, like all legal systems,
are mechanisms for deﬁning and enabling mutually reinforcing norms.
Developing meaningful law within the context of the rapid change in the
nature of conﬂict is a genuine and complex challenge for which there is no
simple answer. Yet for the laws of war to function, they must have at their core
terms that can be adopted by opposing forces as a means of limiting the
destruction of war and as the expression of common moral understandings.
As abstract as this idea may appear, the value of broadly accepted rules is
apparent when the lack of regulation presents real and present threats. One of
the problems with today’s drone debate is that it is largely premised on the idea
that the technology will continue to be controlled by the United States. This
cannot possibly be true, and there are many signs that point to the broad
global diffusion of militarized drones. The importance of drone regulation, or
at least greater clarity as to the rules for targeting within data-driven warfare,
becomes clear when one broadens the discussion to engage the proliferation
of drone deployment by multiple state and non-state actors.
Consider the powerful divide in public opinion on US drone deployment
abroad and within the country. Polls suggest that the American people largely
support US drone policy in multiple sites around the world (even as those
in other countries largely oppose these policies).22 There are likely many
explanations for this, ranging from profound fear regarding the threats from
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existing elements of al-Qaeda or other groups, to a basic trust of the US
government in managing foreign military operations, to a marked lack of
concern for those living in the regions where drones are deployed. Within
the United States, there is signiﬁcant debate and discussion, as well as outrage
and vocal opposition, to the possibility of domestic drone deployment.23
While there are many ways to interpret this difference, it should be instructive
for policymakers that the broad public support for the United States use of
armed drones abroad is likely a sign of a failure to engage the implications of a
broader global drone deployment.
Many countries currently possess drones and are developing their own
military programs. No doubt, over time non-state actors will gain access to
various forms of drone technology. As this process proceeds, the world will
increasingly face the expansion of data-driven warfare. As drones are more
widely used by multiple actors around the world, the targeting questions raised
by drone deployment will be become a global policy issue. Trust in the
appropriate use of force alone will prove a poor substitute for accepted principles
and clear legal restrictions. Even where rules regulating warfare are violated in
some cases, as always occurs, their existence provides a much-needed reference
point and signiﬁcant check on abuses within a dangerous and rapidly changing
world. Some similarly rigorous set of rules for militarized drones is needed.
It is not difﬁcult to imagine cases in which forces not allied with the United
States might adopt drone strategies similar in structure to those currently used
by the US government. The advanced Russian or Chinese militaries (and
many others) might deploy drones and related military surveillance and attack
technologies against armed insurgents within their territory, just across their
borders, or in sites located around the world. Their legal justiﬁcations and the
secrecy of the targeting process used might well mirror that of the US
government. As data-driven warfare expands, the fundamentally invasive
nature of mass surveillance and cross-referenced data sources might enable
the creation of enormous digital ﬁles on large populations whose accuracy,
speciﬁcity, and efﬁciency could redeﬁne the nature of a security state. Where
these capacities are coupled with precision killing and operate in a context
unchecked by clear legal rules, the situation might well present serious
challenges to the very real accomplishments of the laws of war.
Drones signify a signiﬁcant shift in the very nature of warfare. Their mode
of targeting, especially signature strikes, signals a substantive advance in how
data collection and analysis are linked to precision attacks, deﬁning a new set
of strategic and legal issues. By reﬂecting on today’s drone wars, at this early
stage in the transformative process, we can take meaningful steps to prepare for
the challenges of data-driven warfare.
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notes
1 “Predator incorporates numerous payloads, including Electro-optical/Infrared (EO/
IR) video cameras, laser designators, and Hellﬁre missiles. Additionally, the aircraft
may be equipped with GA-ASI’s Lynx® Multi-mode Radar, a highly sophisticated
all-weather radar that displays photographic quality imagery of targets.” General
Atomics Aeronautical website. www.ga-asi.com/products/aircraft/predator.php.
2 International Committee of the Red Cross (ICRC), Customary International
Humanitarian Law: “Rule 1. The Principle of Distinction between Civilians and
Combatants . . . The parties to the conﬂict must at all times distinguish between
civilians and combatants. Attacks may only be directed against combatants. Attacks
must not be directed against civilians.”
3 The principle of distinction is widely accepted as a core element of the laws of war,
requiring a distinction between combatants, deﬁned in Article 4 of the Third
Geneva Convention, and civilians, deﬁned in Additional Protocol I to the Geneva
Conventions. While the United States is not a party to the Additional Protocol I, it
regards key elements of the text as customary law. There is often debate as to the
exact deﬁnition of civilian between the International Committee of the Red Cross
and the US government, and to some degree the challenges of drone deployment
highlight the need for greater international consensus on the issue.
4 According to the Geneva Conventions Common Article 3 (called this because it is
included with the identical language in all four conventions), “each Party to the
conﬂict” must provide protection to “persons taking no active part in hostilities,
including members of armed forces who have laid down their arms and those placed
hors de combat.”
5 ICRC, “Direct participation in hostilities: Questions & answers.” www.icrc.org/eng/
resources/documents/faq/direct-participation-ihl-faq-020609.htm.
6 Melzer, Nils, “Interpretive guidance on the notion of direct participation in hostilities under international humanitarian law” (ICRC, May 2009).
7 Ibid., p. 16.
8 The ICRC terms these the “threshold of harm,” “direct causation,” and “belligerent
nexus”: “Acts amounting to direct participation in hostilities must meet three
cumulative requirements: (1) a threshold regarding the harm likely to result from
the act, (2) a relationship of direct causation between the act and the expected harm,
and (3) a belligerent nexus between the act and the hostilities conducted between
the parties to an armed conﬂict.” Ibid., p. 46.
9 “Targeting operations with drone technology: Humanitarian law implications,”
Background note for the American Society of International Law Meeting, Human
Rights Institute, at Columbia Law School, New York, on March 25, 2011.
10 Melzer, “Interpretive guidance on the notion of direct participation in hostilities
under international humanitarian law,” p. 44.
11 Gross, Oren, “The new way of war: Is there a duty to use drones?” Minnesota Legal
Studies Research Paper No. 14-14 (2014).
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12 For example, see “Drones over Pakistan, drop the pilot: A surprising number of
Pakistanis are in favour of drone strikes,” Economist, October 19, 2013.
13 See Currier, Cora, and Justin Elliott, “The drone war doctrine we still know
nothing about,” ProPublica, February 26, 2013: “The ﬁrst public reference to a
signature strike appears to have been in February 2008, when the New York Times
reported a change in drone strike policy, negotiated between the U.S. and
Pakistan . . . Over the next few years, they became the majority of strikes conducted
in Pakistan, according to media reports citing unnamed ofﬁcials.”
14 Cloud, David S., “CIA drones have broader list of targets: The agency since
2008 has been secretly allowed to kill unnamed suspects in Pakistan”; Los Angeles
Times, May 5, 2010: “Of more than 500 people who U.S. ofﬁcials say have been
killed since the pace of strikes intensiﬁed, the vast majority have been individuals
whose names were unknown, or about whom the agency had only fragmentary
information. In some cases, the CIA discovered only after an attack that the
casualties included a suspected terrorist whom it had been seeking.”
15 Barack Obama, “Remarks by the president at the National Defense University,” Fort
McNair, Washington, DC, May 23, 2013.
16 CIA Director Leon Panetta, interview on ABC’s This Week, June 27, 2010.
17 Alston, Philip, “The CIA and targeted killings beyond borders,” Harvard National
Security Law Journal 2 (2011): 283–446.
18 International Human Rights and Conﬂict Resolution Clinic, Stanford Law School
and Global Justice Clinic, New York University School of Law, “Living under
drones: Death, injury, and trauma to civilians from US drone practices in Pakistan,”
September 2012, p. 103.
19 Jack Goldsmith, “The intersection of vague disclosure and reduced drone strike,”
Lawfare, May 27, 2013.
20 Heller, Kevin, “‘One hell of a killing machine’: Signature strikes and
international law,” Melbourne Legal Studies Research Paper No. 634, Melbourne
Law School.
21 In 2012 and 2013 various members of Congress sent the Obama administration a
number of letters seeking clariﬁcation on key aspects of US drone policy, including
additional information on how signature strikes are managed. See Letter from Bob
Goodlatte et al. to President Barack Obama, February 8, 2013; Letter from John
McCain to John O. Brennan, Assistant to the President for Homeland Security and
Counterterrorism, February 6, 2013; Letter from John Conyers et al. to Eric
H. Holder, Jr., US Attorney General December 4, 2012 and May 21, 2012.
22 Gallup, “In U.S., 65% support drone attacks on terrorists abroad,” March 25, 2013:
“Nearly two-thirds of Americans (65%) think the U.S. government should use
drones to launch airstrikes in other countries against suspected terrorists.” Drake,
Bruce, “Report questions drone use, widely unpopular globally, but not in the U.S,”
Pew Research Center, October 23, 2013: “[D]rone operations are widely unpopular
in the rest of the world. In 31 of 39 countries surveyed last spring, at least half of the
publics disapproved of the attacks. At least three-in-four held this view in 15 of the

C

25 5 7
9CC B
2 3 :58
8
B 7 DB 2 2: 23 2C 9CC B
2 3 :58

,2 3 :58 1 : B:C .2:
8
C
B 9CC B 5 : 8

/

, 0

2C

BD3

C C C9 ,2 3 :58 ,

Drones and the Emergence of Data-Driven Warfare

461

countries. Aside from the U.S., the only countries where majorities supported the
drone strikes were Israel (64%) and Kenya (56%). In Pakistan, they were opposed by
68% of the public.”
23 Gallup, “In U.S., 65% support drone attacks on terrorists abroad”: “66% opposed
drone strikes within the U.S. against suspected terrorists, and 79% said drone strikes
should not be used within the U.S. against American citizens suspected of being
terrorists.”
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