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Internal and External Aspects of
Security

DIDIER BIGO
Sciences-Po, Paris, CERI/FNSP, and King’s College, London

ABSTRACT This contribution analyses the merging of internal and external aspects of
security. Whereas according to the ‘doxa’ emerging after 11 September 2001, such
convergence is the logical and necessary answer to global terrorism, this article argues
instead that the de-differentiation between internal and external security does not result
from the transformation of political violence, but mainly from institutional games and
practices of securitisation that define the importance of security as superior to sovereignty
and freedom. A web of security institutions has developed beyond national borders, and
policing at a distance has disentangled security from state sovereignty. The question of who
is in charge of security is now tackled at the transnational level, generating competition
among professionals of politics and (in)security over the existence of threats and legitimate
answers to them. Moreover, the role of technology, especially concerning information
exchange, has reinforced the importance of security professionals. The impact of Euro-
peanisation has been central as it has formalised transnational ties between security
professionals, and the emergence of European institutions in charge of fundamental rights
and data protection may provide a space to discuss collectively who is entitled to define
what constitutes a threat.

Introduction

An exclusive group of security experts at the transnational, most often Western,

level is in intellectual competition over the assessment of the public truth of the

new world order after 11 September 2001. In this active debate are being

discussed the validity of the claim of cooperation between Iraq and Al Qaeda;

democracy promotion in the Middle East through regime change; the success

or failure of post-conflict situations involving organised crime; and, finally, the

nature of the international order. The struggles are fierce and the battles roar,

especially as parliamentary commissions and judges reveal the inconsistencies

of previous arguments their governments employed to justify war, either in the

US or in some European countries.
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However, these disputes are overpowering questions of the connection

between local and global events, internal and external security, and the so-

called rise of a potential global threat, new in size and nature. This article wants

to address those questions by challenging the consensual idea that the merging

of internal and external aspects of security results from a coalescing of crime and

war after the end of the Cold War, and that 9/11 was the result of this double

process of criminalisation of war and organisation of crime as a form of war

culminating in the rise of global terrorism generating insecurity all over the

world.1 We refute the underpinning idea that 9/11 has ‘changed everything’, that

the attacks led to a new era where states are dispossessed of their capacity to

manage major forms of violence and destruction. We disagree with the common

view that the world is now in a state of global chaos, a total disorder leading to

necessary collaboration between bureaucracies of police, intelligence services

and armies at the national level and between states at the international level in

order to create one large web of information. Contrary to the transnational

network of security experts who argue that it is the only solution to protect

Western civilians and their governments, and close the debate by assimilating

war, crime, policing and defence, we want to discuss the legitimacy of merging

external and internal security and the ethical implications of such a political

choice. The expansion of a transnational way of policing insecurity through the

interlocking of internal security agencies and the subordination of both military

and police to ‘intelligence’ services needs to be seriously assessed and cannot be

accepted as the only answer to a question framed as global terror. These services,

in their search for a total information awareness and unlimited security, frame

the way any form of freedom has to be exercised and want to monitor the future

in order to control uncertainty and opportunities; but this goal is unrealistic and

inefficient as it generates more problems than it solves. Challenging this

common view supposes a specific methodology and enquiries assessing the

different discourses and institutional interests of each of these security and

police networks. We will not map here the different moves and strategies of the

various agencies at the EU and transnational level; this specific mapping of the

EU institutions dealing with security is now available through more than 30

monographs at the Challenge project website.2 In this article, grounded in this

empirical body of research, we will concentrate on a theoretical critique of the

explanation of the merging between internal and external security under the

pressure of circumstances linked to the global rise of violence.

Some actors of the contemporary world may in fact dream of gathering,

filtering and analysing through surveillance technologies and databases in order

to build ‘global security’. For these actors, who come from bureaucracies, security

companies or politics, global security is based on preventing crime and terror by

monitoring the future of each individual and of each minority they have

identified as a dangerous category through their profiling logic. But this dream of

global security is not an accurate picture of reality. In fact, once a group wants to

implement this discourse in practice, it leads to more insecurity and to less liberty
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and democracy.3 Unfortunately, challenging the narrative of global insecurity is

now extremely difficult, as it has become the ‘doxa’ of large parts of the Western

security profession and of the majority of politicians. So, this narrative now

enjoys great credibility and can present itself as a common and unchallenged

truth, a base for elaboration, and not a subject for discussion. Nevertheless, let us

first discuss the correlation between the merging of internal and external security

and the supposed rise of a global insecurity, before analysing the other factors

that the main narratives of International Relations refuse to take into account.

Global Insecurity as the Root Cause of the Merging between Internal and

External Security?

During the Cold War threat perception was clearly divided into two realms: one

concerned crime, and law and order inside the state, the other concerned war and

deterrence between states. The first was a concern, but not a question of survival.

The second, with the precept of mutually assured destruction, was the serious one.
After the end of bipolarity, we witnessed a change in perceptions as the threat

of a major conflict involving nuclear weapons diminished, but the threat of

transnational organised crime and terrorism rose. War between states was less

plausible, but crime was evolving and threatening the state and the identity of

societies. After the wars in Liberia, Yugoslavia and Algeria a grim vision of the

future took over. The previous hope of having arrived at the end of history and

a progressive decrease of meaningless conflicts4 ended abruptly. The emergence

of failed states, criminalisation of politics in many places, war lords,

transnational organised crime supported by some remote governments or

guerrillas trafficking cocaine, heroin and diamonds created the image of an

‘unsafe’ third world producing ‘new wars’ and a massive flux of people fleeing

these countries with the associated risk of importing their political disputes into

the first world. Immediately after 11 September 2001 came the fear of dirty

bombs in the hands of fanatical clandestine organisations and the political

image of the present was reframed. Western states’ certainty about claiming the

last word concerning the use of violence in their own territory was threatened.

Preventing this worst-case scenario from occurring became a priority, to be

pursued even by the sacrifice of civil liberties and the rule of law. The ‘core’ of

the world, meaning the West, was now endangered by the infiltration of the

violence of the ‘rest’ of the world through transnational channels.5 A ‘common

sense’ rhetoric emerged using the semantics of international disorder, failed

states and the need for a more global security. It was simply more comfortable

for many to use the old matrix of a bipolar clash by just ‘adapting’ it to a new

polarity: the West against the Others or the community of real states against all

the other actors. The Cold War matrix and its reasoning were shaken but not

disrupted, even if academic voices demonstrated its contradictions. Two groups

organised inside the security professions and competed to define the most

important threats. The first group, the Classics, mainly consist of criminal
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police, traditional intelligence services and armed services. They insisted on the

role of borders and state actors, but wanted more money and technologies

invested at the border or at the local level. The second group, the Moderns,

mainly consist of special squads, private security companies, and think-tanks.

They advocated a de-territorialised vision of security without frontiers, which

were seen as obstacles in the struggle against the new enemy. They insisted on

the rise of an interconnected global insecurity at all levels, where local events

would in fact be the results of this global development.6

Only One Answer: Global Security as Coordination beyond National

Sovereignty, and Coordination beyond the Functional Divides of Internal

and External Security

After 9/11 the neo-conservatives became the dominant voices in politics,

marginalising the traditional ‘cynico-realists’ around George W. Bush. The

Moderns in the field of security maintained, for a while, a quasi-monopoly on

thinking because of the homology of positions between the neo-conservatives

and their own views. The attacks were seen by both as proof of their vision of a

global network of terrorism. They linked the Twin Towers with the anthrax fear

as a symbol of a new type of violence, called hyper-terrorism.7 Hyper-terrorism

constituted active networks of terrorists across the world, including sleeper

cells, recruited along an ideology of radical Islamism, prepared to kill

themselves, and more or less connected at a central point: Al Qaeda. These

groups, which were ready to kill on a large scale, animated merely by hate

against the civilised world, could only be successfully combated through a

permanent state of exception allowing less judicial control and permitting all

the available information to be shared through exchange of personal data

among a transnational group of security agencies recognised as useful data

providers, regardless of any claim of national sovereignty. The war on terror is

then, for them, a never-ending war, a long fight at the global level aimed at

establishing a global order with a benign empire as the leader of an ever-

growing number of democratic regimes, good neighbours and areas under

transitional process towards peace and state building until a global democracy

secures the world. They have to struggle to impose this vision and dream

against the Classics who are keen to reinforce security at the borders and to

continue to differentiate between states, regimes and forms of civilisations. For

them, the war on terror has a different meaning. It is not a global surveillance

launched to monitor the progress of a global secure democracy, but a

‘homeland’ behind fences and territorial wars against Afghanistan, Iraq or

any sources of insecurity threatening the lifestyle of Western democracies, and

especially the US. The Classics have insisted that the war on terror may be a

correct move at the tactical level, but not strategically if one loses the real battle,

the local one, while the Moderns have considered that it was dangerous to

concentrate all the energy on one place, and that the fight was global and
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multidimensional. These views of the Classics and Moderns are not aligned

with a particular party political view, or particular agencies, as the voices and

narratives of the different democratic candidates for the Presidential election in

the US and the New Labour government of Tony Blair have shown. They are

the result of competing security discourses which are both played out by

transnational networks of security agencies and are transversal to any country,

and any political doctrine. Their rationale is inside the field of the security

professionals at the Western level, and the national political leaders are just

trying to find compromise between the competing visions and to adapt them to

their own political agendas.
The ‘globalisation of insecurity’ thesis linked to the spread of the Modern

narrative on global terrorism has had three consequences. First, it makes

obsolete the conventional distinction between the two realms of war, defence,

international order and strategy on the one hand, and crime, internal security,

public order and police investigations on the other. Second, in the same stroke

it undermines traditional state sovereignty and obliges all state agents to

collaborate internationally. Third, it makes national borders effectively

obsolete, as they no longer operate as effective barriers behind which the

population could feel safe.

Once it is accepted that the fight against insecurity, if it is on a global scale,

needs to be a coercive response in order to put an end to erratic violence of all

sorts spreading from the local level, the response is by definition neither

internal nor external, but integrated. This means that the military, the

intelligence services and the police, irrespective of their traditional spheres of

action and competence, are required to cooperate. Contrary to the tradition,

military intelligence will have to operate inside the territory but still want to be

outside the reach of the judiciary, in order, they say, to ensure faster and more

efficient information-gathering. Furthermore, to collect information ‘in real

time’ and to carry out acts of coercion, the police forces are pleading, with

success, that they must go beyond the frontiers, outside their country, in order

to analyse transnational crime networks, restore law and order, impose peace,

and even (re)build democracy. In the same logic, intelligence services have to

coordinate the activities of military, police, customs and border control

agencies in order to centralise information, generate comparative analyses of

previous actions through profiling, detect who may be dangerous and

anticipate the future with the capacity to pre-empt any potential violent or

subversive action, both internally and externally.
The push for more collaboration between agencies at the national and

transnational level, and the pressure for them to provide information

immediately, have created considerable ambiguity with regard to the decision-

making process. The respective responsibilities of political professionals and the

network of agencies coordinated by intelligence services have become blurred,

especially in countries where political professionals at the head of government

were accused of ‘sexing up’ intelligence in order to justify a decision to go to
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war that had already been made for other reasons. But it is not necessarily

cynicism that is at work, even if this is partially the case. What is central is the

sense of being on the brink of disaster and the urgency of doing something to

counter it. This frame of mind, which is directly rooted in the deeper belief of a

rise in global insecurity, has been driving the decision-making process in both

the US and the UK. But interests were working there too.

As security is increasingly seen as global, the leaders of small states have to

rely on information provided by those that are more powerful. They also have

to put their faith in them and suspend concerns about their own capacity to

decide. The competition over who is capable of deciding about exceptions at the

global level needs to be oligopolistic or monopolistic. Small states cannot lead

or even participate on an equal footing in the coalition against global terror.

Broadening the definition of terrorism is one of the best ways to ensure support

by creating shared interests in surveillance, as Russia immediately understood

by adding the Chechens to the list of terrorist groups. Nevertheless, it

undermines the main thesis of one central enemy coordinating all the other

groups through personnel or ideology. It also undermines the legitimacy of

democracies against terrorists as it enlists groups fighting against non-

democratic states on the terrorist side and authoritarian states on the global

cooperation side.

As we can see, the consequences of the global insecurity thesis are dangerous

for both civil liberties and the structure of relations between states. It is a poor

explanation leading to major errors. Eruption of violence at a transnational

level certainly has a role on the positioning of the different security agencies

and on their narratives. Some are advantaged because they seem to be better

adapted to the threat while others are disadvantaged as if they were out of date.

But it is mainly a question of the framing of the threat at a certain moment and

not the main explanation for the contemporary transformations of policing and

strategy. So, the merging of internal and external security is not a result of the

rise of a global threat, or at least not only; it also depends on structural

evolutions of the different institutions dealing with security and their relations

with the political professionals.

Institutional Games and Practices of Security

Security as Coercion and the Framing of Security by Institutional Games

In order to understand the argument that the transformation of violence is not

the only factor responsible for the merging of internal and external security, one

has to accept the idea that security agencies cannot be understood in terms of a

reaction to a given stimulus. Rather, they are ‘semi-autonomous’. As Mary

McIntosh has demonstrated, the criminal world and the world of the police are

semi-independent realms and the action of the police are not explanatory

of reactions to the changes in the criminal world.8 The ‘upper world’, that is,
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the world of police agencies, categorises and defines risk, opportunity and

threat. It has to adapt to the practices of violence of the underworld, but can

reframe who and what is threatening. Moreover, the institutional games of the

upper world are crucial to understanding the relations between the two worlds.

Indeed, the definitions of threats and the priority of the fight against insecurity

can mostly be explained by inter-agency rivalry and by the politicisation of

matters of public security. Some elements of what is security and what is

insecurity will be excluded from the definitions given by coercive agencies, for

example unemployment, even if the notion of social security still exists. Other

elements are rarely taken into account even if they are deadly: car accidents,

domestic accidents and domestic violence. Others will be there as a core

routine: crime, judgements, punishment, and the defence of national territory.

Others will be considered as major problems at some period and will disappear

off the political agenda at others: political violence of some clandestine

organisations, cross-border crime, illegal migration, or the arrival of huge

groups of refugees. The evolution of violence is then a factor for change and

creates perturbations inside the positions of the security game, but it is not the

sole explanation. The way to frame and understand violence, to see global

social changes as opportunity or danger to the social order, to cope with

difference in relation to equality, or to privilege national identity towards other

(local or cosmopolitan) ones, will be central.

Mary Douglas has tried to explain how institutions think.9 Murray Edelman

has developed more precise research concerning the spectacle of Western

political professionals,10 Pierre Bourdieu has developed a sociology trying to

understand the constitution of social spaces and their limits.11 We will rely on

these major works while trying to give brief accounts of the importance of

recognising the merging of internal and external security as the product of

transformations of both violence and institutional games.

In Europe, with the so-called merging of internal and external aspects of

security, we have witnessed a unification of the security process frozen during

(or shaped by) the Cold War. The specialised agencies, whose missions reflect

the idea of state sovereignty and the difference between inside and outside, have

seen their attributions increasingly criss-crossed. This has been because of the

professionals’ (military intelligence) inability to predict what happened, along

with the desire of International Relations scholars to give policy advice

and attempt accurate predictions. The focus is now on ‘intermediary’ agencies,

that is, the agencies which are situated ‘between’ police and armies, as if

they were the solution to the new threats. But, as we have tried to show, largely

before 2001, the apparently distinct fields of police and military practices are

in actuality only one*that of professionals of coercion or managers of

insecurity.12 If this merger was not recognised before, it was not because it did

not exist before the rise of a common global threat; it was because the interests

and discourses of the different security agencies were divided, while it is now in

the interest of some of the actors to unify the field. This change in perceptions,
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norms and interests of both professionals of security and of politics also

explains changes at the EU institution level. In the 1980s the area of Justice and

Home Affairs, renamed Liberty, Security and Justice (or the third pillar) was

created, along with the second pillar of Common Foreign and Security Policy.

Both use the terminology of security and the current struggle of many agencies

(customs, border guards, police with military status, intelligence services) to

play a more important role in the realm of security has blurred the distinction

between these pillars.

State-making, Security-making in Democracy: The Web of Institutions of Security

We live in a world in which the web of institutions dealing with security has

spectacularly expanded. The idea of the state as a container of the society,

protecting the society against its neighbours, seen as others and enemies,

radicalised the differentiation between army and police.13 As in the European

states’ formation, the level of force used in coercion largely increased in war, but

was much lower against the population inside states’ borders, it was necessary

to have different institutions to deal with force inside and outside. The

legitimisation of police changed when liberalism was introduced. The police

were no longer an instrument of self-restrained coercion by the government

against its own population; it became an instrument to battle the real enemy of

the population: crime. The rebirth of the national civilian police, seen as an

organisation that defends society and protects the population against criminals,

helped differentiate it from the army.14 The emergence of security technologies

presupposed this transformation of the vision of the population and its

freedom. And it is in the name of protection and security that freedom of

movement was not only accepted but promoted as a way to develop commercial

activities. The welfare state developed an insurance strategy beyond coercion,

the idea of a secure environment and personal safety, and of a safe future.15

A web of institutions developed from the police, leaving to the narrow sense of

police the dirty work of ‘cleaning the social’. The administration of life was as

much as possible separated from the administration to kill. Anthony Giddens has

pointed out that the emergence of the modern nation-state has been accompanied

by the progressive removal of the armed forces from internal political life. The

inviolability of the border was central in the differentiation of the two universes of

police and military. The focus of the armed forces had to be an ‘external’ threat.

The focus of the police had to be the ‘internal’ threat. The less interaction between

the two institutions, the better for democracy, as the danger of a military coup had

not been forgotten. The right to kill and punish inside was also monitored by the

judiciary and its legitimacy was always separated from situations of war, whose

definition was reserved for major fights between states. Coercion performed by

national police and justice was resilient thanks to the adherence to law and order.

The specialisation of functions and their interlocking into networks, where

national police was an important node, play a central role in the development of
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a complex of ‘internal’ security, which structures liberal regimes and is lacking

in dictatorships where all these functions are reduced to a limited number of

coercive institutions (army and political police).16

However, the security complex ‘permitting’ freedom in a liberal society has

expanded so much that the symbolic frontiers associating the military with the

‘external’ and the police with the ‘internal’ have been destabilised. The ultra-

specialisation of some national bodies has encouraged them to be in touch with

their counterparts in other countries, in the name of a common struggle. The

International Criminal Police Commission, better known as Interpol, was one

of the first international bodies to play with the idea of a global threat coming

from cross-border criminals and anarchists in the beginning of the twentieth

century. Long before the rhetoric of 2001, transnational information exchange

developed, even if the judiciary was still bound to national territory. To some

extent this practice also affected military institutions, yet the possibility that

yesterday’s friend will become tomorrow’s enemy remained more important

than the idea of the common threat of transnational crime.

The bipolarity emerging from the Cold War and the possibility of nuclear

destruction reframed the boundaries of internal and external security. It froze

the idea of a web of institutions and recreated the division between defence

and law and order, prioritising the first over the second and assigning the

notion of security solely to the survival of the nation. The Cold War theorists

rediscovered Clausewitz and Hobbes and tried to create a continuity of thought

between all periods to show that the division had always existed. And they had

real success, as we have previously seen that all our preconceptions are still

framed by this Cold War matrix. The Cold War in fact hid the ‘intermediary’

agencies and the web of institutions dealing with individual security by focusing

only on national security and the state. The cynico-realism associated at the

academic level with this vision of survival reinforced the exclusive focus on

defence as the equivalent to security. The idea of a long term alliance also

created the possibility to think about a ‘beyond national state’, but inside an

‘alliance’. NATO was typically framed as an ‘area’ of security at the defence

level. Later, Schengen tried to do the same for internal security at the European

Union level with the ambiguity to create a ‘space beyond national state’ as an

‘inside Europe’ and then de-differentiating the clear distinction of the inside

and the outside.17

The paradox of the situation is that, far from being liberated from the matrix

of fear by the end of the Cold War, the end of bipolarity and the attacks of 11

September 2001 have in fact reinforced the fears of an unsafe world. These

events were read as the end of an international order, which had created

injustice but stability. However, we are still reorganising the way we analyse

security since the matrix has rotated, comparable to an unchanged grammar

with a new vocabulary.18 This is the case because all the institutions dealing

with coercion, both internally and externally, have the same interest: to

perpetuate the existence of their profession.
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That is why we use the notion of a field of security professionals. The ‘field’ is

determined by the struggles between police, intermediaries and military

agencies over boundaries and the definition of the term ‘security’, and over

the prioritisation of different threats as well as the definition of what is not a

threat but only a risk or even an opportunity. The central question relevant to

defining security is thus; WHO is vested with, or who is delegated, the symbolic

powers to designate what the threats are? In this respect, it is impossible to

evaluate the meaning of threats by judging exclusively on the manifest basis of

statements themselves. It must be qualified by paying attention to who is in the

position of enunciation and the positions of authority of the enunciators

themselves, keeping in mind their personal, political and institutional interests

within the field. The connections made by agencies and politicians between

terrorism, drugs, crime, delinquency, border surveillance and illegal immigra-

tion widen the spectrum of public security to encompass different activities.

One example is clandestine organisations from abroad, which use political

violence against national citizens or use the national territory as a transit site or

for the sale of drugs. Countering the activities of these organisations usually is

assigned to customs officers, who find themselves drawn into internal security

and surveillance activities which are increasingly delegated to private operators

on a local scale. The role of technology is also very important for under-

standing the structure of alliances beyond national borders. For example, the

connection made by agencies and political professionals between terrorism,

drugs, crime, border surveillance, trafficking and illegal immigration is stronger

when the different agencies use the same technology. These include fingerprint-

ing, biometric identifiers, forge-proof IDs, computerised tracking of entrance,

residence, accommodation and exit, setting up expert IT systems, satellite

surveillance, or enlarged data-storage, just to name a few.

It is certainly too early to clearly define the centrifugal forces that compel the

police and military to share the same interests, the same rules and the same

vision of what is at stake (i.e. what the emerging threats are). Despite the

current state of affairs, at the European and Western levels one could imagine

centripetal forces that would cause the field of insecurity to diverge again along

the boundary of internal and external activities, or even break it apart in

different arrangements, while maintaining the same categories (for instance, a

division according to technologies). A re-nationalisation is not impossible. If

the transformations of violence and conflicts did not have a direct and

determining impact on the security field, a possible revival of the military threat

from Russia, or China, however remote, could immediately be interpreted as

extremely dangerous and could reintroduce the police/military division of

labour, impairing the tendency to share resources. But, for the moment, the

extension of so-called humanitarian missions and the maintenance of order in

non-Western countries threatens to accelerate the merging of policing,

intelligence and military activities. 9/11 has clearly played a role in producing

a convergence between positions taken on internal and international security.
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But this convergence has also enhanced military efforts and has legitimised the

fact that the ‘war’ on terrorism should no longer be conducted under the aegis

of the police. Above all, it has underscored how the effects of the field were

propagated to include new geographies (transatlantic, new alliances and the

revival of NATO) and the will to mobilise and extend the role of ‘antiterrorist’

surveillance.

The Intermediary Agencies and the Expanding Internal Security Dimension

What is seen as a merging between internal and external aspects of security is

mainly the expansion of the internal security dimension beyond state

boundaries and the extension of the ‘internal’ border to larger areas, such as

the European Union, or the West. This expansion is in line with the

construction of a web of security institutions developed through a tightening

of the ‘embrace’ of society by the state and now of other forms of governance

linked with the freedom of movement. The bifocal structure of military

institutions dealing with war and of police institutions dealing with crime is

not ‘natural’; it is the result of the frame used by these institutions to ensure

their specific monopoly in the use of force. The professionals of politics have set

up laws and rules to prevent the military from having a role ‘inside’, even if the

military were always active in civil protection, territorial surveillance and

intervention against major unrest. They have also insisted on practices limiting

police institutions from operating abroad with too much visibility. On the

request of politicians these practices are changing. At the same time, the

‘intermediary’ agencies, which were marginalised for 30 years, want to play a

role. They have the chance to benefit from the double ‘surprise’ of the end of

bipolarity and the attacks of 11 September 2001 to play with the uncertainty

surrounding the divisions between the police and the armed forces. These

events ‘de-naturalised’ the traditional boundaries of these security agencies’

activities. The emergence of police forces with military status, border guards,

intelligence services in charge of the co-ordination between internal and

external information, and antiterrorist squads are examples of agencies which

are situated at the interface of the police and the army. Each agency now has its

say in the definition of threats and their prioritisation.

The role of Europeanisation in this process has been central and is a major

factor to take into account. It is at least as important as the evolution of

violence, as argued in the following sections.

The Impact of the EU on the Security Field

National State Sovereignty and European Governance

It is difficult to differentiate between state-making and security-making. The

ministries of Interior and Defence seem to be at the heart of the Weberian state;
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the idea that they may be something different from an instrument in the hands

of the government is rarely discussed. The possibility of autonomy for the

security sector, as compared to the recognised autonomy of the banking sector,

is not often evoked. If trans-nationalisation affects them, it is a radical change

for the theory of state sovereignty and the control of frontiers. Research on the

European network of police officers and the new role of military personnel in

internal security matters seems to show nevertheless that this is the case. Police,

customs, immigration services, judges and armies have all created new bodies of

cooperation and are working together at the European level. More and more

surveillance and control bureaucracies gain autonomy from their national

political leaders. This development contradicts the predominant assumption

that the bureaucratic and political agents of the EU member states are

integrated into a ‘national’ frame that structures their behaviour along the lines

of a national culture and position when they interact. They are considered

representative of the state in only one specific functional area (finance or justice

and home affairs.). But once nation-states are de-naturalised and governments

are analysed through their complexity, it seems that professional cultures

sometimes overcome the national ones. French, German, and British policemen

have more in common with each other than a French policeman has with a

French employer or a French social worker. Similarly, the community of

thought among the different ministries of Interior of the EU under the Justice

and Home Affairs (JHA) council is more important than what they share with

the other ministers of their own government.19

Examining the interactions of the member states as homogeneous actors,

judging their resemblance and differences to other member states, following the

criterion of a national ‘culture’ or specificity is misleading. We need to analyse

in detail the transnational elements of professional cultures and the way they

also shape the struggles and alliances in the EU governance mechanisms.

Interlocking Internal and External Aspects: JLS and CFSP as a Security

Complex? Policing at a Distance

The formation of a European space for Common Foreign Security Policy

(CFSP) and Justices Liberty and Security (JLS) has been a powerful accelerator

of the visibility of all the ‘intermediary’ agencies and of their rediscovery as

major players in specific fields.

At the European Union level, the field of security shows that the national

definitions of security were not ‘natural’, but that they were the result of a

specific trajectory of the national states. For example, this includes the existence

of civil police with military status as the gendarmeries or marechaussées or

border guards, or the right for civilian police to have fire-arms, or the extent to

which the judges control the activities of police, or the way the military can

or cannot intervene in civil protection. The multiplicity of institutional
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arrangements cannot be explained by the differences in crime or in violence. It

has to do with the political system and the interlocking of institutions.

Furthermore, by trying to organise the collaboration, the EU has institution-

alised informal networks which have existed for years, but which were not

recognised as such. The informal clubs of European police specialised in the

struggle against major crimes, drug trafficking, terrorism or illegal migration

were ‘captured’ by the European Union’s move to go beyond a common market

and to introduce the idea of freedom of movement for workers as well as the

idea of a specific dimension of a European citizenship.20

Forming a distinction between the internal and external borders of the EU

by at least normatively decoupling the functions of control from the internal

borders has introduced a new way of thinking about security and has given

better perspective to some ‘archaic’ institutions. Customs and border guards

were some of the first to understand that they could create a ‘unionisation’

of interests, against some of their competitors, by transforming the notion of

border. They transformed it from a thin line where they had the monopoly of

control to a large zone where they had more powers and responsibilities, even if

they had to share some of these duties with the police. Customs especially

played on their economic mission on one side and their control mission on the

other to transfer personnel and to enlarge their capacities.

Policing was transformed in line with the notion of borders and the

definition of foreigners and citizens. Trevi and Schengen led to Maastricht

and the creation of a specific third pillar including the management of borders

as well as migration and asylum inside the policing functions. Thereafter came

the Amsterdam Treaty which distinguished between the third pillar and the first

pillar in title IV; the boundaries of what was European internal security were

changed, but at the same time formalised at the EU level with the routines of

specialist meetings and the councils of ministers of the Interior and Justice.

This move of policing beyond national borders*or policing at a distance*
is also mainly a way to block the movement of people who want to reach the

Western countries. This is done not by blocking them at the borders, but by

preventing them from departing by means of visa policies, entailing the

collection of documents and biometrics identifiers held in Western data bases.21

The detention centres marking the routes to Europe and the US are the result

of this policing at a distance, instigated by the joint efforts of policemen sent

abroad and diplomats from consulates, or sometimes some international bodies

or NGOs organising the material conditions for a ‘better management’ of

migration.22 The contemporary agents of ‘internal’ security management at the

European level can then be described as social agents belonging to different

institutional positions, but who aim to effectively manage the movement of

‘dangerous’ people. So we find ‘representatives’ of these security issues not only

among the territorially-based agents we would expect, such as border police

and customs agents, but also represented by senior civil servants of the Interior

ministries, European liaison officers connecting the different ministries of
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Interior and Justice, or Foreign Affairs representative specialised in visas and

border controls.

Policing at a distance is then carried out using networks: networks of

administrative bodies in which customs officers, immigration offices, con-

sulates and even private transport and security companies join forces with the

national police and gendarmes; networks of information technology with the

creation of national or European data files on wanted or missing people, on

those who have been denied residence, expelled, turned back at the frontier or

refused asylum (Schengen Information System, Interpol and Europol files);

networks of liaison officers that have been sent abroad to represent their

governments and enable information exchange; networks of semantics in which

new doctrines and new concepts on conflict and political violence are

developed.

A field of European internal security, organised more around policing at a

distance and surveillance of movement than the control of territory, was

empirically constructed as a result of the differentiated positions of different

security agencies in different European countries and of the transnational

networks of relations that they have formed. These relations are often based

on the use of identical methods, technologies and doctrines. Differentiating

internal and external aspects of security has revived the intermediary agencies,

which were marginal parts of both the police and the military universes, but

which became major players as the gendarmeries, the customs or the

intelligence services began dealing with transversal activities. They could be

considered pretenders, creating a dynamic of power by challenging the heirs,

the traditional dominant actors of the Cold War. They are supported by the

transformations of violence and its de-territorialisation, and, subtly, by the

uncertainty of the threat and the lack of belief amongst political professionals

in traditional territorial solutions. Also, they gain support through the

security industry and the development of a ‘market’ of biometrics, data

bases, surveillance and control at a distance in ‘real’ time. It now requires the

privatisation of certain forms of security and compels public agencies to focus

on the forms of insecurity which stretch between the internal and external

domains. On rare occasions, it may change the overall sense of priorities. It

encourages the police universe to favour the fight against organised crime and

terrorism over prevention methods or community policing, and pushes the

military universe to allocate more public discourses and sometimes resources

to so-called ‘transversal threats’ and their prevention than to the (previously

dominant) questions of deterrence, traditional war and proliferation. This

alters the distribution of power among the different agents. All those at the

interface between internal and external security can take advantage of the

new composition of the field to improve their position and power, whereas

those who originally held dominant positions (armed forces, local police) are

now on the defensive.
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Making Apparent the Invisible Practices of Policing at a Distance and of

Militarisation of Local Practices

Some of these bodies at the interface of the internal and external ‘universes’, or

at the heart of the web of security institutions, are in a unique position anyway.

With the destabilisation of the Cold War narrative and the inadequacies of

border and control at the EU level, they can see that their practices are now

central to the political professionals. But political professionals’ interest can

lead to more opportunities or more risk. At the beginning, customs officers saw

this uncertainty as a threat to their professional identity, and were anxious

about their future, but tended to modify their notion of security to fit better

with the interest in crime. They primarily focused on public health, hygiene, and

transport*and there was little room left for matters of drug trafficking or

organised crime. The border was their stamping ground. But nowadays they

think in terms of zones, infiltration of networks of traffickers, and information

through collaboration with their foreign colleagues. Customs have highlighted

their technological capabilities, showcasing their need to play a more active role

to ‘compensate’ for the supposed abolition of controls at internal borders. At

the same time they compete fiercely with police to investigate drug trafficking.

Paradoxically, it is customs control agents which are most influenced by the

American methods of the Drug Enforcement Agency (DEA), and not the drug

units of police themselves, who are themselves more aware of the failure of the

DEA. For customs control, the concept of internal security cannot be reduced

to the security of a closed territory protected by insuperable borders. This

concept of internal security is rarely put forward. They are the first to prefer an

analysis in terms of trans-border networks, securitisation of human networks,

and monitoring population flows. Security at the borders is inherently trans-

border and is ensured by international collaboration between the security

agencies. Their vision of security seems most influenced by the transnational

approach, undoubtedly because they listen more than other agencies to their

economic partners. They are sensitive to the concepts of networking transna-

tionally. They are also the ones to explicitly differentiate between threat and

risk. This professional identity crisis is very strong in all the customs agencies

and creates a split inside them, especially when border guards are part of

customs.

On the contrary, some of the police with military status (gendarmerie,

Bundesgrenzschutz , carabinieri , guardia civil ), view these transformations as an

opportunity to occupy a recognised position. They also suffer of a kind of

identity crisis, but have tried to overcome it by playing the game of the

globalisation of insecurity. They see themselves not as worthless intermediaries

in the two social universes, but as central participants to combat the rise of

global disorder. This is true to the extent that the large spectrum of their

activities allows them to be present where the police do not dare to go, such as

restoring order in a crisis situation, and where the military do not want to, or
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do not know how to intervene (not killing the enemy, but controlling the

opponent). Although these intermediary agencies are often divided internally

between those dealing with the inside and those dealing with the outside, their

institutional rhetoric is strong and they succeed in convincing the political

professionals of the importance of their role. In France, for example, they first

emphasised urban violence as well as the situation in New Caledonia and

Guyana. They refused to be seen as a rural police force, and managed to obtain

more responsibility for the management of suburbs through methods that differ

from those of the national police. They have also used their technology of

‘interlocking territorial cover’ of the trans-border zones, in conjunction with

customs, to gain more power inside the European forums dealing with illegal

immigration and internal border control. They have emphasised their ability

to carry out intelligence missions, and the complicated situation in Corsica

has helped them to present themselves as fully-fledged partners in the fight

against crime, corruption and terrorism despite the hostile reaction of the

national police.

Beyond the EU circle, the carabinieri and the French gendarmerie feel that

their history has prepared them for missions of ‘policing abroad’, as in Bosnia

and Kosovo, claiming that they have an advantage over all the other agencies

due to their role as ‘soldiers of the law’. Specifically, they refer to their use of

military means combined with the knowledge to deploy them in a civilian

context. They are, in their view, better trained to respect the law and basic

human rights than the military. They consider themselves well adapted to low-

intensity conflicts whose scale exceeds the regular bounds of national police

actions, but which do not justify the intervention of other armed forces. They

say they are able to respond better than other institutions to the peace, crisis

and war ‘continuum’ and can deal with ‘prolonged crises’ and ‘Petersberg

missions’. The Eurogendforce is the outcome of this successful narrative which

began officially in Feira but whose origins are older.

Of course their projection of an international image is seen by the other

agencies as self-promotion and not a necessity directed at a certain kind of

violence. And some traditional special forces of the military, such as marine

infantry or legions, refuse to give any credit to the gendarmes. They consider

that Bosnia or Kosovo are not forms of ‘policing’, but forms of ‘low intensity

conflict’. We could go on listing the competing definitions of forms of violence,

but it is clear from this example that each agency frames the definition of the

kind of violence and threat they have to struggle with along the lines of their

own comparative advantages.

Military and Intelligence Services: Deterritorialisation and Strategic Interest in

Local Contexts

Similarly, the struggle inside the field of security for a global and de-

territorialised approach compels the military, and especially the military
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intelligence services, to become increasingly interested in what occurs within

national borders (i.e. phone tapping, monitoring of trans-border activities, and

now detention of ‘enemy aliens’). And this is even more necessary for the

private agencies that mediate between these two realms (such as private military

companies, think-tanks and small companies specialised in the control of

intelligence or crime profiling, para-private agencies of coercion), as they are

obliged to restructure their missions along the lines of the so-called new global

threat. Certainly, the definition of the latter may change over time, ranging

from global organised crime and failed states to the ‘war on terror’. The private

agencies maintain a vested interest in emphasising the importance of transna-

tional events, such as the rise in a global threat, and in justifying their

involvement by a ‘dual’ capacity to deal with both internal and external

problems that the political professionals want to present as the same problem.

A large network coming from the defence departments has been involved in this

general reverse move of the military to operate within borders, going largely

beyond the control of riots when police have insufficient means.23 There are

people working in antiterrorist activities, in critical infrastructure vulnerabil-

ities, civil defence, protection of territory, budget management and armament

industries. This explains the militarisation of the rhetoric concerning radical

Islamists and the definition of people living in deprived areas as groups of

criminals or enemies within. The political professionals are sometimes less

cautious in the use of this rhetoric than the security professionals, who know all

too well the risk of radicalising conflicts and even of creating a self-fulfilling

prophecy in naming the others as enemies. The militarisation of language often

results in the de-individualisation of the situation and in the emergence of

reasoning which suggests that the enemy is a collective force supported by a

group. This expanded use of military-like forces in the management of the

territory inside is then often correlated not only to a rising threat of violence,

but also (and even mainly) to the strategisation of internal security with the

decline of tolerance and a focus on the defence of a fixed national identity.

Conclusions

What are the implications for Europe of this analysis of the merging of internal

and external security? First, it is important to recognise that this transforma-

tion is taking place, even as it endangers both the narrative of state sovereignty

and of the academic disciplines of traditional IR and political theory. This

transformation is central to understanding the practices of coercion, protec-

tion, the capacity to kill as well as the management of life through law and

order. The latter are under the responsibility of very old institutions that have

acquired new roles, such as the gendarmeries, the intelligence services, the

customs, or the consulates. But new actors are also involved, such as private

companies dealing with information technologies, surveillance and control,

which may have dual applications and concentrate on the individual as well.
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To look only at civilian police on one side and armies on the other side is to

miss the central part of the picture.

Second, it is important to refuse to adhere to the vision of these new actors,

which have interests in promoting a catastrophic vision of the future and in

developing a narrative of a world on the edge of Armageddon, a world in

collision, or a global chaos. Some of the politicians, especially in the executive,

have been too quick in adopting this analysis and the prediction of a troubled

future. This was clearly the case in the countries which had to justify the war in

Iraq. But it is also the case in those countries which adhere to the idea of a new

threat of global terrorism and global organised crime, and which accordingly

tend to analyse any social change or protest as a tactical move by a stealthy

enemy, which has already infiltrated. This vision creates both a fantasy far from

the social implications of these events, and leads to wrong solutions, which

always use the argument of the exceptional moment. This exception leads to the

derogation of the rule of law to justify coercion, instead of to a thorough

analysis of the perverse effect of some public policies which are becoming

visible only 20 years later (such as foreign policy in the Middle East or

Afghanistan, urban planning in large conurbations, hosting conditions for

foreigners and struggle, or not, against discrimination). The EU has shown that

its institutions are often more conscious of the dangers of such policies, which

are frequently used for small gains in electoral games at the national level. The

European Parliament and the EU Commission have promoted alternative

visions about the way to deal with the others, by refusing to consider, for

example, neighbouring countries as potential threats.

Third, the ‘coercion’ consensus in the name of protection and pacification

needs to be broken, as it results from the converging interests of the

professionals managing insecurity and of some professionals of politics, but

not necessarily from a rise of violence. It is important to deal with these forms

of violence by using a level of coercion proportional to their reality, not to their

potential and by definition unknown future. The everyday work of these

agencies is rooted in democracy with a form of ethics which had incorporated

this proportionality, but the exceptionalist rhetoric is destroying this ethics. The

term security cannot be used to justify a dominant order which seeks to

reproduce injustice. Security has a meaning in democracy if the agency of

security is also and mainly the individual, and if security means above all

protection of the weakest against injustice, exploitation, and marginalisation.

Security is social security. It is also judicial guarantees against unjustified

discrimination. It is the integral respect of the presumption of innocence and of

human rights. We have to remember, in these moments of emergency rhetoric,

that the rule of law is not blocking security measures. Laws concerning the

surveillance of the surveillors are blocking illegitimate coercion and are thus

safeguarding the security of the individual. But this is quite impossible to hear

among security professionals, apart from some judges and data protection

agencies. Only groups outside the realm of security professionals have the
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ability to see matters differently and to claim with some success that the world

we live in is by no means more dangerous than it was the Cold War and that the

use of a politics of fear by some political professionals (who perhaps believe in

their own myth) is counter-productive for peace and justice.

Fourth, the EU’s development of a different form of governance in general,

and the introduction of different specialised councils of JHA and CFSP in
particular, has contributed to the emergence of the new consensus. The complex

development of a pillar system over the years created a technocratic vision of

security which mainly excludes the first pillar, but gives a limited place to the

judicial system as a guardian of the executive powers. But hope is still possible.

The creation at the European Union level of bodies evaluating the legality,

administrative practices, and discrimination within practices of coercion and

data retention, in addition to the possibility for European Courts to judge more

quickly and in more cases the exceptionalist policies of national governments,
would be an important step to protect freedom and to avoid the slow

destruction of democracy. The possibility to give a chance to the outsiders

of the security professionals to have their say is perhaps the main role that

the EC Commission can play at the present. The creation of a permanent forum

for discussing what security and justice are, in which these terms are not

reduced to the institutional arrangements of discipline and punishment, is

equally important.
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