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Abstract

Within European law enforcement circles, counter-terrorism networks and privileged
partnerships tend to be preferred to formal bureaucratic structures because of their
flexibility and directness. The professional preference for informal, bilateral and
privileged relationships may, however, undermine the potential of formally estab-
lished agencies such as Europol and Eurojust, which work through national and
centrally co-ordinated channels of information and intelligence. This article seeks to
assess whether standards of democratic, legal and social legitimacy are under pres-
sure as a consequence of this persistent preference for horizontal, direct and informal
co-operation.

Introduction

Issues traditionally associated with the sovereignty of the nation state, such as
policing, the control of crime and safety and the investigation of organized
crime and terrorism, are today the object of an international mosaic of
governance arrangements. Traditional hierarchical international institutions
are complemented by more horizontal, network-like arrangements. This
article seeks to assess whether internal security in general and counter-
terrorism in particular, are increasingly governed by a networked type of
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governance. It also addresses the question of whether these counter-terrorism
networks are compatible with established notions of legitimacy, particularly if
compared with hierarchical, centrally co-ordinated forms of governance. The
latter type of governance has been the (formally) preferred model of internal
security governance inside the Member States as well as in the European
intergovernmental context, as it supposedly allows Member States and Euro-
pean authorities to exercise legal, democratic and social control over internal
security actors and the processes of information-exchange in which they
engage. Hence, ‘vertical’ governance is usually regarded as more legitimate
than ‘horizontal’ governance of internal security. However, the counter-
terrorism arena, entailing shielded national agencies and protected processes,
makes abundant usage of informal, horizontal, more networked types of
governance, such as secret communities or ad hoc investigations (Clerix,
2006, p. 203).

Does the movement towards horizontal governance arrangements jeopar-
dize the legitimacy of counter-terrorism efforts in Europe? In addressing this
question, we first briefly summarize the state of research on network gover-
nance in internal security, before elaborating on our conceptual framework, in
which the vertical and horizontal forms of governance are differentiated,
along with the legal, democratic and social dimensions of legitimacy. The
core of the article revolves around an inventory of the seven key vertical and
horizontal governance arrangements of European counter-terrorism.

‘Vertical’ organizations include Europol, Eurojust, the European Task
Force of Chiefs of Police (EPCTF) and the Situation Centre (SitCen). The
Counter Terrorism Group (CTG), the Police Working Group on Terrorism
(PWGT) and the G6 are the ‘horizontal’ institutions. All these arrangements
have a (semi-) institutionalized and (semi-) operational character. It should be
emphasized that due to their intergovernmental nature, none of them function
completely independently from the participating nation states. However, they
have all appropriated a certain level of organizational autonomy and they are
all highly active in the field of information and intelligence analysis and
exchange. Due to their relative autonomy and their operational impact, their
individual legitimacy may be subjected to evaluation, instead of relying on an
indirect legitimacy via the participating governments. Institutions such as the
EU Counter-Terrorism Co-ordinator, the Council Working Group on Terror-
ism (Coter) or the Article 36 Committee (CATS) have been excluded because
they have primarily co-ordinating powers and do not function either indepen-
dently or at an operational level.

Europol, Eurojust, the EPCTF and SitCen are clustered as ‘vertical’ anti-
terrorism governance arrangements, because they concern initiatives which
have been fully endorsed by the European Council and/or the Justice and
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Home Affairs Council. They are either EU bodies or are provided by EU
institutions with administrative support. Moreover, they may be regarded as
direct extensions of political and executive power in the EU Member States.
In contrast, the ‘horizontal’ anti-terrorism governance arrangements, which
include the CTG, the PWGT and the G6, comprise a differentiated set of
members in the form of a more networked, enhanced co-operation, allowing
the participation of non-EU actors and justifying their existence on the basis
of their non-bureaucratic, professional and informational character. Though
composed of ministers, we included the G6 in our analysis since the group’s
informal debates and decisions are held to be decisive for EU policy (House
of Lords, 2006).

The leading assumption in the article is that ‘vertical’ arrangements are
held accountable and therefore embody a relatively high level of democratic,
legal and social legitimacy, while the loosely composed ‘horizontal’ arrange-
ments merely enjoy light accountability and legitimacy. Throughout this
assessment, we should take into account that ‘vertical’ arrangements are
normally considered to be quite bureaucratic and cumbersome by the profes-
sionals, whereas the ‘horizontal’ arrangements are regarded as highly suc-
cessful, pragmatic and flexible (Block, 2007a). Thus, there appears to be a
trade-off between effectiveness and legitimacy. Given the rapidly increasing
number of network-like institutions, this may still be a reason for concern
from a normative perspective which seeks to guarantee legitimacy of public
institutions in a highly sensitive policy arena such as counter-terrorism.

I. The Emerging Challenge of Counter-Terrorism Networks

In contrast to hierarchical or ‘vertical’ patterns of governance which are still
relevant as governments continue to intervene in the daily lives of citizens
‘from above’ (Kooiman, 2003, p. 11; Loader and Walker, 2006), networked or
more heterarchical patterns of governance have a reputation of being more
flexible and open to the participation of non-governmental actors. Ladeur
(1997, p. 46) maintains that networks revolve around processes of
co-operation, which furnish solutions to complex problems and generate new
operating knowledge. In turn, these networks tend to be interdependent for
the realization of their objectives.

More generally, it is assumed that policy networks are more suitable for
tackling governance problems or achieving common goals than more hierar-
chical and formal strategies. Their flexibility and relative independence from
governments are highlighted (Van Kersbergen and Van Waarden, 2004), as
well as their ability to include a broad range of participants on equal footing,
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all contributing to effective problem-solving (Börzel, 1998). Other authors
raise concerns about the legitimacy and accountability of network governance
in the field of law enforcement and counter-terrorism (Den Boer, 2002b;
Loader 2002). While international law enforcement networks are flexible and
allow a sizeable professional participation, their activities and operations are
generally not transparent as they are not embedded in a formal arrangement
(Crawford, 2006). Network-like transgovernmental structures therefore raise
fundamental questions of democratic legitimacy – acting at remote distance
from any parliament ‘as a watchdog of liberty’ (Held, 1996, p. 108). The
classical mechanisms of control are not always adequate to monitor informal
informational contacts between executives and opaque communities (Chalk,
2000).

The work of national intelligence services necessarily remains secretive to
a certain extent, for instance when it concerns the cross-border exchange of
personal data (Den Boer and Monar, 2002; Venice Commission, 2007;
Monar, 2007, p. 280). This observation becomes particularly acute when one
considers that mechanisms to supervise the growing number of international
networks and the vast amount of information exchanged remain underdevel-
oped (Anderson et al. 1995; Glaeßner and Lorenz, 2005), thus limiting trans-
parency and democratic legitimacy. ‘A transnational and network-based
response from the States is necessary and inter-agency co-operation must be
enhanced. A tighter democratic control and a different kind of control, is
nowadays necessary’ (Venice Commission, 2007, p. 4).

Given the rare and diffuse findings on the legitimacy of European counter-
terrorism networks, we seek to address this issue in a more systematic
fashion. In order to do so, we distinguish between the democratic, legal and
social legitimacy of institutions in the field of counter-terrorism. Whereas
democratic legitimacy refers to traditional standards such as parliamentary
oversight and legal legitimacy to the application of the rule of law, social
legitimacy addresses accountability to citizens and responsiveness to the
public at large.

Thus, following Fritz Scharpf’s distinction of so-called input- and output-
legitimacy (Scharpf, 1999), we focus on criteria of ‘input-legitimacy’ in our
analysis. While we do not intend to discard crucial issues of effectiveness and
efficiency (‘output legitimacy’), we consider there to be a trade-off between
these two strands of legitimacy. This dilemma is further reinforced by the
extraordinarily secretive character of the counter-terrorism arena. While a
certain degree of secrecy is deemed necessary to work efficiently and effec-
tively, particularly for intelligence-led activities, democratic accountability
and openness produce support for the services’ work (Müller-Wille, 2006;
Hulnick, 1999). Moreover, effectiveness only enhances legitimacy if the
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‘input’ into a ‘decision and the procedures by which it is achieved are
themselves legitimate’ (Wincott, 2002, p. 492). Counter-terrorism activities
are very sensitive and possibly impinge upon human rights, in contrast to
other issue areas with traditionally limited democratic accountability, such as
central banking or competition policy. Finally, international counter-terrorism
efforts amount to multilateral co-operation within the EU framework. There
is an ongoing discussion in the literature on the EU about a ‘legitimacy
deficit’ for this transnational arena (Føllesdal, 2005; Scharpf, 1999; Beetham
and Lord, 1998). The complex and blurred transnational sphere of counter-
terrorism demands clear lines of democratic control and accountability.

Still, assessing European counter-terrorism networks against an ideal stan-
dard of legitimacy may amount to an impossible mission as the arena has high
secrecy levels, low access and has cultivated privileged intelligence-
exchange. Hence, we prefer to compare these informal and horizontal net-
works against the more established, vertical and formal organizations in the
EU justice and home affairs (JHA) arena, such as Europol. Counter-terrorism
co-operation between states and authorities has been tentatively mapped by a
number of scholars (Anderson et al., 1995; Bigo, 2000; Den Boer, 2002a,
2003, 2005; Mitsilegas et al., 2003; Occhipinti, 2003; Sheptycki, 2002), but,
to our knowledge, no systematic attempt has been made thus far to evaluate
current EU-governance arrangements on counter-terrorism from the perspec-
tive of input legitimacy. Moreover, the assessment criteria we develop in the
next section may also be relevant to researchers who analyse the input
legitimacy of governance networks in other policy domains.

II. Democratic Legitimacy

In discussing the democratic legitimacy of counter-terrorism networks, a
range of characteristics and criteria might be used for assessment and evalu-
ation purposes. Most important is parliamentary accountability, which
relates to the control of legislative instruments, mandate and the governance
of a counter-terrorism institution, ex ante as well as ex post, but also to the
parliamentary scrutiny of the output (effectiveness, results, performance)
and the legality of a counter-terrorism network (scrutiny of compliance with
rules for intelligence-gathering and data protection principles). The Venice
Commission (2007, p. 33) observes that from an international comparative
perspective, the most frequent arrangement is for parliament to establish a
single oversight body for all major security and intelligence agencies, rather
than having multiple oversight bodies for specific agencies. However, the
scrutiny powers of parliamentary committees vary significantly between
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nation states (Born et al., 2005). Moreover, the composition of these com-
mittees can be different: while most countries have oversight bodies com-
posed of parliamentarians, others, such as Norway, have an external body of
experts.

Regarding intelligence services, Born et al. (2005) identify five elements
of strong parliamentary oversight: independence from executive, investigative
capacity, access to classified information and the ability to maintain secrecy
and adequate support staff. Depending on the case and the necessary degree
of secretiveness, possible mechanisms of parliamentary accountability are
(closed and open) hearings, open meetings, in situ inspection visits, auditing
exercises on the effectiveness of an agency and parliamentary enquiries as
well as regular reports.

Secondly, and this applies particularly in the intergovernmental gover-
nance sphere of justice and home affairs in the EU, democratic legitimacy
may relate to ministerial accountability. The relevant national ministers
(mostly home affairs and justice) may be held accountable for the activities of
European counter-terrorism institutions by the members of their domestic
parliaments (e.g. in the form of confidential written or oral ministerial state-
ments to the parliament or through a ministerial responsibility to participate
in parliamentary enquiries). Other ministers may also have a responsibility in
the field of intelligence exchange on terrorism, such as ministers of finance or
foreign affairs regarding freezing assets of terrorist groups.

Thirdly, democratic legitimacy relates to the assurance that there is a clear
delegation of sovereignty from the voters through the parliament and minis-
ters to administrative bodies. Ideally, the parliament gives its approval or
formally endorses the election or appointment of an authority (i.e. director) of
a counter-terrorism agency or network.

Fourthly, the democratic legitimacy of an agency is bolstered when the
parliament formally endorses a strategic policy plan and possibly a budget.
Ad hoc arrangements, such as sudden responses to emergent crises, may
undermine the effectiveness of control mechanisms by democratically elected
bodies.

Finally, we have to locate the appropriate parliamentary body that can
exercise oversight. Should the intergovernmental nature of this particular
policy field not allow comprehensive scrutiny to be exercised by the European
Parliament, the proper bodies for exercising this oversight are the national
parliaments of the Member States (Weiler, 1999, p. 276).

Correspondingly, the democratic legitimacy of a governance arrangement
may be considered high when either parliamentary control is exercised by all
national parliaments of the EU Member States and/or by the European Par-
liament. Democratic legitimacy may be considered of medium quality when
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some national parliaments exercise parliamentary scrutiny, while it may be
considered low when parliamentary oversight is absent.

III. Legal Legitimacy

The legal legitimacy of an agency or network is determined by a series of
indicators, the most significant of which is the formal adoption of a binding
legal instrument. An instrument such as an EU Convention or Framework
Decision applies a formally defined legal mandate to the relevant organiza-
tion. Even if it may be differentiated in terms of its implementation in
domestic law, a legal instrument provides the delegation of powers to a legal
personality, thus clarifying its mission and the range of its powers. Hence, a
court or legal authority which is mentioned in the formal legal instrument
carries the legal responsibility for ruling in matters of contested interpreta-
tions and complaint procedures. The European Court of Human Rights, for
instance, has scrutinized accountability in a number of terrorism-related cases
(Venice Commission, 2007, p. 26), especially concerning the proportionality
of remedies such as surveillance and screening.

Secondly, a legal instrument may provide for the legal accountability of
the agency as a collective body, or of the individual employees within that
agency. Finally, a legal instrument may formally ascribe procedural legiti-
macy to an agency, which means that working procedures are bound to clearly
formulated legal criteria. This makes it possible to lodge an appeal against the
misuse of working procedures (judicial redress).

Currently, the legal legitimacy of counter-terrorism arrangements in the
EU is generally low, both in terms of judicial redress and the legal monitoring
of data-protection mechanisms. The European Court of Justice has, in effect,
no direct jurisdiction over agencies such as Europol, except in matters where
a conflict of interpretation arises over the Convention between the agency and
a Member State, or between two Member States. The Court of Human Rights
is the appropriate court when it concerns complaints from individuals about
the way they have been treated by law-enforcement agencies. However, a
complaint first has to be submitted to a national court in one of the Member
States. Finally, although the impact remains as yet unclear (see Guild in this
issue), the Court of First Instance has recently sought to protect individual
rights in the field of counter-terrorism policies. Monar reminds us that effec-
tive EU judicial protection on the balance between anti-terrorism measures
and the freedoms and rights of the individual ‘can by no means be taken for
granted’, as in its judgements, the Court of First Instance ‘simply gave
primacy to the UN Security Council resolutions which had been at the origin
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of the EU measures and refused to consider the substance of the claimants’
arguments [. . .]’ (Monar, 2007, p. 280f).

Nevertheless, legal legitimacy may be considered low when neither the
national courts of the EU Member States nor the EU Court of Justice (ECJ)
are in the position to exercise their jurisdiction. It may be considered medium
when the ECJ is formally qualified to rule in matters pertaining to the
interpretation of an international agreement and it may be considered high
if a legal instrument provides for the jurisdiction of both national courts and
the ECJ.

IV. Social Legitimacy

The basis of social legitimacy is the support and credibility societies give to
an institution, agency or network. Weiler (1999, p. 80) defines ‘social legiti-
macy’ as a ‘broad, empirically determined, societal acceptance of the system’.
Moreover, there may be an additional substantive component to social legiti-
macy: ‘legitimacy occurs when the government process displays a commit-
ment to, and actively guarantees, values that are part of the general political
culture, such as justice, freedom and general welfare’. Formal legitimacy is
thus seen by Weiler as a precondition for the social legitimacy of an institution
or system. The components of social legitimacy are rather diverse, but central
to this notion is the aspect of public accountability and answerability of
delegated actors. Public accountability and responsiveness are usually
achieved by providing transparency about activities by means of public
reports. With respect to the internal security sector in general and the secretive
field of counter-terrorism in particular, these criteria are only of limited
applicability. Nevertheless, information about membership and meetings of
the institutions should be available to the interested public (e.g. by a website)
and activities and results should be published by the institutions (at a time
when it does not jeopardize the operational aspects of an investigation).

In addition, social legitimacy is in place when, and if, an agency or
network is subject to institutionalized monitoring by an independent party, for
instance when a court of auditors, ombudsman, committee or public watch-
dog investigates the performance of an agency or network and brings the
results into the public domain. Finally, the social legitimacy of a certain
governance arrangement may be positively affected by the inclusion of citi-
zens and civil society groups such as NGOs in consultation and debate.

While social legitimacy in terms of openness and transparency in some
ways could also be conceived as a precondition to democratic legitimacy –
parliamentary democracy depends on the ability of citizens to form their
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opinion on issues and monitor the performance of their delegated represen-
tatives – it still refers to a separate institutional mechanism through an
independent party or civil society groups.

Social legitimacy may be considered high (weighted against the necessary
secretiveness of the activities) when maximum transparency about procedures
and products can be guaranteed, as well as a formal provision for active
consultation of members of society, for instance in the form of an ombuds-
man. It may be considered medium when the creation of the governance
arrangement has been publicly explained or justified on the basis of social
relevance and it may be considered low when there has been a complete
absence of public motivation.

Pulling the threads of the three types of legitimacy together, we arrive at a
series of indicators (Table 1) which can be operationalized with a view to
assessing the input legitimacy weight of counter-terrorism governance
arrangements.

V. The Legitimacy Score of Vertical Governance Arrangements
Against Terrorism

Within the EU, new ‘vertical’agencies and structures were created in the wake
of the attacks of 9 September 2001, on top of existing infrastructures. The
structures that already existed were mostly furbished with new and special
competencies in the field of counter-terrorism. With this plethora of initiatives,
the EU bolstered its anti-terrorism capacity, but it may also have contributed to
greater proliferation of such initiatives and the reinforcement of a hitherto
crowded policy space in the field of JHA. Below, we introduce the vertical

Table 1: Legitimacy Indicators

Democratic legitimacy Legal legitimacy Social legitimacy

Indicators Parliamentary scrutiny
(investigation rights,
active consultation)

Ministers are
accountable to parliament

Parliament approves
appointments

Parliament controls
policy plans and budgets

Formal adoption of a
binding legal instrument,
clarifying the jurisdiction,
a legally controllable
mandate and a right to
complain or appeal

Individual legal
responsibility for law
enforcement officials

Procedural legitimacy

Transparency about
activities by public
reports or a website

Independent monitoring
by ombudsman or court
of auditors

Whenever possible,
inclusion of citizens in
consultation and debate

Source: Authors’ own data.
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bodies, agencies and structures that are active in the European counter-
terrorism arena and assess their democratic, legal and social legitimacy.

European Police Office (Europol)

Counter-terrorism was added to Europol’s mandate in 1999 (Ratzel, 2007, p.
287). Although Europol had been established before 9/11, its competences
were extended considerably thereafter, partly as the consequence of a long-
term programme for the area of freedom, security and justice, partly as an ad
hoc response to large-scale terrorist attacks (Madrid, 11 March 2004; London,
7 July 2005 in addition to the 11 September 2001 attacks in the USA). After
9/11, Europol established a team of counter-terrorist specialists, later trans-
ferred to the entity called SC 5 (Serious Crime), with – in principle – two
Liaison Officers from each EU Member State, one from the police and one
from the intelligence service. The team was requested to collaborate directly
with its American counterparts. Furthermore, the Director of Europol was
instructed to conclude an ‘informal agreement’ with the USA, which provided
for the exchange of liaison officers between Europol and US law enforcement
agencies: at present, the FBI, the US Secret Service, the Drug Enforcement
Administration (DEA) and the US Postal Inspection have Liaison Officers at
Europol, while Europol has seconded two Liaison Officers to Washington DC
(Ratzel, 2007, p. 289). In addition, on 6 December 2001 Europol and the US
signed an agreement on the exchange of strategic and technical information
and negotiations were started on a supplemental agreement concerning the
exchange of personal data.1 The JHA Council of 20 September 2001 also
requested Europol to update the Directory of Specialized Counter-Terrorism
Competences, Skills and Expertise, provided for by the Joint Action of 15
October 1996 (Den Boer, 2003, p. 200).

Europol convenes regular high-level counter-terrorism expert meetings to
discuss common problems related to terrorism and the responses of the
agency to terrorism. For instance, in 2006 Europol hosted the meetings of the
Counter-Terrorism Task Force 2 (CTTF2) consisting of experts from all the
Member States and which undertook several activities. Also in 2006, it
supported around 20 ‘live’ investigations in several Member States into Islam-
ist terrorism (De Vries, 2006, p. 3) and launched a First Response Network.
Out of 18 Analytical Work Files (AWFs) in 2006, two focused specifically on
terrorism (Europol, 2006).

The Council guides and controls Europol in general terms – which
includes the approval of the budget (although Europol is financed from

1 Available at: «http://www.europol.europa.eu/legal/agreements».
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Member States’ contributions) and the appointment of the Director and the
Deputy Directors2 (Apap, 2006). The overall supervision resides under the
Article 36 Committee, which is de facto under the Council (Lavenex and
Wallace, 2005, p. 472). Hence, Europol can be characterized as a vertical
governance arrangement controlled by the Member States.

The Management Board, which comprises one representative from each
Member State as well as from the European Commission, exercises day-to-
day control. The financial, organizational and administrative accountability of
the organization resides primarily with this Board, which unanimously
appoints a national audit expert as a financial controller who monitors the
budget of the agency (Müller-Wille, 2006, p. 115). The opening of AWFs
must also be formally approved by this body.

The democratic scrutiny of Europol by national parliaments is subsumed
under the general right ‘to be informed fully by their governments and EU
institutions’ (Apap, 2006; Annex to the TEC and TEU). In contrast, parlia-
mentary control at the European level remains to be developed further. The
European Parliament is only consulted when decisions are at stake (Art. 39
TEU), but not when it concerns the strategic objectives of the agency (Apap,
2006). However, an annual report is sent to the European Parliament and its
LIBE Committee (the Committee on Civil Liberties, Justice and Home
Affairs) has taken several initiatives, for instance by convening special hear-
ings and issuing special reports, to maximize its control of JHA activities
within the institutional margins it has been given.

When it concerns the legal legitimacy of Europol, the ECJ has the author-
ity to exercise its jurisdiction in the interpretation of the Europol Convention
which is Europol’s legal basis. A number of amendments to the Europol
Convention are now in force. The Protocol amending the Convention of 27
November 2003 was followed by the Proposal for a Council Decision estab-
lishing the European Police Office (EUROPOL), presented by the Commis-
sion in December 2006 (Commission, 2006, p. 817) and is still under
discussion at the time of writing, providing a more flexible legal basis for
Europol. The motive for this instrument (a Council Decision instead of the
current Convention) is that it is expected to reduce the length of ratification
processes entailed by each change to the current Convention. Hence, provi-
sions were made for the accountability of Europol officials in view of the
‘operative’ mandate (i.e. supporting capacity in Joint Investigation Teams),
which means that Europol officials can be called upon to testify in criminal
proceedings.

2 See also the Europol Convention, available at: «http://www.europol.europa.eu/index.asp?page=
legalconv».
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Within Europol there is no official provision for social legitimacy, in the
sense of an ombudsman or a court of auditors, but the oversight of the transfer
of personal data – which may be seen as one of the aspects of formalized
social legitimacy – is under the auspices of the Joint Supervisory Body (JSB).
This body is composed of representatives of the national data protection
authorities and reviews Europol’s data-gathering and analysis (Müller-Wille,
2006, p. 116). Europol publishes annual reports and news items on its website
and key representatives give public speeches and interviews. This may be
seen as a form of public information, thereby enhancing the social legitimacy
of the agency.

In sum, Europol’s democratic legitimacy is certainly present in view of
national parliamentary scrutiny procedures. However, the European Parlia-
ment has hitherto merely enjoyed a passive right of information. Europol’s
legal legitimacy is guaranteed through the existence of a founding Conven-
tion, but legal authorities cannot control the information exchange activities
and its working procedures. As an intergovernmental agency, its accountabil-
ity is primarily arranged internally or through executive bodies (such as the
Management Board). If the EU Reform Treaty is ratified, Europol’s current
legitimacy deficit will be largely repaired (Bruggeman and Den Boer, forth-
coming).3 However, for the time being, Europol enjoys a medium degree of
legitimacy on all three accounts.

Eurojust

Like Europol, Eurojust has hitherto enjoyed an intergovernmental status. As
a judicial co-operation body, it operates along vertical lines via national
delegates with national public prosecutor agencies. Its creation was agreed
upon at the Tampere European Council of 15 and 16 October 1999 and was
formally adopted by means of a Council Decision on 28 February 2002 (Den
Boer, 2003, 200ff.; Council, 2002). Hence, Eurojust may be considered as a
formally established body with a clearly defined mandate. Although its legal
legitimacy can be derived from the Framework Decision, it is a lighter legal
instrument than Europol’s Convention (binding for the signatories in view of
the result to be achieved, but Member States are free to choose form and
means; Framework Decisions do not have an immediate effect, Article 34,
Title VI, Amsterdam Treaty on European Union).

3 Article 69k – 2 of the Draft Reform Treaty provides that ‘the European Parliament and the Council, by
means of regulations adopted in accordance with the ordinary legislative procedure, shall determine
Europol’s structure, operation, field of action and tasks [. . .]; These regulations will also lay down the
procedures for scrutiny of Europol’s activities by the European Parliament, together with the national
parliaments’. It should be noted that ‘any operational action by Europol’ and the application of coercive
measures remain the exclusive responsibility of the competent national authorities.
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Following the Extraordinary Council on 21 September 2001, Eurojust was
to strengthen ‘co-operation between anti-terrorism magistrates’. Like
Europol, the agency was asked to intensify its co-operation with counter-
terrorism magistrates in the USA. Eurojust accommodates a regular Strategic
Meeting on Terrorism, with representatives from all over the EU. Moreover,
following a Council Decision, the Eurojust Terrorism Correspondence with
national correspondents was called into being. Around 6 per cent of its cases
are related to terrorism; in the first half of 2005, 11 new terrorism-related
cases were added to the caseload of this agency (De Vries, 2006, p. 6).
According to its Annual Report 2006 (Eurojust, 2006), Eurojust dealt with 44
terrorist cases in 2005 and 25 in 2006. Amongst other activities, the organi-
zation hosted tactical meetings about European networks supporting people
entering and leaving Iraq with terrorist intentions.

The democratic legitimacy of Eurojust resembles that of Europol:
although the national parliaments can subject Eurojust matters to scrutiny, the
European Parliament is not strictly involved in the supervision of Eurojust,
but may be consulted and may also ask questions to the Council about the
agency. The Presidency is also asked to forward Eurojust’s annual report and
the report on the work of the Joint Supervisory Body (JSB). There is no
formal provision for the social legitimacy of Eurojust, but the Joint Supervi-
sory Body monitors all of Eurojust’s activities, particularly regarding the
exchange of personal data. Moreover, Eurojust places its documents on its
own agency website.

The President of the College of Eurojust is appointed by the Member State
which holds the Presidency of the Council of the EU. This mixture of political
and executive accountability is characteristic of an intergovernmental agency
like Eurojust. Following Article 69i of the Draft Reform Treaty, a European
Public Prosecutor’s Office may be created from Eurojust, with a mandate in
the field of EU-fraud and related money-laundering offences and subject to
the control of the European Parliament. At the moment, however, it enjoys a
medium degree of democratic, legal and social legitimacy, roughly compa-
rable to Europol.

European Police Chiefs Task Force (EPCTF)

By virtue of Recommendation 44 of the Tampere action programme of 1999,
the EPCTF was established in 2000 (European Council, 1999). The group
consists of national chief police officers. Its task is to exchange experience,
best practices and information on current trends in cross-border crime and the
planning of operative actions. Gradually, the EPCTF has assumed responsi-
bility over the co-ordination of operational aspects of cross-border police
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activities and international operational activities, such as the operations High
Impact and Callidus. To plan operations, the group meets regularly at
Europol’s headquarters where it has a small support unit. While one Member
State affected by the criminals’ activities guides the operation, the responsi-
bility for carrying out the operation is shared with other countries and/or
Europol through the planning system COSPOL (Comprehensive Operational
Strategy Plan) (Brady, 2007).

In the aftermath of 9/11, the group was requested by the Council to
convene high-level meetings between the heads of EU counter-terrorism
units. In co-operation with the Council Working Group on Terrorism, the
EPCTF was given the task of compiling an inventory of national measures
and alert plans. Moreover, it was charged with the preparation of measures
to strengthen controls at external borders. In their COSPOL document, the
EPCTF launched so-called forerunner-groups in the field of counter-
terrorism. Under the umbrella of the EPCTF, the ‘ATLAS network’ was
created, a network of national counter-terrorism special intervention units of
the EU Member States and Norway (Block, 2007b). While focusing on
joint exercises, a more operational role is under discussion (Council, 2004).

The EPCTF is not part of the Council’s framework (Council 2001c) but an
ad hoc forum which lacks a legal basis as well as formal rules of procedure
or accountability (Lavenex and Wallace, 2005, p. 471). Critics regard the
EPCTF as ‘a hybrid’ on operational matters (together with its Support Unit)
and some have observed that the Steering Group meets regularly without
agendas or outcomes ever being published (Bunyan, 2006). The accountabil-
ity of the EPCTF runs primarily through national (i.e. vertical) channels,
which is mainly performed in administrative executive terms. The body is not
subject to parliamentary scrutiny at national level and its democratic legiti-
macy may be considered as low. Although Ministers may account for the
results of the EPCTF to their national parliaments, neither parliaments nor
the public are provided with regular briefings or reports about the activities of
the EPCTF, resulting not only in a low legal but also in a low social legitimacy
score.

EU Joint Situation Centre (SitCen)

SitCen, created in the wake of 9/11 and providing Member States and various
EU bodies with strategic analyses of the terrorist threat both within and
outside EU territory, is based within the Council Secretariat. It reports to the
High Representative and Secretary General of the European Council. The
agency analyses intelligence assessments from the Member States, with
national officials deciding on the information to be submitted. External
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assessments are combined with information from internal security agencies
and from Europol and the Counter Terrorism Group (see below). Since 2005,
information exchange and joint analyses have taken place with Europol
(Council, 2007; Bendiek, 2006, p. 19; see also Balzacq and Müller-Wille this
issue). SitCen was originally composed of about 20 (mostly seconded)
national experts from domestic state security services and military intelli-
gence units. A Civilian Intelligence Cell (CIC) was soon added comprising
representatives from various foreign intelligence services for counter-
terrorism and political assessment (see the articles by Balzacq and Müller-
Wille in this issue).

SitCen enjoys political endorsement from the Council but no formal
legal legitimacy as the Council did not formally adopt a legal act for its
establishment as an EU agency. Nor is there a publicly available document
with a clearly stated mandate or a similar constituting document (Müller-
Wille, 2006, p. 111). The Council, to which SitCen is accountable through
the High Representative, gives general directions. The budgetary allocation
by the EU is audited by the Court of Auditors (Müller-Wille, 2006, p. 114).
Democratic legitimacy is also low to the extent that there is no formal
provision for the involvement of the European Parliament in the process of
defining SitCen’s mandate (Müller-Wille, 2006, p. 112), nor for parliamen-
tary scrutiny in the Member States. The dissemination of public reports
is also lacking. That SitCen’s director gave evidence to one of the UK
House of Lords’ committees in 2004 was rather an exception (House of
Lords, 2004). The social legitimacy score of SitCen can thus be qualified
as low.

VI. The Legitimacy Score of Horizontal Governance Arrangements
Against Terrorism

It has been claimed that since 9/11 more flexible and informal forms of state
collaboration have emerged in security policy (Gill, 2006; Aldrich, 2004).
Horizontal and ad hoc forms of counter-terrorism co-operation were,
however, already present before 9/11, particularly in the form of seconded
liaison officers and bilateral intelligence co-operation (Den Boer, 2005).
Nevertheless, the threat of terrorism has opened up windows of opportunity
for the creation of new security networks. Below, we will discuss the legiti-
macy score of what we define as ‘horizontal governance arrangements’. Due
to the rather informal character of these institutions, however, less informa-
tion on their activities and their structure is available.
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Counter Terrorism Group (CTG)

A few days after the attacks in the USA, the JHA Council decided to create the
Counter Terrorism Group, to be made up of the Heads of the European
security and intelligence services of all 27 EU Member States, plus Norway
and Switzerland (Council, 2001b). This ‘variable geometry’ is a light repro-
duction of the Club of Berne, which is an informal but apparently very
coherent group consisting of Heads of Services (Bergenstrand, 2004, p. 85),
created in 1971 (Clerix, 2006, p. 200). Having met in The Hague for the first
time in November 2001, the task of the CTG is to complement the analytical
work of its members by composing threat assessments regarding Islamist
terrorism (De Vries, 2006, p. 3), drawing up comparative analyses of radi-
calism (AIVD, 2006), ‘as well as to assist relevant EU functions with intel-
ligence evaluations in the terrorism field’ (Bergenstrand, 2004, p. 88) and to
assist in the co-ordination of operational activities (Clerix, 2006, p. 202). The
CTG also provides a forum for the exchange of information with SitCen (a
Letter of Intent with this group was signed in 2004), Europol, as well as the
USA.

Under the umbrella of the CTG, the Heads of Services meet twice a year
for strategic planning, while the implementation lies in the hands of the Heads
of Unit who meet four times a year as well as for special meetings (Bendiek,
2006, p. 21). The alleged merit of this group is the provision of ‘an integrated
picture of the terrorist threat’ (De Vries, 2006, p. 3). This implies the potential
use of WMD by terrorists, as well as criminals’ financing and internet usage
(AIVD, 2006). Recent (attempted) attacks have been subject to intensive
investigation. The group is chaired by the intelligence service of the Member
State that holds the EU Presidency, but there is ‘no formal link to the EU’
(Bendiek, 2006, p. 21). The CTG has an independent status, which means that
this body does not enjoy formal legal status and that no data protection rules
or mechanisms for parliamentary accountability are available. The group
hardly publishes any information and is essentially secretive and shielded. In
summary, the legal, democratic and social legitimacy of the CTG can be
characterized as absent.

Police Working Group on Terrorism (PWGT)

The Police Working Group on Terrorism was set up as a practitioner-led
network in the old Trevi period to facilitate co-operation between members of
anti-terrorism units of the EU Member States, plus Norway and Switzerland.
To prevent terrorism, the group’s main tasks are information exchange, crimi-
nal intelligence-gathering and operational co-operation (Salgó, 2004, p. 98).
Police counter-terrorism liaison officers were also established. Co-operation
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with agencies like Europol is implied as well. The group does not have a
headquarters or secretariat and a clear institutional embedding is missing.
Plenary meetings are held every six months. The PWGT has introduced an
encrypted communications system for sharing confidential information,
called the Elcrodat system, which provides the facility of a ‘fast and secure
communication network from headquarters to headquarters’ (Bergenstrand,
2004, p. 85). Like the CTG, the PWGT lacks formal legal, democratic and
social legitimacy. However, practitioner experts ascribe significant opera-
tional and intelligence value to it (Block, forthcoming).

G6

In May 2003, the five EU-countries with the greatest intelligence resources,
the United Kingdom, France, Italy, Germany and Spain, combined their
efforts against terrorism. Since then, the Member States’ interior ministers
have met informally up to three times a year to discuss issues of internal
security including terrorism, organized crime and migration. The meetings
are preceded by meetings of officials from the participant countries. Poland
joined as the sixth participant in 2006. The grouping has been regarded as a
privileged mechanism of enhanced co-operation within the EU, regarded with
some jealousy by some smaller Member States such as the Netherlands that
are not allowed to participate. Out of frustration with lengthy bureaucratic
structures, the group is allegedly working to conclude a series of bilateral
agreements which should then form the basis of future EU-wide laws and
measures (Lavenex and Wallace, 2005, p. 466).

This does not mean that the G6 is a mere talking shop: in 2005, it agreed
to create a common database of individuals suspected of connections to
terrorist organizations and sought to establish a single point of contact for
information on the theft or loss of weapons and explosives (Keohane, 2005,
p. 31). Moreover, in March 2006 the home affairs ministers of the G6 decided
to create multilateral police support teams in case of a serious terrorist attack
(Bendiek, 2006, p. 20, refers in this context to the creation of a Rapid
Reaction European Anti Terrorist Police Force) as well as joint investigation
teams to fight organized crime. The group meets twice a year outside the EU
framework. It does not have a support unit or a secretary. The chairmanship
is rotating. In two reports, the UK House of Lords Committee on the EU
claimed that the G6 never made a report to the UK Parliament and that
decisions reached were not adequately published by the Home Office (House
of Lords, 2006, 2007). However, in the meantime the conclusions of each
meeting have been published by the host nation and a press conference has
been held.
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Beside those parliamentary engagements, there has been no public debate
about the necessity of this forum or the need to compensate for already
existing databases, such as the Europol Information System (EIS) or the
Schengen Information System (SIS). The public is only informed about
discussions and conclusions afterwards. Thus, its social legitimacy is weak.
Given the absence of a formal legal basis and an accountability system
(House of Lords, 2006) that would include reports or written ministerial
statements to the parliaments to inform them about the meetings, the legal and
democratic legitimacy of the G6 can also be ranked as weak.

New counter-terrorism initiatives in the EU are in the process of being
added to this already crowded policy domain,4 such as CEWIN, which is a
network of national experts on the protection of critical infrastructure
(Council, 2004). Other networks have been strongly reinforced, such as the
Financial Intelligence Units (FIU Net) (De Vries, 2006, p. 8). The latter
functions in close interaction with the Egmont Group, which is an informal
multilateral group created in 1995, which comprised the authorities from the
financial intelligence units of 104 countries (Clerix, 2006, p. 203; Wiebes,
2004, p. 78). Moreover, wide-reaching co-operation agreements like the Prüm
Treaty (Prüm, 2005) introduce new elements of ‘variable geometry’ into the
field of cross-border co-operation and information-sharing in the area of JHA.

The EU Counter-Terrorism Co-ordinator was given the responsibility for
ensuring that the EU-based agencies and networks interact sufficiently and
effectively. Given the proliferation of vertical and horizontal governance
arrangements and the increasing number of initiatives outside the EU frame-
work, the Co-ordinator faced the challenge of carving out the relevant man-
dates of the respective agencies in order to avoid duplication of effort (and
intelligence). However, the Co-ordinator’s competences were very limited
and, for example, did not include any powers to ensure that institutions
reported to him. No formal provisions were established to link the post with
the European Parliament. Finally, none of the groups outside the EU frame-
work came under the Co-ordinator’s responsibility and were in no way
accountable to him. The continuing discussions about the nomination of a
successor to Gijs de Vries, who filled the post for three years after March
2004, indicates a lack of a comprehensive strategy on the part of the EU and
some Member States to ensure effective co-ordination beyond the presently
existing co-ordination infrastructure.

4 Since the focus of this special issue is on the EU, we have left out the Counter-Terrorism Committee of
the United Nations, the US-EU Policy Dialogue on Border and Transport Security (PDBTS) and the
counter-terrorism efforts of adjacent polities such as the Financial Action Task Force (FATF), NATO and
the OSCE.
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Conclusion

By applying a clearly defined set of indicators we have reached the conclu-
sion that vertical arrangements on counter-terrorism in Europe, i.e. the for-
mally established intergovernmental agencies, tend to raise fewer legitimacy
concerns when compared with the horizontal network arrangements.

However, in order to avoid sweeping generalizations, it is important to
distinguish between the more mature and institutionalized arrangements (in
terms of legitimacy) such as Europol and the (still) relatively new and obscure
body that is SitCen. Thus, not all vertical arrangements score acceptably on
legitimacy, at least not when compared with legitimacy norms that apply to
national counter-terrorism agencies. Although it is a positive sign that the
legitimacy of Europol is being improved, at least when it concerns the control
by the European Parliament of its budget, the Hague programme on the area
of freedom, security and justice (November 2004) failed to propose the
improvement of the legitimacy of this multitude of old and newly created
bodies. This is troubling to the extent that new counter-terrorism networks
have been created recently and that large elements of European internal
security co-operation remain unaccountable.

Networks are usually assumed to fare better with regard to the inclusion of
civil society within decision-making. Here, however, we have shown that the
social legitimacy of transnational counter-terrorism security networks may be
characterized as low compared to the vertical institutions. Due to their infor-
mal and secretive character, there is little or no inclusion of civil society
representatives. Counter-terrorism networks therefore distinguish themselves
strongly from policy-networks on issues such as the environment, trade or
education (Peterson and Bomberg, 1999).

Given the severe limitations in terms of input legitimacy, the only option
currently available for legitimizing horizontal European counter-terrorism
networks would thus be to demonstrate their superior output legitimacy, such
as through a monitoring system. While this article did not delve into the
effectiveness of individual institutions, i.e. their capacity effectively to reduce
the risk of terrorism and radicalism, as well as the prevention of terrorist
attacks, the fragmentary character of arrangements and the compartmental-
ization of intelligence withstands the conception of a comprehensive ‘fit-for-
all’ governance framework. The European counter-terrorism arena has
quickly proliferated in a series of (reinforced) agencies, networks and instru-
ments (Mitsilegas, 2006). Future research will have to persist in finding
answers to the question of why these initiatives continue to mushroom, while
old agencies are hardly ever declared redundant or even subjected to a
profound evaluation. Only such a systematic evaluation would allow us to
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assess whether an (assumed) superior output legitimacy is able to compensate
for the shortcomings in terms of input legitimacy. To put it even more bluntly:
only if it can be demonstrated that the legitimacy deficit is the price to be paid
for the effectiveness of transnational counter-terrorism governance arrange-
ments may these deficiencies provide justificatory grounds to political
authorities for the feeble accountability system.

Generally, it seems there is ample room for improving transnational hori-
zontal networks on the legitimacy deficit, if only in terms of parliamentary or
public information. Otherwise, agencies with a limited legitimacy turn into
attractive forums for direct but opaque operational business and as such they
may undermine both the success and the legitimacy of better-governed agen-
cies such as Europol. Another risk is that relatively uncontrolled agencies may
assume responsibilities that reach further than counter-terrorism and which
spill over into the control of serious, organized crime or even migratory
movements, from the world of ‘spooks’ into the still more transparent world
of criminal investigators.

Here, we have primarily sought to map the legitimacy of actors that
participate in counter-terrorism networks, while not having assessed the
legitimacy of their activities in the light of expanding surveillance methods,
data retention, data-mining and the impact of virtual, electronic and techno-
logical networks more widely. Counter-terrorism has become a dynamic area
of policy initiation, strategic partnership and intelligence-exchange, encour-
aging the growth of transnational policy webs or even global epistemic
communities which escape the probing eye of parliamentarians, judges and
citizens. More research is required on the nature of transnational intelligence-
relationships and the ways and means their accountability is and ought to be
guaranteed. The EU itself acknowledges the need for a sound balance
between effectiveness and good governance, between operational compe-
tences and the protection of human rights (see e.g. Council, 2005), but it will
be caught in a perpetual struggle with the sovereign secret services.
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