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Abstract

The appearance of the EU as a security actor has nowhere been more apparent than
in the field of counter-terrorism measures after 11 September 2001. This article looks
at the challenges which the EU is facing regarding its new role, taking as an example
one of the corner stones of the counter-terrorism measures: the freezing of funds to
persons and entities suspected of having links with terrorism. The relationship
between the rights of individuals and the legal force necessitated at the EU level by
heightened risk has recently been the subject of judicial and political scrutiny.

Introduction

That the European Union has become an important security actor is no longer
in doubt. The events of 11 September 2001 provided the impetus for an ever
more profound engagement by the EU in security issues both within the
Member States and outside the territory of the EU (Bigo et al., 2007, pp.
4–22). However, the mechanisms by which the EU has entered the counter-
terrorism field has been first through justice and home affairs – a framework
which has been gradually constrained by democratic and judicial oversight
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since 1999 – and secondly, through the common foreign and security policy
– a part of the EU which is governed by much purer intergovernmentalism.
This means that there is virtually no supervision of the field by the European
Parliament nor any judicial oversight by the European Court of Justice
(Balzacq et al., 2006, pp. 1–15). Notwithstanding control over the JHA field,
the arena of counter-terrorism measures has permitted national experts to
form themselves into new types of networks at the EU level sharing (or failing
to share) information which is then designated common (Bigo, 2006, p. 35).

This article examines one of the key EU measures in the fight against
terrorism – the creation of lists of organizations and persons who are suspected
of having links with international terrorism and as a result have their assets
frozen. The use of blacklists of organizations and persons developed rapidly
after the 11 September 2001 attacks in the US, both in the UN Security Council
where the 1267 Committee drew up and maintains a list which is to be applied
by all UN states, and in the EU where the UN list and an EU list of suspected
terrorists were drawn up and published as EU legal measures. The creation of
the lists of persons suspected of links with international terrorism has depended
heavily on the pooling of information from intelligence services in the Member
States. On the one hand, this is clearly a success of the EU’s role as a security
actor. The fact that Member State services were able to reach agreement to
share information on persons falling into this category and to take common
action indicates a substantial move towards the EU’s objective. On the other
hand, the way in which the listing took place and its consequences for
individuals has raised serious questions of human rights compliance.

In March 2007, the Committee on Legal Affairs and Human Rights of the
Parliamentary Assembly of the Council of Europe received a memorandum
from its rapporteur, Marty, on the UN Security Council black lists which states:

The UN’s current ‘blacklisting’ procedure not only violates fundamental
rights, by doing flagrant injustice to many persons against whom there is no
proof of any wrong doing. It also discredits the whole of the international
fight against terrorism, which is badly needed and ought to be able to rely on
the widest possible support from the international community and public
opinion. (Marty, 2007a, p. 4)

Concerns about the human rights consequences of the EU’s fight against
terrorism are not limited to the case of the lists. The Eminent Jurists Panel, an
initiative of the International Commission of Jurists has also expressed
concern that: whilst acknowledging the need for effective co-operation
between states to counter-terrorism, the Panel emphasizes that such
co-operation ‘must take place within a human rights framework, and must be
subject to appropriate limitations and safeguards’ (Eminent Jurists Panel,
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2007, p. 2). Academic concern about the human rights consequences of the
EU’s counter-terrorism policies is also substantial – including, but not limited
to, the issue of the lists (see, for example, Eeckhout, 2007).

The new EU venue in which counter-terrorism information is shared has
enjoyed an authority based not least on the fact that the information is
supported by all the Member States. That this support goes beyond the reach
of any one Member State helps to ensure that the direction which national
measures on counter-terrorism take remains consistent with the EU decisions.
The fact that an EU decision has been reached, albeit within the CFSP
framework, nonetheless constrains national decision-making. Sovereignty is
modified but in a manner where some key elements of liberal democracy,
which normally apply at the EU level, are missing. The fact that consensus is
reached at the EU level excludes or renders less effective national mecha-
nisms of democratic and judicial control (Bigo et al., 2006, pp. 24–40). The
conditions under which EU agreement influences and, indeed, as in the case
which will be discussed in depth in this article, determines national law and
policy, privilege a small number of security actors at the national level who
are able to discuss in the relative privacy of the CFSP venue their specific
concerns and interests. When they reach agreement, albeit with only a vague
content, it passes to the national level with all the authority of an EU decision
(Huysmans, 2006, pp. 85–102). The argument at the national level is the
famous ‘Brussels made us do it’ even when the same actor who is deploying
the argument is the one who determined the content of the policy (Waever,
1997, pp. 250–95; Bergalli, 2006).

It is possible to discern two reactions to the move of the EU into counter-
terrorism under these conditions which favour the professionals of security
politics. On the one hand, some security professionals retreat into national
sovereignty – with failure to reach agreement on many counter-terrorism
measures the result. An alternative is the engagement of the institutions of
democratic and judicial control either at the national level or at the EU level.
It is this second reaction to policy-making behind closed doors which is
examined here. How do the EU judicial control mechanisms deal with the
plight of the individual who has been crushed by the national implementation
of binding EU counter-terrorism rules?1

1 Marty in his memorandum to the Parliament Assembly commences with the example of Mr Y, ‘Mr Y has
lived for more than 30 years in a small Italian enclave in Switzerland. He is a successful businessman. At
the end of 2001, his name is included on the “black list” of the UN Security Council because he is
suspected of having funded the attacks of 11 September. This means that all his assets are frozen and that
he is barred from leaving the country: he is thus forbidden from leaving the tiny enclave in which he and
his family have been living for decades, without ever having been informed of this fact, without having
been heard and without possibility of appeal. The prosecutor’s office of the Swiss Confederation opens an
investigation. After almost four years, the investigation must be closed because no elements exist to charge
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How do the institutions responsible for the protection of human rights
respond to concerns that collective security against terrorism can only be
assured at the expense of the civil rights of the individual (Bigo et al., 2007)?
Before examining a decision by the European Union’s Court of First Instance
in respect of the consequences of EU counter-terrorism measures on an
individual, the question of counter-terrorism security in the EU context and
the counter-terrorism programme needs further exploration.

I. Collective Security and the Individual

EU counter-terrorism measures presuppose that terrorism is carried out by
individuals (not states, though states may be complicit), so that the measures
needed are those which affect the individual.2 The problem, then, is how to
identify the individual who should be the proper object of the measures. The
measures are, by their nature coercive, intended to punish the individual for
engaging in terrorism and seeking, in the words of the Council to ‘prevent,
protect, pursue and respond’ to terrorism (on the politics of protection see
Walker, 2006, pp. 189–203; see also Council, 2007).

Traditionally, states have used their criminal justice systems to identify
and punish persons suspected of terrorist activities (Ashworth, 2005, pp.
68–71). The creation of criminal offences relating to terrorism has been a
regular feature of UK criminal justice bills for more than ten years (Walker,
2002). However, the use of the criminal justice system entails the application
of the rules of procedure, developed over centuries, with a view to achieving
equality of arms among the parties, a value of the criminal justice system
which is essential to its legitimacy. While the end result of using the criminal
justice system may well be a conviction and sentence, the most legitimate
way the state may punish an individual for his or her action, it may, alterna-
tively lead to an acquittal. In this case the state’s suspicions regarding the
individual have not been transformed into punishment. Further, the state is
constrained from commencing a second attempt to try the individual on the
basis of the same suspicions (Feldman, 2002, pp. 302–57).

him, the Swiss state is obliged to pay his lawyer and that of one of his co-workers the equivalent of
€80,000. Despite the closed investigation, MrY remains on the “black list”. He has begun civil proceedings
against Switzerland to claim damages; but any award would be immediately frozen on the basis of the
decision of the Security Council [. . .]’ (Marty, 2007a, p. 1).
2 See, for instance, EU Council Factsheet ‘The European Union and the Fight Against Terrorism 14 May
2007’: ‘The first objective is to prevent people turning to terrorism’ (p. 1); or the European Commission’s
EU counter-terrorism efforts in JHA field 12 March 2004 ‘terrorist acts are committed by increasingly
internationalized networks funded primarily by non-state actors’ (Commission, 2004, p. 1).
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Since 11 September 2001, some states have found the criminal justice
system not fully adequate to counter the threat of terrorism (Baldaccini and
Guild, 2007). Instead, other mechanisms have been devised, such as extraor-
dinary rendition which, in effect, takes an individual from one country to
another for the purpose of interrogation, possibly – indeed, some would say
probably – with the use of torture to obtain information (Marty, 2007a). This
is outside the criminal justice system of the EU. Another measure has been
indefinite detention in the US camp in Guantanamo Bay where hundreds of
people are still incarcerated under conditions which have been attacked as
including torture. A third, which is at the heart of the EU’s approach, has been
the lists which has consequences, first, for access to any funds and, secondly,
where the person travels and finds him or herself in the hands of another state
which has access to the list and fewer scruples about the use of torture (see,
for instance, the case of Arar, the Canadian national who because he was on
a list which was available to the US authorities was stopped when transiting
through New York and rendered to Syria where he was tortured for more than
a year. When he was finally able to return to Canada, the Government opened
a Commission of Inquiry which found him completely innocent of any
allegations of terrorism, and the Canadian Government complicit in his
torture through the passing of his name to the US authorities. The Canadian
Government settled 10.5 million Canadian dollars in compensation, including
legal costs, on Mr Arar for the damage he suffered (Commission of Inquiry,
2006; see also CBC News, 26 January 2007).

In view of the framing of EU counter-terrorism policies as designed to
protect the citizen from future acts and not only to pursue those responsible
for acts which have already occurred, identifying suspicious individuals
before they act is at the heart of these policies (Council, 2007). The language
of disrupting terrorist networks, starving the networks of funds and so on is
common in all the documents. But, what does this mean for the individual –
how does the state go about naming the individual as a suspected terrorist and
what are the consequences of the allocation of such a label? The remedies
against the state’s action that the individual may be entitled to may be clearer
in view of a recent decision of the EU Court of First Instance on exactly this
allocation of suspicion and the consequences of that allocation (T-228/02
OMPI 12 December 2006).

The story is one of EU action based on national counter-terrorism prac-
tices transferred to the EU level (the determination of the persons to be placed
on the list of names of suspected terrorists). This is followed by national
action based on the necessity of applying binding EU law (the freezing of
all funds belonging to the individuals on the list). The individual who is
the subject of the national action has no recourse in national law because
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the national authorities are acting in pursuance of EU obligations. But the
individual has no way of challenging the EU measure as it is protected from
democratic and judicial supervision as it takes place within the framework of
the CFSP. The result appears suspiciously arbitrary, based on national secu-
rity – the legal clothing of collective security – but enhanced and insulated
against judicial oversight by its EU status.

The Counter-Terrorism Programme

The EU’s counter-terrorism policy was galvanized into action following the
11 September 2001 attacks in the United States. Until that time, there had
been little co-ordinated legislative activity at the EU level. The framework for
the EU’s counter-terrorism programme was established very rapidly follow-
ing the attacks – a snapshot of the key EU events which followed includes the
following information, shown in Table 1.

At the JHA Council3 meeting on 20 September 2001 conclusions on
security and other measures to combat terrorism were adopted. Following
these conclusions, the Council Framework Decision on combating terrorism
was adopted in December of that year, the purpose of which was to give a
common definition of terrorism and to harmonize penalties on conviction of
terrorist acts. The offences are a series of serious acts (such as murder) but
also include attacks through interference with an information system. It
includes instigating and abetting. What turns an ordinary offence into a
terrorist offence is that it is ‘intentionally committed by an individual or
a group against one or more countries, their institutions or people with the

Table 1: Snapshot of Events

Event Date Result

JHA Council Meeting 20 September 2001 Conclusions (SN3926/6/01)
Solana: Joint EU-US

statement on terrorism
20 September 2001 Ministerial Statement

European Council Meeting 21 September 2001 Conclusions and Plan of Action
(SN140/01)

European Parliament vote on
European Council 21
September 2001

4 October 2001 431 votes in favour; 45 against;
24 abstentions.

General Affairs Council Meeting 17 October 2001 Conclusions
European Council Meeting 19 October 2001 Declaration (SN4296/2/01)

Source: Author’s own data.

3 Civil Protection has now been added to this title is as well.
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aim of intimidating them and seriously altering or destroying the political,
economic or social structures of a country’.4 Both measures were adopted
within a CFSP framework, the rules of which, for all intents and purposes,
exclude both the European Parliament and the European Court of Justice.5

The first measure, the Common Position 2001/930, aims to deprive of all
funds persons who commit or attempt to commit terrorist acts or participate
in or facilitate the commission of terrorist acts. The second, Common Position
2001/931, sets out the definition of a terrorist act and, in an Annex, a list of
some 29 individuals who, though not actually referred to in the Common
Position as suspected terrorists, are individually named. The Position requires
the freezing of funds of all persons, legal and natural, listed in the Annex. Also
prohibited is engaging in or continuing to provide financial services to these
persons (there are certain exceptions on humanitarian grounds). The Common
Position requires that the list of names be reviewed at regular intervals and at
least once every six months to ensure that there are grounds for keeping the
individuals and organizations on the list. The list has been amended regularly;
at the moment the Common Position in force is 2006/231/CFSP. The list now
includes 45 named individuals and 47 groups and entities.

As free movement of capital is one of the four fundamental freedoms of
the European Communities, the Council needed a measure (i.e. a regulation)
adopted in the EU’s law-making framework – the First Pillar. Without such
a regulation, should Member States seek to freeze an individual’s funds on
the basis of the Common Position, some individuals, where there was an EU
cross-border element, might have been able to argue the case of an EU
fundamental right in the First Pillar to defeat a measure based on a CFSP
provision.

The EU legislative process complied; the Commission proposed a measure
and it was adopted on 27 December 2001: Regulation 2580/2001. Undoubt-
edly this all appears rather messy – three different measures in two different
EU law and policy-making venues with substantial overlap between them.
Although the law and policy-making arenas are constitutionally in the EU,
separate and governed by quite different rules, a certain flexibility was exhib-
ited and the various faces of the law-maker were elided. Of the original list of
29 names, there were some 21 individuals specified as being associated with
ETA, the Basque terrorist group and 13 groups or entities, six of which were
from Northern Ireland.

4 Adopted on 27 December 2001 Common Position 2001/930/CFSP accompanied by Common Position
2001/931/CFSP.
5 The relationship of the subject matter to the venue – CFSP or the Third Pillar – remains somewhat
surprising.
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How were these individuals and groups selected for the list (as opposed to
any others)? According to the Common Position:

The list shall be drawn up on the basis of precise information or material in
the relevant file which indicates that a decision has been taken by a com-
petent authority in respect of the persons, groups and entities concerned,
irrespective of whether it concerns the instigation of investigations or pros-
ecution for a terrorist act, an attempt to perpetrate, participate in, or facilitate
such an act based on serious and credible evidence or clues, or condemna-
tion for such deeds. Persons, groups and entities identified by the Security
Council of the United Nations as being related to terrorism and against
whom it has ordered sanctions may be included in the list. (see note 4)

The Council’s communiqué changing the procedure issued on 23–24 April
2007 indicates that in practice, from the beginning the Member States put
forward the names of persons and groups which they considered ought to be
deprived of all funds. Those names and groups were added to the list without
any examination by the Council (or Commission) of the reasons (none having
been required or given) of the Member State which proposed the addition. As
a safeguard, the Common Position requires that:

The Council shall work to ensure that names of natural or legal persons,
groups or entities listed in the Annex have sufficient particulars appended to
permit effective identification of specific human beings, legal persons, enti-
ties or bodies, thus facilitating the exculpation of those bearing the same or
similar names. (see note 4)

Finally, the list must be reviewed at regular intervals and at least once every
six months.

The Regulation in the EU’s legally binding First Pillar defines in proper
legal language what funds are (for instance, it includes life assurance). It then
provides that making funds, financial assets and economic resources available
to the persons listed in the Common Position (2001/931) is prohibited. How-
ever, the Regulation spells out that the persons to be included in the list fall
into four categories:

1. Persons committing or attempting to commit, participating in or facili-
tating the commission of any act of terrorism.

2. Legal persons (such as companies), groups or entities committing acts
of terrorism.

3. Legal persons, groups or entities owned or controlled by one or more
natural or legal persons, groups or entities in (1) or (2) above.

4. Natural or legal persons, groups or entities acting on behalf of or at the
direction of one of the above.
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Thus within the EU law there is a level of specificity as to who should be on
the CFSP list.

Since the adoption of the measures, a number of individuals and organiza-
tions have sought a remedy against the freezing of their assets. Four cases have
been decided so far by the First Instance Court of the EU – the CFI, all of them
are under appeal to the European Court of Justice.6 But it is the third of these
cases, the decision in Organisation des Modjahedine du people d’Iran which
begins a new approach. In this judgement, the question of the rights of the
individual are addressed by the CFI in such a way as to bring a measure of rule
of law into a field which seems to have been tarnished by the arbitrary.

The Court’s engagement with the issue comes at the same time that a
number of other actors have been expressing concern over the human rights
consequences of the lists. Reference has already been made to the Council of
Europe’s Parliamentary Assembly memorandum regarding the UN lists. In
respect of the EU lists, the German Parliamentary group of the Left (Fraktion
die Linke) has also put 12 questions to the Government on the lists, seeking
answers to the human rights issues and practical problems of incoherence
which the lists represent (Drucksache 16/6179). Further, the House of Lords
Select Committee on Economic Affairs in its report The Impact of Economic
Sanctions stated:

‘Targeted’ financial sanctions have been relatively ineffective. They have
often been imposed on people and entities selected on non-transparent or
dubious grounds. The Government should look for ways to incorporate a
proper degree of transparency and due process into targeting procedure.
(House of Lords, 2007)

What is important about the decision of the Court of First Instance (CFI)
is that it gives a remedy to the aggrieved individual. By doing so, the Court is
clearly seeking to redress the human rights implications of the listing. The
interplay of Member State national security claims and EU CFSP measures
failed to provide satisfactory judicial oversight either at national or EU level
whereby the persons designated as potential terrorists could challenge the
allegation which resulted in their indefinite deprivation of funds.

By requiring some elements of the rule of law to apply to the mechanism
by which an individual is rendered destitute, the Court reframes CFSP. The
EU as a security actor is changed from one unaccountable to the individual to
one which must justify its actions where those actions harm the individual.
The EU ceases then to be a security actor in the sense of an international
organization accountable only to the states which form it, but becomes a

6 T-306/01 Yusuf [2005] ECR II-3533; T-315/01 Kadi [2005] ECR II-3649 and T-228/02 Organisation des
Modjahedine du people d’Iran 12 December 2006, T-47/03 Sisson 11 July 2007.
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security actor accountable to the individual affected by its action. This is an
interesting move. While the EU’s First Pillar, where law is made, has long had
this direct relationship with the individual, this characteristic has been
excluded from the JHA and CFSP Pillars. Here the international organization
model has been sacrosanct. This may now be changing.

II. The Background

When the EU legislation creating a list of persons and organizations involved
in terrorist acts came into force together with the regulation on the freezing of
funds, all those named on the list were immediately destitute. The criteria for
inclusion on a list were very vague (Tappeiner, 2005). It was left to the
Member States to decide according to their national rules what names they
would put forward for the list. The situation was complicated by the fact that
there were a number of different lists of named terrorists floating around at
national and international level (Vlcek, 2006).

Security Council Resolution 1333 (2000) required the freezing of funds
belonging to Osama Bin Laden and those associated with him. Further, the
Security Council instructed the Sanctions Committee to maintain an updated
list, based on information provided by the States and regional organizations, of
the individuals and entities designated as associated with Osama bin Laden,
including those in the Al-Qaeda organization. The EU considered itself bound
to carry out the resolution and said so in the Common Position. But the EU list
includes not only the Sanctions Committee list, it also adds other persons
whom the Member States proposed from their national perspectives.

The obligation to freeze funds has had devastating consequences for many
people. In the case of Yusuf (which came before the CFI under the name ofAden
in an application of emergency hearing7), Mr Yusuf, a Swedish national
resident in Sweden (with his wife and four children), whose name was on both
the Sanctions Committee list and the Common Position list, was subject to a
full funds freezing action by the Swedish Government. The result was that the
family literally had no money. All their resources were frozen and no one was
allowed to give them any money as that was also contrary to the provisions.

The CFI inquired how they were surviving and received the following
response from the Swedish authorities:

The Swedish authorities stated that the Stockholm (Spånga-Tensta) munici-
pal authorities decided on 12 February 2002 to deal with an application for
social assistance, submitted by Mr Yusuf and his wife jointly under the
socialtjänstlagen (Social Services Law), according to the normal procedure,

7 Case T-306/01 R.
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even after the adoption of the contested regulations. Social assistance has
been granted to them monthly since November 2001, taking the household’s
own resources into account; the amount of assistance for needs of the family
that was paid in respect of March 2002 amounted to SEK7,936. The social
assistance payments have been made by postal orders which Mr Yusuf’s
wife has cashed at the post office.

In addition, the försäkringskassa (Social Security Office) has been regularly
paying family allowances to Mr Yusuf’s wife for their four children since 13
November 2001. The försäkringskassa continues to pay her such benefit at
the rate of SEK4,814 each month.

On the other hand, the payment of housing benefit which Mr Yusuf received
until February 2002 has been frozen. The document from the försäkring-
skassa produced by the applicants at the hearing confirms that information.8

How the family survived until the Swedish authorities found a way of
giving them some social benefits is left unanswered. Nonetheless, when the
case came before the court for a full hearing, it rejected their claim on the
basis that the family’s name was on the UN Security Council’s terrorist list
and thus it was to the Security Council that the family must look for the
removal of their name and therefore for relief. The second case which came
before the CFI was decided similarly (both are under appeal). The CFI came
in for very substantial criticism in the legal world for the decisions which
create a host of very serious juridical problems – for instance, can a UN
Security Council body really be considered a judicial body which can provide
a remedy (most importantly removal from the list) for the individual?

While these cases were making their way through the judicial system,
another case came before the CFI in which it took quite a different approach
to the listing of individuals and organization for the purpose of freezing their
funds.

III. The Organisation des Modjahedine du people d’Iran
Case (OMPI)9

The OMPI was not on the original EU terrorist list; nor was it on the UN
Security Council’s. It was only added at the 2 May 2002 revision of the list.
The UK seems to have been centrally involved in putting the OMPI on the list,
though the CFI states that other national decisions ‘not otherwise specified’
according to the CFI, resulted in its inclusion. The OMPI challenged its
listing and the freezing of its funds before the CFI. The UK authorities did not

8 Case T-306/01 R.
9 T-228/02 decision of 12 December 2006.
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set out their reasons for believing the OMPI have fulfilled the criteria for
inclusion on the list. Instead it relied on procedural arguments – specifically
that the CFI had no power to consider the list or OMPI’s inclusion on it except
in so far as that related to the Regulation (2580/2001, in other words, a
formalistic approach.

The decision of the Court is remarkable for two reasons: first, the CFI
refused even to consider the possibility that it could examine a measure
adopted under the CFSP. Notwithstanding the human rights and EU consti-
tutional arguments put to it, it was unwilling to consider this option. This, in
effect, means that the CFI was obedient to the legislator’s exclusion of large
areas of EU activity from judicial supervision and scrutiny. This form of
exceptionalism – excluding the jurisdiction of the courts from review of
activity in specified fields – is usually unwelcome to the courts themselves,
which often seek to limit the effects of the exclusionary practice. In this case
the CFI appears to have accepted its exclusion with little complaint. Second,
the CFI made a remarkable decision on the application of the core principles
of the rule of law in respect of the regulation on the freezing of funds.

Effectively what the CFI does is to refuse to interfere in the designation of
individuals and bodies as involved in terrorism. This it leaves to the political
sphere. However, the measure which then applies punishment as a result of
being on the terrorism list is made subject to all the rigours of rule of law –
most importantly the rights of due process. This, essentially, means that the
Council is permitted to name whoever it likes as a suspected terrorist, but
the moment it seeks to impose sanctions on the basis of that naming,
those sanctions can only apply where the procedure by which the indivi-
dual or group has been allocated the label of terrorist fulfils due process
requirements.

The CFI, thus focuses on the consequences, in the form of punishment,
which follow the allocation of a title rather than the allocation of the title.

IV. What is Due Process for Alleged Terrorists?

There are three key requirements which the CFI finds must apply to any
sanction to be applied against an individual or group on the basis of being
included on the list of terrorists. These are:

1. The right to a fair hearing.
2. The obligation to state reasons.
3. The right to effective judicial protection.

The CFI found the right to a fair hearing must be guaranteed even in
the absence of any rules governing the procedure in question, wherever
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proceedings are initiated against a person which are liable to culminate in a
measure adversely affecting him or her. This is comprised of two parts – first
the individual must be informed of the evidence adduced against him or her
which is claimed to justify the sanction; and secondly the individual must be
afforded the opportunity effectively to make known his or her views on that
evidence. Here the CFI refused to follow the Council and UK Government’s
submissions that such rules only apply in penal and not administrative
matters. Where, as in the current situation in a number of EU Member States,
coercive sanctions are applied via administrative law rather than criminal law
this finding is particularly important. It indicates that it is the exercise by the
state of its power to punish that gives rise to the right of the individual to a fair
hearing, not the categorization by the state of the proceedings as civil, admin-
istrative or penal.

The CFI found that the right to a fair hearing against an asset-freezing
decision applies irrespective of the constraints of the European Convention of
Human Rights or any assessment of general principles of Community law.
This makes it slightly unclear where the right comes from as it is not specified
in the Regulation itself. Nonetheless, as the Regulation is of direct and
individual concern to the persons named as suspected terrorists in the
Common Position, these individuals have a right to a fair hearing against the
freezing of their funds on the basis of their inclusion on the list.

In order to differentiate this decision from the one the CFI had adopted
earlier in the cases of Yusuf and Kadi, it relied on the fact that the Security
Council Resolution itself did not name names – 1373(2001) – nor mecha-
nisms of review. In a rather weak passage, the CFI states ‘the acts which
specifically apply those restrictive measures to a given person or entity, such
as the contested decision, do not come within the exercise of circumscribed
powers and accordingly do not benefit from the primacy effect in question’.
To say this is opaque is, perhaps, an understatement.

The CFI held that the right to a fair hearing as regards the freezing of
funds must apply to the elements of fact and law which are liable to deter-
mine the application of the measure. It notes that, according to the
Common Position, in establishing, reviewing and amending the list of
persons or groups to which the freezing of funds applies, the list must be
drawn up on the basis of precise information or material which indicates
that the decision has been taken by a competent authority specifically
regarding the persons named, based on serious and credible evidence or
clues or a condemnation for such deeds. For these purposes, the CFI states
that a competent authority means a judicial authority, or where judicial
authorities have no jurisdiction, an equivalent competent authority in the
area. Exactly what this would look like is not clear.
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The decision to freeze funds takes place at two levels – one national, the
other Community. In the first phase the national authority reaches a decision,
in the second the Council, by unanimity, decides to include the individuals or
groups on the basis of precise information or material in the relevant file
which indicates that the decision has been taken. Then the decision must be
reviewed every six months. The Council must verify that the national author-
ity has taken the decision meeting all the requirements. Thus the duty to
ensure the right to a fair hearing takes place at both levels. The individual
must be protected at the national level and must be placed in a position in
which he or she can effectively make known his or her views of the matters
on which the decision is based, subject to the possible limitations on the basis
of public security, but this must be narrowly defined – the CFI suggests the
test which applies to the limitation of free movement rights for citizens of
the Union on the basis of public security could be the appropriate test here
as well.

The CFI takes a step back at this point and indicates that as long as the
decision taken by the national authority fulfils the requirements of fair
hearing, the individual does not get a second bite at the cherry at the Com-
munity level. Further the control over the effectiveness of the decision at the
national level is, according to the CFI, the duty of the national courts or the
European Court of Human Rights! There is no second fair hearing obligation
at the Community level in such circumstances. This undoubtedly will cause
problems if Member States designate as competent authorities which lack the
necessary characteristics of an authority capable of delivering fair hearing
guarantees.

However, the CFI then seeks to provide some limitation on possible
back-sliding by the Member States regarding the decision-making process. It
determines that if the Council

bases its initial decision or a subsequent decision to freeze funds on infor-
mation or evidence communicated to it by representatives of the Member
States without it having been assessed by the competent national authority,
that information must be considered as newly-adduced evidence which
must, in principle, be the subject of notification and a hearing at Community
level, not having already been so at national level. (T-228/02)

The next key issue which the CFI tackles is that of the obligation to state
reasons. The purpose of the duty to provide reasons, according to the Court,
is so that the individual has sufficient information to determine whether the
act is well founded or vitiated by an error which might permit the act to be
contested before the courts. The second purpose of the duty is so that the
Court itself can check the lawfulness of the decision. The notice of reasons
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must then be communicated to the individual at the same time as the decision
affecting him or her. Where the individual is not given the chance to be heard
before the adoption of the decision on grounds of public security, the obli-
gation to state reasons is even more important according to the CFI. It will
constitute the only safeguard for the individual to make effective use of the
legal remedies available to it. The statement of reasons must contain in a clear
and unequivocal manner the reasoning followed by the institution which
adopted the measure in a way which permits the individual to ascertain the
reasons for the measure and to enable a competent court to exercise its powers
of review of the lawfulness. Having started with this strong statement, the CFI
once again takes a step back and adds ‘the degree of precision of the statement
of the reasons for a decision must be weighed against practical realities and
the time and technical facilities available for making the decision’ (T-228/02).
Nonetheless, the reasons must be actual and specific and must be adopted in
respect of the individual concerned.

The CFI then turns to the difficult question of the right to effective judicial
protection. In the opening paragraph under this heading it makes reference to
the decision of the European Court of Human Rights (ECHR), where that
Court held that the Community law system provided equivalent protection of
human rights to that available under its system, thus it would only interfere
with a decision of the Community court if it were manifestly deficient
(Costello, 2006).10 Clearly the CFI is indicating the need to take into account
the human right to an effective remedy contained in the European Convention
on Human Rights and making clear before giving its decision on the right that
it has taken cognizance of the ECHR’s ruling.

The CFI finds that its duty is to ensure that the legal conditions for
applying the regulation to a set of facts and by reference to the Common
Position (thus bringing in the list of names) are fulfilled. This implies, accord-
ing to the Court, that the judicial review of the lawfulness of the decision
extends to the assessment of the facts and circumstances relied on to justify
the decision as well as to the evidence and information on which that assess-
ment is based. This clearly appears to add to the information on which the
decision to include the individual on the list was made, not just the decision
to freeze funds. The CFI has linked the two decisions into one and seems to
be saying that the decision to freeze funds under the regulation opens up the
decision as to whether the individual is correctly on the list. This is likely to
be highly contentious, as the Council and Member States may accept review
of the decision to freeze funds on formal grounds, for instance is the person
whose funds are frozen really the person named on the list. But the CFI

10 Bosphorus v Ireland 45036/98 30 June 2005 ECHR.
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appears to be going further and saying that the right to an effective remedy
includes opening up the question of the information on the basis of which the
individual was put on the list itself.

The CFI’s justification for this wide interpretation of the right to effective
judicial protection is ‘because it constitutes the only procedural safeguard
ensuring that a fair balance is struck between the need to combat international
terrorism and the protection of fundamental rights’. It considers that it must
be able to review the lawfulness and merits of the measures to freeze funds
without it being possible to raise objections that the evidence and information
used by the Council is secret or confidential. The use of confidential infor-
mation may be necessary where national security is at stake but that does not
mean, according to the CFI, that national authorities are free from any review
by the national courts simply because they state that the case concerns
national security and terrorism. Once again the CFI has recourse to the
directive on the right of free movement of citizens of the Union where
Member States may seek to interfere with the right of movement on grounds
of public security. Here the CFI notes the person concerned has access to a
judicial remedy, and where appropriate, administrative means of redress in
the host Member State to appeal against or seek review of any decision taken
against him or her on the grounds of public security.

The scope of the CFI review, however, is limited. The Court considers that
the Council enjoys a broad discretion in assessment of the matters to be taken
into account. The Court may not substitute its assessment of the evidence, facts
and circumstances for that of the Council. The judicial review is limited to:

– the lawfulness of the decision in light of the rules of procedure;
– the duty to provide a full statement of reasons has been complied with;
– that the facts are materially accurate;
– that there has been no manifest error of assessment of the facts; and
– there has been no manifest misuse of power. (T-228/02)

In applying these criteria to the case before it, the CFI had no difficulty in
finding that the applicant has not been notified of the decision, had not been
given any opportunity to be heard and no information on the basis of which
to seek judicial review. Indeed, the CFI found that the individual was effec-
tively unaware of what national authority had made the decision to place its
name on the list. In light of this the CFI finishes, stating:

the contested decision does not contain a sufficient statement of reasons and
that it was adopted in the course of a procedure during which the applicant’s
right to a fair hearing was not observed. Furthermore, the Court is not, even
at this stage of the procedure, in a position to review the lawfulness of that
decision. (T-228/02)
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V. The Council’s Response

At the General Affairs Council meeting on 23–24 April 2007, a new policy
was adopted to take into account the CFI judgement and the deficiencies
identified in the way in which individuals and groups are added to the list of
suspected terrorists.11 Until then, the basis used for listing was that Member
States made proposals which were accepted more or less without discussion.
As can be seen from the make up of the original 2001 list, national concerns
are paramount. Most of the named persons on that list were either Spanish
nationals from the Basque country or North Africans, mainly from Algeria.
A few others are included, such as Sison, a thorn in the side of the Dutch
authorities, while for organizations and entities, a more general approach
appears to have been used.12

When the list is reviewed, as it must be every six months under the new
guidelines, the Council ‘will be informed via a “statement of reasons” of the
specific information that forms the basis for the Council’s decision’. Further, if
the individual or group’s address is unknown, then the notice will be published
in the Official Journal, which will indicate that they may submit a request to the
Council to obtain its statement of reasons for maintaining them on the list.

Persons and groups on the list will also be informed about the opportunity
to make their views known and present observations or views which will be
taken into account by the Council before any decision is taken on whether to
retain their name on the list. There is nothing in the Council’s communiqué to
indicate that it will be facilitating access to a fair hearing. Presumably anyone
who is unhappy with the decision, like the OMPI, will have to lodge an appeal
before the CFI. Nonetheless, this is a fascinating development. It indicates the
acceptance by the Member States, in the form of the Council, of the creation
of a direct relationship between the EU in the CFSP (at least as translated with
an EU regulation into an act capable of having effects on individuals) and the
individual affected by the Member State’s act. The Member States are there-
fore required to account to the Council for their acts in respect of the indi-
vidual as these acts might just be capable of having consequences for the
liability of the CFSP.

Conclusions

Notwithstanding the shortcomings as regards access to justice – justice at its
most august and distant in Luxembourg – there is clearly a transformation

11 See 8425/07 (Presse 80).
12 See the annex to Common Position 2001/931/CFSP.
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under way regarding the designation of individuals as suspected terrorists
with all the horrendous consequences which this entails. Legal order is
beginning to work its way into what appears to have been an arbitrary
mechanism of designation. The Member States which have chosen to place
individuals on the list will now have to provide information to the Council
regarding the reasons for seeking to list the individual, in the knowledge that
the information will be passed on to the individual and that the person will
have the opportunity to challenge his or her treatment. While the first list was
prepared in 2001, and it is only now, in 2007, that the rule of law is begin-
ning to make its way into the shady world of lists of suspected terrorists, it
is, nonetheless, an important development and one which bears further
reflection.

The protection of the individual from the overbearing state has been one of
the early victims of the EU’s counter-terrorism measures in certain areas
(Brouwer et al., 2003). The use of administrative mechanisms which result in
very substantial punishment but which are not subject to the rigours of
criminal law procedures – including the presumption of innocence – has been
condoned and extended at the EU level on the basis of the terrorist threat
(Walker, 2007). The EU’s judicial authorities now seem to be becoming more
and more sensitive to the fundamental problems which this intertwining of
administrative procedure, with penalties more severe for the lives of individu-
als than most criminal law sanctions, are causing for the principle of the rule
of law.

The importance of this judicial check at the EU level is exemplified not
least by the Commission’s latest report on the counter-terrorism measures
which it has taken, which it is in the process of taking and which it plans for
the future (Commission, 2007). It consists of the following headings:

– Prevention, preparedness and response to terrorist attacks: three and a
half pages of activities.

– Victims of terrorism: one third of a page.
– Fight against financing of terrorism: three pages.
– Police matters, data and information exchange: three pages.
– Judicial and criminal matters: one page.
– Borders: three pages.

The allocation of pages to areas under discussion gives some indication of the
Commission’s priorities in the field. Three are particularly intertwined and
engaged by the decision of the CFI – first the fight against financing of
terrorism – it is under this heading that the CFI’s judgement is directed.
Individuals and groups are entitled to the rule of law in respect of being
allocated the characteristic of a suspected terrorist. This also has implications
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also, though, for police matters, data and information exchange as it is exactly
the exchange of information about individuals which results in harm to them
that is at the heart of the CFI judgement. Measures which make it easier for
police and other authorities to exchange information about individuals in
respect of whom they have suspicions, which are insufficiently based on facts
or evidence to justify coercive action, also need to be carefully controlled to
ensure that such exchanges do not result in indirect damage to the individual
against whom there is nothing more than suspicion.

Who are the victims of terrorism? Certainly those who suffer injury,
damage or other harm as a result of criminal acts are correctly qualified as
victims. However, those persons who are subject to coercive action, such as
the freezing of their funds, because someone somewhere in the EU suspects
them of some involvement with terrorism, are also victims of terrorism. Here
terrorism succeeds in creating new victims through the Council’s voluntary
exclusion of the rule of law in aspects of its counter-terrorism policies.

This rather unsavoury approach to protection of the individual, demon-
strated by the Council and some Member States, appears to be having a
consequence rather more extreme than either body might have intended or
expected. The fact that individuals are clearly being affected in a highly
prejudicial manner without any recourse against the state which is inflicting
the treatment appears to be creating strong pressure to exert judicial super-
vision. But with that judicial supervision comes a transformation of the EU as
a security actor. Where the national judge failed to provide a remedy (if,
indeed, he or she was asked, which is not entirely clear), the EU judge appears
to be filling the gap in defence of the individual. The consequence, however,
is the potential creation of a direct link of legal responsibility between the
CFSP and the individual, which, if confirmed, would change the nature of the
EU even more dramatically than is currently foreseen by the Reform Treaty.
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