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The EU’s approach post-September 11:
global terrorism as a multidimensional law
enforcement challenge

Jörg Monar
Robert Schuman University of Strasbourg

Abstract In response to the threat of terrorism following 9/11, the European Union has
opted for a clear cross-border law enforcement approach that is quite distinct from the
putative ‘war on terror’. This choice has been determined by factors of history, divergent
threat perceptions, relative value orientations and restricted competences. And yet, far
from limiting itself to a traditional ‘internal’ law enforcement focus, the EU has developed
an extensive multidimensional approach that combines legislative and operational,
repressive and preventive, internal and external, as well as institutional, measures. But
weaknesses persist: the preference given by member states to instruments of cooperation
and coordination, rather than integration, as well as the poor implementation of many
agreed-upon measures, negatively weigh against the effectiveness of the EU’s
multidimensional law enforcement approach. Legitimacy deficits also exist owing to
limited parliamentary and judicial control. These deficits will need to be addressed to
reinforce the credibility of the EU’s approach as a viable ‘European’ alternative to the US
‘war on terror’.

Introduction

The United States-declared ‘war on terror’ has caused unease in the European Union.
While there was no lack of affirmations of solidarity with the US after the 9/11
attacks, nor a lack of extensive mobilization of instruments to meet the increased
global terrorist threat, there has not been a single official EU declaration endorsing
the concept of ‘war’, and public criticisms of the US approach have been numerous.
The questionable link that the Bush administration established between its war on
terror and its military intervention in Iraq, as well as its apparent willingness to
suspend fundamental rights if the ‘war’ requires it (exemplified by its practices in
Guantanamo Bay and its exhortations to extradite terror suspects across Europe),
have contributed much to the striking fact that many citizens in Europe now regard
the US as the greatest threat to global security.1

In the US, the European reluctance to endorse the ‘war on terror’ is frequently
seen by some American commentators as a failure to comprehend the magnitude

1 According to a Financial Times/Harris opinion poll of June 2006, 36 per cent of
respondents in the five biggest member states (Britain, France, Germany, Italy and Spain)
identified the US as the biggest threat to global security (Alden et al 2006).
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of the post-9/11 terrorist threat (Gardiner 2006). Yet this perception hardly seems
justified. The European Security Strategy (often referred to as the ‘Solana Strategy’)
adopted by the European Council on 12 December 2003 lists terrorism as the first
of the ‘key threats’ the EU is facing (European Council 2003) and the EU’s Action
Plan on Terrorism (Council of the European Union 2006) is, with over 200
individual measures, by far the most comprehensive plan ever adopted by the EU
on an internal or external security threat. After the bomb attacks in Madrid and
London in March 2004 and July 2005, respectively, and a number of foiled
attempts in other countries, including Denmark and Germany, it can also no
longer be said that the Europeans fail to see the need for a ‘war on terror’ because
they are less exposed to the post-9/11 threat.

What lies behind the transatlantic divide on the ‘war on terror’ issue is
therefore less a different assessment of the magnitude of the threat, than of its
nature and of the right means to counter it. For the EU, the fight against terrorism
has in fact remained essentially a law enforcement challenge, primarily requiring
law enforcement instruments—although in a broader context—as a response. This
accounts not only for the lack of recourse to military means, but also for a strong
focus on the facilitation of law enforcement cooperation between the member
states. In this article, we will first identify the four main factors that can explain
why this has become the EU’s approach, and then analyse the main characteristics
of this approach as well as its problems.

The historical factor

Terrorism is, of course, not only a post-9/11 phenomenon in Europe. Several of the
current EU member states, in particular Germany, Italy, Spain and the United
Kingdom (UK), had suffered a series of major attacks in the 1970s. Today’s
cooperation in the area of justice and home affairs actually originated in 1975 with
the creation of the TREVI2 intergovernmental cooperation framework, which was
initially focused only on terrorism and aimed at enhancing cross-border law
enforcement cooperation. Although member states responded to the terrorist
challenge with a range of measures that had serious implications for civil liberties,
the response given was primarily one of adapting and toughening law
enforcement instruments. Wherever significant suspensions of civil liberties and
the use of military force was resorted to—such as by the British Government in
Northern Ireland—this was generally seen as a response in extremis and of
doubtful effectiveness. In several member states, such as Germany, Italy and,
more recently, France,3 the experiences with a strong law enforcement response to
the challenge of terrorism were on the whole regarded as positive, with terrorist
threats after a while receding again or at least being contained.

The European experience with a law enforcement-focused approach has
therefore been not only a long one, but also—at least in some cases—an effective
one. It has also received a sort of endorsement through the case-law of the
European Court of Human Rights, which has more or less systematically accepted

2 Terrorisme, Radicalisme, Extrémisme et Violence Internationale.
3 France suffered a series of major attacks in 1985–1986 (by Hezbollah-linked

terrorists) and 1995 (by Algerian terrorists).
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the right of European countries to criminalize violent political behaviour
(Warbrick 2004). Although there has also been in Europe a growing perception
that the post-9/11 terrorism challenge is qualitatively different from the more
‘traditional’ forms of earlier decades (Delpech 2002; Solana 2004), many policy-
makers in Europe continue to be influenced by their experiences with ‘old’
terrorism and the relative successes obtained against it by a law enforcement-
centred approach (Stevenson 2003).

The threat perception factor

Resorting to the invasive measures and large-scale military means that a ‘war on
terror’ seems to imply requires a strong political consensus rooted in a strong
common threat perception. While there has been no lack of official EU
affirmations that terrorism is indeed perceived as a major common threat
(the European Union Security Strategy mentioned above is a key example in this
respect), national perceptions of the terrorist threat still vary widely because of
differences in past exposure to terrorist threats and political and cultural factors.

A recent Eurobarometer public opinion survey reveals the extent of the divide
between threat perceptions (Eurobarometer 2006, 59–60). While in the whole of
the EU ten per cent of surveyed citizens regard terrorism as one of the two most
important issues facing their country (unemployment scores with 60 per cent in
this respect), this ranking of terrorism as a major concern varies from 36 per cent in
Spain and 28 per cent in Denmark to zero per cent in Latvia and one per cent in the
Czech Republic, Lithuania and Malta. A particularly notable difference is between
threat perceptions in the 15 ‘old’ member states, with ten per cent, and the ten
‘new’ member states, with only two per cent. Yet low levels of threat perception
are not limited to the smaller and new EU member states: in Germany only two
per cent of surveyed citizens listed terrorism among the most important issues. In
Eastern Germany, this figure was one per cent.

The figures in the Eurobarometer public opinion survey indicate not only a
lower overall threat perception in the EU than in the US4—and this even after the
Madrid and London attacks—but also that in some member states, citizens regard
terrorism as a rather remote issue. At least in those member states, any official
attempts to galvanize public opinion by a declaration of a ‘war on terror’ and
corresponding far-reaching measures would obviously face a major uphill battle.
Presenting the terrorist threat essentially as a challenge requiring ‘only’ the
improvement of law enforcement instruments is much more likely to generate
broad political support.

This is indeed the line that most EU governments have followed. It should be
added that according to the most recent Europol Situation and trends report on
terrorist activity in the EU, some member states continue to consider themselves
free from any direct threat of fundamentalist jihadist terrorism (Europol 2006, 19).
As the EU is very much dependent on a strong political consensus of all member
states when it comes to defining strategic approaches to key issues, this means that

4 A comprehensive set of poll data on US citizens’ attitudes regarding the war on
terrorism can be found on the ‘Polling Report’ website, ,http://www.pollingreport.com/
terror.htm. .
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a law enforcement-centred response does simply correspond to the least common
denominator, even if some governments—such as the Blair government—might
advocate more far-reaching measures, including military options, which would
more closely resemble the US ‘war on terror’ concept.

The fundamental values factor

The EU treaties and texts adopted by the EU institutions abound in affirmations
of the Union’s foundation on the principles of liberty, democracy, respect for
human rights and fundamental freedoms and the rule of law, as set out in
Article 6 of the Treaty establishing the European Union (TEU) and the EU’s
Charter of Fundamental Rights. The safeguarding of these common values is
also listed as a primary objective of the Union’s Common Foreign Security
Policy (CFSP)5 and is a key criterion for the admission of new member states.
While the fundamental values orientation of the EU remains based on the
fundamental rights guarantees and protection mechanisms enshrined in the
constitutional frameworks of the member states, it acquired an importance of its
own in the progress of its political and legal construction (Bogdandy 2002).
Because of the absence of most of the factors that contribute to the identity of
state structures in a national context—such as common historical tradition,
language and culture—this fundamental value orientation has become a crucial
and legitimizing element of the EU’s political and, indeed, legal identity
construction (Paciotti 2001; Chavrier 2004; Rengeling and Szczekalla 2005). The
value orientation is reinforced by the common rejection of the widespread
human rights violations that Europe had experienced during the totalitarian
experiments of the 20th century and even most recently during the conflict in
former Yugoslavia.

The acrimonious debate in the UK about the detention without trial
provisions of the British Anti-Terrorism Crime and Security Act of 2001, and the
overturning of these provisions by the ruling of the House of Lords (Appellate
Committee) of 16 December 2004 on grounds of incompatibility with the
European Convention on Human Rights (Elliott 2006), illustrate as follows: even
in an EU member state particularly exposed to the threats of terrorism (not least
because of the British intervention in Iraq) and with a tradition of tough anti-
terrorist legislation (originating from the threat posed by Northern Irish
terrorism), concerns about infringements of fundamental rights can provide a
major obstacle to any argument of an exceptional security threat justifying
exceptional means. It should also be recalled that the ratification of the European
Convention on Human Rights (ECHR) by all EU member states means that any
attempt to deal with terrorists outside of the realm of the law is likely to be struck
down by the jurisdiction of the European Court of Human Rights (Warbrick
2004). This in itself constitutes a strong barrier against any temptation to fight
terrorism as a ‘war’.

The essential fundamental rights orientation of the European project has major
implications for EU policy-making in the anti-terrorism domain. Because of the
centrality of fundamental rights and the rule of law to identity and legitimacy, the

5 See Article 11(1) TEU.
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EU institutions would face even bigger political and legal difficulties than national
governments to justify legislative or operational measures restricting or
suspending certain fundamental rights for the sake of greater efficiency in the
fight against terrorism. Moving beyond a law enforcement approach based on the
observance of European standards in terms of fundamental rights protection and
the rule of law would simply break up the basic consensus on which the European
construction rests. For the same reasons, it would be equally, probably even more,
difficult to justify any EU decision to use military means6 for pursuing anti-
terrorism objectives, as the context of such interventions could easily run against
the EU’s self-projected image as unconditional defender of human rights and the
rule of law everywhere in the world. Strict adherence to the fundamental values
foundations almost by definition excludes any recourse to exceptional measures at
the internal or international level, as the US concept of a ‘war on terror’ implies.
As a result, a response to the terrorist challenge that is limited to a reinforcement
of law enforcement instruments deemed to be respectful of fundamental rights
and the rule of law appears as the only option fully in line with the very political
foundations of the EU system. Although this has not prevented the Union from
adopting a range of measures that have attracted substantial criticism from a civil
liberties point of view (Bunyan 2002), the EU institutions have gone to great
lengths to avoid any direct interference with human rights. They have done this
mainly by focusing on framework legislation to be implemented via national
legislation and by not transferring any operational powers to EU institutions or
agencies, as well as constantly emphasizing the need for balancing action against
terrorism by a full respect for fundamental rights.7

It may seem odd to contrast the fundamental rights orientation of the EU’s
approach to the fight against terrorism with the US ‘war on terror’ concept
because of the strong credentials of the US in the domain of human rights which,
after all, go as far back as the ratification of the US Bill of Rights in 1791. Yet it
cannot be denied that there is a strong rationale of self-defence justifying the
suspension of rights in the political, and to some extent even the legal, system of
the US (Wedgwood 2005). There have been earlier examples of this rationale
prevailing over fundamental rights concerns such as the internment of around
110,000 Japanese Americans in ‘relocation camps’ during the Second World War, a
restriction of the civil rights of a racial group that was upheld by the Supreme
Court on grounds of ‘urgent public necessity’ (Hirase 1993; Irons 1993). The
catastrophic attacks of 9/11, widely seen as a potential existential threat, brought
this rationale of self-defence very forcefully to the forefront, which can explain—
though not necessarily justify—a quite far-reaching merger of national security
and law enforcement with a corresponding regressive approach to fundamental
rights protection (Banks 2005; Haslam 2005).

6 Assuming that the EU could actually mobilize military forces for such a purpose,
which is far from certain when one has regard to the state of development of the European
Security and Defence Policy and the differing positions of the member states on military
interventions abroad.

7 In the EU’s Counter-Terrorism Strategy of 2005, ‘to combat terrorism globally while
respecting human rights’ is defined as the Union’s ‘strategic commitment’ (Council of the
European Union 2005).
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The competence factor

The Treaty of Amsterdam allowed the EU an explicit mandate to provide citizens
with a high level of safety and security in the context of the major integration
objective of creating an ‘area of freedom, security and justice’.8 Terrorism is
mentioned as one form of crime that should be targeted ‘in particular’ in the
context of this security mandate,9 but the Treaties do not give the EU any
comprehensive, let alone exclusive, competence to act in this respect. Following
the principle of attributed competences, the EU treaties instead define a number of
fields in which the EU can act that are of relevance to the fight against terrorism.
Most of these fields are found under Title VI TEU, the Union’s ‘third pillar’ that
deals with law enforcement objectives:

. Police cooperation between the member states, including operational
cooperation on the prevention, detection and investigation of criminal
offences, data collection, exchange and analysis, joint training and exchange
of liaison officers and the common evaluation of investigative techniques.
(Article 30[1] TEU)

. The further development of Europol, including the support of specific
investigative actions by national authorities, the initiation and coordination
of investigations by national authorities and the promotion of liaison
arrangements between prosecuting or investigating officials. (Article 30[2]
TEU)

. The facilitation and acceleration of cooperation between judicial authorities
and competent ministries in relation to judicial proceedings and the
enforcement of decisions, including the facilitation of extradition, the
ensuring of the compatibility of applicable rules and the prevention of
conflicts of jurisdiction. (Article 31[a]–[d] TEU)

. The progressive adoption of measures establishing minimum rules relating
to the constituent elements of criminal acts and penalties, including the field
of terrorism. (Article 31[e] TEU)

. The possibility of concluding agreements with third countries or
international organizations over matters falling under Title VI TEU. (Article
38 TEU in conjunction with Article 24 TEU)

As far as the CFSP, the ‘second pillar’, is concerned, the second subparagraph of
Article 11(1) TEU defines the strengthening of ‘the security of the Union in all
ways’ as one of the central objectives of the CFSP. This definition is arguably broad
enough to include international action against security threats posed by global
terrorism within the remit of the CFSP and the European Security and Defence
Policy (ESDP) elements it comprises. The latter includes tasks of rescue,
peacekeeping, crisis management and peacemaking (the so called ‘Petersberg
tasks’), which could obviously be of relevance to the fight against terrorism. Yet,
there is no explicit mention of the fight against terrorism as an objective of the
CFSP provisions, and none of the Petersberg tasks have been linked to the fight
against terrorism. It seems indeed far from certain that the EU could claim any
legal competence for engaging in a military operation abroad for preventing

8 Articles 2 and 29 TEU; Article 61(e) TEC.
9 See the second paragraph of Article 29 TEU.
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a terrorist attack on the EU, let alone retaliate militarily against a terrorist attack.
This contrasts rather strikingly with the US strategic culture and capability, which
relies heavily on the use of ‘hard power’ (Rees 2006, 69–73) and must be counted
among the contributory factors to the EU’s preference for a law enforcement
approach.

It is also important to note that all these competences to act remain in the
intergovernmental context of Titles V and VI TEU, which means that they are
subject to unanimous decision-making and reduced control by the European
Parliament and the European Court of Justice. This excludes the dynamics of
supranational decision-making and favours least common denominator
decisions. Equally important is that none of these competences imply any
transfer of exclusive competences to the Union, so that the member states continue
to retain full national sovereignty in these fields and are still able pursue their
national anti-terrorism policies as long as these do not run against common
measures they have agreed upon (a point we will come back to below when
dealing with the problems of the EU approach).

Overall, the EU Treaty provides a much stronger mandate and legal
competence for action against terrorism in the law enforcement (‘third’) pillar,
even mentioning terrorism twice,10 in contrast to the CFSP/ESDP (‘second’) pillar.
One can therefore say that a preference for a law enforcement approach is built
even into the EU treaty system.

Developing the EU’s approach: the EU Counter-Terrorism Strategy and Action
Plan

While the four factors identified above can explain why there is a preference in the
EU to regard the post-9/11 terrorist challenge mainly as a law enforcement issue,
the extent of the challenge and the realization of the complex factors contributing to
the threat at both the domestic and the international level led the EU institutions to
rapidly widen the scope of their measures beyond core measures in the traditional
fields of cross-border law enforcement, police and judicial cooperation in criminal
matters. The need for a wider ‘mixture’ of means was explicitly recognized in the
European Union Security Strategy of December 2003.11 The Madrid and London
terrorist attacks added to the broadening of the response by bringing in a new
major emphasis on measures against radicalization and recruitment.

In terms of overall strategy, the key text is the relatively recent European Union
counter-terrorism strategy of December 2005 (Council of the European Union 2005).
It defines the strategic objectives of EU action and the main measures under the
four headings of ‘prevent’ (radicalization and recruitment), ‘protect’ (citizens and
infrastructure), ‘pursue’ (terrorists across borders) and ‘respond’ (to the
consequences of terrorist attacks). The Strategy has the merit of providing a
broad structure for the variety of EU measures, a list of priorities and a justifying
narrative. In terms of the substance of the action planned or taken, however, the
main basis remains the EU Action Plan against terrorism, which has been

10 Article 29, second paragraph, and Article 31(e) TEU.
11 ‘A mixture of intelligence, police, judicial, military and other means’ (European

Council 2003, 8).
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frequently revised and added to since September 2001 (Council of the European
Union 2006). The Action Plan, which currently comprises well over 200 individual
measures, and its implementation reveal four key elements of the EU’s response to
post-9/11 terrorism, all of which are linked to the central law enforcement
rationale of the EU approach.

The first key element is the combination of legislative and operational measures in
the internal fight against terrorism. A considerable number of legislative
instruments have been adopted to enhance cross-border law enforcement
capabilities within the EU. The most important of these has been the Framework
decision on combating terrorism of 13 June 2002,12 which provides not only for a
common minimum definition of terrorist acts—focused on a specific intent to
commit such an act and its actual or potential consequences for a country or an
international organization—but also for common minimum maximum custodial
penalties for directing (15 years) or participating in (eight years) a terrorist group.
The common definition does not regulate all aspects of the definition of terrorist
acts as an offence and the minimum maximum penalty levels leave wide margins
of discretion to the member states. Although not free from vague and subjective
elements (Symeonidou-Kastanidou 2004), the common definition is precise
enough to provide a common platform for the prosecution of terrorist offence
throughout the Union (Dumitriu 2004), a platform that is all the more important as
several member states did not have specific provisions on terrorism as a criminal
act in their criminal law codes before the adoption of the framework decision.
It should also be noted that in its list of proscribed acts the framework decision
goes beyond the conventional architecture of the United Nations (Peers 2003).

In line with the ‘enhanced resources’ element of the terrorist threat definition,
much legislative activity has been focused on the fight against the financing of
terrorism. In addition to measures freezing funds and property of certain
presumed terrorists and terrorist groupings on the basis of Council Regulation
(EC) 881/2002 of 27 May 2002,13 whose terrorist ‘blacklists’ have in the meantime
been amended for the 44th time,14 legislation against the financing of terrorism
includes such major instruments as the Council framework decision on the execution of
orders freezing property or evidence of 22 July 2003,15 the Council dramework decision on
confiscation of crime-related proceeds, instrumentalities and property of 24 February
2005,16 and the Directive on the prevention of the use of the financial system for the
purpose of money laundering and terrorist financing (the so-called ‘Third Money
Laundering Directive’) of 26 October 2005.17 Although not directed only at
terrorists, the adoption of the Framework decision on the European arrest warrant of
13 June 200218 was much accelerated due to anti-terrorism objectives, thereby
generating one of the most advanced cross-border law enforcement instruments
of the Union. By providing for the arrest and transfer of wanted persons by the

12 Official Journal of the European Communities, L 164/3, 22 June 2002.
13 Official Journal of the European Union, L 139 of 29 May 2005.
14 Commission Regulation (EC) 301/2005, Official Journal of the European Union, L 51

of 24 February 2005.
15 Official Journal of the European Union, L 196 of 2 August 2003.
16 Official Journal of the European Union, L 68 of 15 March 2005.
17 Official Journal of the European Union, L 309 of 25 November 2005.
18 Official Journal of the European Communities, L 190 of 18 July 2002.

274 Jörg Monar



police and judicial authorities of one member state on demand by the authorities
of another member state, the European arrest warrant can also be regarded as an
instrument of cross-border operational cooperation between national authorities
in the fight against terrorism.

A range of other measures have been adopted to facilitate such cooperation.
These include the Framework decision on joint investigation teams of 13 June
2002,19 the Council Decision on the implementation of specific measures for police
and judicial cooperation to combat terrorism of 19 December 2002,20 the Council
Decision on the exchange of information and cooperation concerning terrorist
offences of 20 September 2005,21 the Council Decision on the exchange of
information extracted from the criminal record of 21 November 2005,22 and the
Directive on retention of telecommunication data of 15 March 2006.23 All these
measures are aimed at reducing obstacles to cross-border movements of law
enforcement officers and/or law enforcement information for operational
purposes. Legislative harmonization on the law enforcement side has therefore
been complemented by action aimed at enhancing operational capabilities,
although no operational powers have been transferred to EU structures as such (see
below). This combination of legislative and operational measures focused on cross-
border issues can be regarded as the core of the EU’s law enforcement approach.

The second key element of the EU’s response has been the combination of
repressive and preventive measures. Most of the above-mentioned internal measures
are essentially aimed at improving law enforcement through more or less
repressive means. More recently, especially since the Madrid and London terrorist
attacks demonstrated the extent of the ‘home grown’ dimension of the terrorist
threat, the EU has moved towards complementing its growing array of repressive
measures by more preventive action. The principal result so far has been the
adoption in November 2005 of the already-mentioned EU Strategy for combating
radicalization and recruitment to terrorism.24 This Strategy is focused on disrupting
the activities of networks and individuals drawing people into terrorism in three
major ways. First, the Strategy provides for an enhanced monitoring of the
Internet and legislative measures against incitement. Second, the Strategy aims for
ensuring that mainstream opinion prevails over extremism, for example, through
engagement with moderate Muslim organizations and enhancing language and
other training for foreign Imams in Europe. Third, the Strategy more vigorously
promotes security, justice, democracy and opportunity for all through both better
targeting of inequalities and discrimination within the Union and the promotion
of good governance and human rights outside of it.

Other related measures have included a (classified) report on recruitment to
terrorism in the EU and the adoption of a coordinated long-term strategy based on

19 Its provisions are now part of the Convention on Mutual Assistance in Criminal
Matters, which entered into force on 23 August 2005 (Official Journal of the European
Communities, C 197 of 12 July 2000).

20 Official Journal of the European Communities, L 16 of 22 January 2003.
21 Official Journal of the European Union, L 253 of 29 September 2005.
22 Official Journal of the European Union, L 322 of 9 December 2005.
23 Official Journal of the European Union, L 105 of 13 April 2006 (although this is a more

general instrument, it has been partially motivated by antiterrorism objectives; see
paragraphs 8 and 9 of the preamble).

24 Council document 14781/1/05 of 24 November 2005.
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such findings, a report by the EU Monitoring Centre on Racism and Xenophobia
in Vienna on the impact of the London terrorist attacks on Muslim communities in
the EU, the establishment of an expert group on violent radicalization and the
creation of a high-level group on minorities.25 It can therefore be said that the EU’s
law enforcement approach has recently widened to include a significant
preventive dimension.

The third of the key elements of the EU’s approach is the combination of internal
and external measures. In parallel to the range of internal measures mentioned above
involving legislative instruments, enhanced information exchange and operational
cooperation, the Union has made extensive use of its external relations instruments
to pursue counterterrorism objectives. There has in fact been a ‘mainstreaming’ of
the fight against terrorism in EU external relations. Two elements should be
distinguished here. First, the EU has significantly developed its external action in
the domain of law enforcement cooperation with third countries—the most notable
example being cooperation with the US. This has not only led to the conclusion of
two agreements between Europol and the US government on data exchange,26 and
two EU-US agreements on extradition and mutual legal assistance,27 but also to the
exchange of liaison officers and invitations to US officials to participate in relevant
EU Council working party meetings (Dubois 2002; Mitsilegas 2003). This is a not
insubstantial development, as EU external relations in the ‘third pillar’ domain
were rather poorly developed before the 9/11 attacks pushed them much higher up
on the EU’s agenda. The second element of the mainstreaming process has been a
considerable extent of ‘cross-pillarization’ of anti-terrorism objectives, which have
spread also to external relations in the context of the CFSP and external economic
relations, such as a common commercial policy. Examples in the CFSP area include
the systematic use of CFSP ‘political dialogues’ with third countries or groups of
third countries (such as the dialogues with the Asian countries in the Asia-Europe-
Meetings [ASEM] and with the countries of the Gulf Cooperation Council and
individual countries like Canada and Russia) and a very active role in the UN
context (such as EU participation in the UN Counter-Terrorism Executive
Directorate [CTED] assessment missions to Morocco, Kenya and Albania in 2005)
(Council of the European Union 2006, 28–32).

Both the ‘dialogue’ activities and cooperation in the UN context are aimed at
reinforcing international law enforcement cooperation with measures against
terrorist financing as a key area. Examples in the ‘first pillar’ context are the use of
economic and financial aid and trade instruments of the European Community to
shore up the international coalition against terrorism and to support moderate
reformers in countries with a high terrorist recruitment potential. Pakistan, for
instance, has been granted preferential trade quotas in recognition of its
contribution to the fight against terrorism (Brown 2005, 7). Since September 2001,
the EU has also been systematically using the negotiation of trade and cooperation

25 European Commission Memo/06/269 of 6 July 2006: Commission activities in the
fight against terrorism.

26 Agreement of 6 December 2001, ,http://www.europol.eu.int/legal/agreements/
Agreements/16268-2.pdf. , allowing for the exchange of strategic data, and agreement of
20 December 2002, ,http://www.europol.eu.int/legal/agreements/Agreements/16268-1.
pdf. , allowing for the exchange of personal data.

27 EU Council document 9153/03 of 3 June 2003.
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agreements for inserting clauses on cooperation against terrorism and terrorist
financing. The focus on law enforcement clearly also dominates the external side of
the EU’s internal measures against the terrorist threat. Apart from the focus on law
enforcement objectives in the EU’s external action, this is also shown by the fact that
the Action Plan does not contain any hint of a potential use of military means. There
is only a rather tortuously worded reference to the ‘conceptual framework on the
ESDP dimension of the fight against terrorism’, which evolves no further than a
report on interoperability between military and civilian capabilities, and work on a
database on military assets and capabilities relevant to the protection of civilian
populations against terrorist attacks (Council of the European Union 2006, 12).

The fourth key element of the EU’s response has been a strong emphasis on
strengthening institutional capacity to deal with the common threat. Since 9/11, the
mandate and actual role of the European police agency, Europol, and of the
European cross-border prosecution unit, Eurojust, have been strengthened several
times over as regards both analysis functions and the support of cross-border
investigations and prosecutions. The information from national authorities to
these agencies has also been enhanced. With the creation of the Office of the EU’s
Anti-Terrorism Coordinator, a completely new senior office with supporting staff
has been set up in the Council in 2003 to monitor and help coordinate EU and
national counterterrorism efforts. The tasks of some existing structures, such as
the SitCen in the Council and the Police Chiefs Task Force (PCTF), have been
redefined or reoriented to allow for a new focus on terrorism. Newly created
institutional structures, such as the European Police College (CEPOL) and the new
EU external border management agency (FRONTEX), have immediately been
assigned tasks in the fight against terrorism.28 The European Commission partly
reorganized and enhanced its administrative capacity in the anti-terrorism field29

and reallocated funding instruments for research into terrorist issues.30 This
institutional side of the EU’s approach is also strongly marked by a law
enforcement focus: most of the above-mentioned structures have in fact primarily
law enforcement support functions, through either intelligence gathering and
analysis (Europol, SitCen and Frontex), coordination (Europol, Eurojust,
FRONTEX, Office of the Coordinator) or training (CEPOL).

The problems of the EU’s approach

The EU’s response to the post-9/11 terrorist challenge is by its own standards no
mean achievement. Together the Counter-Terrorism Strategy and the Action Plan not
only provide an overall strategy with a clear law enforcement focus, but also a
rather comprehensive package of legal and operational, repressive and
preventive, internal and external, and institutional measures. For an actor like
the EU, which has to struggle with particular obstacles of legal and institutional

28 A typical example is the inclusion of terrorism in the risk analysis function of
FRONTEX as regards the EU’s external borders (EU Council document number 10043/06
of 31 May 2006, point 2.5.8).

29 Reformed unit D/1 in the Directorate General Justice Freedom and Security.
30 See European Commission Press release number IP/05/1031 of 2 August 2005. Much

more substantial funding allocations to the fight against terrorism are currently under
discussion in the Council for the financial perspective 2007–2013.
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complexity, such as the ‘pillar’ structure, and which has to bring together 27
member states that—at least in the internal and external security aspects of
importance to the fight against terrorism—remain fully sovereign, the agreement
on such a comprehensive common response at least touches upon the limits of
what the system can deliver. Yet, there are three major problems of this common
response that have affected, and are likely to continue to affect, the effectiveness of
the common counterterrorism measures.

The first of these problems is that the EU’s response is based on cooperation
and coordination of law enforcement capabilities rather than any form of
integration. Five years after the 9/11 attacks, the EU in fact continues to remain an
‘area’ composed of 27 different national law enforcement systems with their own
priorities, legislation and structures. This imposes a considerable strain on
coherence (Bendiek 2006). The member states have so far given a clear preference
to the use of instruments that facilitate and support cooperation and coordination
between their national counterterrorism law enforcement structures and
capabilities. They have not transferred any competences to the EU in the field
of anti-terrorism, and have abstained from creating any legal framework or
structures at EU level that could form a basis for a legal and structural integration
of their law enforcement capabilities. This tendency is clearly shown in the
legislative field by a preference for only minimalist harmonization of national
criminal law (an example is the agreement on only minimum maximum penalties
for terrorist offenders in the Framework decision on combating terrorism) and
mutual recognition (a key example is the European arrest warrant). In the
operational field, the same tendency can be discerned, inter alia, by the persistent
refusal to transfer any operational powers to the EU law enforcement agencies.
The most prominent example is Europol: despite over 500 staff, it must content
itself with an information exchange and analysis function.

Serious gaps in the sharing of intelligence data inevitably persist in a system
where the relevant services are not subject to an effective central authority (Bakker
2005). The work of Eurojust continues to be hampered by the fact that, in a system
still largely based on voluntary cooperation elements, many prosecutions are not
under an obligation to forward serious cross-border cases to Eurojust and give a
low priority to cross-border judicial assistance.31 Even the EU’s Anti-terrorism
Coordinator—whose tasks have in any event not been defined in a legally binding
text32—has no actual powers to coordinate, but can only monitor how the member
states implement common measures and suggest improvements.

There can be little doubt about the political reasons for this preference for
cooperative and coordinating measures over a more integrative approach in the
law enforcement action against terrorism. With threat perceptions (as pointed out
above) still remaining largely national ones, these national perceptions justifying
largely national response strategies, and security (both internal and external) being
a highly sensitive issue of national sovereignty, national governments are wary of
subjecting themselves and their anti-terrorist capabilities to supranational
decision-making, extensive European legal rules and European operational

31 For this and other problems, see Eurojust (2005, 109–110).
32 The Coordinator’s position was introduced through a paragraph in the European

Council’s ‘Declaration on Combating Terrorism’ of 25 March 2004 (Bulletin of the EU
3-2004, point I.41.).
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command structures. As a result, five years after the 9/11 attacks, the EU still
possesses no harmonized legal framework and no operational capabilities of its
own in the fight against terrorism. While a harmonized legal framework and strong
central operational agencies are no guarantee for maximum efficiency in the fight
against terrorism, as the US example has shown, it is also clear that there is a price to
be paid for not making any effort to integrate the national legal systems and
structures. The continuing autonomy of national legal systems and structures not
only means that a huge continuous coordination effort is needed to ensure that
cross-border law enforcement is minimally effective—the proliferation of agencies,
working parties and expert groups is a testimony to that—but also that frequent
friction and partial failures of common efforts are inevitable. Examples in this
respect are the judgments rendered by the constitutional courts of Germany, Poland
and Cyprus in 2005 and 2006 against the compatibility of national provisions
transposing the Framework decision on the European arrest warrant and the continuing
problems of Europol to obtain all the information it needs from national
authorities,33 which are often not as cooperative as they should be.

The second major problem is that of the poor implementation of agreed objectives
and measures. The member states are in fact much better at agreeing on common
objectives than at transforming them into effective measures afterwards. This is
caused by weaknesses in both the decision-making capacity and implementation
at the national level. The half-yearly reports of Anti-terrorism Coordinator, Gijs de
Vries, abound with examples of both agreed objectives and adopted measures
being implemented late or only partially. On the decision-making side, the legal
complexities generated by the ‘pillar’ structure do not help.34 Yet, much more
important is the problem of the unanimity requirement in the Council. In the latest
report of de Vries in May 2006 this has been identified, for instance, as the primary
reason for delays in terrorist asset-freezing procedures and in the adoption of a
Council decision on improving police cooperation at internal borders.35 If this
already shows a certain gap between declared common objectives and the
political will of all member states to rapidly and effectively achieve them, this gap
appears even wider if one looks at legislative implementation at the national level.

By May 2006, the 2002 Framework decision on combating terrorism, arguably the
most important legislative measure of EU action in the field, had still not been
fully implemented by three member states; the decision of February 2002 to
establish Eurojust, crucial for the cross-border prosecution of terrorist offences,
had still not been fully implemented by four member states; and the Framework
decision on the execution of orders freezing property or evidence of July 2003 had not
been implemented by 14 member states. All of these lapses are in spite of repeated
deadlines set by the Council.36 Part of the problem is that the Commission cannot

33 On Europol’s information problems, see the summary of the Chairman of the
Council’s Article 36 Committee of the High Level Conference on the Future of Europol of
23/24 February 2006 (Council document 7868/06 of 29 March 2006).

34 See, on this point, the remarks of Commission Director-General Jonathan Faull in the
Report of the House of Lords European Union Committee, ‘After Madrid: the EU’s
response to terrorism’, 5th Report of Session 2004–2005, Evidence, 43.

35 Council document 9589/06 of 19 May 2006, paragraphs 26 and 31.
36 On these and other missed implementation deadlines see Council document 9589/06

ADD 1 of 19 May 2006.
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put much pressure on nonfulfilling member states because of its reduced powers
in the domain of the ‘third pillar’. Yet, the core of the problem is that when it
comes to implementation, the EU has still to struggle with 27 different political
and law enforcement systems with their own priorities, legislation, structures and
procedures.

The two problems mentioned above are essentially problems of efficiency. The
third one concerns the legitimacy of EU action. All law enforcement measures can
have a significant negative impact on civil liberties and human rights, and anti-
terrorism measures all the more so as the threat of terrorism is often presented as
an ‘emergency’ justifying heavier and more invasive law enforcement measures.
While the absence of any direct law enforcement powers ‘protects’ the EU
institutions and agencies largely against the risk of infringing civil liberties and
human rights,37 there is a risk that major anti-terrorism objectives and framework
legislation agreed upon by the member states in the Council can afterwards result
in more controversial restrictive measures at the national level.

National governments can certainly use the argument of a European
consensus to push through more invasive measures at the domestic level, and
there have indeed been serious questions about the real need for some of the
invasive measures agreed upon in the Council.38 A much commented-on report
by Amnesty International has highlighted some of the problematic aspects of EU
framework legislation in the anti-terrorism field from a fundamental rights
perspective, although it has also made clear that the risk of abuses remains highest
at the level of the individual member states (Amnesty International 2005). It seems
all the more important that EU decisions in the counterterrorism field are vested
with democratic and constitutional legitimacy, which can only be provided by
adequate parliamentary and judicial checks and balances. Yet, such legitimacy
cannot be taken as a given as long as the European Parliament has no codecision
powers on relevant legislation on police and judicial cooperation in criminal
matters and as along as the jurisdiction of the European Court of Justice remains
subject to major restrictions in this domain.39

Although EU institutions and agencies have so far not been vested with
executive law enforcement powers, there are a number of fields, such as the
processing of personal data by the EU agencies and the establishment of the
controversial terrorist lists by the Council, where effective parliamentary and
judicial control appears vital. The judgements of the EU’s Court of First Instance of
21 September 2005 on the application of certain restrictive measures to persons
and entities included in the EU’s lists of terrorist and terrorist organizations40

show that effective EU judicial protection of the balance between anti-terrorism
measures and the freedoms and rights of the individual can by no means be taken

37 With the exception of the potential infringement of data protection rights because of
the processing of relevant personal data by its agencies, in particular Europol and Eurojust.

38 Some examples are given—from a very critical perspective—in Statewatch (2004).
39 The Parliament needs only to be consulted on such legislation—which gives it no

power of amendment or rejection—and the jurisdiction of the Court of Justice is limited by
several member states not accepting preliminary rulings in this domain and by a more
extensive public security exemption (Article 35 TEU).

40 Case T–306/01 Yusuf and Al Barakaat International Foundation v Council and Commission
[2005] ECR II–0000 and Case T–315/01 Kadi v Council and Commission [2005] ECR II–0000
(not yet reported).
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for granted. In these judgements the Court simply gave primacy to the UN
Security Council resolutions which had been at the origin of the EU measures, and
refused to consider the substance of the claimants’ arguments that they had been
wrongfully included in the EU’s terrorist lists and subject to the sanctions linked
to it (Labayle 2006). There is a permanent risk that in the fight against terrorism,
the protective layer of civil liberties and human rights is wearing thin—even if the
EU does not follow the logic of the US administration of a ‘war on terror’.

Conclusions

In its response to the challenge of post-9/11 terrorism, the EU has opted for a clear
cross-border law enforcement-focused approach under which terrorism is not be
fought as a ‘war’ but as a crime defined through specific intentions of a primarily,
though not exclusively, political nature and specific types of proscribed behaviour.
This choice has been determined by factors of history, differences in threat
perception, fundamental value orientation and restricted competences. This has
not meant, however, that the EU has limited itself to traditional ‘internal’ law
enforcement measures. It has instead managed to develop an extensive
multidimensional approach which combines legislative and operational, repres-
sive and preventive, internal and external, as well as institutional, measures. If one
takes into account the systemic complexities of the Union, as well as the fact that the
internal security domain remains firmly under national control and marked by
different national priorities, legislation and structures, the agreement of this
multidimensional package of measures must be regarded as a major achievement
in itself. There is certainly no other example in the world of a group of countries
agreeing on a similarly comprehensive common strategy and action plan after 9/11.
Yet, there is no point in denying that there are also major problems: the preference
given by the member states to instruments of cooperation and coordination rather
than integration, as well as the poor implementation of many agreed measures, are
having a negative impact on the effectiveness of the EU’s multidimensional law
enforcement approach. The limited parliamentary and judicial control at EU level
also casts a shadow over the legitimacy of EU measures. The EU’s law enforcement-
focused response to the post-9/11 terrorist threat is clearly different from the US
‘war on terror’ concept. But the EU will need to address its efficiency and legitimacy
deficits in order to strengthen its credibility as a real ‘European’ alternative.
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