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Abstract

While the US has revamped its intelligence community by creating the Department of
Homeland Security, little seems to have happened at the European level. The article
seeks to explain why some intelligence co-operation takes place within the EU
and why the bulk does not. It uses a new model, the ‘intelligence cube’, to develop a
discussion on co-operation in distinct areas. Following a functionalist approach,
suggesting that collaboration is utility driven, it proposes that efficiency consider-
ations offer the most convincing explanation why no new European Intelligence
Agency has been created and why so little co-operation takes place within EU
structures.

Introduction

Following the attacks in New York, Madrid and London, intelligence and
security agencies in Europe and around the world concurred on the need to
work more closely together in response to the new international terrorist
threat. However, most of the increased collaboration takes place outside the
EU framework despite its established structures for intelligence co-operation.
This opposition to further integration of intelligence into the Union is also
reflected in the fact that only a very small number of voices were raised in
favour of creating new, potent European intelligence agencies. Apart from
journalists looking for a flashy headline, few have spoken about establishing
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a European CIA or FBI. Practitioners and politicians, in particular, have been
remarkably reserved and have largely refrained from using such expressions.
In this sense, the issue of creating a new European Intelligence Agency to
fight international terrorism seems just as extraneous as the forming of a
veritable European army.

This article uses two strands of argument to explain the intelligence
co-operation that already exists in the EU and why its institutions have not
become the focal points for all intelligence co-operation in Europe. While it
takes the line that epistemic communities and agencies are significant actors,
it views intelligence co-operation and its institutionalization as a response to
the perceived threat. As Sir Stephen Lander, former director general of the
British Security Service (MI5), put it ‘Collaboration is not an end in itself. It
is utility that drives collaboration’ (Lander, 2004, p. 484). Following this
statement, the article seeks to explain co-operation from an efficiency per-
spective, suggesting that co-operation will take place and thrive when cus-
tomers and/or the intelligence agencies perceive that it improves the resulting
intelligence product. This line of argument suggests that intelligence agencies
have been set up to detect and objectify existing terrorist threats and to make
accurate assessments, and is particularly convincing when viewing intelli-
gence supporting law enforcement. Not surprisingly, Europol stands at the
centre of the law-enforcement argument. Interestingly, this is the argument
used by the (small number) of proponents of further Europeanization of the
intelligence sector. Whether governments, most notably the Belgian call for a
European intelligence centre and the Austrian discussion paper proposing a
European Intelligence Agency (European Voice, 2004; Austrian Representa-
tion to EU, 2004), academics such as John Nomikos (Nomikos, 2005), or
practitioners such as Jean Heinrich (Heinrich, 2006), the creator of the French
directorate of Military Intelligence,1 all have regarded international terrorism
as a challenge requiring an international response in the form of a centralized
European intelligence service. Paradoxically, as will be demonstrated, a func-
tionalist argument in the tradition of David Mitrany’s ‘form follows function’
paradigm seems to offer the most convincing explanation of why no new
European Intelligence Agency has been created and why the bulk of intelli-
gence co-operation takes place outside EU structures.

The second strand picks up on the idea of self-conceptions and norms.
It addresses the role of trust when intelligence services choose whom to
co-operate with as well as the role intelligence and intelligence co-operation

1 While some of the proposals are a bit crude in that intelligence is treated as a homogeneous entity,
Heinrich’s suggestions are more precise and elaborate as he distinguishes between the Europeanization of
military, criminal and other types of intelligence as well as between various stages in its production, e.g.
collection and analysis.
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play in the securitization process at the national and European level. This
latter involves how intelligence influences threat perception and how it influ-
ences feelings of urgency as well as the wider political response to interna-
tional terrorism, including the shaping of the Union’s institutional framework
for intelligence co-operation. While this line of argument has less effect in the
direct pursuit of terrorists and terrorist suspects, it is particularly relevant and
useful when explaining the intelligence co-operation within the EU aimed at
supporting decisions on the Union’s response to terrorism, that is to say the
political decisions falling both within and outside of the law enforcement
dimension. The Joint Situation Centre (SitCen) is of particular interest in this
context.

Consequently the article poses the following questions. What intelligence
co-operation takes place within the EU today? Does it add value? If it does,
and if it is true that the threat from international terrorism is growing and
that the solution lies in an increased intelligence co-operation, why is there
such an ingrained resistance to further centralization among the establish-
ment? Why does the increasing threat from international terrorism not have
more effect on an institutionalized European intelligence structure? Why is
there not more intelligence co-operation and co-ordination at the EU level
but rather within decentralized networks outside of the EU? Why do intel-
ligence agencies appear to remain the instruments of national governments,
while the EU merely seems to support national authorities? In section I, this
article defines what intelligence is, thereby differentiating various types,
purposes and stages in the production of intelligence with a view to speci-
fying in what areas intelligence co-operation is possible and with what aims.
Section II assesses current arrangements, taking into account their ability to
detect threats and to produce accurate assessments, on the one hand, and
their opportunity to influence EU policies on the other. Section III identifies
the remaining challenges in the different stages of the intelligence produc-
tion, with a view to determining if current European arrangements are
satisfactory or if further EU solutions could be advantageous. In the
conclusion, the author argues that the current arrangements are preferable to
further centralization.

I. What Intelligence?

Most disagreements about intelligence co-operation tend to be based on
different ideas of what intelligence actually is. To some extent this can be
explained by the different institutional set up of intelligence, security and
police services in various states. While countries such as the UK and
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Germany strictly separate police authorities with executive powers from
intelligence services many European countries do not (Greenwood and
Huisman, 2004, p. 19; Hirsch, 1996). In France, for instance, La Direction de
la Surveillance du Territoire (DST) forms part of the Police Nationale. The
Swedish Säkerhetspolisen also brings police and intelligence functions
together (Soria, 2006, p. 14).

In the most general sense, intelligence can be defined as information that
is tailored to assist a certain receiver’s decision-making. Note that intelli-
gence is not replacing but merely supporting decision-making. Accordingly,
what constitutes intelligence to a person depends on what decision he or she
has to take. For instance, a police officer leading a strike against a terrorist cell
may be helped by information about the layout of the flat in which the felons
are to be found; if any innocent people are present; in what rooms the suspects
are, even what they are wearing. In contrast, representatives in COREPER I
would not be helped by the same information when deciding on instruments
regarding the freezing of property and evidence. When discussing intelli-
gence co-operation and co-ordination within the EU, it is therefore helpful to
be clear about the level of decision-making (tactical, operational, strategic)
and what type of decision the intelligence is to support.

A further distinction should be made between the different stages of
the intelligence production as outlined in the infamous intelligence cycle
(Berkowitz and Goodman, 2000, pp. 58–89; CIA, 2007).2 Well aware of its
schematic character, the cycle is still a useful analytical instrument as the
means of co-operation and levels of co-ordination do, and possibly should,
vary between the different stages. To illustrate the different areas of intelli-
gence activity for possible co-ordination and co-operation, one could imagine
a three-dimensional cube. Different decision-making levels, reaching from
tactical to strategic, could be placed along the vertical y-axis, while the
horizontal x-axis could be divided into the different stages of the intelligence
cycle, stretching from the direction and formulation of intelligence require-
ments, via collection of raw data and analysis to its dissemination. The z-axis,
finally, could be divided into different types of intelligence, e.g. military,
foreign, security, criminal and so on, or even better into different issues that
decision-makers must resolve and that may require different kinds of support
drawing on intelligence provided by different services. Thematically these
fields of activity could cover a vast area of topics such as defence, crisis
management and law enforcement all the way through to environmental
issues or trade policies. A cube imagined in this way demonstrates that

2 In the UK the cycle is often referred to as DCPD – Direction, Collection, Processing and Dissemination
(JDC, 2003).
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intelligence and intelligence co-operation are not best thought of as a homog-
enous block, but as differentiated according to tasks and purposes (see
Figure 1).

If adhering to the above definition of intelligence, much of it is not even
delivered by intelligence agencies. Nevertheless, this article focuses on the
co-operation among police, intelligence and security services and takes only
their activities into account. Furthermore, it is only concerned with the
segment along the z-axis devoted to counter-terrorism. Within this slice,
further specification is needed. Drawing on the four headings from the
Union’s counter-terrorism strategy, it makes sense to divide it further along
the z-axis into four segments labelled prevent, protect, pursue and respond
(Council, 2005a).

Rather than tediously going through each section of this three-dimensional
model, each decision-making level, each step in the intelligence cycle and
each segment along the z-axis, and mapping exactly what co-operation takes
place, this article focuses on those sections where intelligence collaboration
actually takes place within EU agencies. The functions of the existing EU
agencies, i.e. Europol, SitCen, SatCen and the Intelligence division of the
EUMS, have been examined in some detail elsewhere (Coosemans, 2004;
Daun, 2005; Duke, 2006; Müller-Wille, 2004), and it is not the aim of this
article to repeat that exercise. However, to find an explanation for why there
is such an ingrained resistance to the centralization of European intelligence

Figure 1: The Intelligence Cube
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co-operation and why no new agency has been created despite the consensus
that more co-operation is needed, the rationale behind the two agencies
directly involved in counter-terrorism activities, namely Europol and the
SitCen, needs to be examined.

II. What Intelligence Co-operation Exists and Why?

One could easily argue that the new threat of international terrorism should
have brought European intelligence agencies closer together. All services
seem to agree that they need to join forces and that this type of terrorism
cannot be fought effectively unilaterally. The question is what should they do
together and how. As others have suggested, there are two principle methods
of European co-operation and co-ordination, both of which also apply to the
intelligence sector.

To centralize co-operation by creating European intelligence agencies
is only one option. Collaboration could be integrated into EU structures and
directed from above, presumably by the European Council via the High
Representative. An alternative to this vertical top-down assistance would be to
set up mechanisms that facilitate horizontal co-operation among competent
national services. This can either take place outside EU structures or within
them. However, if any European body were to be set up, its role would merely
be to facilitate and improve decentralized collaboration among national intel-
ligence agencies. It would not be involved in any direction or collection of
intelligence nor produce any assessment or make any decision on its dissemi-
nation. Not surprisingly, both centralized and decentralized counter-terrorism
intelligence co-operation exist within the EU today.

Europol, Flawed by Design?

Starting with Europol, it will be no surprise that law enforcement consider-
ations stand at its centre. While it occasionally gives limited support to
political EU decision-making in all four sectors, the lion’s share of Europol’s
co-operation is located within the segment pursue of the ‘intelligence cube’,
which falls within the traditional remit of intelligence agencies’ counter-
terrorism efforts. Furthermore, the co-operation in this segment is concen-
trated at the tactical and operational level as Europol’s tasks are primarily
linked to the enforcement end of the work of national police authorities and
security services. These national agencies and services are also Europol’s
main customers. With such a clear focus on support for law enforcement
operations, a Mitrany-type functionalist approach could be promising in
offering a convincing explanation for its development. According to the ‘form
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follows function’ paradigm, the establishment of Europol and any expanded
co-operation within it would make sense if it added value to the fight against
crime in general and terrorism in particular. This would only be the case if
centralized co-operation fulfilled one of the following three criteria in at least
one of the intelligence cycle’s steps:

– it produces something that national agencies are not able to produce;
– it generates better intelligence than national agencies on their own, as,

for example, a result of pooling expertise; and
– it produces intelligence that no national agency is willing to produce, or,

for political reasons is not acceptable.

If none of these criteria are met, a centralized solution offers no advantage
to a decentralized approach, which already exists through the more pragmatic
exchanges among national agencies outside the EU framework. A focus on
horizontal co-operation would then be the preferred option, since there is little
point in creating something that is not beneficial.

Looking at the first and second step in the intelligence cycle, direction and
collection, it is difficult to see how any of the three criteria cited above would
apply. In terms of direction, Europol can certainly formulate its own intelli-
gence requirements (or information requirements in EU terminology) based
on its Organized Crime Threat Assessment (Council, 2005b, 2005c). But,
since it only has the authority and capability to collect intelligence from open
sources (a point addressed further below), it relies on contributions from
national agencies whose activities it cannot direct. Thus, both the direction
and collection fall outside of Europol’s remit.

This is not to say that national intelligence requirements are not being
co-ordinated, but rather that this process takes place directly among the heads
of national services outside the framework of Europol and the EU. The Club
of Berne, created in 1971, is one example. Although it can act as an interface
between the EU and the heads of Member States’ security and intelligence
services on terrorist matters (Swiss Federal Office of Police, 2004), this has
never been its primary purpose. Rather it has focused on direct operational
co-operation. In 2001, it established the Counter Terrorist Group (CTG) to
extend and deepen practical co-operation and intelligence exchange between
security and intelligence services with a particular focus on Islamic terrorism.
It comprises 29 National Security Services of all 27 EU Member States,
Norway and Switzerland (Bundesregierung, 2006). The CTG brings together
the heads of national Services (e.g. from the British Security Service – MI5
– the Swedish Säkerhetspolisen and the Algemene Inlichtingen-en Veilig-
heidsdienst – AIVD – from the Netherlands) every six months in the format
of the steering committee and meets quarterly or for special meetings at the
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level of heads of units (Bendiek, 2006, p. 21). While its chairmanship rotates
with the EU presidency for convenience, it is completely independent of EU
structures. Nevertheless, an agreement on information exchange has been
made between the CTG and the Joint Situation Centre (SitCen). As a result,
the EU will be provided with more terrorism-related information (AIVD,
2004, p. 64; Solana, 2004). Europol is neither a member of the Club of Berne
nor of the CTG. Nevertheless, it can and does communicate with the CTG
(Deflem, 2006, p. 349).

Similarly, police authorities have met in the Police Working Group on
Terrorism (PWGT) since 1979 (Lugna, 2006, p. 116). Comprising the same
Member States, and fulfilling similar functions, it can be seen as the police’s
counterpart to the CTG (with, for example, representation from the British
Metropolitan Police Special Branch, the German Bundeskriminalamt and the
French Unité de coordination de la lutte antiterroriste) (Bunyan, 1993, p. 12).
Europol is not a member of the PWGT but is invited as an observer (House of
Lords, 2005, p. 21). Another possible point of entry for Europol in terms of
direction is the Police Chiefs Task Force (PCTF), which meets once during
each presidency. At its creation, the Tampere European Council Conclusions
called for a ‘European Police Chiefs Operational Task Force to exchange, in
co-operation with Europol, experience, best practices and information on
current trends in cross-border crime and contribute to the planning of operative
actions’(Council 1999). The PCTF is not yet formally integrated in the Council
structure, while all Europol can do is to express its information requirements.

It is worth noting that in no sense does Europol have a co-ordinating role
comparable to the US Department of Homeland Security. The European
situation is very different from that in America, as national agencies in Europe
operate in separate rather than overlapping geographical areas. The need to
co-ordinate the Portuguese Security Service’s activities with a criminal intel-
ligence operation in Finland is not as obvious as the need to co-ordinate
various national services’ operations within their own country. That is rather
better done at the national than the European level.

It is far easier to see the potential in the area of analysis and dissemination.
Pooling of expertise and sharing of information appears very promising. Even
if Europol does not possess a unique analytical capability, separating it from
national services (criterion 1), one could assume that it would generate better
assessments in its more permanent analytical work files and temporarily set
up task forces than its national counterparts on their own (criterion 2).
However, since Europol does not collect any of its own (non-open) intelli-
gence, its efficiency is limited by the national agencies’ unwillingness to
provide it with raw data and intelligence. This is where the problems start. It
is obvious that national services may have reservations about sharing their
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intelligence with Europol or anybody else. Trust among agencies is therefore
often referred to as the main obstacle to more information-sharing with
Europol (Lefebvre, 2003; Walsh, 2006). While this may be mitigated by the
fact that all Europol officers come from national authorities and should have
their confidence, it is also true that the information national services provide
must be shared by all members participating in the analytical work file or task
force concerned if it is to be fully exploited. Hence, national agencies may
fear that sensitive information could be leaked in one way or the other, in
particular when Europol officers return to their national employer once their
temporary contract at Europol terminates. A further explanation, also based
on mistrust, suggests that some national agencies that do not have reserva-
tions about sharing intelligence with Europol, remain cautious because of the
effect this may have on their well-established and successful bi-lateral rela-
tionship with other, more apprehensive, states, most notably, but not only, the
USA. Another argument sometimes put forward is that intelligence services
do not trust the information provided by others. In addition to an agency’s
own esprit de corps, some argue, there is also a professional one, where
security services as a group do not think highly of police agencies and vice
versa (Müller-Wille, 2002; Becher et al., 1998; Villadsen, 2000).

While all of this may be true to a greater or lesser extent, there also
seems to be a more fundamental structural reason why the centralized form
of intelligence co-operation envisaged by Europol’s founders has not
proved to be particularly successful. This is especially the case for the
assessment and dissemination (exchange) of operational and tactical
counter-terrorism intelligence and may explain why the established direct
bi- and multi-lateral co-operation between different nations’ services has
not migrated into Europol. The simple reason is that no responsibilities
have been transferred to Europol; it is there to support national services.
Consequently, national services will be judged against, and held account-
able for, their success in the fight against international terrorism. No
national service can argue that it failed to foil a terrorist plot because
Europol did not do its job accurately. Neither the government nor the public
would accept such an explanation. Therefore, national services maintain the
task of producing and providing national law enforcement authorities with
accurate and complete intelligence. Hence, they cannot and will not rely on
Europol’s contribution.

It is particularly important to note that national agencies are both the main
providers of intelligence to Europol and its main customers. The work done
by Europol does not therefore replace national assessment efforts or consti-
tute a link of its own in the intelligence production chain. Rather it should be
seen as an add-on, paralleling the work of national services.
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Put simply, as good as the intelligence from the Hague may be, the
primary responsibility for analysis remains with national agencies. Europol’s
centralized work does not replace, but merely complements a national
service’s own analysis and the decentralized direct bi- and multi-lateral
co-operation it has established with other services. Hence, feeding Europol
with information may be perceived as an extra burden added to an agency’s
own work with selected partners. This can start a vicious circle in that
Europol’s ability to add value is not exhausted for lack of information, which
makes the expectations of its utility fall and allows the contributions to
diminish. There is no obvious solution to this dilemma: national agencies will
continue to be responsible for producing intelligence in support of counter-
terrorist operations; and, even if authority was transferred, the public would
continue to hold their national governments responsible for the provision of
security in case of an attack, in effect enforcing a return of the responsibility
to the national level. Therefore, a decentralized approach to intelligence-
sharing and analysis in support of counter-terrorist operations is likely to
remain the norm.

Does Europol produce any intelligence support that national agencies are
not willing or are unsuitable to deliver (criterion 3)? In other words, does
Europol have any responsibilities of its own in the sphere of counter-
terrorism? It has, but not in support of tactical and operational decision-
makers at the front line. Rather, it provides a unique service to political
decision-makers at the strategic level by outlining trends and assessing the
terrorist threat in general terms as well as by offering advice, by, for
example, producing the EU Terrorism Situation and Trend Report 2007
(Europol, 2007a). Note, however, that the bulk of the data needed to deliver
such decision-making support is provided by that part of police forces
which conducts criminal investigations rather than by national intelligence
agencies.

Significantly, Europol has been denied the ability to take on intelligence
responsibilities in the most obvious area where its function as a European
agency could be of real value – of providing the intelligence function for
European police operations conducted outside the Union’s territory. Here
Europol could be given responsibility for all steps of the intelligence circle
and add real value and could, probably, do better than most national agencies
whose commitment is bound to be limited, since they have many other
responsibilities and compete for scarce resources. Problems closer to home
are likely to be given higher priority on a regular basis. Unfortunately,
Europol has been denied this important function which could improve the
operational result as well as have a positive effect on the development of
its expertise, and its ability to add real value to European intelligence
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co-operation, as it could make linkages between groups encountered in
theatre and others in the EU, provided such connections exist.

This is not to say that Europol has not added any value in the intelligence
sphere, but it does not function efficiently as a centralized intelligence agency
offering vertical support to national agencies. As always, there is a notable
exception to this general rule, as Europol was very active in combating child
pornography on the internet. However, this success can be explained by the
fact that Europol could be directly involved throughout the intelligence cycle
as it could collect information directly via the internet without interfering in
any national agencies’ competency, which enabled the analytical work file to
produce its own original intelligence. The ‘Check the web’ project can be
regarded as a recognition of the value Europol can add in this niche area.
Launched in May 2007, the internet portal focuses on Islamic terrorism, but
will also deal with child pornography and hooligans (Spiegel, 2007). Well
aware of its limitations as an agency offering vertical, top-down assistance,
Europol has sought to resolve the dilemma by emphasizing its role as a
facilitator of horizontal, decentralized co-operation. Some might even argue
that the ‘design flaw’ is intentional as Member States saw the largest potential
in decentralized co-operation from the start. The composition of the staff
working at Europol’s facilities in the Hague would support such an argument.
In addition to its 349 officials, Europol brings together about 15 seconded
national officers and around 105 liaison officers (Europol, 2007b, p. 27).
These representatives can then share information with selected partners
directly on an ad hoc basis or within Europol’s working groups which consist
of Europol officers and/or national representatives.

SitCen, Lacking Operational Relevance?

Placing SitCen’s function in the ‘intelligence-cube’ immediately demon-
strates differences from Europol’s work. Rather than supporting ongoing law
enforcement operations (tactical and operational level), SitCen products are
tailored for EU decision-makers at the strategic level as its Director William
Shapcott has pointed out (House of Lords, 2005, p. 55; Clarke, 2005). As a
part of the Council Secretariat, SitCen’s 20 or so analysts primarily support
the High Representative, Javier Solana, COREPER II and other parts of the
Council, such as the Political and Security Committee (PSC) and the Working
party on Terrorism (COTER) in the second pillar, and the Article 36 Com-
mittee (CATS) and the Terrorism Working Group in the third. This has two
important implications. First, its work relating to counter-terrorism does not
have the same clear focus as Europol’s in the segment ‘pursue’. Meeting
the needs of its customers, its intelligence support spans all four
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counter-terrorism segments. Secondly, it avoids the absurd situation that
Europol finds itself in, where national intelligence services constitute the
primary providers of data and intelligence at the same time as they are the
main customers. Using the criteria applied to Europol above, it is clear that
SitCen was created to produce intelligence that no national agency is willing
to produce, or better, where a single country’s support would not be accept-
able for political reasons. While SitCen receives intelligence assessments
rather than raw intelligence from Member States, it still makes an original
contribution. By compiling national reports and complementing these with
information from the EU and to a significant extent from open sources (House
of Lords, 2005, p. 59), it produces intelligence that is customized for the
European Council and the High Representative. Fully meeting criterion 3, it
can actually act effectively as a proper European intelligence agency.

As it supports political decision-making, its purpose, function and devel-
opment follow a different rationale from that of Europol. In short, the intel-
ligence co-operation within SitCen has more political sensitivities attached to
it. While the intelligence support given to law enforcement authorities at the
operational and tactical levels may seem rather straightforward and crafts-
manlike – as it is about identifying, locating and capturing known terrorist or
suspects – the discussions supported by SitCen’s assessments are likely to be
more uncertain and controversial. Most critically, SitCen assessments are
directly applied in the securitization of the terrorist threat at the political
European level, trying to determine how serious it is, how urgently action
must be taken and, somewhat tentatively, what instruments and policies are
likely to be most effective. The outcome of such political discussions may
include decisions on structuring intelligence co-operation and on the devel-
opment of European intelligence agencies. These political strategic decisions
inevitably involve numerous variables and uncertainties and are by nature of
a somewhat speculative character.

Furthermore, strategic intelligence-based assessments tailored to support
policy discussions and political decision-making can draw on open sources
and interviews with professionals, academics and experts to a much larger
extent than intelligence aimed at identifying and capturing terrorists. This is
particularly true for SitCen’s support to the High Representative’s agenda,
but also, to some extent, for the products of its counter-terrorism cell that
supports terrorism-related Council decisions within the third pillar, JHA.
Thus, in terms of direction and collection, SitCen has more scope, even if it
does not have any sensor-based or covert intelligence capabilities at its dis-
posal and is dependent on national services’ willingness to collect and
provide it with such information. At the same time, however, the intelligence
offered to political decision-makers at this level does not enjoy the same
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monopolistic position as that given to those leading counter-terrorist activities
at the tactical and operational level. The latter often rely on very specific
information, much of which may only be collected by intrusive means that are
prohibited to all but national security and police authorities. In contrast,
intelligence services do not have the same exclusive access to much of the
relevant information supporting strategic political decision-making at the
European level. Hence, customers can also draw on other sources in addition
to SitCen products and will do so before making any decisions. A final
specific feature of SitCen products is that they are aimed at being dissemi-
nated to all decision-makers concerned. This aspect is critical for the expla-
nation of SitCen’s development.

From a Mitrany-type functionalist perspective, it is easy to see why the
creation of SitCen made sense. In accordance with criterion 3 above, it
satisfies a real need in that its products are tailored for EU decision-making
both in terms of their contents and, equally important, in terms of timely
delivery. No national agency would have been prepared to take on this task on
its own, nor would it have been acceptable to others. Offering the same
intelligence to all decision-makers involved, be they national representatives
or EU officials from the Council or Commission, also seems sensible, as it is
more likely that they will perceive the challenges in a similar way if they are
better and equally informed. Furthermore, one could easily explain why
SitCen’s Civilian Intelligence Cell (CIC) in general, and its Counter Terror-
ism (CT) cell in particular, have not expanded more rapidly. Drawing on
national intelligence assessments, diplomatic reports and open sources, ana-
lysts do not have to start from scratch and can simply compile much of the
information provided. Hence, one could argue that SitCen does not need to be
bigger than it is to produce the required support.

However, it is more difficult to explain why not all Member States are
included in SitCen, as is the case with Europol. The official version is quite
simple: SitCen is not an intelligence agency but a department attached to the
High Representative, situated within the Private Office of the General Secre-
tariat of the Council. As with most departments, it has a limited number of
posts and does not offer room to all Member States. However, when looking
at who participates in SitCen, this explanation does not seem totally convinc-
ing. While the CIC’s main part comprises representatives from foreign intel-
ligence services, its CT cell includes representatives from domestic security
services. Annegret Benediek suggests that the CIC ‘is comprised of represen-
tatives from foreign intelligence services from the UK, France, Spain, the
Netherlands, Italy, Sweden, Germany, Slovenia, Poland, Finland and
Hungary’ and that it also includes members of what she labels as ‘domestic
intelligence services from France, Germany, Italy, Spain, the UK and Finland
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(Bendiek, 2006. p. 19). This gives a good indication of who is part of the
insiders club. Again, one could argue that this selection is based on those
services that are most competent and most experienced. One could, for
instance, assume that some countries are included in the CIS because of their
access to sources and expertise on developments, say, in the former Yugosla-
via or the Commonwealth of Independent States, while the members of the
CTC have been selected based on their own experience with terrorism.
However, who is to judge a country’s services expertise if what they know is
unknown to others? What does the selection and invitation to participate
depend on?

An explanation based on conceptions of self and of partners, as well as
a willingness to influence the securitization at the European level, seems
to offer some potential. SitCen’s intelligence co-operation began with only
seven analysts, one each from France, Germany, Italy, the Netherlands, Spain,
Sweden and the UK. Apart from these seconded analysts, SitCen also com-
prised two diplomats from the PPEWU (Policy Planning and Early Warning
Unit, otherwise known as the Policy Unit), three military officers from the
European Union Military Staff (EUMS) (two from the Intelligence Division
of the EUMS, INTDIV, and one from the Operations Division), and a police
officer from the police Planning Team (Shapcott, 2002). From the perspective
of both the Council and Solana, it is quite clear that what was wanted was a
competent SitCen. However, it is also obvious that its effectiveness would
depend on a crucial element underlying sharing intelligence – trust. If the
services involved did not trust each other, it would be impossible to make the
most of SitCen; the sharing of national intelligence would be too limited.
Hence, it was simply a pragmatic step to consult key states, notably, the Big
Three, and ask them who they could envisage co-operating with. Of course,
they opted for services with which they had already established a good
working relationship outside the EU structure. As a result, co-operation in
SitCen started as an insiders’ club that has influenced the choice of which
other services should be invited to participate as the work of SitCen has
grown. No Member State’s service needs to be named and shamed as being
distrusted; rather SitCen has expanded by positive selection. It would be
counterproductive to try to force SitCen to integrate an undesired partner into
the trusted circle; the sharing of intelligence would come to a halt and
SitCen’s role with it. The issue of trust has been one of the main reasons for
SitCen’s slow growth. In contrast to normal bureaucracies, SitCen, itself, and
participating countries have opposed a quicker expansion. It is true that there
was some debate on whether the CTC should be located within SitCen or be
set up outside of it, possibly under the control of the Counter-terrorism
Co-ordinator. Although the decision to expand SitCen with the CTC can be
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interpreted as an attempt to exploit synergy between different types of agen-
cies – foreign intelligence and domestic security services – one should not
forget that the insiders have kept control over all strategic intelligence
co-operation by focusing it on a single point within the Council.

Why can this be acceptable to those countries which are not part of the
inner circle? To begin with they all receive SitCen products without excep-
tion, even if they do not have direct access to the incoming national intelli-
gence contributions. Furthermore, Member States can communicate
intelligence to SitCen directly if they want to, thus possibly influencing what
SitCen produces. In the absence of a direct secure line into the SitCen for
non-members’ services, this may be complicated, but it is still possible. It is
certainly true that those participating in SitCen have a greater ability to
influence the securitization of threats at the European level, as they participate
in the formulation of intelligence support. Hence, one could assume that those
with experience of terrorist attacks and represented in the CTC, most notably
France, Germany, Italy, Spain and the UK, can successfully shape the per-
ception of the terrorist threat within the Union, drive the formulation of
countermeasures, and ‘manipulate’ others who are less likely to become
victims. However, what makes the whole arrangement acceptable to the
‘outsiders’ is that SitCen does not have a monopoly of intelligence. Insofar as
all states can choose to share their own intelligence with the decision-making
body, they can ensure that the others share the knowledge that may have led
them to take a differing position, thereby possibly convincing some or all of
them. More important, however, is that SitCen assessments are but one source
of support, and its assessments by nature cannot be completely objective and
accurate. It is therefore likely that national representatives can find alternative
information that supports their views. In short, SitCen’s views do not deter-
mine the outcome of any decision-making apart from the structure and mem-
bership of the centre itself.

III. Normative Appreciation – Does EU Intelligence Co-operation
Need Fixing?

The different steps of the intelligence cycle lend themselves well to an
assessment of existing shortfalls. Although the cycle does not fully reflect
the actual sequencing of the different production steps – it suggests more a
linear development than one where the steps are in continuous interaction
with each other and modify each other throughout the process – its sche-
matic structure does cover all the different stages in the production of
intelligence.
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Direction

Moving along the x-axis of the ‘cube’, the first stage is concerned with the
direction and formulation of intelligence requirement. It is quite clear that
the new threat posed by international terrorism triggered a change in this
area. The alteration of intelligence requirements possibly becomes most
evident in the current counter-insurgency operations in Iraq and Afghani-
stan, in which many European states are involved. As isolated military
approaches to insurgencies and terrorism were thought to be inadequate
in these theatres, solutions were sought by integrating military with other
governmental instruments and activities in the so-called comprehensive
approach. Hence, the responses altered and, with them, the intelligence
requirements, which now redirect the intelligence effort into areas outside
the traditional military dimension. One notable change, for example, can be
seen in the standing that so-called ‘cultural’ intelligence has been given
within the national and multinational military structures (McFate, 2005a, b;
Swanson, 2006; US Army, 2006). However, such operations and the con-
sequent refocusing of intelligence requirements are not central to the argu-
ment here – particularly as counterinsurgency operations have not (yet)
been conducted by the EU.

While it is quite likely that the intelligence community has to
adapt to the needs of its masters and may be asked to venture into new
academic territory (such as ethnology) for lack of alternative providers
when supporting military or police operations out of area, it is unlikely to
be asked to do so for the bulk of EU decisions on counter-terrorism
measures within the Union. An alternative, better qualified expertise
exists outside the intelligence community for most areas concerned (for
example, when trying to resolve the root causes of terrorism and prevent-
ing radicalization and recruitment; when assessing the vulnerabilities of
European infrastructure with a view to improving its protection; or when
responding to the consequences in the aftermath of a terrorist attack).
Even in the segment pursue, it is difficult to see any shortfalls in the for-
mulation of intelligence requirements at any level (y-axis), as all efforts, be
they national or European, pursue the same aim, namely to identify and
locate potential and existing terrorists, map their activities and connections
with a view to preventing attacks and arresting the terrorists. While dis-
agreements may exist on how best to direct the use of limited intelligence
resources to find an accurate answer, the formulation of intelligence
requirements does not seem to be particularly contested and does not pose
any major problem, in particular not one that would be solved by further
centralization.
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Collection

In the segment pursue, in particular, real difficulties remain in the second step
of the intelligence cycle. The problems in identifying previously unconvicted
persons suspected of plotting terrorist attacks are obvious. It is true that the
overall technological collection capabilities could be increased, duplication
avoided and the existing assets used more efficiently if Member States
decided to co-operate closer at the European level, as Jean Heinrich argues
(Heinrich, 2006). This would certainly be beneficial for military and police
operations overseas, where sensor-based collection capabilities (SIGINT,
IMINT, MASINT3) are clearly a scarce commodity. However, in theatre, be it
in the Balkans or elsewhere outside EU territory, the operational environment,
the threat and the way in which intelligence is collected are quite different
from the situation within Europe. Operations abroad are larger, the opponents
tend to be more numerous and technical collection assets used to a much
higher degree for a general scanning across the horizon. Admittedly, there are
parallels in that sensor collectors are steered by intelligence provided from
human sources (HUMINT). Identifying unknown criminal terrorists by
means of sensor-based collection only, i.e. a general screening of the public,
tends not to be particularly rewarding as data collected may not be very
helpful. For instance, those plotting an attack would probably not use plain-
language but code words for the attack and target. Identifying which of
thousands of telephone conversations about, say, ‘sight-seeing in London’ is
the one actually relevant to a potential terrorist attack is probably impossible.

Nevertheless, the main reason why technological sensors are used to a
larger extent overseas is a legal one. Legislation protecting civil liberties does
not allow security services to intrude into the private space of citizens in this
manner without well-founded suspicions. Hence the application of technical
collection capabilities is restricted both by law and in terms of utility unless
directed against suspects who have been identified by other means, i.e. by
human sources. On the other hand, existing technical collection capabilities
are reckoned to be able to cover the demand permitted within the framework
of the law. In short, there is no shortfall of telephone tapping equipment in
Europe. And if there were, it could easily and quickly be redressed at a very
low cost.

The real problem that exists within Europe is a shortfall of both informers
within radicalized elements of society and, possibly, of infiltrators. These are
the same problems that had been experienced earlier in the fight against
‘traditional’ terrorism in the UK, France, Italy, Germany and Spain. A

3 Signals Intelligence, Imagery Intelligence, and Measurement & Signature Intelligence.
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Europeanization of HUMINT capabilities was rejected by all participants,
largely because they wanted to protect their own indispensable human
sources. But it is also not necessarily more efficient from a collection per-
spective. Informants may often make a distinction concerning whom they
trust to receive information (whether nations, services or even departments
within agencies or individuals), but it is not obvious that anybody would be
more willing to share information with an EU agency. A possible exception
might be illegal immigrants who are afraid of national services even if,
arguably, they might have more to gain from co-operating with local rather
than European authorities. Furthermore, they would have to be aware of the
existence of a European agency. Equally, it is difficult to see how the EU
could be more efficient in infiltrating terror networks. What could a European
agent do that national agents cannot? Why would it be easier for a European
agent to attend meetings without attracting unwanted attention and raising
suspicion? Just like any European citizen, national agents can already travel
across borders with the suspects they monitor. It seems as if we have little to
gain from centralization as the EU would be unlikely to collect anything
national agencies cannot, nor do it better. Moreover, centralization would
require a lengthy standardization of European surveillance regulations and
open a considerable debate on legitimacy, accountability and civil rights.

Assessment and Dissemination

The third and fourth steps of the intelligence circle are closely related.
Obviously, the sharing of intelligence affects the quality of further assess-
ments. There is a clear need for sharing and connecting pieces of collected
information to map the contacts, transactions and other actions of known and
suspected terrorists. As services and agencies have become more aware of the
necessity of sharing information, their willingness to do so has also increased.
Not surprisingly, this requirement has also been expressed in EU documents
(Council, 2004a).

It is interesting to note that an attempt by the Commission to place
Europol at the centre of such an exchange and to channel the information
flow via central ‘national contact points’ was withdrawn as it had no pros-
pect of gaining the required support in the Council (Commission, 2005;
Council, 2006a). The reason was quite clearly that national representatives
in the Council believed that the proposal breached the subsidiarity principle,
despite the Commission’s attempts to explain why Europol needed to play
a central role. In the Framework Decision that was adopted in its place
(Council, 2006b), there is a simple reference to Europol and the existing
provisions of its Convention on information exchange. Thus, no new role is
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foreseen for the agency. It is also worth noting that all proposals as well as
the framework decision include an obligation to share information (Com-
mission, 2005; Council, 2004b, 2006b). However, in practical terms this
duty will have little impact, apart from possibly speeding up some of the
exchanges of information that authorities are prepared to share anyway. The
Framework Decision sets out time limits by when information and intelli-
gence are to be transmitted (Council, 2006b). As it cannot force authorities
to share more information, i.e. intelligence that previously was not dissemi-
nated, it is rather declaratory in nature. This is reinforced by the provision
of a get-out clause. For obvious reasons agencies can withhold information
and intelligence if its release would harm essential national security inter-
ests, jeopardize the success of a current investigation, operation or the
safety of individuals (Council, 2006b). Of course, only the agency possess-
ing the intelligence is able to tell if any of these criteria are met, implying
that a decision not to release information cannot really be challenged. As
far as Europol is concerned, the obligation to share information is not even
a novelty as such a provision is already contained in article 4 of the Europol
Convention. It is also important to note that none of the texts adopted by
the Council imply any obligation on national services and agencies to
collect or store intelligence on request by others (Council, 2006b). A final
restriction included in the framework decision determines that none of the
intelligence exchanged can be used as evidence before a judicial authority
without the consent of the providing Member State, to prevent sensitive
information from being presented to people without security clearance
(Council, 2006b).

Even if the result may seem meagre, the approach was sensible and
pragmatic in refraining from enforcing a centralized solution with Europol as
the focal point and by avoiding any vain attempt at compelling agencies to an
exchange of intelligence. Nevertheless, more could be done to ensure that the
existing exchange is more targeted, i.e. that intelligence is shared among the
right people at the right time. In other words, the job is not just done by an
exchange of intelligence between services, it also has to reach the right people
within each institution in time. Clearly a healthy cultural change towards
increased readiness to share intelligence is already underway. The services’
main challenge is not to prevent the terrorist from finding out what they know
about him, but rather to identify him in the first place. Hence, agencies and
operators increasingly seem to believe that they risk more by keeping infor-
mation secret than they do by sharing it with partners. However, one must be
aware that sharing all intelligence amongst all analysts is just as inadequate
as too little exchange. Apart from the obvious risk of jeopardizing the safety
and/or access to sources, it would also lead to an information overflow that
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could drown analysts in an ocean of ‘noise’ and prevent them from identifying
what is valuable.

Within the EU some attempts have been made to improve the targeted
sharing of information. The Schengen Information System (SIS) is probably
the best known tool of this kind. However, just like other systems, including
Eurodac, the FADO image archiving system and the Visa Information
System, the SIS and its successor SIS II are only databases in which officers
can make predefined entries (Duke, 2006). Although this can be very helpful
when identifying people or items relating to terrorist crimes, it does not really
add much value to the analysis as such. Simply put, the systems only offer an
exchange of electronic forms. Any further communication between the sender
and receiver has to take place by other means. As it stands, the internet is a far
superior information sharing tool than any of the European secure networks.
At present, no such European-wide and secure information exchange system
exists and the agencies’ analysts cannot determine the form and contents of
their exchange in current systems. This is also true for networks outside the
EU structure, such as that linking members of the Police Working Group on
Terrorism for the passage of information (House of Lords, 2005, p. 13).

Hence, much more efficient systems are available to other professions,
such as journalists, academics and even students, who do not have the same
security concerns – a fact many may find shocking given the importance of
intelligence co-operation. To improve the targeted exchange, a much more
flexible and modern system is needed, ideally one that can apply and develop
similar self-organizing and information-sharing tools as those used on the
web, including wikis or blogs, as well as search engines such as Google. This
would allow analysts to use the available technology to the fullest extent,
where and when an exchange is deemed beneficial. The quality of entries
could be further enhanced by ensuring that nobody could post intelligence
anonymously. By increasing the accountability elements, contributors would
be quickly exposed as unqualified sources by peers if the information they
post is not accurate. Positive experiences have already been made in the US
(Andrus, 2005; Thompson, 2006), in particular at the strategic level and for
cognitive intelligence, which is the most relevant type in the context of
identifying terrorists, even if its utility at other levels and for ‘actionable’
intelligence is not excluded.4 As far as the author is aware, secure intelligence
communication networks that allow for such an exchange neither exist among
selected Member States nor at the national level in any EU country. Such a

4 Cognitive intelligence is sometimes also labelled base line, background or encyclopaedic. In contrast to
actionable intelligence, cognitive intelligence is primarily produced for and used by the intelligence
community itself, rather than tailored for the needs of decision-makers outside of it.
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network could increase efficiency in several ways. Apart from avoiding over-
bureaucratization, such as filling in standardized forms in databases, and
information overload, it could also benefit the development and cultivation
of personal relationships and trust between analysts within a European com-
munity, as it provides for immediate, direct, uncomplicated and flexible
communication.

Conclusion

International terrorism seems to have had very little effect on EU intelligence
co-operation. Although cross-border and cross-agency intelligence co-
operation relating to terrorism has increased in quantity and improved in
quality, it has not done so to any greater extent through the EU (Guitta, 2006).
The reason is simple. While the EU has responsibilities for some strategic
decision-making, it does not play any significant operational or tactical role in
the fight against terrorism. Hence, minor adjustments of the structures and
sharing of intelligence at the strategic level, such as the expansion of SitCen
with a Counter Terrorism cell and the establishment of a direct link to
Europol, meet the needs of EU decision-making. In contrast, operational and
tactical responsibilities in pursuit of terrorists, which are the levels where an
increase in intelligence-sharing is most required, have remained in the
national domain both for reasons relating to efficiency and because national
security and defence identities still dominate. The efficiency argument simply
states that national agencies are better suited to holding operational and
tactical responsibilities due to their location and integration within the system
of national authorities and decision-makers, knowledge of and established
contacts within the underworld and most importantly their societal and cul-
tural knowledge, none of which could be replaced by a central European
agency. The identity argument is based on the simple fact that the national
electorate still holds its own government responsible for preventing and
pursuing terrorist acts committed within their own territory. As the responsi-
bility remains at the national level, national and not European decision-
makers are the customers of operational and tactical intelligence. Equally,
national agencies have full responsibility for the provision of adequate intel-
ligence support to these customers and are accountable to their national
masters in this respect. As a European agency cannot relieve its national
counterparts from this responsibility, national agencies are forced either to
duplicate or to control whatever relevant contribution a European agency
makes in support of operations against terrorists. This is why national ser-
vices resist the thought of creating veritable European agencies – they will not
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add value. The worst thing that could be done would be to establish a new
European intelligence agency to support anti-terrorism operations. This
would mean that the EU is made responsible for things it cannot do better than
the Member States or, even worse, that it cannot do at all. Such an agency
could not produce the required intelligence, thus failing to support decision-
makers in counter-terrorism, but also make the EU look bad. The end result
would simply be a transfer of blame for failures from the national to the EU
level, not a solution to the terrorist threat.

This does not mean that the EU can only add value at the strategic level
and should focus on this intelligence support. What can be and is being done
at the European level, most notably through Europol, is to offer a platform
that facilitates the exchange of information among national agencies. Rather
than duplicating national assessment capabilities within a European agency,
the EU can offer national experts the facilities and infrastructure that make
co-operation easier and more efficient, thus offering better opportunities for
co-operation and exchange of information than currently available through
the established intelligence networks outside the EU structure. However,
more needs to be done in this area. At present, the mental move within the
intelligence community from need to know to need to share goes hand-in-
hand with a decentralization of the decision-making on what is to be shared
with whom. Unfortunately, this is not supported by the latest information
technology. Setting up a real European intelligence communication network
that allows for the application of the same communication tools that are
offered in the internet would be a great leap forward.
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