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Transnational Networks and New Security Threats1

Introduction

It has become commonplace among social scientists to discuss the increasing
interconnectedness of social and political actors in terms of ‘networks’. First
introduced into the social sciences in the 1960s, the network concept has been used
by, among others, economists, sociologists, anthropologists, and political scientists
to describe social and economic systems in which actors are linked to each other
through stable formal or informal relationships of communication and exchange.
More recently, international relations (IR) scholars have invoked the network
metaphor to depict loosely coupled cross-border associations of groups and
individuals who act and interact in the international arena independently of—and
frequently in opposition to—states. These include transnational social move-
ments, organised criminal gangs and terrorist organisations, NGOs, and
international associations of scientists and experts. Although these ‘networks’
differ greatly in their organisation and objectives, they all share certain core
similarities. First, they tend to be highly decentralised, with action emanating not
from a single centre, but from multiple, dispersed, and loosely connected nodes.
Second, they are based on informal, voluntary exchange as opposed to formal,
institutionalised links. Third, they are often transitory in nature, bringing together
diverse groups and individuals who pursue different, if compatible, goals.

Transnational networks are not a new phenomenon—whether in their benign
(NGOs and regulatory communities) or malign (criminal gangs and terrorist
organisations) forms. In the 19th century, transnational NGOs such as the Red
Cross and international campaigns for the abolition of slavery, for women’s
suffrage, and so on, became increasingly important actors in international affairs
(see Nye 2002, 60; Keck and Sikkink 1998, ix). International criminal gangs and
terrorist organisations have been around for much longer. What is new, however,
is the quantity and scale of transnational networks and the degree to which their
authority rivals and encroaches upon that of the state (Strange 1996, 110).
Transnational organisations are not only more numerous than at any previous
time in history, they also control greater wealth and resources. The dispersion of
access to technology, increased global mobility, proliferation of capital and
financial resources, and spread of weapons of mass destruction imply that many
non-state entities now possess tools once reserved for nation-states (McFarlane
1999, 32).

While networks exist throughout society, considerable attention has been paid
by IR theorists to the potential for misuse of the capabilities provided by network
forms of organisation for illicit and criminal activities. The last two decades have
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seen an explosion in the number, scale, and diversity of transnational criminal
organisations (see Duffield 2002; Arquilla and Ronfeldt 2001; Williams 2001).
Terrorists, arms dealers, money launderers, drug traffickers, and modern pirates
of intellectual property all increasingly operate through global networks
(Slaughter 2004). It is commonly accepted that network forms of organisation
confer selective advantages on such actors, which strengthen them vis-à-vis
national governments. Whereas hierarchically organised governments are
struggling to adapt to a globalised world, the fluid structure of many non-state
networks makes them uniquely adaptable to an uncertain and constantly
changing international environment (see Matthews 1997; Strange 1996; Castells
1996; Arquilla and Ronfeldt 2001; Williams 2001). The proliferation of
transnational networks is therefore often forecast to cause a decline in the
capacity of the state to provide basic functions such as the maintenance of civil law
and order, defence of territory, etc. (e.g. Strange 1996).

Networks, however, are not only tools in the hands of non-state actors—whether
illicit or benign. A growing literature on ‘global public policy’ points to the
prominence of informal cooperation among substate regulatory agencies, courts, and
law enforcement communities who exchange information and coordinate policies
across borders (see Bach 2003; Slaughter 1997; 2000; Reinicke and Deng 2000). Based
on informal cooperation—as opposed to formal international treaties—such
networks increasingly replace more rigid international organisations and expand
the regulatory reach of participating states (Slaughter 1997, 185).

The aim of this section of the Cambridge Review of International Affairs is to
illuminate the phenomenon of transnational political networks and their impact
on security. By ‘political networks’ I mean networks that seek to influence the
policies and practices of governments, either directly through persuasion,
lobbying, or threats, or indirectly by circumventing state control in ways that
undermine social and economic stability. The three essays in this section seek to
address the ways in which networks impact on the state as a locus of power and
authority in the international system. They do so by illustrating on the one hand
how transnational networks give rise to new security threats, which challenge
state authority, and on the other hand how the network form can be harnessed by
states to improve security governance. The three articles in the section form part of
a larger research project on ‘Transnational Networks and New Security Threats’
funded by the Airey Neave Foundation, London.

What is a Transnational Network?

A network can be understood most simply as a series of nodes that are connected
through links of communication and/or exchange of resources. Nodes can
include individuals, organisations, firms, or even computers. From a political
science perspective, networks are generally conceived as a distinct form of social
organisation, which is characterised by recurrent patterns of voluntary, reciprocal,
and horizontal (as opposed to vertical) communication and exchange (Keck and
Sikkink 1998, 8). As such, networks are often contrasted with markets and
hierarchies (Powell 1990). When compared with traditional hierarchies, such as
government bureaucracies, networks are characterised by a high degree of
decentralisation and delegation of decision making, which allows for significant
local autonomy. Although power may be distributed unevenly among network
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components, there is no formal, centralised structure of command. Compared
with markets, networks feature repeated and enduring exchange relationships—
typically based on high levels of trust.

The network as a form of social organisation confers several advantages on
political actors. First, networks facilitate flows of information, knowledge, and
communication, as well as more tangible commodities. In hierarchies, information
often must pass through a centralised processing unit, thereby increasing the risk
of delays and information congestion. By contrast, the flat, decentralised structure
of networks implies that communication can flow unhindered between local
nodes, thereby shortening decision-making processes and allowing for maximum
local initiative (see Watts 2003). Second, networks can react quickly and flexibly in
response to changes in their immediate environment (Arquilla and Ronfeldt 2001,
45–46; Mayntz 2004, 12). The elastic structure of networks allows them to expand
freely, integrating new nodes as long as they are able to communicate with the
network and share its values and goals (Castells 1996, 470). If new needs or
problems arise, networks can be adapted by adding new links to groups with
relevant expertise or by changing the function of existing nodes. In addition, the
relative lack of physical infrastructure implies that networks are often able to
relocate operations from one geographic area to another in response to a changing
environment without incurring excessive costs (Powell and Smith-Doerr 1994,
384; Williams 2001, 71). Third, networks are highly resilient. The dispersed
structure of most networks and the practice of ‘loose coupling’ of nodes mean that
there are few critical nodes whose loss would disable the network. When one link
or node is compromised, the resources and capabilities of other nodes can be
utilised instead (Watts 2003, 285–86). This is particularly relevant for illicit
networks, where scattered and loosely connected nodes make it difficult for law
enforcers to pinpoint and unravel them.

Of course, there may also be significant drawbacks to network organisation.
First, networks often take considerable effort to establish, develop, and sustain
(Powell 1990, 302). Second, networks tend to require higher degrees of
interpersonal trust than other organisational forms. This is particularly true for
illicit networks. Whereas overt networks can revert to state institutions to resolve
conflicts, covert networks often have to be based entirely on trust. The premium
on trust implies that recruitment often has to proceed through pre-existing
personal relationships, which restrict the scope of activity and limit the talent
available to the network (see Milward and Raab 2003). Finally, the lack of clear
leadership in many networks can generate problems of disunity in action.
As Powell notes, convergence of purpose is often difficult to achieve in
decentralised systems, and consistency of effort can be easily undermined by
parochial sub-unit goals (1990, 318).

Criminal Networks, New Security Threats, and the Myth of Declining State

Authority

While much attention has been given in the past to the transnational organisation of
human rights groups and social and environmental activists (e.g. Keck and Sikkink
1998; Streck 2002), there is a growing focus in the current IR literature on ways in
which transnational networks are being used for criminal purposes (see e.g. Duffield
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2002; Arquilla and Ronfeldt 2001; Williams 2001; McFarlane 1999). As the
contributions in this section highlight, the globalisation of trade, communication,
and transportation has provided new incentives and opportunities for transnational
organisation among criminals and terrorist groups. Elke Krahmann draws attention
to a variety of non-traditional security threats from networked private actors,
ranging from drug trafficking and organised crime to arms proliferation and
terrorism. Fiona Adamson focuses on the increasing transnational mobilisation of
radical political movements that use international sources of revenue to fund
strategies of terrorism and insurgency designed to effect local or international
political change. And Ian Walden shows how the increasing reliance on information
technology in and between modern societies creates new opportunities for
international ‘cybercrime’ involving criminal copyright infringement and the
distribution of illegal data, and ‘cyberattacks’ aimed at compromising the integrity
and availability of information transmitted via computer systems.

The recent growth in transnational criminal activity can be linked to a variety
of factors. First, advances in information and communication technology facilitate
coordination among criminal groups in different countries because information
flows are becoming quicker, cheaper, and more secure (Arquilla and Ronfeldt
2001, 64; McFarlane 1999, 25). Second, the development of global financial and
banking systems and the introduction of ‘digital money’ have acted as a stimulus
to illicit networks by enabling swift transfers of funds that are difficult to track and
control (Anderson 2004). A third factor has been the increasing levels of migration,
which promote the growth of cross-border social networks that can be mobilised
by political actors. As Fiona Adamson illustrates, ethnically or nationally based
networks have proven particularly valuable to the operation of insurgent political
movements due to high levels of social cohesion, which facilitates recruitment and
makes it difficult for outsiders to penetrate networks (see also McFarlane 1999, 53).
Finally, transnational crime is favoured by legal and regulatory differences among
states, which create ‘safe havens’ for certain activities, where the risk of law
enforcement is low (see Ian Walden in this issue; see also Williams 2001, 71).

A recurrent theme in the literature on transnational organised crime and terrorism
is the great difficulty governments face in combating networked organisations.
Transnational networks, it is argued, provide criminals with a degree of adaptability,
flexibility, and covertness that places law enforcers at a disadvantage (e.g. Castells
1996; Williams 2001; Arquilla and Ronfeldt 2001, 55). Moreover, criminal actors are
better placed than states to exploit the organisational power of the network. In the
words of Phil Williams, ‘the characteristics of criminal organisations make them
particularly well placed to exploit the new opportunities for transnational activity.
Since such groups tend to operate outside the rules, norms and laws of domestic
jurisdictions, they are likely to have few qualms about crossing national jurisdictions’
(2001, 64). Furthermore, the lack of institutional and bureaucratic baggage means that
illicit groups are often better able than governments to adopt and exploit modern
modes of communication, trading, and collaboration (Duffield 2002, 161).

Yet, criminal actors are not alone in exploiting the network form. Governments
are increasingly replacing traditional modes of international cooperation—
international treaties, institutional cooperation—with more flexible ‘networked’
instruments. These include informal ties among central bankers, financial
intelligence units, national intelligence operatives, diplomats, and law enforce-
ment agencies that share information, coordinate policies, and provide mutual

10 Mette Eilstrup-Sangiovanni

D
ow

nl
oa

de
d 

by
 [

U
ni

ve
rs

ity
 o

f 
C

am
br

id
ge

] 
at

 0
5:

15
 1

1 
N

ov
em

be
r 

20
11

 



enforcement assistance (see Slaughter 2000; 2004; Held 2004). Composed of
independent regulatory agencies or departments acting quasi-autonomously from
the rest of government, and operating with a minimum of physical, bureaucratic,
and legal infrastructure, such ‘government networks’ allow states to benefit from
all the flexibility and decentralisation of non-state actors (Slaughter 1997, 195;
Matthews 1997, 59). Most notably, government networks facilitate pooling of
know-how and exchange of experience and allow governments to exploit
synergies among the resources of different state agencies.

Global government networks are especially prevalent in the realm of security.
Since the early 1990s, a dense web of regulatory and law enforcement networks has
sprung up to address the threat from international organised crime and terrorism.
These include police investigators, financial regulators, judges, and legislators who
coordinate policies. Many of these efforts have been anchored within institutions
such as the UN, EU and G-8. For example, the G-8 countries have established a
Financial Action Task Force (FATF) to target money laundering, and an Expert
Working Group on Organised Crime has been set up to coordinate cooperation on
human trafficking, migrant smuggling, and illegal arms sales. The last decade has
also seen a rapid transformation of the international criminal justice system, with
harmonisation of criminal legislation and extradition procedures. Ian Walden in this
section demonstrates how European governments have responded to the
proliferation of transnational cybercrime with a series of legislative initiatives
designed to synchronise national responses to cybercrime in order to avoid
jurisdictional safe havens and facilitate the pursuit of cybercriminals. In a European
context, such legal harmonisation efforts have been reinforced by the creation of new
institutions for transnational policing, such as the Schengen Information System (SIS)
and Europol (a counterpart to Interpol), which coordinate the exchange of criminal
intelligence and provide expertise and technical support for anti-crime operations
and investigations by national police forces (see e.g. Sheptyaki 1995, 625).

A further important development in the fight against transnational crime is the
proliferation of various forms of public-private networking. A central feature of
many global policy networks is that they bring together public actors (governments,
international organisations) and private actors (NGOs and corporations) in the
design and implementation of security policy. Mark Duffield has coined the phrase
‘strategic complexes’ to describe networked relations between governments, NGO’s,
militaries, and the business sector in the realm of security (Duffield 2001, 13). Within
such complexes, the participation of the private sector is becoming increasingly
critical to developing effective solutions to transnational security threats. For
example, Elke Krahmann demonstrates how governments within the transatlantic
region are improving their responses to asymmetric threats by drawing on the
capabilities of NGOs and private military companies (see also Held 2004). Similarly,
Ian Walden shows how the effective policing of cybercrime increasingly involves a
diverse range of public and private sector entities.

The reality of ‘global policy networks’ and ‘strategic complexes’ suggests that
states are striking back at networked threats by forming networks of their own.
In opposition to illicit transnational networks, we are witnessing an expanding
international security regime that operates through various forms of public-private
networking. Before we can hypothesise about the implications for international
security, however, we need a better understanding of how this regime operates and
how it impacts on the state’s problem-solving capacities. The three articles in this
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section draw attention to various ways in which networks impact on state
capacities in the security realm. In brief, the discussion suggests that states are far
from powerless when confronting networked threats. While we do see a range of
new security threats from transnational networks—including political insurgency,
terrorism, cybercrime, and drugs and people trafficking—the network form is also
being harnessed by governments to improve security governance. In particular,
states appear to be reaching out to private actors to enhance regulatory and law
enforcement capacities. It would be too quick to conclude, therefore, that, since the
network form empowers actors below and above the nation-state, the result is an
inevitable erosion of the ability of states to guarantee security. A more plausible
conjecture is that transnational networks are reshaping the international security
environment, changing the way security is supplied and prompting states to form
new alliances with one another and with private actors to effectively address
common security problems.
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