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 International Studies Quarterly (2010) 54, 381-401

 From Global Village to Virtual Battlespace:
 The Colonizing of the Internet and the

 Extension of Realpolitik

 Mary McEvoy Manjikian

 Robertson School of Government Regent University

 From the earliest years of the Internet's creation, cyberspace has been
 distinguished from other types of political space because of three
 unique qualities: (i) its ability to mobilize users, particularly "outsiders"
 including those who have not been easily included in political systems
 using conventional means; (ii) its ability to quickly provide large quanti-
 ties of information of uncertain or unregulated quality; and (iii) its abil-
 ity to shrink distances between users, in some sense rendering
 conventional physical geography irrelevant. This paper presents three
 lenses for interpreting the significance of these developments: Utopian,
 liberal, and realist. Evolving doctrines of cyberwarfare as put forth by
 China, Russia, and the United States in particular stress the ways in
 which cyberspace presents a unique security threat which may present
 greater advantages to nonstate actors engaged in unconventional war-
 fare. Differing economic, political, and security policies derive from
 each lens.

 Governments of the Industrial World, you weary giants of flesh and steel, I come
 from Cyberspace, the new home of Mind. On behalf of the future, I ask you of
 the past to leave us alone. You are not welcome among us. You have no sover-
 eignty where we gather.

 -Paul Barlow, a Declaration of the Independence of Cyberspace, 1996

 The Internet is the first thing that humanity has built that humanity doesn't
 understand, the largest experiment in anarchy that we have ever had.

 -Eric Schmidt1

 Anarchy is what states make of it. -Alexander Wendt

 International Relations and the Internet: Reading Gyberpolitics

 Few analysts would dispute the significance of the Internet in modern life. The
 Global Information Infrastructure provides a foundation for many features of
 the international economy, telecommunications, and transnational actions by
 individuals and groups of political actors. However, despite the Internet's unde-
 niable presence in contemporary international society, international relations
 analysts have devoted remarkably little ink to pondering its evolution, its

 1 Quoted in Murray (2007:233).

 © 2010 International Studies Association
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 382 From Global Village to Virtual Battlespace

 meaning, or its significance. We do not yet possess a coherent definition or the-
 ory of cyber power. We do not know how it relates to other aspects of power rela-
 tions between states (such as economic capabilities, military capabilities or the
 capacity to mobilize a citizenry) in the international system. We lack a measure
 of cyber power and a ranking for which states are most "cyber powerful" or what
 makes them so. Is it, for example, a relative or an absolute capability, and is it
 merely the possession of this capability which matters, or is it a state's ability to
 deploy this capability on both an offensive and defensive level? Can cyber power
 be shared among states or must every state possess its own cyber power?

 At present, most journals concerned with information technology (IT) policy
 focus on concrete issues such as the development of intellectual property law or
 the ways in which government responsiveness to citizens' demands can be
 increased through "e-governance."2 Scholars in American and comparative poli-
 tics like Murphy (2006) have carried out case studies of Internet communication
 technology (ICT) in specific countries, focusing on how ICT can advance democ-
 ratization and erode government control. In addition, case studies have looked
 at the evolution of government and private structures of control, as well as evolv-
 ing notions of citizenship. But most case studies have looked only at the "domes-
 tic level" of Internet politics - focusing on how structures evolve and are
 governed within specific Internet environments (such as a game). Humphreys
 (2008) provides a good example of this type of research.

 However, few analysts have integrated these queries into larger international
 relations theory, asking specifically about the roles states play in the evolution of
 cyberspace structures and geography.3 Indeed, despite the fact that the Internet
 in its modern form is nearly 20 years old, only two analysts have thus far asked
 "If the Internet is indeed a place, then who owns it?" In their work, Lips and
 Taylor (2008) point to the development of such supposedly international regula-
 tory agencies as the Internet Corporation for the Assignment of Network Names
 (ICANN) and the Internet Society, noting that both are actually located within
 the US, use English as their language of organization, and receive supplemental
 funding from the US government. These authors view cyberspace as a structure
 which acts as part of America's political space.

 However, while the academic community may have only limited interest in
 these debates, they are nonetheless proceeding apace within the military commu-
 nity due to the development of American cyberspace doctrine for the Air Force.
 To anyone just joining this debate, the discussions appear brand new. However,
 as this paper shows, current US military doctrines regarding cyberspace and the
 stance which they reflect are actually the product of an intellectual evolution
 over the course of the past 20 years.

 Two "Creation Stories"- Cyberliberalism vs. Cyberrealism

 The thesis of this paper is that from the outset two different narratives have
 existed to describe cyberspace - its essence, its utility, and its relation to issues of

 2 Journals of this type include Knowledge, Technology and Policy, Information Polity, The Information Society, and Glo-
 bal Governance.

 3 For example, analysts like Lessig and Benker have focused on technological concerns leading to increased
 regulation, as well as distinguishing between harmful and necessary regulatory factors and schemes. Military efforts
 have largely focused on describing problems, dangers, and threats, while feminist approaches like those of Donna
 Haraway have looked at cyberspace as a body - but have not placed it specifically within IR theory, considering
 whether realist or idealist arguments have any contributions to make to our understanding of cyberspace. Other
 analysts simply refuse to acknowledge that theorizing about security in the information age is possible. In her recent
 work, Myriam Cavelty argues that "if we take the twin forces of complexity and change seriously, there can be no
 'grand' theoretical project that distils complexity, ambiguity, and uncertainty into neat theoretical packages and cat-
 egories" (Cavelty 2008:169).
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 Mary McEvoy Manjikian 383

 state power. The stories differ in their basic assumptions, the terms they use, and
 their views of cyberspace's development. For the last 30 of so years, both stories
 have coexisted in a tense relationship with one story achieving prominence over
 the other at key junctures, usually as the result of historical events such as the
 1991 Persian Gulf War or the terrorist attacks of September 11, 2001. The Inter-
 net's technical developers and their fellow academics tell a neoliberal story while
 the military and strategic studies community tells a neorealist story. Both stories
 acknowledge cyberspace as a new type of territory, with unique challenges as well
 as advantages for participants. However, the stories differ in three specific ways:
 in their understanding of the agent-structure debate as it applies to cyberspace;
 in their analysis of the likelihood of regulating actions within cyberspace; and in
 their understandings of whether cyberspace represents ungoverned or merely
 unclaimed territory. That is, both stories view cyberspace as anarchic while inter-
 preting the significance and meaning of anarchy differently.

 While both views have existed from the outset, over time both have become
 more fleshed out - providing specific (and varying) views on the subjects of terri-
 toriality, nationality, and the role of information within the rubric of cyber
 power. The realist view, in particular, has become more coherent as the result of
 developments tied to the first Gulf War in 1991 and September 11. In addition,
 as cyberspace's economic functions have changed, notions of territoriality and
 citizenship have also been clarified.

 The Liberal Narrative: Cyberspace is a World Apart

 From the earliest days when the Internet existed in only its crudest form and was
 used only by a small subset of academics and computer professionals, liberal ana-
 lysts have spoken about cyberspace's revolutionary potential. However, the liberal
 regime view is not a monolith. Since the beginning, the story has had two
 strands - a Utopian strand and a more pragmatic one. Both are optimistic about
 cyberspace's democratizing and liberating potential and both view actor prefer-
 ences as exogenous and evolving along with the system, which "learns" as it
 moves in a progressive, peaceful direction. However, Utopians see cyberspace's
 development as an organic growth process, while regulators see the Internet
 evolving due to focused international cooperation. They emphasize that regula-
 tion is necessary in order to control antisocial practices and enable the technol-
 ogy to function.4

 Utopians describe cyberspace as an organic entity, evolving largely by itself
 with little to no top-down regulation. They acknowledge no "blueprint" for what
 the Internet might finally look like - emphasizing instead its revolutionary poten-
 tial to subvert existing power structures. In this view, the Internet is both a place
 and a "space" - where actors meet in a variety of structured and unstructured
 formats to exchange information. Cyberspace is a border-free civil society form-
 ing part of "the world in which we live."

 The more pragmatic version of the liberal argument, however, describes cyber-
 space as an alternate universe created reflexively through human action where
 the physical world's old structure with its emphasis on power, identity, and
 wealth is less relevant. This relationship between developers and the system itself
 can best be described by referencing two phrases: "The code is the code" (Lips
 and Taylor 2008)- and "A map is a map" (Dodge and Kitchen 2003). The first
 phrase refers to Lessig's notion that the computer's code builder determines
 how data is treated within the Internet (whether it can be reproduced by outsid-
 ers and shared, whether the architect "owns" the code, and whether it can be
 altered by others). By making that coding decision, the builder determines which

 I have borrowed these terms from Andrew Murray (2007).
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 384 From Global Village to Virtual Battlespace

 ethical and legal norms evolve regarding actions in cyberspace (Best and Wade
 2007). Computer code thus constructs the legal code.

 The second phrase- - a map is a map - describes how the cartographers who
 began mapping the Internet's geography in 1995 engaged in both discovery and
 invention as they spontaneously found themselves making decisions about how
 that geography would ultimately look. That is, in deciding which categories to
 use for conceptualizing and visualizing pathways between data, the mapmakers
 ultimately ended up structuring the evolution of those pathways (Dodge and
 Kitchen 2003:73).

 In addition, the two strands differ slightly regarding the overall goal of the sys-
 tem, with Utopians emphasizing that the goal of the system is to provide informa-
 tion as a free good which is openly exchanged. Here, cyberspace is described as
 * 'apart" from traditional politics and operating by different rules and norms. It
 is as foreign as outer space.

 The more pragmatic view, however, holds that information and information
 security is a collective good to be upheld by all players in the system through the
 development of Internet norms, the ability and will of Internet actors (including
 individuals, corporations, and states) to police themselves and their activities,
 and the development of regimes. As economic transactions began to occur over
 the Internet, actors worked together to establish trust, so that consumers could
 best be served within the institutions of the Internet (Pavlou, Anderson, Liang,
 and Xue 2007). The optimistic notion was that new entrants to the Internet sys-
 tem could be socialized into system values through the actions of other players,
 existing structures, and the philosophy of the cyberspace environment.

 Here, cyberspace or "the global village" is regarded as extraterritorial and not
 belonging to any one actor or group of actors. It is unowned "commons" and
 should be the focus of international efforts to preserve it for all. It is, thus, less
 like outer space than like an ocean or the polar ice caps.

 However, from the beginning, not all liberal social analysts were relentlessly opti-
 mistic about the opportunities afforded by the expansion of cyberspace. Indeed,
 the analyst Marshall McLuhan wrote about the "global village" yet noted pre-
 sciently in 1974 that technology, including television, was capable of "ending the
 dichotomy between civilian and military" (McLuhan and Fiore 1974:134). He also
 noted that nearly every new technology introduced on earth has eventually been
 found to have a military component. In addition, the military analyst Chris Dem-
 chak (1999) sounds a note of caution in arguing that the interdependent nature of
 interactions between national actors in cyberspace actually renders them less,
 rather than more, secure - in effect increasing their vulnerability.

 Detractors also cautioned throughout the 1990s against making the simplistic
 assumption that those who embraced technology and globalization were "inter-
 nationalist," while those who did not were "nationalist." Rather, analysts pointed
 out that the Internet could serve as a door to the past as easily as it led to the
 future, allowing for the preservation of minority nationality languages and com-
 munities within the former Soviet Union (Gronskaya 2006) and even creating
 community for those suffering from Ost-algie or nostalgia for the former East
 Germany (Cooke 2002). Kaldor pointed to the role of technology and communi-
 cation in rebuilding seemingly long-dormant nationalist feelings that ultimately
 led to the destruction of the former Yugoslavia (Kaldor 1999). In this scenario,
 the "new world" of the Internet could in effect be simply a reproduction of
 many of the social problems existing in the old world.

 The Realist Narrative: Cyberspace is Business as Usual

 The realist narrative, in contrast, paints the increasing importance of communi-
 cation technology (including satellite communication and later cyberspace
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 Mary McEvoy Manjikian 385

 communication) as a technological change in the existing international
 system - rather than a new creation. As early as the 1950s, according to Bruce
 Berkowitz, the US Department of Defense was aware of the ways in which infor-
 mation networks were forming along Cold War lines, allowing for the exchange
 of communications and intelligence between allies on both sides of the conflict
 (Berkowitz 2003:57). And in 1976, when the Internet was still in its infancy, the
 Boeing engineer Thomas Rona coined the phrase "information warfare," raising
 the possibility that US dependence upon information capabilities as a function
 of logistics could be a significant liability in warfare (Campen, Dearth, and
 Goodden 1996:1).

 The realist view thus stresses that changes in information technology did not
 create a new entity. It merely caused the militaries of the United States, China,
 Russia, and Western Europe to adapt their existing strategies, goals, and methods
 of warfare. Technology's increasing role in the conduct of warfare was identified
 by Russian General Nikolai Ogarkov in the 1970s who (in line with a Marxist-
 Leninist worldview) described changes in the military-strategic environment as
 inevitable and unavoidable (Adelman 1985). The changed nature of warfare and
 an increasing emphasis on information warfare (IW) and electronic warfare
 (EW) was subsequently noted by the Chinese in the 1980s. And American mili-
 tary analysts integrated thinking about the changed nature of warfare into their
 analysis in the 1980s, using a variant of the Russians' terminology to identify a
 revolution in military affairs (RMA) (Mulvenon and Yang 1999; Siroli 2006). The
 ' 'opening" of cyberspace was thus seen as an expansion of the existing domains
 of battle (air, land, sea, and space). Later evolutions in US military counterinsur-
 gency policy and public affairs policy would come to reflect this stance.

 From the 1980s onward, cyberspace was redefined as both an extension of the
 battlespace and an extension of the marketplace due to the development of
 e-commerce. And once issues of wealth and wealth-building began to require res-
 olution within cyberspace, one might argue that these inequities made "war,"
 including cyberwar, inevitable. Cyberspace was thus not a revolutionary space for
 the subversion of existing power structures within international relations, but
 instead a field for the overlay of traditional power structures onto this new sur-
 face. In addition, the development of e-commerce as well as the evolving notion
 that security within cyberspace could be provided privately (either by citizens or
 by hired moderators answerable to the specific private Internet environment)
 suggested that while cyberspace might be without a nationality or a gender, it
 was not without an economic ideology. Cyberspace was capitalist, not socialist,
 not based on barter or some other system - and by extension, it may be argued,
 cyberspace also was construed of as "western," perhaps even American.

 Analysts noted that cyberspace had a temporal as well as a geographic dimen-
 sion, as information technology helped to make intelligence and communication
 available more quickly (thus lifting Clausewitz's "fog of war"), as well as over-
 coming geographic distance between players in both conventional and uncon-
 ventional warfare (Thomas 2002; Sullivan and Dubik 2003). As Major General
 Wang Pufeng, recognized as the founder of Chinese information warfare wrote,
 "Information warfare... constitutes a networkization of the battlefield, and a new
 model for the complete contest of time and space. At its center is the fight to
 control the information battlefield and thereby to influence or decide victory or
 defeat" (Yoshihara 2001: 328).

 But the existence of this new domain did not in any way change the ways in
 which actors calculated the costs and benefits of action in the international

 sphere, nor did it change their aims. As General T. Michael Moseley, US Air
 Force Chief of Staff put it in 2007, the control of cyberspace (also known as
 information dominance or information superiority) was simply one facet of
 cross-domain dominance - which encompassed maneuvers on land, sea, air,
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 386 From Global Village to Virtual Battlespace

 space, and cyberspace (Moseley 2007:2). In the realist narrative, state and non-
 state actors bring their longstanding endogenous preferences - for relative
 power, defense against their neighbors and the expansion of territory and
 national interest - to the cyberspace game, essentially reproducing the security
 dilemma in the virtual world. Information warfare is a different kind of battle

 calling for different strategies and tactics, but its aims and goals are the same.
 Pre-existing conflicts, like the longstanding conflict between the People's Repub-
 lic of China and Taiwan now also contain a cyberwarfare element (Yin and
 Taylor 2008:9-10). The existence of new technology and new terrain has simply
 added a new front to the battle. And a state like Japan, which has been
 constrained by the tenets of its constitution toward having only a Self-Defense
 Force, is now in the process of developing only defensive information technology
 (Yin and Taylor 2008:11)

 In the realist view, cyberspace presents many unique advantages to the state
 actor - including the ability to act as a force multiplier by allowing a smaller
 opponent to defeat a larger opponent, sometimes by intimidation alone. That is,
 from the beginning, cyber power was seen as a useful deterrent, as well as
 an unconventional weapon (Strategic Deterrence Joint Operating Concept
 2004:43-44). In evaluating cyber power as a deterrent, however, Chinese strategic
 analysts focused on the ways in which an adversary could be deterred from
 attacking if he viewed the costs of a responding Chinese "information strike" as
 so high as to render any attack unprofitable (Mulvenon and Yang 1999:199).
 American analysts, in contrast, focused on the ways in which cyberspace could be
 utilized as a WME or Weapon of Mass Effect, in effect altering the information
 available to enemy decision makers and changing their perceptions of the costs
 and benefits of an information strike (Strategic Deterrence Joint Operating
 Concept 2004:38-40).

 Using cyberspace also meant planners could reduce force density through the
 shrinking of battlefield distances in both space and time, an advantage originally
 noted by China's military planners, but later cited as a unique advantage by
 many other nations, including Australia. Evans (2001:134) notes that Australian
 military strategists "bought into" the RMA beginning in 1994, as they felt it was
 ideally suited to Australia's low demography, advanced technology, and vast geog-
 raphy.

 In addition, from the beginning, planners in the United States, China, UK
 and elsewhere were aware of the ways in which information warfare and the
 cyberspace environment could be used to disrupt the enemy's ability to carry out
 operations. This notion, that wars could be won not through the destruction of
 an opponent's military forces but rather through rendering them unable or
 unwilling to fight has been referred to as "control" by the Chinese who cite Sun
 Tzu as its originator, while Western planners integrate this tactic more broadly
 into the field of effects-based operations or the quest for strategic paralysis
 (Fadok 1995; Batschelet 2002; Sawyer 2007:21).

 Thus, as the realist narrative developed over time, many of cyberspace's
 unique features - including its amorphous, networked nature; the anonymity
 which it offers; and the speed and cheapness of transactions which can occur -
 were reconceptualized as dangerous. As Air Force Chief of Staff Michael Moseley
 noted in 2007, "perhaps for the first time in the history of warfare, the ability to
 inflict damage and cause strategic dislocation is no longer directly proportional
 to capital investment, superior motivation and training, or technological prow-
 ess" (Moseley 2007:5).

 As a result of political developments since 9/1 1 (as well as legal and economic
 developments throughout the 1990s), the power narrative has focused on
 the establishment of Full Spectrum Information Dominance (Yurcik 1997:4), the
 launching of preemptive information strikes and a rhetoric stressing the
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 Mary McEvoy Manjikian 387

 Internet's unique open, anarchic system as a danger rather than an opportunity.
 Information is described as a device or a weapon rather than a collective good,
 while the Internet can be used as a force multiplier in achieving affects on target
 populations. Information dominance is preferred over regimes to protect one's
 interest in cyberspace. Cyberspace combatants now seek information dominance,
 the ability to access more information and more complete information more
 quickly than one's opponents in both the short and the long term.5 Each incur-
 sion must be met with a like incursion and if possible, preemptive action must
 be taken to destroy the opponent's bandwidth and increase one's own. What
 matters is to win strategic advantage, even adopting a ' 'virtual scorched earth
 policy" if necessary (Shachtman 2007).
 In the realist view, cyberspace (now known as "the virtual battlespace" rather

 than "the global village") is territory with borders, bad neighborhoods, and good
 neighborhoods, as well as dark places offering sanctuary to one's enemies. As sim-
 ulations allow soldiers to meld their training in the real and virtual world, this has
 shaped how they understand, use, and formulate policy toward the Internet.
 The following schematic illustrates major differences between the viewpoints.

 Here, there are three columns reflecting the schism between liberal views as well
 as the realist view (Table 1).

 Table 1 . Three Views of Cyberspace

 Utopian Regulatory Realist

 Territory Extraterritorial International Extraterritorial site of real world
 No neighborhoods territory (like an power
 Virtual world and ocean) Real estate, neighborhoods
 real world are No center Sanctuaries, Dark Web
 unrelated Borders exist Firewalls

 "Outer space" Centrally managed and allocated
 "spillover" from virtual world
 to real world

 Power Subvert existing Reproduce existing Strengthen existing
 power structures power structures power structures

 Identity/ Disembodied, Digitized body Civilians to be defended by military
 nationality anonymous actors possessing nationality Jihad represents "virtual

 "Netizen" Internet allows for imagined community"
 Internet renders nationality Internet is nation building
 nationality
 irrelevant

 Credibility Irrelevant Principal-Agent Zero-sum
 Creation of trust Good to be protected

 Information Infinite, shared Free good Can be owned
 Open Source Weapon in fight for
 Movement territory, credibility

 "preemptive" information strikes
 War of Ideas

 Regulation Communitarian Market-determined US as benevolent hegemon
 Norms Self-policing

 Growth Organic "Lex Informatica" - Hybrid of centrally directed
 Autopoeisis developer and social and evolving through

 processes work code-writing
 to develop rules

 5 Though I will not dwell in detail on these legal and economic developments, it is my contention that they
 have largely laid the groundwork for the neorealist understanding of the Internet, through establishing ideas of ter-
 ritoriality and borders. However, it is doubtful that this understanding would have become as ensconced without
 the political developments spelled out here. For more on this point, see Goldsmith and Wu (2006).
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 388 From Global Village to Virtual Battlespace

 The following sections compare and contrast each of these facets of cyber-
 space: territory, identity and nationality, and the role of information.

 Comparing the Notion of Territory

 From the beginning, liberals and realists disagreed about what cyberspace was
 and why it mattered. Utopians saw cyberspace as a new kind of place with differ-
 ent norms as well as a space of great liberation where geography, territory, and
 boundaries did not matter. According to them, the Internet had no "down-
 town," no "center" - and all real estate and all neighborhoods were equally
 good or bad. Utopians viewed the Internet's ability to bridge distance in a posi-
 tive light, and the notion of "defending" Internet territory made no sense, as
 cyberspace was considered to have neither geography nor governance. In 1999,
 Frances Cairnes predicted that the death of distance heralded by the Internet
 would be a powerful force for peace and mutual understanding among nations
 (Goldsmith and Wu 2006:185) while the globalization paradigm as popularized
 by Thomas Friedman, and interpreted by MIT's Nicholas Negroponte, foresaw a
 world in which nationalism made no sense. In this utopia, the divide between
 the First World and the Third World would be bridged by economic develop-
 ment brought about by the Internet's decreased transaction costs and free flow
 of information (Kenny 2006). The best statement of the optimistic view is Paul
 Barlow's Cyberspace Declaration of Independence (quoted at the beginning of
 this article) which called upon the legal governments of the world to recognize
 cyberspace as sovereign territory (rather than asking them to grant sovereignty to
 cyberspace).

 The liberal view, in contrast, acknowledged that cyberspace could be both pri-
 vate as well as public and that it possessed both a national and an economic
 character. Liberals thus pressed for the regulation of cyberspace through interna-
 tional governmental regimes, as well as the actions of groups like professional
 and social organizations. Liberals pointed to three specific developments occur-
 ring that changed the conception of the Internet from public space to territory
 that had borders and required defending. First, developments in American and
 international public law led to the recognition that the Internet was composed
 of private, not public, space. Next, legal suits regarding the materials that a
 state's citizens could access which were prohibited in their own countries meant
 that the Internet had nationality and borders which could be enforced by a
 nation on behalf of its citizens. Finally, the separation between the virtual world
 and the "real world" was overturned, as analysts began to worry about "spill-
 over" from problems in cyberspace to problems in the real world.

 The movement toward considering Internet forums and sites as private rather
 than public space came about as England's enclosure movement did, gradually,
 through a series of developments including the extension of preexisting legal
 codes and the development of norms favoring enclosure over openness (Stein
 2008). In Internet parlance, enclosure describes both the tendency to privatize
 Internet forums and the tendency to privatize information through the applica-
 tion of intellectual property laws (Boyle 2003). By 2003, as Stein points out, the
 default position was no longer that the Internet is "public space" in which the
 public has speech rights. Rather, she notes that "courts have conceived the Inter-
 net as a medium subject to proprietary control" in extending the domain of
 public forum law to also regulate speech on the Internet (Stein 2008, 18-19).
 Boyle describes the enclosure of cyberspace, like the enclosure of arable land in
 England, as a necessary (though politically unpopular) step in the drive toward
 greater economic productivity and progress.

 However, despite the "enclosure" of the Internet's public spaces, it still made
 little sense to talk about "national interest" in cyberspace as initially there was
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 Mary McEvoy Manjikian 389

 nothing to defend. Though computer viruses existed as early as 1982, the first
 device, created by a Cornell University grad student, was meant largely as an
 experiment to track others' Internet usage, rather than as a weapon carrying
 harmful code aimed at destroying user content. And if a virus, either accidentally
 or purposefully, destroyed anything, it was only one's hardware or the software
 residing on one's own computer. There was no sense that something tangible
 and of value resided on the Internet itself, or that it required defending and pre-
 serving. There was also no economic incentive to commit destructive acts as
 cyberspace was not a site of commerce. Today, in contrast, there exists a business
 model for bad code, in which a botnet program that can be used to launch coor-
 dinated attacks on particular Internet endpoints can be created for a mere fifty
 thousand dollars a day (Zittrain 2008:48).
 As cyberspace acquired status as private property, it also acquired status as real

 estate. Beginning in the 1990s, search engines like Google began ranking Inter-
 net sites and assigning them values based on how often their links were cited
 and connected to other sites. The ability of Internet sites to generate revenue
 based on visitor numbers meant that an address now had a price due to its over-
 all search engine rankings. Cyberspace thus had geography, with territories
 which could be owned, valued, and traded on the market. In certain cases, this
 made territory worth defending from economic competitors who might, for
 example, try to lower a site's credibility and hence its "real estate value." By
 1998, the Internet Corporation for Assigned Names and Numbers (ICANN), a
 US-centered nonprofit institution, was formed and charged with administering
 and assigning domain names (Simonelis 2005). Cyberspace was thus (according
 to the liberal view) economic and political territory subject to international regu-
 lation.

 At the same time that commercial and social forces were acknowledging that
 cyberspace was in fact private or capable of being privatized, the US military was
 coming to grips with the notion that cyberspace was not, after all, part of the glo-
 bal commons. Military analysts were, not surprisingly, captivated by Barry Posen's
 (2003) article, "Command of the Commons: The Military Foundation of US
 Hegemony," published in the journal International Security. In this article, Posen
 noted that "the US enjoys command of the commons - command of the sea,
 space, and air." Posen noted that as the commander of these common areas,
 the United States got vastly more military use from them, and that it could credi-
 bly deny their use to others. The US Army was similarly optimistic about its abil-
 ity to acquire "command of the commons" in cyberspace, in essence viewing
 itself as a benevolent hegemon who would provide the order and security neces-
 sary to allow cyberspace to function as a global commons.6 Since then, it has
 become increasingly obvious that the US is not the only nation to view itself as
 having a claim on cyberspace. At this point, US military officials stopped refer-
 ring to it as a "commons," and instead adopted the notion that it was ungov-
 erned.

 And in contrast to liberal and Utopian views, realists viewed cyberspace from
 the beginning not as separate "virtual space" - but as a window into real, strate-
 gic space. As files migrated from residing on non-networked home computers to
 residing on the Internet themselves, realists described cyberspace as strategically
 vulnerable, providing a site for attacks on the "national infrastructure" (Milone
 2003). In describing cyberspace as "strategic terrain," analysts again noted that
 there was nothing special distinguishing cyberspace from other types of terrain.
 As Rattray wrote, "cyberspace... is actually a physical domain resulting from the
 creation of information systems and networks that enable electronic interactions

 6 This position is most clearly stated by Major General (ret.) Robert H. Scales, Jr, who stated in 2007 that "We
 own the commons. That's air, sea, and space. We command the commons" (Scales 2007:256).
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 to take place" (Rattray 2001:17). He also noted that "digital attacks on informa-
 tion systems take place within the physical world," as data is stored on physi-
 cal pieces of equipment and carried over communications circuits when
 transmitted.

 Realism's argument is at heart about convergence, merging real world ideas
 about power and strategic vulnerability to describe actions and situations within
 cyberspace. This convergence was reflected in statements by Chinese military
 analysts that a nation's standing in cyberwar affected its standing in the overall
 international system. Shi Changxu noted the connection between high technol-
 ogy, state power, and international standing in 1992, implicitly making an argu-
 ment for the achievement of information dominance as a result (Feigenbaum
 2003:189). Later Rattray (2001:14) pointed out that a significant strike on a
 nation's information infrastructure could also harm a nation economically, caus-
 ing it to lose international standing as a result. This concept achieved interna-
 tional recognition in 2000, when at a meeting of the G8 in Okinawa centered on
 Internet's role in development, the G8's Charter on the Global Information Soci-
 ety described information technology as "a vital engine of growth for the world
 economy" (Kenny 2006:4) .

 As some regions of cyberspace were thus of particular strategic interest, realists
 were distrustful of the regimes developed by entrepreneurs and academics, argu-
 ing instead for more formal arrangements headed up by national governments
 and the military, aimed at defending Internet territory from intruders. As cyber-
 space came to be seen as strategically vulnerable territory, analysts identified the
 problem of "spillover," as linkages were seen to exist between one's reputation
 online and in the real world, one's finances online and in the real world, and
 criminal behavior online and in the real world. Law enforcement agents noted
 that the massively multiplayer online gaming environment known as Second Life
 had become a site for real-world money laundering (Takehashi 2008), and that
 Interpol had stepped up efforts to monitor and police criminal transactions
 occurring in cyberspace. Meanwhile, the British military analyst Jonathan Riley
 noted that the virtual world provides a "virtual safe haven" which insurgents can
 use to communicate, plan operations, and detonate improvised explosive devices
 (Doyle 2006).

 Realists saw cyberspace as an avenue for insurgents and national enemies to
 penetrate "real" defenses. It was viewed as a frontier or border requiring protec-
 tion and vigilance in contrast to less strategically significant territory. It is, in the
 words of Conetta, "interstitial space" (Nunes 2005:1), or that space which exists
 in between the joists and parts of conventional architectural space - difficult to
 police and likely to harbor all sorts of uncounted and ungoverned subjects.7 In
 the years since 9/11, literature on insurgency and counterinsurgency has also
 taken up that theme, noting that for example, "cyberspace has no borders, but
 law enforcement, prosecutors and judges, and diplomats do... They must stop at
 the borders of their sovereign state when investigating cyber activities and
 proceed according to protocol, which can be complex and time-consuming"
 (Lachow and Richardson 2007). The US Army and Marine Corps Counterinsur-
 gency Field Manual (Sewall, Nage, Petraeus, and Amos 2007:29) notes:

 The meaning of sanctuary is evolving. Sanctuaries were traditionally physical safe
 havens, such as base areas and this form of sanctuary still exists. But insurgents
 today can also draw on 'virtual' sanctuaries on the Internet, the global financial
 system and international media to make their actions seem acceptable or laud-
 able to the population.

 7 Rem Korteweg (2008) makes a similar argument in his piece "Black Holes: On Terrorist Sanctuaries and Gov-
 ernmental Weakness," in arguing that ungoverned areas give terrorists a comparative advantage.
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 The notion that the real world was now vulnerable to "invasion" by initiatives
 which "lived" in the virtual world was a common theme in security discussions.
 Libicki (2007) uses the metaphor of the body to describe Internet security, much
 as the metaphor of the body has been used to describe how a nation can be pro-
 tected from other types of contagious diseases (like the ideologies of commu-
 nism and terrorism). Similarly, US Air Force Secretary Michael Wynne (2007)
 noted that "Our nation's neural network resides in cyberspace. As a highly tech-
 nologically developed nation and group of armed forces, we cannot afford to
 risk compromise of that network" (Bosker 2007). Libicki suggests that adminis-
 trators who control the hardware which regulates cyberspace could, if they
 wished, "tighten cyberspace, under stress, into a closed little ball made impervi-
 ous to the outside world" (Libicki 2007:67). Interestingly, he also uses the meta-
 phor of circling the wagons, which Campbell (1998) notes is a common trope
 for talking about security in US foreign policy.
 United States and international military analysts thus reinterpreted Cairn's

 optimistic "death of distance" as a strategic disadvantage. Cyberspace was seen
 not as a global space for democratization but as a site for the globalization of
 threat (Krishna-Henzel 2007:xi). Echevarría (2008:37) noted that cyberspace was
 "neither neutral nor static," while Hall (2003:5) argued that "concentric rings...
 must be placed around cyberspace," calling for the development and placement
 of invisible and physical barriers and alarm systems to identify and thwart intru-
 sions. In China, Major General Dai Qingmin stated that "the core of computer
 network warfare is to disrupt the layers in which information is processed with
 the objective of seizing and maintaining control of network space" (Thomas
 2005:77). And the 1999 Russian Military Doctrine listed "information-technical,
 information-psychological operations hostile toward the Russian Federation and
 its allies" among its basic external threats (Draft Russian Military Doctrine
 1999:3).
 In highlighting the linkages between virtual and real worlds, the ability of soft

 power in particular to traverse the two terrains, and the notion that the real
 world needs to be protected from the virtual world, analysts used the fear of stra-
 tegic vulnerability to justify US efforts to claim not only the right to defend their
 territory, but increasingly to extend their reach to the governance and enforce-
 ment of norms within cyberspace as a whole. In this paradigm, the Global Infor-
 mation Infrastructure represented a new type of failed state as it possessed no
 central government, unstable borders, and various bands of undefined persons
 carrying out actions within its territory. As William Olson (2007) stated, the
 Internet is "constantly available, indifferent to authority, indiscriminate in its
 access, without conscience in its use and virtually infinite in its flexibility... It is
 ungovernable" (Olson 2007:308).
 That is, in each case a dichotomy between real and virtual space existed, but it

 was interpreted differently depending on one's viewpoint as indicated in
 Table 2.

 In the days and weeks after September 1 1 , the description of the Internet as a
 dichotomous world consisting of both a "dark web" which is unregulated, shad-
 owy, and prone to harbor criminal behavior, and a more open public web,
 gained prominence (Moon 2007; Groe 2008; Zittrain 2008), as did the idea that

 Table 2. Picturing Cyberspace

 Liberal Realist

 Real World Colonized Governed

 Virtual World Sovereign Ungoverned/failed
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 certain parts of the cyberspace environment had less of a right to exist than
 other parts, or that certain "neighborhoods" deserved to be destroyed. Increas-
 ingly, military analysts suggested that different regions of cyberspace required dif-
 ferent plans and applications of military doctrine. As Jeffrey Weiss (2008) noted,
 network warfare could be aimed at using computer networks to produce defen-
 sive effects to protect 'friendly spaces of the cyberspace operational domain,"
 while hostile regions might require a more aggressive preemptive, offensive
 stance.

 As cyberspace has taken on a foreign cast, it is perhaps not surprising to
 see the ways in which intelligence gathering about cyberspace has also taken
 on an anthropological flavor. Once again, a parallel can be drawn with more
 traditional forms of colonialism - in which foreign territory was regarded as
 dark, threatening, and other, and subject to the theorizing and investigations
 of Western analysts who existed in a hierarchical relationship to the object of
 study. This anthropological sensibility is reflected in projects like the Artificial
 Intelligence lab at the University of Arizona (Anderson 2008) which focuses
 on monitoring and understanding indigenous cultures within the Internet.
 Here, US Internet culture is seen as the "norm" and other cultures are
 evaluated in terms of how well they measure up to that standard. And once
 again, the US government appears as an upholder of universal norms, and
 the arbiter of which parts of the Internet deserve to exist and which repre-
 sent "failed space."

 "Netizens," Citizens, and Trolls: The Evolution and Devolution of Internet
 Citizenship

 Both liberals and realists acknowledge that cyberspace allows the mobilization of
 large numbers of individuals across vast geographic expanses. Both also
 recognize cyberspace's capacity to mobilize citizens not traditionally involved in
 political or economic activity - including the young, those at home rather than
 in the workplace, and the politically, economically, or socially disenfranchised.
 However, once again, the two groups interpret the significance of this capacity
 differently.

 In the Utopian view, cyberspace is an ideal environment in which social status
 and gender are as irrelevant as geography. While the real world is gendered,
 hierarchical, and ruled by power, the virtual world is nonhierarchical and liberat-
 ing due to an absence of tiered citizenship (Flichy 2007). Users are both disem-
 bodied in cyberspace (composed instead of one's ideas and creativity) and
 adaptable and changeable. Democratization and progress result from communi-
 cation with others across vast geographic distances based on ideas rather than
 nationality. Each Internet citizen theoretically has the same capacity to mobilize
 and achieve personal and group goals, as well as the capacity to mobilize oth-
 ers - as there is no barrier or price to entry into an online community. One's
 ability to achieve goals within the Internet system is limited only by one's own
 capacity to elucidate and mobilize toward goals.

 The liberal view, in contrast, sees limitations on citizen mobilization within
 cyberspace. This view rests on Licklider's description of "netizens" - citizens of
 the Internet who assimilate community norms and behaviors and work to pre-
 serve its collective goods. Liberals point to developments within cyberspace
 which limit citizens' mobilizing capabilities through the establishment of local,
 national, and international norms regarding the digitization of identity; the
 nationalization of identity; and the development of tiered citizenship.

 Digitization of identity means that netizens are increasingly seen to possess a
 "digital body," composed of one's intellectual property, the files that one owns
 and works with, as well as an identity online tied to one's real identity. Digitized
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 identity allows governments to claim the right to pass legislation aimed at pro-
 tecting citizen's digital bodies just as they protect their actual bodies through
 environmental regulations or health legislation, for example.
 In addition, both Chinese and international strategic writing as well as

 European legal writing beginning in the 1980s reflects the fact that many states
 never gave up their claim to govern or even mobilize the behavior of " their"
 netizens. Gradually, international legal regimes have been forced to accept these
 claims and to implement unpopular measures at the behest of national govern-
 ments. For example, legal rulings in 2000 in France resulted in an order to
 Yahoo to block French citizens' Internet access to pro-Nazi sites for French
 citizens, as such materials are not legally allowed in French newspapers, on the
 radio, or on television (Pfister 2007). In addition, China has blocked citizen
 access to materials critical of the government and its policies. Furthermore,
 Chinese IW doctrine has invoked notions of popular and guerilla warfare to
 claim that China's netizens represent reserve forces who can be called upon to
 participate in a horizontal broadening of the field of battle, by joining in as
 civilians in cyberwarfare initiatives to carry out a "people's network war"
 (Demchak 1999; Thomas 2007:129). Thus, Chinese doctrine sees netizens
 neither as international nor as civilian. Demchak has noted similar mobilization

 by civilians on behalf of national causes in describing IW initiatives between
 Israeli and Palestinian forces, writing that "the degree of international participa-
 tion in cyber conflicts has striking parallels to the volunteerism seen during the
 Spanish Civil War" (Demchak 2003:52).

 Liberals thus accept that cyberspace has both borders and a national charac-
 ter where users are not netizens but (militarized) subjects of their own govern-
 ments. At the same time netizens acquired nationality, they were also stratified
 by class, essentially reproducing the same economic inequities present in the
 real world, including divisions between First World and Third World citizenship
 (Kenny 2006). While the European Union worked to build active citizens who
 would interact with their real governments via the Internet, other nations
 called for limited Internet citizenship, in which users would be passive observ-
 ers who could acquire information from cyberspace, but in which their actual
 participation opportunities - including the opportunity to search for informa-
 tion at will - would be limited. Such nations expressed wariness about the
 potential for too many active citizens utilizing Internet democracy to destabilize
 a real government (Murphy 2006). The European notion of a netizen thus
 began to diverge sharply from, for example, the Chinese or Middle Eastern
 notion of a netizen.8

 In addition, over time, many amateur cyberspace activities, like blogging, have
 become professionalized. Bloggers began forming professional organizations
 which upheld standards and norms of behavior, hosting conferences like
 BlogHer and the Blog World Expo, and granting recognition through the
 Weblog Awards and the Blogger's Choice Awards. This established a tiered
 relationship between amateur blogs which might be written at home by one indi-
 vidual, and professional "new media" blogs which might be merely an arm of an
 existing media organization like Hearst or Gannett. Schonfeld (2008) suggests
 that this meshing of existing media and the blogging community did much to

 8 Today the netizen ideal still holds, but only within local communities such as gaming communities or aca-
 demic communities - like the individuals who contribute to open source documents like Wikipedia. Some local
 communities are governed democratically with norms including citizenship and regulated behavior (Humphreys
 2008), but others (such as the corporate Web site run by one's employer) run in a more authoritarian or central-
 ized manner. Norms are localized, rather than belonging to the system as a whole, with some citizens participating
 predominantly in democratically governed forums while others are either unwilling or unable to access such for-
 ums. Within this system, options available to citizens in the developed world are greater than those open to citizens
 in the developing world.
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 weaken grassroots efforts at creating alternative venues of discourse as it was
 difficult for amateurs to compete with the professional blogs put together by
 large staffs of professional reporters, photographers, and marketing experts. The
 price of entry to the democratic space thus became higher, and perhaps prohibi-
 tively high for some. Schonfeld speaks of the creation of a "new media empire"
 in which, presumably, nonprofessionals would act as subjects rather than creators
 of change.

 However, even following the events of 9/11, liberals were still invested in the
 notion that netizens could create democratic change. As late as 2002, Kidd spoke
 of a "grand transformation" from industrial production to a digital age in which
 the Internet would help redefine modes of production and enable new social
 organizations (Byerly 2005:294). Byerly spoke of the capacity of women and the
 subaltern to mobilize and put forth an alternative discourse regarding 9/11 as
 well as to speak out against the war. She characterizes cyberspace as the site of
 alternative (multiple) public spheres.

 In contrast to the optimism of the Utopian and liberal viewpoints, realism has
 been much more pessimistic, noting from the beginning that cyberspace allows
 for the mobilization of both good citizens (netizens) and bad citizens (trolls).
 Trolls, in contrast to good cyberspace citizens, do not accept community norms
 and cannot be counted upon to play by the rules. In his most innocuous form, a
 troll changes the tenor of a conversation, and destroys users' trust in the safety
 of an Internet community. In his most dangerous form, the troll is an insurgent
 behaving like a pirate, plunderer, or military irregular, destroying territory, files,
 and communities. The most extreme statement of this view appears in the new
 US Army and Marine Corps Counterinsurgency Field Manual which describes
 Internet insurgents as guerillas who use the Internet as a training ground.
 According to this document, parts of cyberspace which harbor terrorists can be
 viewed as enemy territory (Sewall et al. 2007:5). Thus, one could easily draw a
 parallel between cyberspace and a village of Vietnamese sheltering the Viet
 Cong.

 Sageman (2008) takes this argument further, suggesting that cyberspace actu-
 ally "breeds" bad citizens (just as failed states breed terrorism and insurgency).
 In describing cyberspace as a crucible which grows nationalism, he turns Neg-
 roponte's argument that cyberspace renders nationality irrelevant on its head.
 Sageman argues that cyberspace encourages the growth of idealized, virtual imag-
 ined communities (161), which may include communities of Islamic terrorist
 extremists. In describing the growth of a "virtual community" of supporters of
 Islamic jihad, he writes that it:

 plays the same role that imagined communities played in the development of
 nationalism. Because of a lack of earthly components, the Internet is an idealized
 community which is just, egalitarian, full of opportunity, unified, devoid of cor-
 ruption, exploitation and persecution.

 Thus, he writes, for a devout Muslim, an "approximation of paradise" exists
 online in a virtual community spanning all nations (Sageman 2008:161). Internet
 insurgents thus benefit from a system which both blurs the lines between com-
 batants and noncombatants and helps to build nonstate identity. Thus, realists
 see cyberspace as providing an advantage to those engaged in "irregular modes
 of conflict, including terror, crime, and military social activism" (Arquilla and
 Ronfeldt 1996, 1999).

 Thus far, the realist argument has implicated cyberspace as both a territory
 which shelters and hides insurgents as well as a crucible which breeds them. The
 final idea to consider is the way in which cyberspace allows information itself to
 be used as a weapon, according to the realist view.
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 Information as Free Good vs. Information as Weapon

 Utopian, liberal, and realist positions differ in their views of territory, citizenship,
 and strategic vulnerability. They also possess competing ideas about the meaning
 of information itself. Utopians see information as a free good which is preserved
 collectively while realists see information as a substance which could be owned,
 targeted, and weaponized.
 The Utopian framework - in which information is not subject to control - rests

 on two complementary notions: convergence and net neutrality. In Negroponte's
 scenario, media will eventually "converge" so that users own only one device
 which functions as telephone, cable television, and computer - and information
 will float between devices, infinite and incapable of being confined or directed.9
 Paul Barlow, the founder of the Electronic Frontier Foundation, a non-govern-
 mental organization dedicated to fighting for Internet "freedom" against what
 he saw as an increasing encroachment by government and private regula-
 tors - phrased it in his Declaration of the Independence of Cyberspace:

 Your increasingly obsolete information industries would perpetuate themselves
 by proposing laws, in America and elsewhere that claim to own speech itself
 throughout the world. These laws would declare ideas to be another industrial
 product, no nobler than pig iron. In our world, whatever the human mind can
 create can be reproduced and distributed infinitely at no cost. The global con-
 veyance of thought no longer requires your factories to accomplish. (Barlow
 1996)

 Early Internet advocates also staunchly defended the principle of end-to-end
 use, or "net neutrality" which stated that all data on the Internet should be
 moved the same way, regardless of the content, destination, or source. This prin-
 ciple, also described as the "First Amendment of the Internet" means that all
 data should be equally available to anyone on the Internet, without any interven-
 ing principles of differential pricing, differential speeds for which information
 might be carried, or differential access which would make information available
 to some users but not others. Peer-to-peer file-sharing arrangements such as Nap-
 ster meant that information was essentially free-flowing, unowned, and infinitely
 available.

 In contrast, the regulatory view recognized the need for rules and norms on
 both the national and the international level regarding both the availability and
 the quality of information. Liberal strategies to regulate information have
 included the formation of professional organizations for those engaged in e-com-
 merce and blogging, as noted above. Here, even academic citation indexes such
 as the IS Web of Science database - which ranks the relative influence of both

 academic journals and academic articles within those journals - can be read as
 regimes to regulate and control the quality of academic materials available on
 the Web10 through the science of bibliometrics. Regulators also note that preex-
 isting economic and political inequities mitigate against the ideal of free-flowing
 information, despite efforts to organize to make information more widely avail-
 able. Despite initiatives like the One Laptop Per Child Program, a digital divide
 still exists, and as Leeder notes, even in countries like the US, more information
 is still consumed by those at the higher end of the socioeconomic spectrum
 (Leeder 2007:6).

 In contrast, as described above, the military narrative also contains a convergence scenano - though in this
 scenario all of cyberspace eventually converges under the umbrella of electronic warfare.

 For more on the influence of academic rating systems for data and information, see McLean, Biais, Garand,
 and Giles (2009).
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 Yet the liberal viewpoint (even the regulatory strand) is nonetheless optimistic
 about the ability of the Internet to provide timely, targeted political informa-
 tion - and as a result, to mobilize larger numbers of citizens to participate in and
 learn about the political process. The fact that 46% of Americans utilized at least
 one Internet source in gathering information about the 2008 presidential elec-
 tion is an indicator of the continuing power of the Internet to provide informa-
 tion, while the fact that 11% of users also posted an opinion or passed along
 information about the election through the Internet demonstrates its power to
 mobilize (Smith and Rainie 2008).

 The realist, however, views these "information advantages" of cyber-
 space - including its ability to provide information to mobilize and empower the
 disenfranchised, as well as the ability of information itself to travel unimpeded in
 nonhierarchical ways - as strategic disadvantages and even vulnerabilities which
 threaten both cybersecurity and security in the conventional sense. Here, analysts
 stress three ideas - information warfare; networks of both ideas and humans, and
 the information arms race.

 The realist position regarding strategic information vulnerability can be traced
 back to 1991. The 1991 Persian Gulf War has been described as the world's first

 high-tech war due to the overwhelming speed and effectiveness with which the
 US demolished the defenses put up by its Iraqi opponents, largely by sustaining
 large scale damage to their command and control structures. As encouraged as
 US military planners were by the win, they were also forced to acknowledge their
 nation's growing dependence on both EW and IW as strategic weapons, and the
 possibility that damage to these systems could render the US strategically vulner-
 able (Baker 1991; Maloney 1991).

 In the years that followed, planners increasingly focused on overcoming strate-
 gic information vulnerability, with both US and Chinese analysts describing infor-
 mation operations as a center of gravity for determining military success
 (Thomas 2007:31). Hall describes the information center of gravity as "a conflu-
 ence of streams of communication, automation, thinking, planning, and decision
 making. This confluence, whether it is found in physical or virtual space, is so
 important that its demise or manipulation can seriously jeopardize the success of
 a mission or task" (Hall 2003:28).

 That is, gaining control of an adversary's information capabilities was crucial
 for gaining the initiative in battle, and Chinese doctrine first identified the possi-
 bility of making preemptive strikes on enemy centers of gravity (Thomas
 2007:33). In this vein, two analysts, one a civilian from the Navy's Postgraduate
 School in Monterey, California, introduced the notion of cyberwar (or net war)
 in 1993, arguing that in future years, clashes might have a significant IW compo-
 nent (Arquilla and Ronfeldt 1993:81).

 From the beginning, Western analysts were concerned with the fact that IW
 was a strategic advantage which did not depend on strength or organization, and
 thus it could be used (perhaps even more effectively) by smaller, irregular armies
 as well as by established powers like the United States. Thus, throughout the Bal-
 kan conflict in the late 1990s, analysts noted that irregular combatants were
 using information warfare, including the Internet and the sending of faxes, to
 carry their message directly to citizens and the media, as well as to distribute mis-
 information.

 The realist thus regards information neither as free-flowing (as the Utopians
 do) nor as capable of being regulated. As early as the 1980s, realists expressed
 the position that cyberspace represented not only a new arena for armed con-
 flict - but also another arena for ideological conflict. According to this perspec-
 tive, information has two qualities which make it a particularly effective weapon:
 First, it has an ideational quality (meaning that it can be deployed to carry ideas
 and change perceptions through psychological operations) and secondly, it has
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 the ability to be targeted to a specific audience (or adversary) through the exis-
 tence of multiple Internet "channels" for the purpose of informing and mobiliz-
 ing citizens. The Air Force White Paper "Cornerstones of Information Warfare"
 in August 1995 described information itself as "a separate realm, potent weapon
 and lucrative target" (Rattray 2001:321).
 The problem, however, with these advantages (ideation and targeting) is that

 they too are equally available to one's adversaries, and do not depend on any
 conventional military attributes, such as the size of one's force or even one's
 training or innate abilities in their deployment. In actuality, the existence of a
 large-scale conventional military force can actually be a disadvantage in deploying
 information weapons, as a system like the US military was a large, hierarchical
 bureaucracy in which getting the necessary clearance to issue a press release or
 set up a Web site in cyberspace might take hours or even days - while in contrast
 a nonstate actor like AI Qaeda which functioned in a network rather than a hier-
 archy could frequently post pictures of recent military victories within an hour of
 the incident, rather than hours or days later.
 As cyberspace as a force multiplier was an advantage available to all combat-

 ants, all participants including the United States felt compelled to strive for
 "information dominance" in both offensive and defensive sectors. Arquilla,
 writing in 1999, quotes Harvard Professor Joseph Nye (who developed the
 notion of "soft power") on the importance of maintaining an "information
 edge."

 Throughout the 1990s, analysts in Russia, China, and the United States formu-
 lated the concept of information dominance to describe the competitive rela-
 tionship between actors who each strove to control information in cyberspace.
 Information dominance is a multifaceted or multidimensional objective with sev-
 eral key parts:

 1. Each actor wants to be fastest in terms of gathering its own information
 and to stop his opponents from gathering the same information faster.
 This includes the objective of placing the adversary in a position of stra-
 tegic paralysis where they are both unable to make a decision and
 unable to communicate the results of that decision further down the

 chain of command. Offensively, an actor can engage in attacks such as
 Denial of Service attacks which would swarm a system, causing it to shut
 down so that one's adversaries cannot access their data.

 2. Each actor also wants to have the upper hand in terms of credibility, so
 that those available to be mobilized will be won to one side rather than
 the other. Each actor thus seeks to limit the other's access to those citi-

 zens available to be mobilized in whatever way possible - including the
 creation of decoy or doppelganger Web sites or "herding" citizens
 away from an adversary's Web site and toward yours (Moon 2007) .

 Information dominance (or information supremacy as it is described by the
 Chinese) is thus both a relative and an absolute capability - with speed seen as a
 relative capability and credibility seen as absolute.

 Throughout the 1990s, actors including China and Russia carried out military
 exercises aimed at honing capabilities in both defensive and offensive informa-
 tion warfare strategies as well as providing training to nascent "information war-
 riors." At this point, the competitive relationship between actors could be
 likened to a new arms race in which each side strove for information dominance.

 With the events of September 11, one could argue that the pace of this arms
 race merely escalated, with the notion of cyberterrorism providing a justification
 for applying the Bush Doctrine to cyberspace through the notion of preemptive
 information strikes.
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 Recently, US statements regarding offensive cyberwarfare have described
 attempts to preempt problems like Chinese attempts to hack into the Depart-
 ment of Defense communication network, as well as into British and German
 defense department computers. In addition, Lani Kass, who was appointed to
 head the Air Force Cyberspace Command in 2007, points to Iraqi attempts to
 jam US precision-location signals during the 2003 invasion, as well as attempts by
 outsiders to hack into military Web sites and even IED's in Iraq and Afghanistan
 (Convertino, DeMattei, and Knierim 2007).

 It is perhaps in this third area - the question of information - where the Uto-
 pian, liberal, and realist viewpoints diverge most sharply. Liberals regard infor-
 mation as a good to be preserved and regulated, whereas the realist viewpoint
 acknowledges the possibility that some types of information and the mechanisms
 used for transmitting this information should probably be destroyed. It is in this
 dichotomy that the optimism and pessimism of the two views are most sharply
 contrasted, and the openness and potentiality of one view shows up most starkly
 against the pessimism and fear of the other.

 Conclusion

 The aim of this paper was to ask how traditional international relations theo-
 ries might be applied to make sense of what is fundamentally a novel situa-
 tion, or one for which there is little, if any, historic precedent. What is
 particularly unusual about the cyberspace example, however, is the nature of
 the novel situation itself. In previous instances where analysts have debated
 the proper stance to take in a novel situation, novelty has generally been a
 result of a new type of foe - rather than a new type of terrain or international
 system. Indeed, in his Social Theory of International Politics, Alexander Wendt
 (1999) calls upon international relations theorists to exercise their imagina-
 tions in predicting how, for example, a nation like the US would react in
 encountering a new civilization (such as a race of aliens from outer space).
 He suggests that we might err on the side of caution, not wanting to anger a
 potential foe until we have a better sense of their strength and attitudes
 toward conflict.

 However, thus far no one has explored the alternative scenario - in which
 the players are the same but the terrain or system is fundamentally differ-
 ent - nor has anyone begun to theorize about the ways in which players will
 adapt and change in response to this new terrain. The point of this paper has
 been less to theorize about the lightness or wrongness of any one approach to
 the conceptualization of the cyberspace system, than it has been to point out
 that this novel system can look completely different when viewed through a
 realist or a liberal lens. Cyberspace is either a space and place which offers
 potential for personal liberation, the creation of structures of international
 cooperation, and greater citizen mobilization and participation; or it is a dark,
 sinister extension of some of the most dangerous and ungoverned parts of our
 physical world, a new type of failed space with the potential to breed real
 threats which will quickly spill over into the real world. Different predictions
 about the likelihood of conflict in cyberspace and the potential for alliance
 building and cooperation follow logically from both viewpoints. It is likely that
 realist attempts to defend cyberspace, to form alliances for that defense, with
 initiatives to create new weapons in the defense of cyberspace, will continue
 alongside liberal efforts to regulate cyberspace and its intellectual and physical
 products, along with attempts to build greater international cooperation toward
 that end. An understanding of the various lenses used to visualize cyberspace
 will help to better predict and analyze initiatives undertaken by all players
 within the cyberspace system.
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