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The resilience of the ruins: towards a critique of digital 
humanitarianism

Mark Duffield

Global insecurities centre, University of Bristol, Dudley, UK

This article is concerned with the governmental implications of the computational 
turn within the field of humanitarian disaster management. The uptake of information 
technologies has grown rapidly within the last decade, especially with the spread of mobile 
telephony in the global South (Livingston, 2011). While usually understood in terms of 
the new sense-making opportunities offered by the technologies themselves, their use 
cannot be separated from a growing political push-back on the ground and consequent 
risk-aversion among international aid agencies (Collinson & Duffield, 2013). The paper 
argues that while the expanding global connectivity makes possible new ways of knowing 
and acting upon distant disaster-affected populations, the epistemological recoupment 
of distance through a cybernetic rationality has its own intrinsic concerns and disabling 
effects (Halpern, 2014). While allowing the rediscovery of humanitarian disasters as 
distributed information systems, the corresponding affirmatory promise of technoscience 
to positively empower and create new forms of self-realisation lacks a sense of the 
negative (Rouvroy, 2012). A relational cybernetic rationality eschews causality or a need to 
acknowledge the motives and beliefs that shape actual behaviour (Chandler, 2015). While 
optimising adaptive behaviour, the computational turn has little to say about the negative 
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political and economic conditions that shape the everyday of actually existing capitalism 
in a polarising world.

Digital infrastructure expands by folding downwards as it endlessly customises, reso-
cialises and automates the social and political inequalities that it encounters. In terms of 
the spread of connectivity in the global South, the humanitarian imperative has been an 
important enabler. Not least, it has helped override concerns regarding the comparative 
lack of data regulation and privacy laws (Hosein & Nyst, 2013). Biometric registration pro-
grammes based upon fingerprinting or iris scans are, for example, reshaping refugee secu-
rity governance, while encouraging the automation of aid and cash-transfer programmes 
directed at the chronically poor (Jacobsen, 2015). Resilience has come of age in the era of 
global connectivity. As a system of remote smart messaging, geared to optimising the behav-
iour of hard to reach populations, resilience helps operationalise systems of experimental 
welfare abandonment under conditions of pervasive security surveillance. The aesthetic of 
smart is not to directly confront problems but, through immediate access to value-added 
information, to endlessly sidestep them. This constant adaptation translates into what this 
paper calls the resilience of the ruins. Rather than progress, it’s more a case of survivalism 
through encouraging improvisation, making do and inventive bricolage with existing com-
munications’ infrastructure, architecture and social capital. In exploring these developments, 
this paper questions the hubris and technological determinism that has accompanied the 
spread of connectivity within the global South (Meier, 2015). In laying the foundations for a 
wider critique of digital humanitarianism, it asks whether connectivity is helping reproduce 
stagnation, inequality and external control rather than ameliorate such conditions.

From the horizontal to the vertical

At the end of the cold war, there was an historic upsurge in the liberal interventionism within 
the global South. In terms of the number of agencies involved, personnel deployed and 
money spent, this interventionism was reflected in a rapid increase of all kinds of UN and 
NGO humanitarian, development and peace activism throughout the 1990s (Duffield, 2001). 
Looking back over the last decade, however, it is striking how this intrusive interventionism 
has failed to achieve its defining aim. That is, with military force if necessary, to democratise 
and liberalise failed and non-integrating societies in the interest of international security 
(Mazarr, 2014). Such liberal interventionism now lies buried in the ruins of Iraq, Libya and 
Syria. The existential shock of this strategic defeat, needlessly amplified by the war on terror, 
has seen an increasing recourse to arm’s length remote management and risk-avoidance 
when it comes to international terrestrial deployments in the global South. There has been 
a widespread retreat or physical circumscription of an international ground presence in 
challenging or politically difficult environments. This defensive relocation not only involves 
the military, perhaps even more so, it affects diplomats (Worth, 2012), international aid agen-
cies (Healy & Tiller, 2014; Lemay-Hébert, 2011), journalists (Sundaram, 2014) and academic 
researchers as well (Adams, 2007).

Unqualified ideas of ‘retreat’ or ‘withdrawal’, however, can be misleading. Although inter-
national actors may be limiting or circumscribing their ground presence, aid operations and 
academic research, for example, have not stopped or disappeared, indeed, they continue 
apace (Collinson & Duffield, 2013). There is a difference, however. The mode of engagement 
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has changed. While exceptions exist, effects on the ground are now orchestrated at a dis-
tance through a mixture of remote technologies and subcontracting local players. While 
this shift is widely celebrated as the fruit of technological advancement, the current risk and 
anxiety-related distancing of international actors are closely intertwined with the negativity 
of policy failure, political push-back and humanitarian access denial (Duffield, 2013).1 The 
growing physical remoteness from what one could call the West’s clash with history has been 
compensated by the rise of data-based smart technology and remote management tech-
niques (Howe, Stites, & Chudacoff, 2015; Verjee, 2005). Such capabilities are currently driving 
all manner of international security, research, media and aid interventions. The emergence 
of what has been called ‘digital humanitarianism’ (Conneally, 2011) is but one example of a 
terrestrial retreat which is being repositioned as a triumph of technoscience and its ability 
to achieve governmental effects from the enveloping electronic atmosphere (Livingston, 
2015).2 It is a remoteness that, simultaneously, is a form of recapture and drawing near. The 
strategic plane has pivoted from the ground friction of the horizontal to the relative freedom 
of the vertical and volumetric dimensions (elden, 2013; Weizman, 2002).

At a time of global rebalancing, remoteness involves a combination of epistemological, 
existential and physical distancing while, simultaneously, calling forth new technological 
means of digital recoupment and re-embodiment. Remoteness is inseparable from the 
increasing sophistication of the global North’s atmospheric ability to digitally rediscover, 
remap and, importantly, govern anew a now distant South. This strategic turn to the elec-
tronic atmosphere, however, is obscured by the inability of technoscience to conceive its 
own conditions of possibility. The political setback and failure of liberal interventionism is 
obscured by an affirmatory rhetoric that celebrates the restorative powers of smart tech-
nologies and fast machine thinking (Meier, 2015). Within this normalising narrative, new 
technologies are simply replacing older and less efficient terrestrial assemblages (Hanchard, 
2012). The transformation of a negative into an affirmatory positive has allowed a failed 
liberal interventionism to live on as a delusional and revengeful digital afterlife. Against 
the backdrop of falling battle deaths, as a strategic platform, the electronic atmosphere 
has allowed the reconfiguration of the whole planet, irrespective of the claims of territorial 
sovereignty, as a seamless digital manhunt reserve (Chamayou, 2015). In addressing these 
concerns, this paper explores what Hannah Arendt would recognise as the world alienation 
intrinsic to technoscience (Arendt, 1998/1958). That this alienation now appears as a stupe-
fying political psychosis, however, would possibly surprise and alarm her.

The positive and the negative

To introduce remoteness as digital recapture, the current humanitarian disaster in Syria is a 
good example. On any scale, this is a major complex political emergency affecting the region 
and beyond. There are over three million Syrian refugees alone representing almost 25% of 
the world total, with millions more people internally displaced (Borger, 2014). However, the 
single factor marking Syria as a modern humanitarian crisis is an absence of international 
aid agencies on the ground. Rather than a plethora of in-country offices, white sports utility 
vehicles (SUV’s) and a visible presence of international staff that used to define a humani-
tarian emergency, the Syrian crisis is being addressed through remote management tech-
niques usually involving the arm’s length subcontracting of local agencies organised from 
secure locations within the region or even direct from agency HQs in europe and the USA 



150  M. DUFFIeLD

(Whittall & Bseiso, 2015). In another related example of remoteness, the brutal beheading 
of the American journalist, James Foley by the Islamic State in August 2014 revealed that, 
in places like Syria, international news groups have dispensed with their own in-country 
reporters and news infrastructure (Preston, 2014). In large parts of the global South what 
little on-the-ground news gathering still takes place is now down to independent risk takers 
like Foley (see, Sundaram, 2014).

Despite this physical pull-back, however, with the help of remote satellite sensing, biom-
etrics and social media analysis, refugee management and news gathering continues in 
Syria. Regarding the former, since 2001, UNHCR has been quietly experimenting with the 
biometric registration of refugees, involving either fingerprinting or iris scans. Attracting 
little public attention at the time, biometric registration was announced as an official UNHCR 
policy in 2010. Given the large numbers of Syrian refugees and the volatility of their move-
ments, UNHCR has pioneered a ‘cross-border identity’ that operates through a series of linked 
databases in Syria and the surrounding countries (Jacobsen, 2015). Maintained by local aid 
workers, refugees can be tracked and their entitlements managed even when on the move. 
Digital recoupment is also taking place in relation to news gathering. While there are few 
reporters on the ground in Syria, through the spread of the Internet and mobile telephones, 
it is the most socially mediated war to date (O’Callaghan et al., 2014). Using commercially 
available mapping and network analysis software, private and academic organisations are, for 
example, routinely analysing social media data to gain virtual situational intelligence of hard-
to-reach conflict zones like Libya and Syria (Laville, 2014; Slottlemyre & Slottlemyre, 2012).

Using the metaphor of analogue photography, from these brief examples, the real-world 
conditions driving physical distancing and remoteness can be regarded as a ‘negative’, while 
the compensatory process of digital recapture and drawing near constitutes a ‘positive’ take 
on these same conditions. In the negative, Syria is part of an unparalleled political upheaval 
that is unravelling the Middle east. On all sides, its coinage is zealotary and deliberate acts 
of urbicide (Coward, 2007) that are fomenting state collapse, persecution and societal frag-
mentation. This negative is reflected in the significant increase in political push-back, access 
denial and the spread of international terrorism. Such ground friction has been accompa-
nied by growing international risk aversion. When these factors are combined, they work 
against maintaining an international terrestrial presence. In the positive, however, we have a 
simultaneous digital remapping and reinterpreting of these new cartographic ‘white spaces’, 
together with an increasing ability, through remote sensing and the algorithmic analysis 
of metadata, to substitute ground truth with pattern recognition and behavioural analysis 
among the now hard-to-reach populations. Presence has been seamlessly swopped for speed 
and synchronicity (Bowker, 2014).

For a can do digital affirmationism, ground friction and the need for remote intelligence 
does not appear as a negative. While societal breakdown and the failure of humanitarian aid 
continues to telegraph warning signals, they fail to fully register as urgent political problems 
requiring sustained collective attention and determined resolution. To the contrary, for the 
military–industrial–academic complex (Giroux, 2007), ground friction presents itself as an 
engineering challenge for which technoscience can, and will, provide a methodological 
workaround. Through the accelerating sophistication of information technologies and their 
reducing cost, rather than dwell on the negative, technoscience maintains the cybernetic 
illusion that success equates with speed (Virilio, 2007/1977). The 2011 Libyan bombing 
campaign, for example, which helped bring the Ghaddafi regime down, was celebrated as 
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a humanitarian success on the grounds that the allies were able to quickly bring precision 
military technology to bear (O’Sullivan, 2014). The same coalition of the willing, however, 
has subsequently fallen silent on the intractable political quagmire they helped create.

To reintroduce a sense of gravitational pull, it can be argued that just as wealth creation 
and consumerism produces poverty and pollution, there is a dialectical relationship between 
the negative conditions associated with remoteness, and the positive techno-affirmationism 
that defines their digital recapture and drawing near. Whereas a practical politics would 
acknowledge, navigate and compensate for such contradictions, neoliberalism denies any 
such connection. Instead we are regaled with speed spectacles and connectivity dreams 
that, while attempting to escape the drag of the real world, invariably fail to do so. Instead, 
they reproduce deceleration and stagnation. In order to understand this dialectic, the idea of 
‘actually existing capitalism’ is useful. It is derived from ‘actually existing socialism’ coined by 
Rudolf Bahro to critically interrogate the east Germany of the 1970s (Bahro, 1978). While the 
party habitually described the German Democratic Republic as a workers’ paradise on earth, 
actually existing socialism was the negative reality of everyday shortages, regimentation and 
corruption. The qualifier ‘actually existing’ is a relational concept that seeks to rhetorically 
deflate self-serving affirmationism by drawing attention to the actual conditions of existence.

Besides the convulsion in the Middle east, the evidence of the slowdown of capitalism lies 
all around. For the majority, North and South, the neoliberal counter-revolution has produced 
a three-decade decline in wages and conditions (Karabarbounis & Neiman, 2013). With the 
spread of austerity-based structural adjustment from the testing grounds of global South 
to the North, levels of income inequality have not seen since the nineteenth century have 
reappeared (Roser, 2015). Capitalism can no longer promise future generations a better life 
than the past. Personnel indebtedness has grown, while job security and social mobility have 
reduced and stagnated (Clark & Heath, 2015). From zero-hour contracts and internship, to the 
return of slavery and hunger in the global North, everywhere labour lies abject (Southwood, 
2011). For those lucky to have one of the remaining ‘good’ jobs, the amount of emotional 
labour and enacted passion now needed to remain one of the ‘team’ translates into stress 
and depression (Cederstrom & Fleming, 2012). A huge swathe of human interaction and 
experience is being replaced by distance-producing talking machines and interactive web-
pages. For the young, in particular, the future seems to be on hold. If popular culture is our 
yardstick, there is no future, just a constant recycling of past motifs and nostalgia (Berardi, 
2011; Fisher, 2009).

Despite the illusion of speed, cybernetic affirmationism is unable to escape the ground 
friction of the actually existing capitalism. Lacking alternatives, the political mainstream 
is reliant on technoscience to cut costs while solving capitalism’s ‘global challenges’. The 
industrial–military–academic complex is continually being reabsorbed into the complex 
emergency of neoliberalism. The cognitive epistemology that informs data informatics, 
what Orit Halpern (Halpern, 2014) has called ‘cybernetic rationality’, dispenses with a need 
to understand causal relations and the subjective motives, beliefs or fears of the people in 
question (also see, Chandler, 2015). Following the WWII inception of cybernetics, these messy 
and difficult to model attributes of human embodiment were replaced epistemologically by 
a mathematical relational logic able to algorithmically search memory banks of past elec-
tronic interactions for complex correlations, behavioural patterns and significant absences 
as a means towards pre-emptive risk management (Amoore, 2011). The relation of machine 
thinking to social life is now greater than that of experimental mapping or simulation. With 
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the advent of the Internet and the global spread of mobile telephony, the global digital 
infrastructure now exists for cybernetics to shift from its former concern to make a machine 
equivalent of human cognition to now intervening within, practically shaping and remotely 
managing consumers, populations and environments globally as if they are living automata 
(Rouvroy, 2012).

As the rest of this article seeks to demonstrate, digital humanitarianism tends to reinforce 
the poverty and exposure that the neoliberal project demands. After half a century of failed 
terrestrial aid engagements, chronic poverty has been transformed into a challenge for 
remote engineering. In some respects, digital humanitarianism resembles a technoscience 
remake of the 1960s dream of ‘intermediate technology’ (Schumacher, 1974), especially, 
the tendency to adapt infrastructure to work in the sub-prime tele-economic conditions 
of the global South. Rather than fuel efficient stoves or windup radios, however, we now 
encounter attempts to retrofit and simplify Northern computer technologies (Internet.org., 
2013; Negroponte, 2006) or leverage institutionally impoverished landscapes to form local 
networks (Donovan, 2013).

Self-organisation and austerity

Humanitarian organisations have been using satellite imagery since the mid-1990s (Parks, 
2005). With the increasing availability of commercial high-resolution imagery, this practice 
has grown rapidly within the past decade. While remote sensing continues to provide the car-
tographic foundation of digital humanitarianism, its infrastructural expansion has built upon 
the broadband revolution of the mid-2000s (Harvard Humanitarian Initiative, 2011). Besides 
the Internet, the rapid expansion of geo-located mobile telephony, including throughout the 
global South, has meant that, for the first time, human populations have become self-broad-
casting in cybernetic terms (eagle & (Sandy) Pentland, 2006). An information feedback loop, 
offering immense marketing, behavioural management and security surveillance possibilities 
for organisations, corporations and states, has been created between service providers and 
millions of commercially supplied interactive screen interfaces. While not a revolution in the 
systemic meaning of the term, the disruptive potential of these technologies has certainly 
given a predatory neoliberalism a rejuvenating boost.

In terms of the emergence of digital humanitarianism, by 2008, what was initially called 
‘crisis informatics’, had already established a clear techno-science research agenda (Palen et 
al., 2010). Computer and mobile phone users self-broadcast both directly – through Internet 
searches, mobile phone calls, text messaging or social media like Twitter, Facebook, YouTube 
or hundreds of other apps – and indirectly, in terms of the geo-temporal electronic traces, 
or metadata, that such usage leaves behind and which the corporations harvest and store 
as ‘data exhaust’. At the same time, digital humanitarianism’s founding academic research, 
through data-mining and media analysis to crisis informatics, has reinterpreted and recap-
tured disaster-affected populations as emergent self-organising social systems (Ibid).

Since the mid-2000s, as the rapid increase in techno-scientific journal articles attests, all 
manner and scale of emergencies – floods, storms, forest fires, earthquakes, power outages, 
traffic gridlock, even high school shootings – have been rediscovered cybernetically, by 
hyper-bunkered digital humanitarians, as socially distributed information systems (Bushcer 
& Michael, 2014). While much of this rediscovery has taken place among emergencies in the 
USA, including Hurricane Katrina, since the mid-2000s international disasters in the global 



ReSILIeNCe  153

South have been progressively rediscovered and remapped through the lens of crisis infor-
matics (Meier, 2015). Indeed, matching the rapid spread of mobile telecommunications in 
the South, each major international disaster has become a natural laboratory for the emer-
gence of new techniques, the growing civilian mastery of erstwhile military technologies 
and increasing sophistication of digital recapture from a distance. New ways of remotely 
understanding and, especially, visualising social behaviour in conditions of shock and rapid 
change have emerged (UNGP, 2013).

The rapid development of digital humanitarianism has seen the emergence of new 
non-traditional humanitarian actors – including Google, Facebook, telecommunication 
companies, software platforms and voluntary technical networks – variously involved in the 
remote capture, curation and actioning of remote sensing and social media data (UNOCHA, 
2013). Rather than the implications of these developments for the political economy of 
humanitarian assistance, this paper is more concerned with the changing epistemology, 
if not ontology, of disaster management that the spread of connectivity has reinforced. In 
particular, since the 1970s, the move away from the modernist perception of disaster as 
the result of accidents that are external to normal society and against which society could 
protect itself. Disasters are now seen as emerging from within the functioning of society 
itself, and from which protection is both difficult and often counterproductive (Duffield, 
2012). Moreover, from this postmodern perspective, the long-term social effects of disas-
ters are not wholly negative. For example, they can help reduce barriers to change and 
adaptation. A ‘good’ disaster can disrupt and clear much social and institutional deadwood, 
making survivors receptive to new messages and inducements (Klein, 2007). This neoliberal 
reworking of disaster as a positive development opportunity is an underlying theme of 
digital humanitarianism.

early crisis informatics research, through the feedback loops established by broadband 
connectivity, made the not unexpected discovery that disaster-affected communities, in their 
struggle for survival, are able to self-organise during and after rapid onset events (Bushcer & 
Michael, 2014). From this perspective, digital humanitarianism is able to intervene from the 
electronic atmosphere at times of social flux, in support of resilience and recovery. Finding an 
effective tool or set of inducements that encourage people to self-organise independent of 
the state has been a liberal Holy Grail since the industrial revolution (Cowen & Shenton, 1996). 
This time around, however, the quest has been rejuvenated with an earth orbiting omnis-
cient eye (Harris, 2006) and smart messaging made possible by technoscience. Moreover, 
since disaster-affected populations can now talk-back, rather than rely on traditional, that 
is, terrestrial humanitarian aid agencies, they can relay their own requirements direct to 
the hyper-bunkered digital humanitarians (Meier, 2015). Through a combination of smart 
messaging and targeted interventions (which increasingly take the form of small cash or 
voucher transfers), disaster-affected communities are expected to become owners of their 
own self-recovery.

The transformation of catastrophe into a developmental opportunity represents the 
culmination of a long retreat from earlier modernist assumptions and practices of disaster 
management (Duffield, 2012). Indeed, as an ideological component of the present wave of 
humanitarian privatisation (Zyck & Kent, 2014), it reflects how terrestrial skills like needs assess-
ment, even health, nutrition and shelter support, are being rendered practically redundant. The 
disruptive radicalism of digital humanitarianism lies in its condemnation of the ‘top down’ and 
demobilising professional standards and operational practices of a grounded humanitarian 
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response. This, libertarian stance, however, despite its positive and affirmatory tone, is very 
much justified in the negative. As reflected in response to Hurricane Katrina, that devastated 
New Orleans in 2005, digital humanitarianism has justified itself in terms of two widely accepted 
negative expectations. First, due to climate change, urbanisation, demography and the eco-
logical crisis, the technoscientific belief that disasters are becoming more frequent, intercon-
nected and extreme; while second, because this increased frequency is occurring in a period of 
economic austerity, reasonable people cannot expect an emergency responder to be in every 
street corner (Conneally, 2011). In their stead, whether for a dying child or burning house, digital 
humanitarianism stands primed to provide a remote, cost-effective, online self-help solution.

The resilience of the ruins

An affirmatory digital humanitarianism, based on the developmental promise of self-organi-
sation among distant populations, can be contrasted with the slowdown of actually existing 
capitalism. Reflecting its neoliberal association, digital humanitarianism helps to occlude 
the negative by headlining the problem-solving potential of technoscience. At the same 
time, the prospect of living abandoned in the ruins, so to speak, is portrayed as not only 
possible but somehow emanicpatory (Bittman, 2015). Given this position, it is unsurprising 
that digital humanitarianism and its corporate stakeholders have embraced the resilience 
agenda (UNOCHA, 2013; WeF, 2013). From an informatics perspective of disasters being 
emergent socially distributed information systems, resilience is repositioned as an engi-
neering challenge. It resides, for example, in the use of relatively cheap or retro-engineered 
electronic interfaces to connect refugees or the members of cash-transfer programmes with 
hyper-bunkered digital overseers and smart entrepreneurs (Lavinas, 2013). Since aid agen-
cies and emergency workers no longer have a physical presence due to combinations of 
ground friction, risk-avoidance and austerity, this is the enforced resilience of abandonment. 
It betokens people that have no alternative but radical self-reliance.

Some pertinent crisis informatics research that has come out of the US-led Iraq invasion 
has highlighted how disaster-affected populations piece together the wreckage of surviv-
ing energy and telecommunication infrastructure to reconnect to the outside world (Mark, 
Al-Ani, & Semaan, 2009). This resilience research privileges emergent forms of self-organisa-
tion in terms of the technical bricolage and infrastructural hybridisation that survivors, acting 
independently, are able to accomplish. The affirmatory ethos of this DIY literature privileges 
emergent life as that which is able to adapt and innovate around uncertainty and surprise 
with whatever social capital or physical infrastructure is at hand (see, Tsing 2015). It endorses 
an ability, for example, to work around the ground friction created by bombardment, military 
occupation or militia checkpoints without politically challenging these conditions. Like rivers 
and forests in natural landscapes, the realities of occupation, random attack or intense sur-
veillance are part of the new ‘normal’ that defines today’s challenging urban environments. 
The debased political subject of resilience is not expected to demand state protection or 
unrealistically insist that threats are effectively dealt with (evans & Reid, 2014). Rather than 
‘development’ however, living in the ruins through infrastructural bricolage and self-repair 
is little more than survivalism; a process without teleology or future.

In exploring the imagery of the ruins, it is no coincidence that resilience has interconnect-
ing positive and negative genealogies. An affirmatory account of resilience stems from the life 
sciences. In particular, the 1970s discovery in ecology is that non-human species survive and 
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evolve on the edge of extinction (Holling, 1973). Resilience is a measure of the probability 
of species survival. In so far as they promote successful adaption and evolution, shock and 
prolonged disturbance are not necessarily negative conditions for ecological systems. This 
input from the natural sciences folds into and amplifies the already mentioned neoliberal 
reworking of disaster as a development opportunity. Besides disaster management, from 
evolutionary biology through engineering to child psychology and the financial system, this 
affirmatory view of resilience has been widely influential (Walker & Cooper, 2011). Indeed, it 
has become a monotonous lingua franca of survival, adaptation and rebound that effortlessly 
works across the social, natural and physical sciences.

However, there is also a negative genealogy of resilience, one that speaks directly to the 
metaphor of living among the ruins. Rather than the life sciences, this derives from cybernet-
ics, game theory and the extensive civil defence simulation of nuclear attack and enactments 
of survival during the cold war (Duffield, 2011). The hundreds of exercises that gamed societal 
survival among the simulated ruins of european and American cities saw the appearance of 
two enduring relations. First, the bunker as more than a defensive structure; that is, as a con-
trol room for remote management. electronic bunkers of various types, scales and degrees 
of connectivity are now an essential part of the architecture of modulation within societies 
of control (Mirowski, 2002). Second, the emergence of resilience as a practice of technolog-
ical bricolage or surviving by repairing, re-engineering or repurposing whatever technical 
skills or serviceable infrastructure is at hand. Rather than among the real ruins of present 
day Iraq, however, this vision of radical self-reliance emerges first as a cold war enactment. 
In gaming how to survive nuclear attack, resilience lay in the ability of a bunkered political 
elite to repair and reconnect the surviving infrastructure, supplies and labour (Campbell, 
1982). Quite literally, it was the resilience of the ruins. Not only was the possibility of survival 
envisaged, the ability to retaliate, even win, was dependent upon such enacted bricolage.

Given the current concerns of digital humanitarianism, such simulations were prescient. 
Moreover, in a similarly prophetic glimpse of the neoliberal counter-revolution, gaming 
survival necessitated a break with the prevailing biopolitics of Welfare Fordism. The resil-
ience of the ruins demanded the triage of the post-attack survivors. This process was wider 
than the extent of their injuries or exposure to radiation. Through corralling in camps and 
the ruined cities, together with the selective withholding of food and medical care, the 
useful were separated from the useless according to the technical and skill requirements 
of the remaining critical infrastructure (Ibid). Such abandonment and triage enacted in this 
game play – together with the need to police the resulting containment zones, for those 
now surplus to requirements – no longer has the science fiction that it must have originally 
had. These phantom glimpses of abandonment and slowdown, moreover, also suggest a 
new biopolitics of infrastructure. Whereas humans had previously used infrastructure and 
technology prosthetically to achieve autonomous social, economic or exploratory goals, 
digital infrastructure has now become a tool of re-socialisation through absorption. Rather 
than being autonomous, human capacities, skills and expectations are now tailored to meet 
the requirements of the machine interface through which everything now interconnects.

The re-socialisation of infrastructure

Digital humanitarianism imagines its own functioning in terms of managing interactive 
information interventions among disaster-affected populations to promote resilience (UNGP, 
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2009). Its humanitarian goal is to use smart technology to encourage innovation with what-
ever social capital, infrastructure or resources are at hand in the interest of self-recovery 
and adaptation to uncertainty. However, this appearance is an inversion of what is actually 
happening. Rather than being set free, as a result of deepening global connectivity, disas-
ter-affected populations are being re-socialised and locked into a digital interface (Reid, 
2009). In arriving at this conclusion, the differences between the political economy of critical 
infrastructure under conditions of modernity and postmodernity are important.

The existing physical world of wires, lines, buried pipes, sewers, dams, refineries, power 
stations, telecommunication networks and transport links, when taken together constitute 
an engineered environment that variously functions, often in the background, to maintain 
life, circulation and economy. Much of today’s critical infrastructure was produced during 
the period of capitalist acceleration prior to the 1980s (Graham & Marvin, 2001). This mod-
ernist structure constituted a fixed-capital large-scale technical grid (Balakrishnan, 2009). 
Historically, this universal fixed-grid, together with its inbuilt redundancies, standardised 
tariff systems and universal connection protocols, was associated with the old nationalised 
energy, transport, health, education and telecommunication industries. The fixed-grid aimed 
to provide public access to a universal set of standardised utilities and services through fixed 
tariff regimes. Its growth from the nineteenth century is inseparable from urbanisation and 
a general improvement in living standards. Prior to the 1980s, in the erstwhile Third World, 
attaining a universal fixed-grid of utilities and services embodied the modernist aspirations 
of states at a time when development still meant economic catch up with the West (Rostow, 
1960). In symbolic terms, the universal fixed-grid promised a technological levelling up for 
society as a whole.

The infrastructure behind the computational turn, including the Internet, broadband 
and mobile telephony, also constitutes a political economy (Leszczynski, 2012). Incidentally, 
estimates of the total amount of electricity now needed to run the totality of computers, 
routers, relays and vast climate-controlled data warehouses that constitutes the engineered 
infrastructure of cloud computing, suggest an equivalent of that used to illuminate the 
entire planet in the mid-1980s (Mills, 2013). Rather than directly replacing the old univer-
sal fixed-grid, this energy-hungry global ecosystem acts upon, reinvents and transforms it. 
Under neoliberal direction, rather than renewal as such, the spread of connectivity has been 
associated with the privatisation of its fixed elements, and commercialisation and market-
isation of the life-worlds it supports (Spreeuwenberg & Poell, 2012). These developments, 
as already mentioned, underpin the increasing inequality, social immobility, indebtedness 
and economic precariousness that now defines actually existing capitalism. Privatisation has 
largely been parasitic on the universal fixed-grid, fragmenting and globalising while feeding 
zombie-like on the congealed labour it embodies (Balakrishnan, 2009).

In turning this crisis of renewal into an engineering challenge, technoscience has responded 
with smart technology. Rather than replacement per se, this appears more a form of bricolage 
involving the widespread technological leverage of existing infrastructure, customers and 
social differences. Such leverage reaches Byzantine proportions, for example, in relation to 
domestic energy and broadband supply, where a fixed-grid has been privatised through 
the smart creation and regulation of artificial markets. Rather than rolling back the state as 
such, the bureaucracy of regulation, surveillance and behaviour modulation has increased 
(Agamben, 2013). In urban development terms, smart technology accompanies the move 
away from inclusive city planning towards selective gentrification and gated communities 
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walled off from surrounding food and amenity deserts (Davis & Monk, 2007). Contrary to the 
levelling up logic of a universal fixed-grid, smart technology tends to level downwards. With 
the gaming of nuclear survival providing a prescient glimpse of the future, managed from a 
hyper-bunker, smart technology folds into, customises and socialises the human terrain that it 
encounters. It provides an illusion of progress while leveraging existing inequalities, differing 
connectivities and life-chance divides in the course of opening up the sub-prime realities 
of actually existing capitalism for private gain. In commercial terms, this is why it’s smart.

Despite the affirmationism of smart technology, haunted by uncertainty, its lived reality 
is that of survivalism (Southwood, 2011). This delusional condition finds expression in the 
narcissistic aesthetic of smart. That is, the celebratory cybernetic dream of information-pow-
ered posthuman subjects able to display effortless agility, grace and decisive speed in their 
tireless ducking and diving the negativity of actually existing capitalism. The political out-
come, however, is to leave the root causes of negativity to others or an unspecified future 
generation. Rather than reaching escape velocity, smart technology is part of the slowdown. 
Several brief examples illustrate this logic. In Kabul, in 2011, it was possible for subscribers to 
a private intelligence organisation to download daily security digests. These digests included 
constantly updated maps showing what were assessed to be the safest access and exit routes, 
and times to travel, for those having to navigate the city roads.3 This reproduces the idea of 
the smart city where embedded sensors allow subscribers to plan convivial routes that avoid 
congestion and pollution (Davis, 2014). Continuing this logic, a development agency working 
in the global South has developed a new, more efficient, portable solar powered lamp. A 
high local crime rate means that traditional roof-mounted solar panels quickly disappear. The 
new lamp can be charged under supervision during the day and moved indoors to supply 
light throughout the night (Lall, 2013). Advertisements for the lamp feature an illuminated 
child completing her homework. These examples suggest how techno-resilience folds into 
and codifies the existing social fabric as it provides a tailored workaround for the negativity 
encountered. Root problems of insecurity, pollution and crime, however, remain.

Rather than universalism, tariff grades and access privileges multiply as fast as neolib-
eralism can fabricate new forms of subjectivity and identity difference. Held together by a 
computer-based cybernetic rationality, endless gradations of speed, entitlement and con-
nectivity have emerged, and have been recouped with alacrity by capitalism (Fisher, 2009). 
However, this cybernetic levelling down and the folding of social difference into a machine 
interface is far from objective or liberating. Through this abstraction and translation into 
behavioural patterns and expectations, it involves the mathematical coding of the various 
race, class, gender and developmental differences that constitute the human terrain. Whereas 
these differences were once open to political contestation and readjustment, with the rise 
to dominance of remote sensing and algorithmic behavioural surveillance, ideologically 
defined social, economic and security fault lines easily blur into scientifically verified objec-
tive differences (Chamayou, 2015; Magnet, 2011). Such overlapping processes of levelling 
downwards, infrastructural bricolage and the automation of exclusion are latent within the 
commercial connectivity plans for the global South.

Connecting the sub-prime

How the infrastructure of connectivity is currently being rolled out across the global South 
reflects the paradox of affirmatory technologies that reinforce inequality. The unequal global 
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distribution of data protection laws and regulatory regimes is relevant here. Broadly speak-
ing, the same information technologies that are subject to public oversight, legal safeguards 
and increasing privacy concerns in the global North, are being developed in the South in 
countries where regulation, safeguards and protection are absent or weak (Hosein & Nyst, 
2013). When such worries have been raised with digital humanitarians, the need for speed 
demanded by the humanitarian imperative has repeatedly been used to override concerns 
(Taylor, 2013). In practice, the global South currently functions as an unregulated commercial 
laboratory for the development of smart technologies and data mining experimentation 
that would be politically difficult in the North (Jacobsen, 2015). Mass biometric registration 
with little or no regulatory protection as a condition of aid entitlement or citizen recognition 
is a case in point. Besides the already mentioned fingerprinting or iris scanning of refugees, 
biometrics has quickly colonised social protection programmes, rule of law initiatives, voter 
registration, national ID programmes and, not least, the registration of the chronic poor 
through the growth of voucher and cash-transfer schemes. Across Africa, literally millions of 
people have now been scanned or fingerprinted (Hosein & Nyst, 2013). It is worth remind-
ing the reader that, not so long ago, biometric identification was reserved for criminals 
(Agamben, 2008).

Among international donors and NGOs, biometric registration is justified in terms of hav-
ing to leapfrog the absence of terrestrial communications infrastructure, together with a lack 
of traditional identity papers and historical census data. At the same time, fingerprinting or 
scanning is regarded as rendering beneficiary behavioural problems associated with igno-
rance or illiteracy more manageable (Donovan, 2013). Not least, from a donor’s perspective, 
it makes benefit fraud or abuse difficult. Given the trend to remoteness and the bunkering 
of international managers, actual registration is undertaken by local agents, while database 
curation and analysis takes place at a distance. Regarding cash-transfer programmes, not only 
are they cheaper, easier to administer and more market-oriented than the food aid they are 
often replacing smart technology that generally lends itself to the collection of simplified 
or wide-mesh monitoring data by local agents that can be uploaded to the Internet and 
analysed in the hyper-bunker (Jacobsen, 2015). A combination of biometrics, pared down 
evaluation tools and satellite remote sensing are rapidly becoming the main digital means of 
managing ground friction within systems of humanitarian remote management. Regarding 
welfare reform generally, especially the move to online registration, delivery and monitoring, 
the global North and South are currently blurring together.

Critics have pointed out that the aim of cash-transfer programmes is not to reduce poverty 
per se ,but to marketise and manage the sub-prime economic conditions of the global South 
(Lavinas, 2013). At the same time, by extending connectivity, these programmes open the 
human terrain to an electronic gaze such that new ways of remotely knowing and governing 
are presented. The Hunger Safety Net Programme, operating in the arid, low-population 
density conditions of northern Kenya is one such example (Donovan, 2013). This programme 
is funded by the Kenyan Government and the UK Department for International Development 
(DFID), and run by several international NGOs, including Oxfam and World Vision, in part-
nership with Kenya’s equity Bank. It has enrolled nearly half a million chronically poor who, 
spread over six instalments per year, are provided with the equivalent of around 40 cents 
per day. Besides fingerprinting, a key infrastructural innovation is the contracting of local 
shopkeepers as banking agents (Ibid). Scanning and terminal set-up is done by local aid 
workers, while overall management is the responsibility of remote international staff.
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The Hunger Safety Net Programme exemplifies how smart technology folds downwards 
into the existing human terrain, re-socialising and leveraging the infrastructure it finds in situ. 
Among a widely dispersed low-density population, the tin-roofed village shop, invariably 
selling a modest range of basic commodities, is one of the few regular built structures (Ibid). 
After vetting and training, shopkeepers are contracted to operate the programme’s biom-
etric terminals. They scan fingerprints, verify, identify and handover the cash entitlement. 
The arid conditions of northern Kenya constitute a difficult working environment. With no 
regular electricity supply, power comes from solar panels purchased by the shopkeepers 
through a Programme loan scheme. The heat and dust often cause laptops and terminals 
to fail. Limited Internet connection means that database, software and programme updates 
rely on the physical transportation of memory sticks back and forth between shops and 
remote managers. Maintaining a service requires constant workarounds and technological 
bricolage (Ibid).

Besides illustrating a mode of operation, the Hunger Safety Net Programme is also useful 
in terms of what it suggests about the future. There are currently many such technolo-
gy-based aid programmes in the global South that, due to the sub-prime conditions in which 
they operate, remain temporarily localised. Given the public–private nature of the consortia 
responsible, however, and the extra ability to mine data for commercial and security purposes 
in the permissive conditions of the global South, the tendency is towards digital interconnec-
tion (Jacobsen, 2015). That is, NGO databases are merging with other aid agencies, these are 
connecting with participating commercial companies and those operated by governments 
and international intelligence agencies. This tendency towards global interconnection will 
be boosted if, and when, Silicon Valley’s plans to connect the last five billion in global South 
still offline come to fruition (Zuckerberg, 2014). By working from both the ends, as it were, 
we can begin to appreciate how remote sensing, biometrics and data mining technologies 
are converging globally. Importantly, however, Silicon Valley’s plans, despite their affirma-
tionism, follow the same pattern of levelling downwards by folding into and reinforcing the 
inequalities they encounter. Learning how to make money in the sub-prime tele-economic 
conditions of the global South is the private sector’s last global frontier.

From less than ten landfalls made by high-speed undersea fibre-optic cables in 2009, 
mainly along Africa’s west coast, by 2012 this has rapidly grown to more than 30 that now 
encircle the continent (Song, 2015). Viewed on a map, the fibre-optic trunk lines that snake 
inland from these landfalls resemble the interior seeking railways of an earlier ocean borne 
colonialism. Like the railways, these cables are widely dispersed, leaving huge electronic 
white spaces between them. These spaces often overlap with zones of ground friction arising 
from insecurity, political push back and access denial. In the global North, Internet connec-
tion is usually through a dense street level network of buried fibre-optic cables. However, 
for reasons of cost, the wish to avoid terrestrial regulation and ground friction, Google and 
Facebook’s plan to connect the one billion Africans still offline involves capture from the 
atmosphere (Naughton, 2014). Google, for example, is exploring high-endurance balloons 
capable of drifting high above the earth’s surface using the stratospheric winds to navigate 
(Google, 2015). Facebook is investing in high altitude solar-powered drone technology in 
order to create platforms able to stay aloft for years, rather than months or days (Zuckerberg, 
2014). These competing technologies are similar in that they seek to operate from the strat-
osphere, that is, more than 20 km above the earth’s surface. Not only is the stratosphere well 
clear of ground friction, from a legal perspective it is an ungoverned space; in this case, not 
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one open to terrorists but colonisation by corporations. Functionally, it is the atmospheric 
equivalent of the high seas. even the laser beam technology being experimented with for 
high-speed data transmission uses that part of the radio spectrum that lies outside interna-
tional telecommunication regulations.

In addition to such piratical measures, the other component of these plans reflects the 
theme of living in the ruins that has haunted this paper. It involves retrofitting mobile phones 
to function as the ground connection of choice in sub-prime tele-economic conditions. 
This corporate-led technological bricolage is based on reengineering apps like Facebook 
and Google to work on the slower and more limited 2G and 3G mobile phone technolo-
gies common to the global South. Facebook, for example, has constructed a laboratory on 
its Menlo Park campus that can reproduce the sub-prime electronic conditions that are 
found, for example, in Africa. Retrofitting involves developing lower density graphics and 
advanced data caching techniques to boost performance on slow networks at a reduced 
cost (Internet.org., 2013). You can see these plans from contrasting points of view. As an 
affirmatory acceleration that will effortlessly lift millions of people in the global South out 
of poverty. Alternatively, as an expression of digital ‘intermediate technology’ that folds into, 
codifies and reproduces the terrestrial inequalities and disadvantages it encounters. While 
entrenching the technological lead of Silicon Valley, its actual effect in the global South is 
one of the lock-ins and slowdown for the majority. One thing, however, is more certain. The 
Internet that these new newly-enfranchised ‘global citizens’ are connecting to is not the net-
work that launched the likes of Google and Facebook. They are a selection of walled-garden 
apps that, while providing a limited range of information, capture data on behalf of their 
corporate owners (Internet.org., 2014).

Drawing it together

This paper has examined some aspects of the growing interconnection between data infor-
matics and humanitarian action. The increasing operationality of remote sense-making tech-
nologies along the North-South interface is part of a much wider transformation of security 
governance made possible by the spread of global connectivity. Connectivity has a dual 
structure. It is an expanding engineered infrastructure of sensors, satellites, relays, fibre-op-
tic cables and data warehouses that interconnects millions of atomised screen interfaces 
and, at the same time, a relational and behavioural epistemology or ‘cybernetic rationality’ 
(Halpern 2014) made possible by this infrastructure. Other than being haunted by the spectre 
of ruination, as an essentially synchronic relational construct, cybernetic rationality lacks a 
sense of history or causality. At the same time, designed from the outset to make sense out 
of limited or imperfect information, it eschews the need for direct social engagement and 
exchange (Rouvroy, 2012). Indeed, it has little time for what are denigrated as the biases 
of subjective beliefs and motivations. Being remote by choice, it seeks a distant cybernetic 
command and control relationship with the outside world.

In terms of the automation of sense-making, an essential architectural feature of smart 
infrastructure is its ability to fold into the weft and warp of the social fabric, adjusting and 
embedding itself as it helps code and profile the multiple differences in speed, access and 
desirability that are encountered. The political economy of connecting the global South is 
illustrative of these characteristics. Being able to exploit the weakness or absence of data 
laws and regulations, technological bricolage has been successful in transforming even the 
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most inauspicious low-resolution landscape, for example, the arid pastoralist area of northern 
Kenya, into an interactive environment. While local and international telecommunication 
companies play an important part, humanitarian organisations have been crucial in the 
roll-out and operational testing of digital infrastructure. From refugees through to electoral 
programmes, biometric registration is now the standard operating procedure. At the same 
time, the growing popularity of cash-transfer as a replacement for aid in kind, is a further 
innovation that is driving connectivity among the sub-prime tele-economic conditions of 
the global South.

Connectivity has allowed resilience to come of age as an operational tool. Through feed-
back loops and smart messaging, the roll-out of an embedded digital infrastructure trans-
forms the desired qualities of resilience into a cybernetic command and control function. 
Connectivity creates a virtual ecological fieldwork site. As such, it reveals the cynicism of 
neoliberalism. While resilience publically speaks to the decentralisation and radical self-re-
liance that connectivity makes possible, in practice connectivity allows for what one could 
describe as a monitored and conditional transference to the wild. From a security perspec-
tive, resilience embodies a de-centralisation that is simultaneously a re-centralisation. As a 
monitored behavioural pattern, resilience is only tolerated, indeed, only recognised as such, 
so long as it maintains a profile of apolitical and unquestioning adaptation. When it is driven 
by rage and hope, however, to achieve unscripted ends a different reaction ensues. As with 
the current spectacle of Syrian refugees literally forcing their way into europe, instead of 
being lauded as survival against the odds, such ‘resilience’ is feared and reviled.

While great developmental and humanitarian claims are made for connectivity, as a dual-
use technology, it is simultaneously a boon to global security governance. Unchecked by 
regulation or oversight, security concerns are encouraging the convergence of the localised 
humanitarian, development, government and security databases into a systems with a wide 
international reach. A deepening circle of what UNHCR ironically calls ‘people of concern’, 
for example, is being transformed into an interconnected socially distributed information 
system linking asylum seekers in europe with the ruins of interventionism in the Middle east 
(Nyst, 2013). While global connectivity promises development and freedom enlargement it 
places an unprecedented apparatus of surveillance, behavioural change and interdiction in the 
hands of states, corporations and security agencies. In terms of the digital infrastructure, net-
work-centric assumptions, metadata collected and the algorithmic analysis involved, even the 
freedom defending morality being espoused, there is no fundamental difference between the 
technoscience that doles out cash payments to the chronically poor and that which launches 
drone attacks from the sky. Since the 1990s, the development-security nexus has pivoted from 
the ground into the volumetric and vertical dimensions of a buccaneering digital atmosphere.

Notes

1.  For space reasons, this paper is unable to elaborate the epistemological distancing inherent 
in cybernetics (Hayles, 1999), which precedes and reinforces more recent existential and risk-
related aspects of remoteness.

2.  In brief, the electronic atmosphere emerges first with the laying of submarine telegraph cables 
during the nineteenth century and subsequent discovery of short-wave radio, it advances with 
earth orbiting satellites and consolidates with the Internet and Web 2.0 revolution (Sloterdijk, 
2013/2005).

3.  Personal communication, Karl Sandstrom.
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